
DEPARTMENT OF THE ARMY 

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-5995 



REPLY TO 
ATTENTION OF: 



FEB 2 7 200? 



Freedom of Information/ 
Privacy Office 



Mr. John Young 

CRYPTOME 

251 West 89* Street 

Suite 6E 

New York, New York 10024 
Dear Mr. Young: 
References; 

a. Your Freedom of Information Act request of March 29, 2001 , for information pertaining to the 
Internal Counterintelligence Program (ICIP), ZFOl 1946W (#123F-06). 

b. Our letter of December 20, 2005, informing you we needed additional time to review the records, 
and informing you we were unable to comply with the statutory 20-day time hmit in processing your 
request. 

c. Our letters of March 22, 2006 and January 30, 2007, informing you we were still reviewing the 
records you have requested and will respond to you once the review has been completed. 

We have conducted checks of the automated Defense Central Index of Investigations and a search of 
the Investigative Records Repository to determine the existence of Army intelligence investigative 
records responsive to your request. We have located records pertaining to your request on ICIP, 
ZF011946W. 

We have completed a mandatory declassification review in accordance with Executive Order (EO) 
12958, as amended. As a result of our review, information has been sanitized and nine pages of records 
are denied in their entirety as the information is currently and properly classified SECRET and 
CONFIDENTIAL according to Sections 1.2(a)(2), 1.2(a)(3) and 1.4(c) of EO 12958, as amended. This 
information is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 
552(b)(1). On March 9, 1999, the President exempted the file series in which these records are 
maintained from the automatic declassification provisions of EO 12958, Section 3.4, as amended, 
pertaining to classified records more than 25 years old. It is not possible to reasonably segregate 
meaningful portions of the withheld pages for release. The records are enclosed for your use. A brief 
explanation of the applicable sections follows: 

Section 1.2(a)(2) of EO 12958, as amended, provides that information shall be classified 
SECRET if its unauthorized disclosure reasonably could be expected to cause serious damage 
to the national security. 
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Section 1.2(a)(3) of EO 12958, as amended, provides that information shall be classified 
CONFIDENTIAL if its unauthorized disclosure reasonably could be expected to cause 
damage to the national security. 

Section 1.4(c) of EO 12958, as amended, provides that information pertaining to intelligence 
activities, intelligence sources or methods, and cryptologic information shall be considered for 
classification protection. 

Since the release of the information would result in an unwarranted invasion of the privacy rights of the 
individuals concerned, this information is exempt from the public disclosure provisions of the FOIA per 
Title 5 U.S. Code 552 (b)(6). 

In addition, we have sanitized information that would reveal the identity of confidential sources. This 
informaiion is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(D) of the FOIA. 
The significant and legitimate governmental purpose to be served by withholding is that a viable and 
effective intelligence investigative capability is dependent upon protection of confidential sources. 

The withholding of the information described above is a partial denial of your request. This denial is 
made on behalf of Major General John Defreitas, IE, the Commanding General, U.S. Army Intelligence 
and Security Command, who is the Initial Denial Authority for Army intelligence investigative and 
security records under the FOIA. You have the right to appeal this decision to the Secretary of the Army. 
If you wish to file an appeal, you should forward it to this office. Your appeal must be postmarked no 
later than 60 calendar days from the date of this letter. After the 60-day period, the case may be 
considered closed; however, such closure does not preclude you from filing litigation in the courts. 

We have been informed by the FBI that their information is exempt from public disclosure pursuant to 
Title 5 U.S. Code 552 (b)(1) of the FOIA. 

The withholding of the information by the FBI constitutes a partial denial of your request and you have 
the right to appeal this decision. If you decide to file an appeal, it should be sent to the Co-Director, 
Office of Information and Privacy, U.S. Department of Justice, 1425 New York Avenue, Northwest, Suite 
1 1050, Washington, DC 20530-0001 within 60 days from the receipt of this letter. The envelope and the 
letter should be clearly marked "Freedom of Information Appeal" or Information Appeal." Please cite 
FBI FOI/PA #429014 assigned to your request so that it may be easily identified. 

We are forwarding a copy of this letter to the FBI (FOI/PA #429014). 

During the processing of your request, information was disclosed which is under the purview of 
another government agency. This office has no authority to release this record and it is being referred, 
along with your request, for appropriate action under the FOIA, and direct reply to you. 

Additionally, we are coordinating with other government agencies concerning the releasability of their 
information contained in the records. We will inform you as to the releasability of the information upon 
completion of our coordination. 
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If you have any questions concerning this action, please feel free to contact this office at 
(301) 677-6410. Please refer to case #123F-06. 

Sincerely, 




Susan J. Buttfer061d ^■ 
Director 

Freedom of Information/Privacy Office 



Investigative Records Repository 



Enclosure 



THIS MUST REMAIN TOP DOCUMENT 



DOSSIER NO. zFOi 19. 



Vol 1 of 7 Vols 



As of 18 Sep 8 5 material included 

(Date) 

in this file conforms with DA policies currently 
in effect. 






,Ltyt.^ ■^Z.y/.^y Sep 85 

I^Signature)' (Date Signed) 



■ DeLnifir Smith GS 5 

(Printed Name) (Grade) 



R9vtowed lor BsMion 

Crtt«ri«UPARS8M0 ^ 



THIS MUST REMAIN TOP DOCUMENT 



lA (HQ) Form 2214 Replaces MIIA Fm 315, 1 Jun 75, which may be 

(1 Sep 78) used until supplies are exhausted. 



TRANSMITTAL Of KATFR'iAL TO IRR* 



'NOTE: This form i$ not n.,-1red when wterUT is forv»rdt. to IRR with DA form 2784-R, 
but may be used iS • supplement to OA Form 2784-R to provide iddUlonal 

Inslrusilonsi ■ ,.. 



1. TO: 



( ) Records Processing Division 
(xx) ^P^clal Records Division 



2. FROM: 

Director 

USA FCA,. USAINSCOM 
A1A05 



^3. DATE 27 Aug 85 



4. PERSONAL/ IMPERSONAL SUBJECT (Estibllfh dossier or add material to existing dossier) 

t. SUBJECT: internal Counterintelligence Program (ICIP) 

b. DOB: d. SSN: 



• c. P06: e Alias/Nee 

5. PERSONAL/ IMPERSONAL INDEX CROSS-REFERENCES (Continue on plain bond paper If needed; 



Name/ Impersonal Title DOB 

USASA FIELD STATION, BERLIN 

DLI, PRESIDIO OF MONTERREY, CA 

DET N, USASA FIELD STATION AUGSBURG, GE 

USA MISSILE COMMAND, REDSTONE ARSENAL, AL 

ABERDEEN PROVING GROUND, ABERDEEN, MD. 

WHITE SANDS MISSILE RANGE, NM 



FOB 



SSN 



Alias/Nee 



6. FORWARD DOSSIER TO: 
(X) Files 

( ) Account Nuirber: 



7. REGULATORY REVIEW (Check one or both) 

foj Attadvid nvaterlal meets retention 

criteria of AR 381-10 
( ) Material contains financial diata unSer 

criteria of AR 190-6 



8. DISPOSITION OF CASE (If not reflected on DA Form 2784-R} 

CASE CLOSED 



9. REQUEST FOR CONTROL (For controlled 
dossier material only; enter data 
required by para 3-4. All 381-45) 

Category I 

Paragraph 3-2b(3), AR 381-45 
Cannot be pre-determined 
See Block 4 



Iftft USE ONLY 



( ) AR 190-6 
( ) AR 381-10 
( ) AR 381-45 
Dossier Not 



Aging Criteria: 




lA(HQ) Porin 2201-R, 1 Nov 84 (R^laoes IA(HQ) Ponn 2201, 1 May 78, which is obsolete) 
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ACTIOrt SHEET 




SUBJECT 


OFFICE SYMBOL 






DAMI-DOI-S 


jSUSPENSE 


Quarterly ACIP Report 


DATE 






18 October 


1972 




7 ■Z- 



fTROL NUMBER 



ACTION REOUIREO 

To provide USofA with the third 



quarterly ACTP report-. 



MEMORANDUM TOR RECORO. f Detcribe brUflr th* reqainmeitt. background and actmn taken or nconunendtJ. Muit bt taKciently detaiUd to idtiUify 
lk€ action withomt rccom-M to otkar nurctt. ) 



1. BACKGROUND: 



a. By Memorandum dated 8 February 72, the Under Secretary of the Array requested the 
Vice Chief of Staff, US Army to provide quarterly reports on all ACIP's (BLUE TAB B). 

b. The second quarterly report, which contained a specially requested additional ^ 
analysis, was submitted to the Under Secretary of the Army on 1 August 72 (BLUE TAB G) ." ^ 

c. Written input from USAINTG for the current quarterly report is attached at 
BLUE TAB D. 



2. DISCUSSION : Memorandum at BLUE TAB A t o Under Secretary of the Army through the 
Vice Chief of Staff, US Army, provides required third quarterly report as desired by 
USofA memorandum of 8 February 1972. 

3. RECOMMENDATION ; That Memorandum (BLUE TAB A) be approved and signed. 



(Continue on plain bond) 



IMPLICATIONS CINFO VES | | NO □ PROGS YES □ NO FH 


SUOGET YES n NO I 1 


COORDINATIONS 


APPROVALS 


OFFICE 


NAME 


PHONE 




INITIALS 


DATE 








BR 












DIV 
























EX ' 












»csi 










DISPATCHED (DTS) 










SHOW 400 IT lONAL COOROIKAT ION ON REVERSE SIDE OR CONT 1 HU AT 1 ON SHEET 





ACTION OFFICER ( Name, grade, phone and signature ) 

W. WEBB, MAJ/57471 U^^Q^j^ 
ACSI FORM 28, 13 Sep 71 




RECORDS COPY 



REGRADED UNCLASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 




CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER OF 
SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



TOTALS II 
Off-post Information 



CANAL LOOP 
CANARY EFFORT 
CANCER PORCH 

CANDID FROLIC 

CENTRAL TAXI 

GONDOLA STAR 
GONG SILK 
LANDLESS TIME 

LANYARD MOOD 
LENIENT CLOUD 

LENTIL MONKEY 
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16 February 72. 
16 February 72 
28 December 71 

21 December 71 
16 February 72 

16 February 72 

16 February 72 

19 January 72 

22 December 71 
16 February 72 

26 October 71 



2 

3 



30 



There were no instances in which inforraat ion on non*af filiated civilians was collectGd 
off -post. • Classified by__PAMI_-pO 

SURJECT TO GENERAL "dKlIss;F!cTt1on" 
SCHEDULE EXECflT'VE OUDER 11^52 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS 

J)ECLASSIFIED ON 31 DECE;u3£R_ 1_9Z8____ 




ICDISO-OC 




DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 



16 OCT '972 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 



HQJDA (DAMI-DOI-S) 
WASH DC 20310 



1. (u) References: 

a. Ltr, DAMI-DOI-S, 8 Mar 72, subject as atove. 

b. Ltr, ICDISO-OC, l8 Apr 72, subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 July - 30 September 1972 is forwarded herewith. 

3. vi-l)(-C") The following operational and administrative control measures 
remain in effect concerning all reported ACIP to assure compliance wi+b 
DOD and DA policies relative to the acquisition of information on non- 
DOD affiliated personnel: 

a. Each ACIP is restricted to on-post target coverage of DOD 
affiliated personnel and utilizes employees or military personnel of 
the serviced command as sources. These constraints generally preclude 
the possibility of violations of current collection restrictions regard- 
ing non-DOD affiliated personnel. 

b. Sources are selected from a civilian/military work force only 
after detailed assessment. Generally, only long term employees or 
personnel of known reliability and proven loyalty are selected for re- 
cruitment . 



Classified by Dj..$..0. USfil.JU.tL-. , 

SUBJECT TO GENERAL DECLASSIFICATION 
SCHlDjLE of EZ:^CUTIVE CRDER I!, 52 
AUTCJAiJCALLY DCWKGRALED AT TWO YEA! 
INl-taVALS. DECLASSIFIED ON 31 DEC AIL. .. 




REGFiAOED UJClASS-FiED 



ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Coixnterintelligence Program 
(ACIP) Operations (u) 

c. Each individual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies and restrictions pertaining 
to the program and program associated activities as concerns persons and 
organizations not affiliated -with DOD. 

d. ACIP reporting is scrutinized at each level of command to insure 
the acceptahillty of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
determination is made by this headquarters concerning the propriety of 
collection reporting and the information developed. 



Commanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation was unanimous. To date, 
supported commanders' views remain unchanged and in view of this it is 
recommended that these programs be continued. / 




11 Incl 
Op Anal 



FOR THE COMMAITOER: 




Acting Assistant Adjutant General 




BY US AMSCOM 

Aum mm xmm 
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1. CMAL LOOP (OACSI approval - l6 Feb 72) 



a. Location: Edgewood Arsenal, MD 

"b. Confidential Source Utilization: Five sources were used during 
this reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the install ation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Personnel transfers have created a turbu- 
lence in both the project control officer and project liaison officer 
functions. It is anticipated that the operation vd.ll become more 
effective after permanent personnel assignments are made in the near 
future . 




00 5200. ie 



Classified by ..^J.SO....(JS.C^/.NlLr. 

SUBJECT C- T"'- r-c: -s-ncATiON 






2. CANARY EFFORT (OACSI approval - l6 Feb 72) 



a. Location: Fort Ritchie, MD 

1). Confidential Source Utilization: Three sources were used 
during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the instaULation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation is recoinmended because of 
the installation's sensitive mission with DOD as the Alternate 
National Command Post and the role assigned to USAINTC of executing 
the Alternate Joint Communications Center Counterintelligence Prograjn. 
The commander of Fort Ritchie and the US Army element located within 
Site "R" desires the continuation of the ACIP. 




^''BKC. V^GI^r'^l' DECT .'l?'T3ICATiON 



3. CANCER PORCH (OACSI approval - 28 Dec 71) 



a. Location: Defense Language Institute, Southwest Branch, 
Fort Bliss, TX 



h. Confidential Source Utilization: One confidential source was 
approved diiring this reporting period for recruitment. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: The Defense Language Institute has 
recommended that the operation continue despite the reduction in the 
number of Vietnamese language students trained at the Institute. 



BY US AE«KGfe« HK^A 
Anth Psm 4~1S^ ^&IE 




h. CANDID FROLIC (OACSI approval - 21 Dec 71) 



a. Location: Fort Ord, CA 

"b. Confidential Source Utilization: Tvro confidential sources were 
used during the reporting period. 

e. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: One of the sources identified two 
military personnel assigned to Fort Ord and a USMA cadet who were 
allegedly members of the Vietnam Veterans Against the War (WAW) who 
distributed WAW literattcre on a military post and -who encouraged mili- 
tary personnel to attend WAW meetings. 

e. Operational Status: Fort Ord is the only major US Army training 
center on the West Coast and is a major test site for Modern Volunteer 
Anny concepts. Additionally, the US Army Combat Developments Experimen- 
tation Command is located on the post with field testing conducted at 
Hunter-Liggett Military Resei*vation. Disruption of these elements could 
have a serious adverse impact upon the mission of the Army in that area. 
As the site of the Pvt Billy Smith "fragging" coiirt-martial, Fort Ord has 
become a focal point for dissident/ subversive activity for both local 
groups as well as supporters of Angela Davis from the San Francisco area. 
Because of the foregoing factors, recommend that CANDID FROLIC be 
continued. 




J:)/J0 U^f^lMTQ^ 




5. CENTRAL TAXI (OACSI approval - l6 Feb 72) 

a. Location: HQ, US Army Electronics Command, Fort Monmouth, NJ 

b. Confidential Source Utilization: Three confidential so-urces were 
used during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Information -which identified 
four potential security problem areas was obtained and passed to the 
serviced command for appropriate action. 

e. Operational Status: The full potential for this operation 
has not been achieved due to the frequent change of control personnel. 
This situation is expected to stabilize in the near future, resulting 
in subsequent improvement of the operation. 



regraded unclass^fed 
bycl^saIj^mfoi/po 



AUTH Para 1-603 DOD S200.1 R 



■-r .. .h/sc>. osmo.r(L.. 



; J / ; ; : . ; :-;;o year 




6. GONDOLA STAR (OACSI approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground, Aberdeen, MD 

b. Confidential Soiirce Utilization: Two confidential sources 
were used during this reporting period. 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: A turb\ilent project control officer and 
project liaison officer situation which exists as a result of USAINTC 
reorganization and ensuing personnel transfers has prevented the pro- 
gram from attaining maximum effectiveness. This particular situation 
is expected to be resolved dioring the next quarter and increased 
coverage of the installation will be acccmpllshed. High priority 
tenant activities covered by the ACIP include the US Army Test and 
Evaluation Command, Land Warfare Laboratory, Human Engineering 
Laboratory and the Ballistic Research Laboratory. 



REGRADED UNCLASSSFiED 
ON SEP -5 iai/ 

BYCDR USAl^iSCOM F01/PO 
AUTH Para 1-603 DOD 6200.1 R 



Classified by .Dj.SQ...MS^J^..7:<L — * 

SUBJECT TO GENERAL DECLASSIFICATION 

SCHl-D'JIE OF EXiCUIIVE C'EDEH 11S52 
AUTCr/.A1.0ALJ-Y 1: .:\L •l-nAD-ID AT TWO YEAR 
INTERVALS. DECLASSIflED ON 31 DEC ./.Y.yK^ 





7. GONG SILK (OACSI approval - l6 Feb 72) 

a. Location: Picatinny Arsenal, Dover, New Jersey 

b. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Information which identified three 
potential security problem areas was obtained through the sources and 
passed to the serviced command for action. 

e. Operational Status: Because of the sensitivity of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command, it is 
recommended that the operation be continued. Due to the relatively new 
status of the personnel involved in the ACIP, its full potential has not 
been reached. Improvement in effectiveness is anticipated. 




Classified by ...D.ISO.MtlJifJT.L 

SUBJECT YO ge"er;^l de':- " .'SSnc^.TION 





8. LANDLESS TIME (OACSI approval - I9 Jan 72) 



a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Four confidential sources 
were utilized during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 

Civilians : None 

d. Useful Information Obtained: No information to Indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The relatively recent reactivation of 
sources and newly assigned personnel have prevented this operation from 
reaching its ful 1 potential. Improvement in effectiveness is anticipated. 





AUT..;...A::.:::..;; r ,\.,.:::;A'.,:ij at tvvo year 

ir,T£xiVA.i, L^CLAioiFlH) OK 31 DEC ..^QJA... 




9. LANYAEO) MOOD (OACSI approval - 22 Dec 7l) 

a. Location: Defense Language Institute East Coast Breinch, 
Anacostia Naval Annex, Washington, DC 

"b. Confidential Source Utilization: Wo confidential sources were 
used during this reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Pending development of a more permanent 

source at this installation, conventional sources of information will 
continue activity to cover sensitive targets designated by the supported 
commander . 



10. LENIEKT CLOUD (OACSI approval - l6 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four confidential sources 
were utilized during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civillajis: None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Due to the sensitivity of the installation 
itself and the large volume of classified material handled at the 
facility, recommend continuation of the operation. 



RPGRADED ? m"')' ^^.SGIFED 
ON SEP -5 1997 
BYCDR'X..: . : . '-'TO 
AUTH pQm I'dv': 1^00 d200.1R 
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11. lENTIL MONKEY (OACSI approval - 26 Oct 7l) 

a. Location: Defense Language Institute West Coast Branch, 

Presidio of Monterey, CA 

b. Confidential Source Utilization: Three confidential sources 
•were used during the reporting period. 

c. Information Obtained Off -post and Reported on Won -affiliated 
Civilians : None 

d. Useful Information Obtained: Two individuals assigned as 
instructors at the DLIWC have been shown to possess weaknesses -which 
coiild be exploited by hostile intelligence services. 

e. Operational Status: Faculty members of the DLIWC must be 

considered potential targets of hostile intelligence agencies -which may 
be operating in the area of the DLIWC; especially with the establishment 
of a Soviet consulate in San Francisco and the loosening of restrictions 
on comnuni cations -with the People's Repiiblic of China. Three foreign 
language departments are no-w covered by confidential sources and two 
additional departments -will be covered upon recruitment of t-wo more 
sources. 



mi 



Classified by ...hs..O.MS£./MLL 

f ^H^:- l^J:- '^-^-^ E^CI ?:SSTFICAT!ON 

JNTERVr/r'Vt-A.t r'ADuD AT TWO YEAR 
iAltiiv Al... ON 31 DEC M.. ^ ^ 



ACTION SHEET ^J^jAllL 1 


'ntrol number 


SUBJECT 

Quarterly Report to USofA re: Aggressive Counterintelli- 
gence Program (ACIP) Operations (U) 


OFFICE SYMBOL SUSPENSE 
DAMI-DOI-S 


DATE 

31 July 1972 



ACTION REQUIRED 



To provide USofA with the second quarterly rftport on ACTPs. 

MEMORANDUM FOR RECORD. (Deteribt 4ri«/Ij- Me ra|iiir«meii(, background and action taken or recommended. Mutt be tumdently detailed to identify 
tke action wilkoal recoaree to otktr toarce: ) 



1. BACKGROUND: 



a. By memorandum dated 8 February 1972, the Under Secretary of the Army requested 
that the Vice Chief of Staff, US Army provide quarterly reports on ACIPs (BLUE TAB D) ♦ 
He further requested that the report for the period ending 30 June 1972 provide a full 
analysis of the program. 

b. The first quarterly report was submitted to the Under Secretary of the Army on 
21 April 1972 (BLUE TAB C) . 

c. Written input from USAINTC for the current quarterly report is attached at 

BLUE TAB B. Subsequent coordination between USAINTC and OACSI representatives amplified 
their input which resulted in the information outlined in the memorandum to the Under 
Secretary of the Army (BLUE TAB A). To date, ICF in the total of $140.73 have been 
expended on these 11 ACIPs. 

2. DISCUSSION ; Memorandum to Under Secretary of the Army through Vice Chief of Staff, 
US Army, at BLUE TAB A provides required second quarterly report as desired by the 
USofA memorandum of 8 February 1972. 

3. RECOMMENDATION : That Memorandum at BLUE TAB A be approved and signed. 



(Continue on plain bond) 



IMPLICATIONS CINFO YES [771 NO ("3 PROGS YES [~\ NO | ] 


BUDGET YES Q NO | 1 


COORDINATIONS 


APPROVALS 


OFFICE 


NAME 


PHONE 




INITIALS 


DATE 








BR 












OIV 




































ACSI 










DISPATCHED (DTfl) 










SHOW ADDITIOKAL COORDINATION ON REVERSE SIDE OR CONT 1 NUAT ION SHEET 





J. MARTINS, MAJ/57471 




RECORDS COPY 



ACSI FORM 28, 13 Sep 71 



REGRAOEo UNCLASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 



I AUG 1372 



IMMI-DOI-S 



MEMOfiAmUH TBRU: VICE CSOEY 00? STAJ^F, imiTED SIATES ASM¥ 
TCRi \MO£8i SSXSmABX OF THE *XMi 

SDUECTi AggrttMlve C0iiBt«eiBt«lllg»c« ?n>gra& (ACIP) Qpsratloas (G) 



I. E«fer«nce your meaorattdum of 6 February 1972, subject &s cited. 

2« The II ACIF opttra-tlona reported to you in my 21 April 1972 sesMran- 
dvBQ, subject as above, remain in effect. Ko additional ACIF operations 
have been a^roved. A quarterly report of current operations Is at- 
tached (TAB A). At TAB B Is the evaluation you requested. 

3 » I do not believe we have yet had sufficient experience with this ^ 
prograra under the new control limitations for a solid evaluation of its "a 
long-t«m merit. I will continue to submit tjuarterly reports to you on 
it, and will furnish you another evaluation at the etrf of the fourth 
quarter of operations under the nev controls. 




(sgd) Phillip B. Davidson, Jr. 



FHILLIP B, TlA\niDSm, JR. 
Major Getwral, GS 
ACofS for Intelligence 



Regraded UNCLASSiFlED when 
separated from classified 

inciosures 



SPECIAL ACTiONS BR 
RECORDS COPY 



CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 

NICKNAME 



DATE APPROVED 



NUMBER OF 
SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



CANAL LOOP 

CANARY EFFORT 

CANCER PORCH 

CANDID FROLIC 
CENTRAL TAXI 

GONDOLA STAR 

GONG SILK 

LANDLESS TIME 

LANYARD MOOD 
LENIENT CLOUD 

LENTIL MONKEY 



16 February 72 
16 February 72 
28 December 71 

21 December 71 
16 February 72 

16 February 72 

16 February 72 

19 January 72 

22 December 71 
16 February 72 

26 October 71 



1 

3 



TOTALS 11 



11 



31 



Off-post Information 

There were no instances in which information on non-affiliated civilians was collected 

Classified bv_.AC.SI._DA 

S?yB.IECT TO GENERAL DECLASSIFICATION 
RFG^^DFn UNCLASSIFIED SCHEDULE 0^ EXECm^'E ORDER 11652 

OF sept's- „ AUTOMATICALLY DOWNGRADED AT TYi'O YEAR 

^cmumM;oiiirGVPo ■ intervals 

AUTH Para 1-603 DOD 5200.1 R ^ _ _ flj^ECLASSlFIED ON 31 DECEMBER_£?Zi 
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Information obtained : ^B^^^ 

Useful information was obtained, but except for prior warning of demonstrations at 
Fort Ord, California, no positive statements on specific security weaknesses or 
immediate threats to the Army were developed in this quarter. Inasmuch as these 
operations are a form of intensified security watchfulness, negative reports in 
themselves are frequently of value to a commander in planning for the security re- 
quirements of a given installation or activity. The placement and access of current 
sources, and those under consideration, are such that the chances of detecting a 
developing security threat situation in a sensitive installation or unit are greater 
with these sources operating. 

Continuance of operations ; 

The eleven ACIP operations are being continued for the original stated purposes. 




« 




Scope and Value : ACIP operations are defensive, on-post, security services, 
initiated at the request of a local commander. These operations are to provide 
commanders an intensified method of detecting internal security weaknesses and 
security threats to the supported command. Information is obtained from care- 
fully selected sources who have on-post access to sensitive or critical de- 
fensive target areas. Activities to be covered are selected after joint 
discussions and agreements between the requesting commander and the supporting 
USAINTC element. Information is gathered through the use of both overt and 
covert sources who are selected from the DoD military or civilian workforce 
at the serviced installation. The primary values of ACIP operations are in 
the early warning and problem detection areas. The ultimate merit of the pro- 
gram cannot be assessed on a short term basis. Supported commands currently 
evaluate reported ACIPs as worthwhile security activities. 

Number and placement of sources ; To date, 31 sources have been recruited. 
(All sources were reactivated from operations which were in effect prior to 
curtailment of all ACIP operations in February 1971.) Continued recruitment 
and training of sources should produce, at a minimum, information for the sup- 
ported command on personnel attitudes, possible disaffection, dissident 
activities and character weakness information of the type normally sought by 
foreign intelligence spotter personnel. During contacts, sources are debriefed, 
trained as necessary, and given specific guidance on future reporting objectives. 
In all cases, emergency contact procedures exist to insure rapid notification of 
significant information. 

Adequacy of controls ; DIRC inspections of Army intelligence field elements, 
plus inspections by OACSI and of DA field commands, show strict operational 
compliance with pertinent directives, keen awareness of DIRC investigative 
policies, and extreme caution about any acts which might cause criticism to 
the Army. In addition, the following control measures have been imposed upon 
USAINTC and subordinate field elements:' 

a. The ACIP is restricted to on-post target coverage of DoD affiliated 
personnel utilizing employees of the serviced command as sources. These 
restraints reduce to a minimum the possibility of violations of current 
collection restrictions regarding non-DoD affiliated personnel. 

b. Sources are selected from the military /civilian workforce only after 
a long and detailed assessment. Normally only long-term employees of known 
reliability and loyalty are selected for recruitment. 



aassified by__ACS_I*.J)_A 



SUBJECT TO GENERAL J}ECLASS!FICAT!ON 
SCHEDULE 0^ EXEC^Iin'E O^.DER 11S52 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS 

DECLASSIFIED ON 31 DECEMBER. 1978 
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c. Each individual involved in the conduct or control of the ACIP is 
briefed on current policies and constraints pertaining to the program and 
activities as they concern persons and organizations not affiliated with 
the DoD. 

No additional controls are recommended. 
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iCDiso-oc 1 7 JUL 1972 

SUBJECT: Quarterly Reporting of Aggressive Counteilntelligence Program 
(ACIP) Operations (U) 



HQPA (DAMI-DOI-S) 
WASH DC 20310 



1. (U) References : 

a. Letter DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter ICDISO-OC, l8 April 1972, subject as above. 

2. (U) Forwarded herewith in compliance with reference a, above, is 
the ACIP quarterly report for the period 1 April 1972 - 30 June 1972. 

3. r©") The following operational and administrative control measures 

remain in effect concerning all reported ACIPs to assure compliance with 
DoD and DA policies relative to the acquisition of information on non-DoD 
affiliated personnel: 

a. Each ACIP is restricted to on-post target coverage of DoD 
affiliated personnel and utilizes employees of the serviced command as 
sources. These constraints generally preclude the possibility of viola- 
tions of current collection restrictions regarding non-DoD affiliated 
personnel. 

b. Sources axe selected from a civilian/military work force only 
after long and detailed assessment. Generally, only long term em.ployees 
of known reliability and proven loyalty are selected for reciniitment . • 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GEKERAL DECLASSIFICATIOK 
SCHEDULE OF EXECUTIVE ORDER II652 

AUTOMATICALLY DOWNGRADED AT TWO YEAR 

INTERVALS. DECLASSIFIED ON 31 DEC 78. ot-r-p -^pri'' 
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1 ? JUL 1972 

ICDISO-OC 

-SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (U) 

c. Each indl-vidual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies eind restrictions pertaining 
to the program and program associated activities as concerns persons 
and organizations not affiliated with DoD. 



d. ACIP reporting is scrutinized at each level of command to insure 
the acceptability of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
determination is made by this headquarters concerning the propriety of 
collection reporting and informational products. 

U. (^)([j^ammanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation was unanimous. To date, 
supported commanders' views remain unchanged and in view of this it is 
recommended that these programs be continued. 



FOR HIE COMMAITOER: 



11 Incl 
Op Anal 




DAVID L. BRUENING 
OPT, MI 

Acting Assistant Adjutant Genr^/'ul. 
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1j CMAL loop (OACSI Approval - l6 Feb 72) 



a. Location: Edge-wood Arsenal, Edgevrood, MD 

"b. Confidential Source Utilization: Contact with five confidential 
sources formerly used in the program has "been made. Four have been 
reactivated and regularly scheduled contacts effected. One former source 
has been transferred to another DoD installation and has been terminated. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of sub- 
stantive value has been developed to date, confidential and overt sources 

of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP CANAL LOOP 
is recommended because of the extreme sensitivity of the target installation. 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER II652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS, DECLASSIFIED ON 31 DEC 78. 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie, MD 

b. Confidential Soiorce Utilization: Contact with four confidential 
soTxrces formerly used in the program has been made. All four sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP CANARY EFFORT 
is recommended because of the installation's sensitive mission within DoD 
as the Alternate National Command Post; and the role of the ACIP in 
USAJNTC DA assigned mission of executing the Alternate Joint Communica- 
tions Center Counterintelligence Program. 



CLASSIFIED BY DISO, USAOIITC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHFDIJLF OV EXECUTIVE ORDER II652 
AUT'OMATICALLY DOWNGRADED AT TWO YEAR 
INTERVAI£. DECLASSIFIED ON 31 DEC 78. 




3.' CMCER PORCH: (OACSI Approval - 28 Dec 71 ) 



a. Location: Defense Language Institute Southwest Branch, Fort 
Bliss, TX 



h. Confidential Source Utilization: None 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: None 

e. Operational Status: The scaledown of US participation in the 

Vietnam War has effected a steady reduction in the mission of the DLISW 
Vietnamese Language School, and a resultant decrease in student input and 
instructor cadre. On 1 May 1972, this Conmand requested DLI Headquarters 
reassess their need for ACIP support at the Southwest Branch. DLI re- 
quested that ACIP coverage continue until an exact projection of future 
Vietnamese Language requirements could be made. 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
OTTERVALS. DECLASSIFIED ON 31 DEC 78. 






i^. CANDID FROLIC : (OACSI Approval 21 Dec 71) 

a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Regularly scheduled meetings 
were conducted with one confidential source during the reporting period. 
One other prospective source has heen spotted and approved for recruit- 
ment. 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained; Early warning was provided the 

Ccmimanding General, Fort Ord, concerning the 29 April 1972 demonstration 
outside the main gate of Fort Ord, in support of Billy Dean Smith, and 
the 20 May 1972, Armed Forces Day March against the Presidio of Monterey. 

e. Operational Status: As the only major US Army training facility 
on the West Coast; a test post for the Modem Volunteer Army concept, and 
the site of the Billy Dean Smith "fragging" trial, Fort Ord remains the 
focal point for dissident and/or subversive activity from both local 
radicals and from revolutionary elements in the San Francisco area. 
CANDID FROLIC is providing the CG, Fort Ord, with early warning type 
infomation upon which he can plan preventive measures to preclude dis- 
ruption of post activities. Recommend continuation of ACIP CANDID FROLIC, 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GENERA! DECLASSIFICATION 
SCHEDULE OF EXEUCTIVE ORDER II652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 




5. CENTRAL TAXI: (OACSI Approval l6 Feb 72) 



a. Location: HQS, US Army Electronics Conmiand, Fort Monmouth, WJ 

b. Confidential Source Utilization: Contact with three confidential 
sources formerly used in the program has been effected. AH three sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of siibstaji- 
tive value has been developed to date, confidential and overt sources 

of information vd.ll continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 

vri. th «1 T former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP CENTRAL TAXI is 
recommended because of the extreme sensitivity of HQS, US Army Electronics 
Command and its supporting laboratories and the ccmmand's mission in the 
development and procurement of electronic warfare equipment and systems. 



CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER II652, 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: Aberdeen Proving Groimd, Aberdeen, MD 

"b. Confidential Source Utilization: Contact -with four confidential 
sources formerly used in the operation has been effected. Three sources 
have been reactivated and regularly scheduled contacts effected. One 
former source has been terminated since a realignment of functions at the 
installation prevents his participation in the program. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: While little infoimation of substan- 
tive value has been developed to date, confidential and overt sources of 
information mil continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status; /LLthough regular contact has been eclabli^jhed 
■with all former sources, full utilization has been impeded by Army Intel 1 :i 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Continuation of ACIP GONDOLA 
STAR is recommended because of the sensitivity of the installation and the 
mission of tenant units, which include US Army Test and Evaluation Command 
Land Warfare Laboratory, Human Engineering Laboratory and the Ballistic 
Research Laboratory. 



CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER II652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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7. aONG SILK: (OACSI Approval - l6 Feb 72) 

a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Contact -with three confidential 

soiirces formerly used in the operation has been effected. All three 
sources have been reactivated and regularly scheduled contacts re- 
established. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources of 
infomation will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
•with all former sovirces, f u1 1 utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP GONG SILK 

is reccmmended because of the sensitivity and cilticality of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command. 



CLASSIFIED BY DISO, USAOTTC 
SUBJ15CT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER II652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72' 



a. Location: Philadelphia Facility, US Army Electronics Command 

"b. Confidential Source Utilization: Contact with seven confidential 

soixrces formerly used in the operation has been established. All sources 
have been reactivated and regularly scheduled contacts effected. 

c. Infomation Obtained Off -post and Reported on Non-affiliated 
Civilians : Kone 

d. Useful Information Obtained: While little information of sub- 
stantive value has been developed to date, confidential and overt sources 
of information -will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
•vjith all former sources, full utilization has been impeded by Arnsy Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP LANDLESS 
TIME is recommended because of the sensitive mission performed by the 
facility and by the National Inventory Control Point, which provides 
worldwide materiel inventoiy management of the Army's communications- 
electronics systems. 



CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GEINERAL^ DECLASSIFICATION 
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AUTOMATICALLY DOWNGRADED AT TWO YEAR 
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9. LANYAED MOOD: (OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute East Coast Branch, 
Anacostia Naval Annex, Washington, DC 

h. ConfidentiaJ. Source Utilization: None 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of siib- 
stantive value has been developed to date, conventional and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Reporting under LANYARD MOOD is concentrated 
principally on classroom monitoring by language students, the majority 

of -whom are servicemen assigned Army Intelligence. The school is ciirrently 
between classes and new student rosters are being screened for potential 
student sources. Although the DLI branch schools are relatively non- 
sensitive installations, the target represented by the language students 
requires some form of coverage or monitoring as many of the servicemen 
are destined for sensitive assignments in Communist Bloc countries. 
Recommend continuation of ACIP LANYARD MOOD. 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER II652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INIERVAIS. DECLASSIFIED ON 31 DEC 78. 
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10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: U5 Anry War College, Carlisle Barracks, PA 

b. Confidential Soiirce Utilization: Contact -with four confidential 
sources formerly used in the operation has been established. All four 
sources have been reactivated and regularly scheduled contacts effected. 

c. InformaiGion Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Useftil Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported ccsDomander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been imrpeded by Army Intelli- 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Recommend continuation of 
ACIP LENIENT CLOUD because of the sensitive training mission of the War 
College and classified mission of the ArtEy Alternate Command Element, 

a tenant activity of Carlisle Barracks. 



CLASSIFIED BY DISC, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
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AUTOMATICAILY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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11. LENTIL MOMEY: (OACSI Approval - 26 Oct 71 ) 

a. Location: Defense Language Institute West Coast Branch, Presidio 

of Monterey, CA 

b. Confidential Source Utilization: One confidential source was 
recruited during the reporting period. No confidential sources were 
utilized in the program prior to the 17 Feh 71 suspension. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of sub- 
stantive value has been developed to date, confidential and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. Suitability type informa- 
tion has been developed concerning an instructor who has made five trips 
to CSR since entering the United States in 1959 • 

e. Operational Status: Reporting under LENTIL MONKEY is concentrated 
principally on classroom monitoring by language students, the majority of 
whom are senricemen assigned to Army Intelligence. Although the DLI branch 
schools are relatively non-sensitive installations, the target represented 
by the language students reqiiires coverage as many of the servicemen are 
destined for sensitive assignments in Communist Bloc countries. Recommend 
continuation of ACIP LEaUTIL MONKEY. 



CLASSIFIED BY DISO, USAINTC 
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AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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ACliwri SHEET 




Quarterly Report to US of A Re: Aggressive Counter- 
intelligence Program (ACIP) Operations 



^rCTROL NUMBER 


OFFICE SYMBOL 


SUSPENSE 


DAMI-DOI-S 




DATE 




17 April 1972 





"%"pro'^xde USofA with the initial Quarterly Report on ACIP's 



MEMORANDUM FOR RECORD. (Detcribt briefly Ih* requirement, background and action taken or recommended. Mutt be tuflicienlly detailed to identify 
the action without racoarw to other toareei, ) 

1. BACKGROUND : 

a. By Memorandum dated 8 Feb 72, the US of A requested that the Vice Chief of 
Staff, Array provide a Quarterly Report on Aggressive Counterintelligence Programs 
CTAB B) . 

b. By note and referal slip dated 10 Feb 72 the VCofS, Army forwarded the action 
to the ACSI and directed that required reports and recommendations be submitted 
through his office ( TAB C). 

c. By letter dated 8 Mar 72, GG USAINTC was formally tasked to provide required 
information to this office ( TAB D) in accordance with provisions of the US of A 
Memorandum. ^^yelZci'^ 

d. By letter dated 14 Apr 72, CG USAINTC transmitted the required data to OACSI, 
DA (TAB E) . 

2. DISCUSSION ; Memorandum to USofA through VCofS, Army at ^ TAB A provides required 
report. iCccctc' 

3. RECOMMENDA TION : That memorandum at TAB A be approved and signed. 



yEL 



(Continue on plain bond> 



IMI>t.lCATIONS 



VES Q NO Q PRIM PROGS 



YES □ NO I I 



fES □ NO □ 



COORDINATIONS 



APPROVALS 



BR 



OIV 




EX 



ACSI 



DISPATCHED (OTG) 



SHOW ADDITIONAL COORDINATION ON REVERSE SIDE OR CONTINUATION SHEET 



' ACTION OFFICER ( Name, grade, phone and Mtgnature ) 

MAJOR W. WEBB/ 78874 



^CSI FORM 28, 13 Sep 71 




SPECIAL ACT/QMS Bff 

SEPARATED FROM CLASSfFICO 



REGRAD 

WHEN SEPARATED 
DOCUMENT 





OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 



WASHINGTON. D.C. 20310 



8 m 13/2 



DAMI-DOI 



S 



SUBJECT: 



Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations 



Commanding General 

United States Army Intelligence Command 

ATTN: ICDSO-O-S 

Fort Holabird, Maryland 21219 



1. References: 

a. Paragraph 4, DAMI-DOI-S Letter, dated 16 February 1972, 
Subject: Aggressive Counterintelligence Program (ACIP) Operations. 

b. Attached Memorandum from the Under Secretary of the Army, to 
the Vice Chief of Staff, United States Army, dated 8 February 1972, 
Subject: Aggressive Counterintelligence Program (ACIP) Operations., 

2, The Under Secretary of the Army Memorandum directs that quarterly 
reports be provided his office, commencing with the quarter ending 
March 31, 1972. USAINTC input for these reports should be forwarded 
so as to arrive at DAMI-DOI-S no later than the 10th working d,. y of 
the month following the close of the calendar quarter which they cover. 

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 





Director of Operations 



T?egraded UNCLASSIFIED when 
separated from c!assifie4 
inclosures 



DEPARTMENT OF THE ARMY 

• OFFICE CHIEF OF STAFF 
WASHINGTON 

10 February 1972 

ACSI - 

For action — Please submit quarterly 
reports and recommendations thru me^ 



B. P. 
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fr^CL'^L IN.TEREST 
ACTION 




HE ARMY 
OF STAFF 



REFERRAL SLIP 



FILE KUMBEH 



10 Febrtmry 1972 



CASE NUMBER 



M 43496 



SUSPENSE DATE(S} 



SUMMARY (Sourc^f,, date, and subject or short tilJe) 



Quarterly Report to USofA re ACIP Operations 



OC of SA 

20 April 197»» 



OASAf ) 



ATTENTION 



XX 



CofEngrs 



C ofSptS 



20 April 1972* 





X 


APPROPRIATE ACTION 




NOTE AH D (Forward) (Return) 


X 


ADVANCE COPY provided 


A 

C 




DIRECT REPLY, COPY OF REPLY TO 




INFORMATION ON WHICH TO BA5E REPLY 




ACTION ASSIGNED TO 


T 
1 

0 
N 




PPEPAREfTWr/Fina/yREPLY FOR SIGNATURE OF 




■REPORT ESTIMATED COMPLETION DATE BY 




PROVIDE ASSISTANCE AS REQUIRED 


i 




INFORMATION 




COORDINATE WITH 


X 


COPY "BURNISHED TO 

DOMS, DSGS(CAR) 

















REMARKS 



*This RS will remain in effect indefinitely; new suspense will be announced each 
quarter . 



/ ,)oc,ip£a.-«ftekisures- 


BY DIRECTION OF THE CHIEF OF STAFF: 

^a^L. iiu — 

HARPY E. B. SULLIVAN 
LTG-, GS 

Assistant Secretary of 
the General Staff 


T 
R 
A 
N 
S 
F 
E 
R 
f 


DATE 


AGENCY 


ACTION TAKEN 


SIGNATURE 
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R^CtrPT OF DOCUMENT IDENTIFIED ABOVE IS ACKNOWLEDGED: 


□ ATE 
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Ai 

ftfSA PnPi.* ^ REPLACES OCSA FC=*M 2, 3 AuG 64, AND OCSA ' 

: j*^e" 2 .OR« 7 M OCT 57. «n,CH ARE OBSOLETE. REMAINS WITK CORRESPONDENCE 1 



19 JffRIL 1972 



DAMI-JX)I-S 



SUBJECT J Quatarly ACIP Report 



1* USA.IMTC siibnitted their input for the quarterly 
ACIP report on lU Apr 72, As result DAMI-DOI-S 
prepared tba required package to forward their 
report to CSA* 

2, On 17 Apr 72 Col DUDOROSA, DSAINTC callsd witft) 
request that USA.TNTC be alloHed to expand their 
initial report* He ejq>lalned thai BQ Epp did 

not get to see original reports prior to dispatch 
and was not happy with thea when he finally did 
get to see thenu 

3, By letter ,tcndatad, USAINTC provided DAMI-OOI-S 
with revised reports for each ACIP* Reports were 
received from USAINTC LM on 19 Apr 72 » Per jiioncon 
with Mr Arnold, USAINTC, I established the date of 
Id Apr 72 as that vtslcii should be placed on the 
undated letter transmitting the reports received 
cm 19 APR. 



WJHO R WEBB 
mJ GS 
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HQiCSABCBS 7^: VICE CSJZY Of SX^FF, UKUED STATES ASHY 
FOR: WinSl ^CEEXARY OF THE AElfT 

SDFBJtCTt Aggrttsslv« C«u^«r Intelligence Prograci (ACIF) Ciperatlons 



1. In your 8 February 1972 Heaorandura, subject as cited, you requested 
qiairterly repinrts en etatus of ACIP c^ratlcns. Attached arc reports 
«n tbese eperaticms In process for the quarter endin*-. 31 March 1972. 

2. Your KwMnrendun accepted the fact that the closlnr datf^ of the first 
quarter report vMsuld be too soon for any sound evaluation of these 
projects. This Is borne out by attached reports. They Indicate a 
cautld s select^o^ of potential cea-if idontial soi-rces. Such s process 
is necessary for ACIF <^rations to provide? the Amy »eci:rity threat 
Infortnatlon not obtainable throt!j?h routine cov^nterintellipetice iwesti 
gative and liaison worV.. 




{sgfil PhilllpB. Davidson, Jr. 



PHILLIP DAVIDSCK, j:; , 
Major General, GS 
ACofS for Intelligence 





CMi^VRTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD, MARYLAND 21219 
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ICDISO-OC 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (AC IP) Operations (U) 



HQ1)A (DAMI-DOI-S) 
WASH DC 20310 

WflRNlKS NOTICE: Sensitive Sources and fv^'licds Involved 

1. (U) Reference letter DAMI-DOI-S, 8 Mar 72, subject as above. 

2. (u) Forwarded herewith in compliance with referenced letter is 
the quarterly report covering the period 1 Jan 72 - 31 Mar 72. 

3. (u)f&^ The following comments are submitted in order to better portray 
the role of the ACIP in enhancement of the security of the supported 
commands: 

a. The Aggressive Counterintelligence Program is a defensive, 
on-post security service initiated at the request of the local commander. 
It provides a monitoring or surveillance of sensitive or critical areas 
of a command wipech are selected or recommended for ACIP coverage by the 
serviced commander. This is acconrplished through the use of both overt 
and covert sources of information, selected exclusively from the DoD 
civilian and military workforce at the serviced installation. 

b. The ACIP must be considered a long-range operation if it is to 
provide reliable, accurate and continuing access to information not 
obtainable through routine collection efforts. 

^•(u\^ Due to the lapse of time since the ACIPs were suspended, consid- 
erable effort and time is involved in the reactivation of approved ACIPs. 
ACIPs in the process of reactivation by this Command are subjected to 
continuous scrutiny to insure that they fall within the parameters of 
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Dr.; — automaticailv d5c!3ssified 

--HPa.^ 1-603 DOD 5200.1R ^WRlRli^ 



ICDISO-OC 

SUBJECT: Q,iiarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (U) 

ciirrent National level guidance and policy. All ACIPs are subject 
to continuing evaluation to determine their viability in support of 
accepted counterintelligence objectives. 



as (dupe) 



11 Incl 




WIB QPABTEEISf WPOBH 
Pulod EadlQg: 2P. itera^ 197^ 

1. (n) BsaniB: xaaL mm (ir) 

3. Cl^L mtomt S6 Oetob^ il97X» P«r letter &nct-I)QI-€, 

"C^tawfctcwHii 

ACXP eoranee of tlie SBftaisa Laaeaaeft :Dwtitut«( titort Coast 
(ZtUHC) vtm Jnit.5«t<fl t7 l«tt«(r SLTC, dated U 5«pt«d»er I967, 
st&jeet: Baqgneat f\wr .Agsr«aalve CotaaterlntelUgence SiQiport, 
(^>aar«tioB ms mMyewted od 17 Februaay 3971 is eottpUaaee to 
AQBI lfe9B0KrBacln» <tet«d 26 Febroaxy 197Xr sdbjeet: Sta^Qwlon 
of Certola Azbqt CcRmterizttelllgGSice Pro grwa s. InfoznfttioD 
developed ^ tlx ACIF Is pnrrlded the eerrlced ccawand on a 
rtsaHar baslfi the Project ULadson Oftteer in hie zcgolar 
eemteet vith the Ittetellatlan saenrity ecTflee. Fonsal ^pArterly 
brief! tijps are given the Cconwnder of the aervlced tnfftaHatloG 
er bis dssigittted AdP CoorSiBator <3iirittg idile^ tbn progress 
of the progrec is discussed and recaBDaida.-tdau asde for future 
eovero^* 

5. (ffiBEAT AHAHSIS: 

a. Ggpeaeal: ihe Defense lAagange Institute, West Coast, 
eoBdttets training in a variety of fbreign laaenaeee ftar stadentg 
troa aH ta» Bllitary aerviees.\ 
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thlfi~AOT reTwalftTat iMkCt tan Imtsaees of istrtxwrtore 
fe3N^0t Mtlnwili. fiio a£ IImm lioLfai W M Wilt i l in iixmt 
fd31 4»>waa» nhnter or aot » tSuntct ocbUjbim to exUt st 

J^^TMt U to b« fm^tttfr ia kptiX ISffZ, Additloo&i mrMs 
'M til iwmii lWijniHtttll"iilT! Iia iiJintmi tii Mitt Hi, 

7. (U) BIFOaATSS OBIMED (HT-POST ASD ESKSPIED OK N(2J-.AFFILIAm) 
CZVZZiUaB: Bans 

UBSTOIj IS?OOIA.TICK CBTAIHED: Review of personal recocrds 
i4antify thre« inUvlibaftls, all tse^a w of the faculty of the 
CTfehrml r?yi8Eian lAagoAge Departms&t, CefSnse LunguBgc Institute, 
Wmrt CoMt (IS^iyc)^ PrMidio of }«mt«rwy, CalTomia, m possible 
ttxgftts of luMtile istelllsesce. 

0FSRA'I!X£9IAX STATUS: C|peraticm ^lOuM b* otmtimsd. Faculty 
aiBBi>«rs of DLBC mtat be eontsidered pot«BtiAlly lucrative 
tazget,s of l»3Stile Intel Uganca agencies i^eh siay ba operat- 
ixig la tbe C^allftsmla «z«a} Mpaeially vi^ tjie is^eadlng 
aatablUtoiant of a UBSB Ccnaolate ia San Fs«»ei«so, California. 
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AC IF QUARTERLY REPORT 



Period Eiidit«: 31 M»rch 1972 
WARNING NOTICE: Ssnsifive Sources and tAsihods Invelverf 

1. (U) NICiOiAME: CAMDID FROLIC (U) 

2. pj^ iuxy«:ic^ 

3. (D) DATE AJTROVm: 21 I>«ceiiri>er 1971 per ACSI letter DAMI-DOI-S, 
subject: Aggressive Counterintelligence Progrsa (ACIP) Operations (U). 

iiu)^ COORDIMATIOf: AClff coversgc of Fort Ord, CA was requested by 
the CooMdlng General. 26 Hoveober 1971 per latter AMHCSL-B, HQS, Fort Ord, 
subject: Request for Aggressive Counterintelligence Support (U) . Approval 
to Initiate the program was contained In ACSI letter cited In paragraph 
three above. Information developed by the ACIP is provided the serviced 
cooBSnd on a rs^Iar basis by the Project Liaison Officer In his normal 
contact with the Installation security/Intelligence office. Formal 
qviarterly briefings are given the Coraosnder of the serviced installation 
or his designated ACIP Coordinator, during which the progress of the 
program Is discussed and recommendations made for future coverage. 

5(U){e.) THREAT ANALYSIS: ACIP CA!©ID FRCO^IC was initiated to provide 
toe Commanding General, Fort Ord with a substitute Special Counter- 
intelligence Coverage to replace that formerly provided by (3ADE PROGRESS, 
an Offensive Counterintelligence Operation currently under suspension. 
Fort Ord as the only msjor DS Army training facility on the West Coast 
and as a test post for the Modern Volunteer Army is under constant, 
concerted sttack by local antl<war ai^ antl-Aroiy civilian organizations. 
These organisations have extended their operations on-post under the 
legal guise of soldier counselling. An additional factor which contri- 
butes to the threat to the installation ia the trial of FVT Billy Dean 
Smith, now in the Fort Ord Confinement Facility accused of the murder 
of two Army officers In Vietnam. Radicals and other groups have already 
given this impending event wide publicity and are attempting to charac- 
terise the trial as racial oppreasion. Ibeee efforts are expected to 
find adherents asKmg the population of the Fort Ord complex who will 
undoubtedly attempt disruption either by outside direction or on their 
own initiative. Already, several off -post demonstrations, st the Fort 
Ord main gate, connected with this case have been conducted; a building 
which Is being rehabilitated as s court room for the trial has been set 
afire and damaged by arsonlst(s} ; and disruptive gatherings have been 
held oo post to discuss and protest die trial. 

6Ai)(C^ CGMFIDENTUL SOURCES UTILIZED: None. The program was in the 
initiation phase during this first quarter. However, the first Confidential 




Source has been recruited and four others are under developmeat. In 
addition, seven individuals are currently under assessment. Only DoD 
civilian and military personnel assigned the Installation are recruited 
as confidential sources. 

7 . (U) IMFOBMATION OBTAIHED OFF -POST AND REPORTED ON NON<AFFILIATED 
CIVILIANS: None. 

8. (t()^ USEFUL INFORMATION OBTAINED: During the reportli:^ period, the 
follovlag useful Inforsiatlon was obtained through official liaison with 
local Invastlgatlve agencies and through overt cootact sources on the 
sdlltary installation. An Arsy chaplain's assistant Is alleged to be 
assisting the MLF on-post at Fort Ord. In addltl<», a JAGC officer is 
alleged to have referred nilltary personnel stationed at Fort Ord to 
PCS/MLP for legal counsel in obtaining discharges fcoa the military 
service. 

9J(X)CC) OPERATKMIAL STATUS: It Is recoimBended that the operation be 
coortlnued In order to provide the Coaaasnding General, Fort Ord, with early 
warning Information upon which to base counter -act ions against local 
dissident /subversive organizations who, through recruitment of servicemen, 
have extended their operations onto the government facility. 




coifiwC- 



ACIP qBUAR-rERII REPORT 
Period £DdijQg: 31 Havofa 1972 

yflHHIWa HG7?Cr: gcn:i'.ive ^ c t'rt» fr.i' fr c lhcjs l r ,yol v e ii- 

1. {jJ)^-B0Wmi LABMSD HOC© (ttf) 



AS.. 



k ■ 

^- ^' 3^ (^) 5ATE AWROVED: 22 Dec«a>«r 1971, pw ACTI latter, 1)AMI-1)0I-S, 
rf na>J«ot: ikflgrBflalv* Cq«aterlnt<iiliawnee finagraBi ( ACIP) 

Operatiooa. 



BACKGROIKD: 

^IF cov«rage of Defuse Leaguage Institute, East Coast 
(DU, EC) was Initiated by lett«r requeet DLIEC, dated l6 
Soveanber 1971i subject: Request for Aggressive Counterintelli- 
gence Support, It was suspended on 17 FAruaiy 1971 by ACSI 
MesnorandiJBi dated l5 February 1971, subject; Suapenslon of 
Certain .^Kxtay CounterlntelllgexM^e Programs. Infoznatloa devel- 
oped by the /vClP 1b provrlded the servleed ccnsmand on a regular 
basiB by the Project Liaison Officer in his regular ccaitact 
with the InstaUatlcHi security office. Foxnal quarterly 
briefings are given the CaBoaQder of the sexviced ioatallation 
or his designated s^Cl? Coordinator daring which the progress 
of the program is discussed and recooBiendatians made for future 
coverage, 

file Defense Language Institute East Ccjast Branch (DLIEC) eon- 
ducts training in a^roidLnately y) laaguagea for an average 
•tivlant bodty of UiX), with MMpansibillty fttr filttesrooB tnla" 
log being placed vpon eiviliab eoatraet aehools. No claMified 
^^^terial is p^rpvldad SLZEC loitxuctQrs or ftudents; therefore, 
t^re Is BO j^oBtlfleatioa ftep the progr«m •JoelMiYely to protec 



+ 
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Ih« students reside at Bcatterwl looations tiuxnig^boiit tiie 
Washington, DC area and the adalnistr&tive eantrol and av^r- 
visicn owr them is decentralized among B«veral headguartsrs . 

' - ■- GROUP 3 



Most of the ettt^nts are young* taopreaBionable serviceaosn, 
0ubj^ted to Mniztum nllltaxy control, -Jtxo are encoaraeocL to 
socialize with their inctntctor* and to attend functlcoLB at the 
varlooB wifcMirle» wad Xos&ticna In the W«sbiflgton area. Tbs 
iH MiyvDimu tarn pvlmlpelljr elUn eagtUvvet ef & oivlXln eon- 
timet e^tool over i<ban DLIEC virtaelly no »>BlnlB« 



1^ 



b1 



6. (P^ CORFIDENTIAL SOlBiCES UTILIZED: Spotting and aaaesfilng 
for the recruitSBeiit of Confidential Sources has been instituted. 

The reertdtatent of sourcefi vlU be llslted to DoD civilians 
and Bilitazy personnel assigned to the school. 

7. (U) rHPORKATIOaf OBTAINED OFF-POST AHD HEPORTED 01? NON-AFPIUATED 
CrvILIAHS: None 




USEFUL INFORMATiaN QBTAIHSD; 
reactivated. 



None. Sources have not been 



OFERATXCNAL STATOS: Aggressive Counterintelligence Progreo 
LAinrAKD MCX>D Should be continued because of the extreate sensi- 
tlvity of the personnel assigned the Installation. Current 
activity centers around the recruitment of sources to assure 
coverage sensitive areas designated by tiie responsible 
commanders J 





ACIP ^ARTEEIff REPORT 



1. 



WARNIHG MOTICE: Sensitive Sources and Kelhods lnYol»ed 



2« (V) 0SJ>3im: XMbm I«B8W«t Jjititvte SostlMMt, Bio^ TUld, 

emmxnfge of the Sefiense Langoage Institute Southwest 
(DLI, m) 7e<ii»Mted l>3r lttt«r MJSC-S2/3, BLI, SV, d&ted 
23 Ostcfcer 1967* nfej«et : Be^oest fbr A^g^Miv* CouHt«rin- 
t«IIigiBnoe S u gpo rl «id vas lastituted 1^ this CeaaBa&d in I968. 
GovTtusB \mM nvp«Qd»d on 17 TAx^anry ISTfl MeBoracdm, 
4ated 16 Fe^xuBzy 1971> si£bj«et: &utp«iision of Certain Az^ 
CkmQt«:rlntelIlg(mce Prograiss. Infbzmtioi} developed by the 
ACIP is porovld^i the sarvloed eoBnsztd en a s«gtUjur basis by the 
Project LiaiTOu Officer in his v^saHax eontaet idtli the installa- 
tioa siiourlty latelllgeroie ofrice. Fonoal qpiarterly briefings 
are givmi the Ceanaadaxit of the Koviced iactaUttloi or his 
desl^iatad PCT? Cooardinator during >diieh the poroertM of the 
progran is dlseossed and r e cia w aa Hdatiotts sade Aar future eoverege. 

5. THREAT -ASAIYSIS: 

GwttWLl ; Hie Defense LaogtiB^ Institute SouthN^fest Branch 
(IXUCSW) Is a nfeordinate fteility of Haadfimrfccrs, Defense 
Lutguftge liurtitste {ISLL), and was astiyated 1 Axigost 1966» to 
yrovidir Yle tTiwws Lwnpoace iimtnKtlCB to DepwrtsMnt (tf the 
Angr peiwflmal^ 3h* lastmeton «m aBtii« boom Yl»tnMwiisiii» 
«qploy(»d by aiYiUaa Mutraet teiwels, over ^Aam the 0£Z exer- 
, .0Jt9m JLittle or WMratttreX. Bo elSMifisd ■sterial is provided 
"SlfSW dinstaoetsrs or sfeitest«| tbar«fb(ni, thwe is no Justin- 
jBi^ai toe the ]pr«gnai sjecltti'Siay to fvoteot the seosrity of 
%e Audlil^. Princdpftl cover ifglHMat Is j^UMd 1900 tl)i» 
jaroteetiSB toad/or tin wrrelUaQee of t2is idlitaxy itodut body 
ottsUts srlwtrllar «r yong iqjarwtlaMibXe — rvlrMMn» 
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Downgraded at 12 year 
intervals; not 
2utomatica!ly dcclassiliefi 



GROUP 3 





ttm HajQorltsr iteo mre fteed vltib a SootluMurt Aala iMlfpa- 
Bffiort. Many of tbwe •arviCNUBea bars a precottceivwd cypositlon 
to th* W p*Ue3r 1b flouttwajt Asl*, irftdl* ottwn, ^prfbeniive 

^ tbt i aflamce* tbalr Miov f tjtwiU or to wmmU cob 

^- fk«B t2Mi VletnoBUM < Wi»nJ t at l»4ictttlag that m erap 

^otHMwae T^mgwiyt isstmptan to «aoei«r«fe VMUtoaee to tbt 
poUagr In Pnanio— t Mi^ Altaxm^ t2M aelml. faM ma 
'~ "Iwtablijtea ■tateKt/lastnietar aM^fi mU^ Mttai pQUajr* 
elfio*, 3jai«»twa ctODtast initi«tod terSBe poiPoloQSBd eoorafts obT 
t iM T tru B tl m oftaa gwlto la ttm o> tai i M< i >— at of doae ftrlanA- 



6u -(C> C Og yXlAMi ' l AL BOBBCSe OTILnED: Tw proJip^tlve C<iofl<tential 
Sonrctts, with plAe«setit sad aooess, ham been sixTtted aod are 
ourrvntijr being aaseaaod aztd developed. Soorces ubillEed In tbe 
ACT? BTo DoD ctvUisa and Bdlltazy anplxsQ^aefi of the serviced 
fwllity. 

7. (U) XBFQBK^TICSf CBTAIHED OOFToPOST ASD REPGRTED 017 BOR-AFFILIATSD 
CIVZLIAHS: Bone 

8. DBCPUL ZSPOBMATICgl GBTAIHED: Kone. Soovoes have not been 
ntaetivated. 

9(U)(C) ORBSATKBAL GZATOB: Aggreaalve CouaterLDtelllgence Progran 



CA8CER PORCH flboruld be eontimied because of the ertregg aensi- 
tlvlty of tite pejrBQKBael aaslgQAd to the Incrtallatlon. Current 
aotivity ee&ters around the reaetlvatiaga of foxner confidential 
sourcea and the reeruit&ettt of nev Booreet to aoaure covers^ 
of oensltive oreu deolgwrtod bgr the reaprtiaibl^ eoBsia&dar*. 
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AC IP QDAKTOLY BSPQKT 



Parlod Bndlqg: 31 mvch 1972 



Ad, mUdclpliU Facility, 



1. (u) Hxcnuis: uoDiBss tus (c) 

2. (U) LOCATUm: SB Ax^f EUctKonlcs C 
PblUdalphia. tk. 

3. (D) DATE APPROVED: 19 January 1972 par ACSI latter DAMI-DOI-S, 
subject: Atgreaalve Cottatarlot«lll«eoc« Program (ACIP) Opexatiooa (U) . 

4(L|)(€) BACKCaOUND: ACIP ctntfgt of the Phlladalphla Pactllty. US Aruy 
ir»ctroalc» CoMMd, waa lalcUtad 8 Octobar 1965 per letter AKSEL^E-F. 
BQS, US Arojr Electroalea Cownd, Fort Noanouth» HJ, subject: Request 
for A^resslve CounterlBtelllteaca Prograa (ACIP) Support (U) . On 
17 February 1971, LANDLESS TSS was suspeoded per las true tiooa contalaed 
in ACSI Mtaoraodwi dated 16 February 1971, aubject: Suapensioo of Certain 
Ax«y CouQ ter Intel Ilgeoce Programs. This operation «aa reactivated per 
authority contained in ACSI letter cited in paragraph three above. Infor- 
■atloa developed by the ACIF is provided the aervleed comnd on a regu- 
lar basis by the Project Liaison Officer In his noroal contact with the 
installation security/intelligence office. Foraal quarterly briefings 
are given the Coonander of Che serviced ittstallation or his deslgosted 
ACIP Coordinator, <fairlng which the progress of the prssraa Is discussed 
and recooBendatlona oaade for future coverage. 

5. JHQY THREAT A8ALYSIS: 

a. General: 




BoirnEraded nt 12 year 
intervale ; not 
automelicaliy declassified 
COD DIE 5200.10 




Itelag thft «BCl«t«aee TUG, gae lAstctnee tas neport#l 

Isralvtng an cnplcoree is ^cfti th* tn^loirw ted bMm Is close perMnal 

etrntftct >dtli & ftorel^ i^tional. Investigation nvieftl^ the interest cxf 
hostile istaUle^iee in this iJoSXriSoBl end ffAMMqamt contact bjr Hie 
tartlffi, mtlonftl mis Ixtdiefttive of a preligdnftry assftsstBeiit. Dofnnatlan 
ot a mxttflSdlitgr zoitnre vias slso reported c c Biown l ig several enplCQrees. 



CaSFlDESTIAl SCUEttSES UTIUZED: 5sai«. Ihe Project Liaiscm Officer 



is chccfcLng to detemiae the locaticat, status, and coaitlnued auitttbility 
ctf previottfi Confidantial Scfure«s for rsactlyatloB "by the Project Control 
Officer, Soarciea titiliised in LAHDIZiBS TUE ^111 be recrnlted (miy froc 
D6D eiviliac utd sdlitaiy perwnmel aasigz»d the serviced installation. 

7, (u) nmxa-L^^ON cbtaised off-?c»t ahd eepokied as jfosi-ftPjrmA'rsi) 

CIVILIANS : Soae 



6, ^) TBEFUIj mPOBMATIOK; Because the opera tloro Is in its initial 
]Sfaase of reaetivatioQ, oo xisefal Infannation of countearliitelll gence 
Istereat to KI and tl» eervieed ccEssand, Philadelj^a Facility, US Axiay 
JSXectr9iic8 Caantutd, htts dsreK^ped. 



(C) OPERAUCBaL STATIB: "Uie operatian ^Muld be continued becaase 
of the current sensltivlly of the instaHation. Current activity centers 
axmnd the reactivatiM of fbner eonfidentl&l sources and tlie recruitment 
odT BCfw Bourtes to «smn» coww age at atawitive ereos dwi i gaatad %y tke 
ConnaiAmr of -Ota JtellltQr* 
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COHBMTffiL 



ACIP QUARTERU REPOKC 



V ■ 



a ■ 



* f — WilRtlfH G WOT t CE: Scntftiyc -S o crcg» and Kc i hods 

1, (U) %X(aBAIiE: OQRDOIA (U) 

2. (0) -^ftSCAflOB: JtbAxdMHt Pvovlag (booad^ MD 
3* 



(0) mSB AnseVBD: l/S nAmry 3972* pnr AC8I letter DANI>IX>I-S, 
m&Jecrt: AggnMlrt Countexlntelligenee Prosraa (ACIP) 
Operatloas* 



li^L^Ce^ BACSGSOUKD: 



ACIP eovejfftge csf Aberdeen Proving Ground was initiated by 
letter AtClS-SI, UB AzsQr Materiel CcBMUid, dated 29 Novenber 
196?« Bva>Ject: Reqoest for Aggressive Counterintelligence 
Prpgram (ACIP) (U). On 1? Febniajy 1971, OOHDOLA S!EAE was 
cuspended per Instructione ACSI-STF Nenorandwi, dated 16 
F^ruary 1971> subject: Suspeislcai of Certain Aimy Counterv 
Intelligence Progreins. Information developed by the ACIP is 
provided the servleed ecBBoend on a regular basis by the Project 
Liaison Officer in his regular eontact with the i&stallation 
security office. Forsnal <iuarterly briefings are given the 
CoBiaander of the serviced installation or his designated ACIP 
Coordinator during iMch the progress of the program is dis- 
cussed end reeamHsidatiCRis loade for future coverage. 



5. ie)" H[REAT AHAETSIS: 



a. General: 



b1 



b1 




GROUP 3 
Downgraded at 12 year 
intervate; net 
autoii-.aticsl'y d^classrfi&c! 




6. (C/ CQKFIDEimAL SOURCES UTILIZED: Initial contact haa 1>e«n nade 
with two soureec utillr^ed prior to GCaSDOLA STAR'S su^panjBicai, 
Also, ftction 1b being taken to recruit additional Bourcas. 

AetlvatloD et these sources ooet await tbeir coSQklete aasesament, 

7, (U) HTFCffiMATICSJ OBIAIBED OFF-PCST AND KEKSmD OH HC2J -AFFILIATED 
CIVILIANS : Hcaie 



8. (99 USEFUL IHFCattlATIQN OBTAINED; Bone. Sources have not been 
reactivated. 



OPERATIONAL STAIUS: Aggressive Counterintelligence Program 
GORDOLA STAR shouM b« ««Atit»ied beeauM of the extreoe sensi- 
tivlty of the 1 natal Intlon and because of the potential threat 
to the Netioaal aeeurl^ posed ^ the Baaisitiva aission per* 
fteved ^ Aberdeen PRnding Gropaad. Cureat aetivlty centers 
AVQWd the Faaetlvntion «f ftoner oooifideatial soorces aod the 
MCTuitBiat of new Mweas to aasurs voveraes of aeniitlTe areas 
dMdgnated Iqr tl9 rMpooalblt ^bnondm. 




PCTP qpASTERLy REPORT 



Period EikUng: 31 MMfdi 197^ 




(9). 'ixcnnic: 



OOBD 8ZXZ (U) 



(\7) -LOCATICH: 



i». (pj B«aQ3H0ttJD: 



ACIP oovertkge trf the UB Ars^ Munlticsis Ccasaand aad Pica- 
tinny Ajsenal, RJ, IMtiated 15 May 1960 pw letter 
AMS)flJ«S&*^, BQ$ 05 Aesor Miailtlcms Comsnd, m&^ect: Request 
for Aggre«3lTe Caamterlntelllsenee Ppogran (ACIP) Support (U). 
Gkk 17 Fflibnuzy 1971» QCBJG 8IUt euspeoded per InstmctionE 
eootalned In ACEI MaasoiwaduB dated i£ Febrveiry 197l> subject 
Suspexisiasi 0f Certain Azuqr CsunterlBteUlgeoce Programs, llie 
opentlcn '^^as reactivated per outhorl-^ ooatalned in «C8I 
letter Cited in paragrapfc three above. InfbrmatlcMa developed 
tiy the ACIP ifi {ttwlded tbe serviced eoBBeiid oaa ft regiOar basis 
by the Project UaisoQ Officer In Ms ncmal eontact vd.th the 
iafttallaticn sectirity office, Toomal (faerterly brleflnge are 
given the Cemnnder of tbe serviced lostallatlca or his desig- 
nated .yJIP Ckxjrdlnatar during -Jhidi the proeTeas of the pro- 
greon is discussed and reeoDnendatloais sede for future eovenkge. 




5. M 



THRISAT AHAISSI5 



a. General; i 





f 




Pevelaped Inf eom»tlop : Prwl9WKly» aORG SIIJC pspvidad 
e xtta al ve lafcxKatioa eoa acernl i^ contaxrt, both perscBial end 
tlvoagb eoem«poakltttt«, b«rt'.<«eB aeientlflc petrMcnel «BplaQred 
at ?leatlJBQr Arsenal and •dentlBtB. Xnetaaoee were 

also reported ecat ew nniag AxreigD laUvlditztls seetizig adeatlftc 
papers ptibUidked "by thft anplegrMft. Jtenjr lurtaittes vvre reported 
c cp cem las titarceeter veaktiesMS and 1>dundor port* loo* of 
«B9la(jnee8, alz of vbich remiXted In t«mln*ticm of aqplevBtent. 



COBFIl^aimL SOOBCIS unLXZSD: tone. The Project Uaison 
Officer la ecodxietlng discreet ctooc^ to detftZBdne the loestlon, 
atatoa aad eontlmmd snltaMXlty of prerlooa Ccofldentlal Sources 
fbr rMietivatlcn ligr tlta ?rc\Jeet Coiitral Officer. Sooroea utll- 
laed in GOHQ 6IIX viU be racmlted fron DoD civlllaa and 
idlltazy perawmel aaalgped at Uta aervlead fttortallatlon* 



7. (U) IBFGBKATiar <»eAIKE3} OfT-P06T AID 
uiVliXABS : Sana 

:4isltial steae of relattitvticn, no 
' tBtelli^noe Jsktareat 



Off BOB--MTTHATF.D 



tta c gCTrtto B la to t%a 
WNdML InAuuNvtlOD af aontero 




) OffKRATIQBAi» 8TAI0S r eparation dioald l>e ecotlitaed beecaae 
«r th« a<txe«e Mnaltlvi^ of tl» tosUXlatiea and tlia orittaal. 

\ktt w&jKAm it yaiiUai feof tlia Si^artMart of tlie Anqr* 
CofTeot aetlvilar Motera oapoood ^ naetl'vataxn odT ftnmr 
ecBfldantlal actn w a and the s«cTnll3Baat of aew aawreea to 
aaaore cCTrerag e of aaaaltlvB araaa deaiicnajiii ttg the Cosnanding 
Oenarea, USAMDCCK, 
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AC IP qUARTERLT REPORT 




P«riod Endlog: 31 M«rch 1972 



1. (U) HICKKAlffi; CBHXHAL TAXI (U) iiljiiwjilji 

2. (D) LOCATION: Fort Mottnouth, KJ 

3. (Q) DATK APP&OVED: 16 r*brtt«ry 1972» p«r ACSI letter I)AMI-DOI>S, 
■td>jeet: Aggressive Counterintelligence Progrsn (ACIP) Operations. 

4. (U) BACKiafU>IDa): ACIP eeverege of the US Amy Blectronlcs Comaand, 
Port Moanwuth, RJ, wes initiated 4 October 1967 per letter AMSEL-EI, HQSg 
V8 Army Electronics Coauad, subject: Request for Aggressive Counter- 
intelligence Support (U). On 17 February 1971, CSKTRAL TAXI was suspended 
per instructlotui contained in ACSI Memorsndum, dated 16 February 1971, 
subject: Suspension o£ Certain An^ Couoterintelligeace Frograiu. The 
operation was reinitiated per authority contained in letter cited in 
paragraph 3 above. Information developed by the ACIP is provided the 
serviced corasand on a regular basis by the Project Liaison Officer in 

his nonaal contact with the installation security office. Formal quarterly 
briefings are given the Comnender of the serviced installation or his 
designated ACIP Coordinator during which the progress of the program is 
dlsfussed and recoonendatlons oiade for future coverage. 

5. ^.(6) THREAT ANALYSIS: 








/ 



1 — 



b1 



ittKPliKHHAL fflOBCRfl UZtLtZl^t Sam. '9ie Project IdalsoQ 
it — irtmaiTg dSLaermt lihartw to tetcnelBe tlw location, statw, 
•ad i>|iitliiui<t pHtibilltr ^ prMtdM CenfUtaUtl Soureej fear WMgtiva~ 
ttcn ite ?ca3«ct GoBrtioaL OflicBir. flMBwa «tl2iMd in cestbAL zaxi 
«r» xventited only trm mmig the DoD cdviliaa and Billtsiy p«r»OBaeX 
auljsnad the Mrvieed fMcility. 

7. (U) JStPOmthTlCS OBTAIHED OFF-POBT AHD BEFOKEED OK HQK-AFFILIAIED 
CIVILIANS; Bone 

S."^^ USEFUL IKFOTMATICN CBTAINED: Becttaae the operation is in its 
laitl&I phase of reinstitutiOQ, no useful ipfonoation of counterlnteUi- 
genee inteovfit vaa daveloped. 

9*'^^) 0PERATIQS3AL SXATUS: Ibe opearation flhoald b« ecaitiaued because 
of the current s«isltlvlty of the instaUatioa, azid the critie&Iity of 
the MftBion it perfbnas for the Departaaajt of the Attay, Current activity 
ettiters &roand the reactivation of fomer cmfidential sources and the 
recrultBient of sev soisrces to assure esnwage of sensitive areas designated 
"by the' Ccnmandiss General, UBAECQM. 




ACXP QiUARlERiy REPORT 



Period Ending: 31 Maroih 1972 

1. (V) mcmm: cmm eitort (v) 

•Uf. 

e. (9) fiOCATIOH: FOort !tit«tal«, MD 

3. (9) BUSE JIPFSOVKD: l£ F^^nMy 197S> per AC8I Xvtter DANZ.OOI-B, 
y 9^}mf%: AegrMsiv* Coakterl)it«XU0u»e nr«gnv (ACIF) 

^r^cV BACKIROOHD: 



Aggrsiuive Counterintelligence Program coverage of Fort Ritchie, 
Va>, was initiated H Ai^^t 1965 > per letter SCCJ^B, HQS, US AicQr 
Joint S^pport CooBotBd, iiu2>Jeet.- Aggressive Co>unterlntelllgence 
Pjrogrom. On 17 February 1971, CANABY EFFORT vbs suaporwled per 
inttruetlone CKtntained in ACSI Msmoracdiai dated 2£ February 1971* 
nibjeGt: Suspension of Certain Axbqt Couaterlntelligenee Pro^:'8DS. 
Ihe G|>eratlon ^tgls reinitiated per authority emtained in letter 
cited lA j^araerajdi 3» above. Infonaation developed by the ACIP 
is provided the serviced eonauid on a regular basis by tte Project 
Liaison Officer in his regular contact vlth the installatloai 
sectulty office. Fconoal quarterly briefings are given tbe Ccta^der 
of the serviced installation or his designated ACIP Coordinator 
during; ^Mch the progress of the p r og rm is dltscussed and reccBsnen- 
datiouB joade for future coverage. 



5. k^} IHEEAT AHALreiS: 




^3 , 



■I- 3 



b1 



I 

6. (Cf CCBlFlieHTIAL 80UKCES IfTILIZEDt Initial ccmtact aade with 

y three Coafldentlal Gourcea previously utilized prior to fiuspen- 
•ion of opemtlA. On* of the tluree hae been reasBl^ed on 
base and reaAMsaaent «111 b« Bade to detendne vhetiier he is 
no;r ^thla a legltiBate target. RaactlTaticn of the other two 
BOUTceB la ta]dLcg pisca. SoorceB utili^d in the ACIP are DoD 
civilian and mllltajy «Lptoy«e« of the aervieed facility. 



7, (U) INrOKM.A.TI<»I CBTAIMED 0ET-P06T AHD REP0RTE3> CBJ HOJT-.AFFILIATED 
CIVILIANS : Home 



USEFUL INFORMATION; Bone. Bouroes have not Iseen ftally 
reactivated. 

9^^^ OPERATIOF/Ij STATUS: AggresBlve Counteriirtel 1 1 gpnce Program 

CAN/kRy EFFORT sihauld he coartlin^ because of the eartrcBw seasi- 
tivil^ of the inst&UatlOQ and its ndaalon within DoD as an 
Alternate Haticmal Cciffliaod Post in tljne of eaergeney. Current 
activity centers around the reactivation of foimer eonfidential 
sources and the recmitnimt of new soiirces to assiure coverage of 
aanaitive targets or areas dMlgnated by the eoBaander. 




ACIP QUARTERLT REPORT 



Period Ending: 31 March 1972 



1. (JJ) WCKKAME: mnsm CLCXJD (u) 

2. iV) MCATICBf: Carlisle Barraaksi PA 

3. (U) DJKffl AKBOVZD: 16 F^ruuy 1972 per ACSI letUr DAMI-DOI-S, 

,W0)39Ct: AfigreMivB C(Kiiit«rliitellig8BC« ProgFas (ACIP) 
Otoer&tioa* (U), 

^» (a) BACKGBOUKD: 



ACIP ctjverage of Carlisle Barracks awd the US Army War College 
wftB initiated 13 August I965 per letter /'JBCB» HQS, Carllale 
Berreioks, mibject: Counterintelligence Progrsm. On 17 
February 1971» I£RIEHT CLOUD wae ruspended per InBtructlons 
eotitained in ACSI Memarandun dated 16 February 1971, siibject: 
Suapejvaicm of Certain Anqy Caunterlntellle«nce Prograns. Ibie 
operation vms reactivated per authority eontalnad in ACSI 
letter cited in paragraph three abava, Infocraatlon developed 
"by the ACIP is provided the serviced ccnanand on a regular basis 
by the Project Liaison Officer in hia normal contact with the 
installation security/intelllgeiKse office. Poxmal quarterly 
briefings are given the Cosasander of the aervleed inatallation 
or hie deaignated ACIP Coordinator, during which the progress 
of the program is discussed and recoDBaendatlans aade for future 
(xyverage. 







^ /C 




(C) qfJSmsSTUL eowcsB umxZED; Hkxam, Tour ewfldeDtlal sources 

' t^Utstd is tlsB ACXF will be Ufilted to OoD elTlIiaii mad idlitazy 
^eortaanel aerigrwi tbe Mndoed twt>l>*rr.j,ffn. 



7. (U) INFORMTICK OOBTAIHED OFF-POST AND KEPORPED OK N(M-DoD 
AFFILIATES CIVILIAHS: Some 



8. (U) USEFUL IKFQHMA.TICK GSXAHiED: Because tjie operation Is in Its 
laitiaX j^sAM «f ndnltiatioQ, no ^«ful inKaznatiou of 

^ / - 

^ tlWUf of ^ MaaitAariV ^ imlaillntioa aai the 

9f ^ nlssUn it pttrfgoBBS for the Ds^artuMKit of 
r IN Aiav'. Cwmt «etiirilr fng'TarliHi th* \>rSMDs of the 

"^t|it wnpeni1<a qf ^ «9«ntl<n. FOkUoving this hriefioc, 
neontsiet of foantr eoc^dmtial souzoes will be atteoipted* 



ACIF QlQ^TSRLSr REPORT 



l^rlod Eadiag: 31 Marcib 197? 



1. (V) raCSKANBt CmL IO0P (u) 

2. (V). apOAXICH: S40nood AtmbO, MD 

V 

3. (0) 23A3E tfnOVSDi 16 mvwr 2972* 9«r ACS! XtUcT &AKr-0 

mA)Jeet: Aggr«Mlv» Co«ntwlgt»lH grnice FreeroD (ACIF) 
Op«ratiozis. 



ACIF eovwtkesui of Edgnrwood Anenal v&b lnltl&t«d 13 June 1963 
1)/ letter of request of the CcBnandlng Officer, Edgevood 
Ar0«nal« thru the CoeBandlng GeueralB, UG Amor li&tnltlons 
CcmmaDd and ftxs^ Materiel Comnand. Gn 17 Februazy 1971> 
CAJtAL XOOP -ime suspoaded per instructloaB contained in AC5I 
Mfianorandum dated 16 February 1971, siibject: SuBpeuaion of 
Certain Pjnny CcsmteriBtelligence Programa. This operation was 
reinitiated per authority ccntaiMd in letter cited in paragraph 
three abov«. Information developed by the ACIF la provided the 
serviced ccQsnand on a regular basie by the Krojeet Liaison Officer 
in hlB regular eoDtact with the lnBt«kllatl«£ securil^ office. 
Fon&al quarterly briefings are glv«n the Conaander of the 8er~ 
viced inBtallaticn or his designated ACIF Coordinator daring 
cMch the progress of the program is dlseiused and recotB&endatioDs 
aiade for future coveragie. 




5. 




a. 



General: 







CDNReStilftL 



(11 



b1 



b1 



b1 



b1 



b1 



6. (pO CCttiFlHifflTIAL GMXfiCSS UTILZZBD: T»4t4«i eoatAct nade idth fl-ve 
CoBfUantUI Souoaa pMnrlonsly vtUlmS jvior to suspenBlQa of 

. ^Wttenr ■ i i fUHBWi . 8oi«cm noalt«a ftr utmntlon the 
^ lOZP «(• Siadtatt to Odd «tviim« anl allltaiy ptriwnnftl Msl^ied 

7«{9) .IKFOeiMSXar QBO/OBD CBT-POBT ii%BSIQB3£I> OB BQB-AVFIUAIEI) 
CIviilAttt Kane 

OBEFtlL IBPQ9UA.TIiaff (BTAlEOi Sone* Soureefl bav« not been 
reaetivatad. 



6v 



(a) OPERATIOKAL SMIPIIS: Aggressive Counterintelligence Program 
/ CAKAL lOOP ffljould be continued becatise of the extreme senai- 



tivity of the instsillation bxxSL because of the potential threat 
to the N&timial Meurity posed by 1^ sensitive mission per- 
fonaed Edgeuood Azwnml. Ctnrrwit aetivity centers sroimd 
ti» rsACtivaticm of tarsmr (Kmfidantiftl sources and the recruit 
»pat of rmnr voorces to Msure e&mr&si of seositive areas desig 
liilted bjr the nspcaaslVlz eonsAnders. 
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reports and recommendations thru me^ 
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V^ZUh IN.TEREST . ^J^iWrnM^V^:.. 

REFERRAL SLiP 



FILE NUMaEa DATE CASE NUMBER 
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SUMMARY (Sources, dd(o, «nd subject or short title) 

Quarterly Report to USofA re ACIP Operations 
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MEKORJkSnCTM TOR TdiZ VICE CZTT,? OF STAFF 
United States Anay 

SISJZCT: A«;2.r««Bive Counteriatelilgcaco Program (ACTT) Operations 



•1/ 



On A D«ca^b«r 1971 you forwarded to Ke n no-ioreniliCT fron the 
Assistant Gldef of Staff for Intellleence, Sl^JZCT: Counc«rlnti?l- 
llgeoce Policy Huittancft, which laforrstl 73a of the ANSI's decision 
to reactivate certain ApjTeaslve Counterlntclllgoofe Proeraw (ACIP) 
Operations. Attached to the iietsorandust van the on«ratlon plan for 
one such operctlon. I have TevievoJ thnt 2c.-ioran<!u^ and thp attachetl 
plaSj and although I appreciate the cowteicntloua steps vhicK liave 
been taken to assttre adherence to current policies in this arei?, I 
resaln concerned that this prosraa taay be placing us in a hlfhly 
vulnerable position. 

DoD Directive 5200.27 and the inplcientin^ Amsy policy letter 
dated 1 June 1971 i^ipose two restrictions tr^lch are particularly 
rolevant to ACT? operations- First , they require that there be 
"no covert or otherwise deceptive curvelUjsnce or penetrcclon of 
civilian orsaoizationa ' trithout the prior approval of tha Chalnnan» 
DISC (now the Assistant Secretary of Defense (CoKptrollsr)) . Second, 
they prohibit assinnins DoD personnel "to attend public or private " 
saeetin^a. derionetrotions , or other similar activities for the 
purpose of acquiring inTarwation the collection of which is 
authorlred' vitboiit oy prior approval, exc<ipt in er=>.ergency sitaa- 
"tiona. These prohibitions ^pply vhether or not the forricl tarset'" 
of the operation is affiliated vdth the Department of Itefense. 
Although the ACSI letter approving the flrat reactivate*! ACI? 
operation incorporates theae restrictions by reference (para'Txapb 
3«) , the operation plan and related docttaenta obviously assume 
that confidential sources working in tha operation any obtain and 
report infonsatlon vliich they receive in the coursa of activities 
off Bilitary InstallationB. v.'hlle the plan prohibits extendlnr. 
the collection effort * directly to non -IJoD personnel (par^^-Taoh 
4a(a)) , and while the &CS1 approval latter prohibits rjaklnj» nor - 
DoD personnel targets' of off-jHJSt su rvellin::ce » I trould assa^e 
Chat It is entirely possible that in th« course of their off -T>oBt 
activities confidential sources »l;;ibt obtaii^and report icforoation 



OSA.OGC-Q^ 
vOSA.ASG 
USA — 

Hr. Greene 
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on non -affiliated civiJlanc, AlLhova^h such activity ;'l"ht '.lot in 
«11 situations b« forbiddeB hj DoD Dlrectlre 5200. 27> It la clearly 
on the borderline , iiatl I ttt^refore feel It is very iKportsuc that 
thesa oi>or«ttlohs b« doaely »upezvlsed «n4 tlshtly ccmtroll«d. 

In order to suata an lafomed decision abcut %;tiethcr further 
controls are neceseary (incluillnn: posalbJe Undftr Secrot/sry or DIEG 
review of esich operation) , I vould appreciate yoMr tnkliiJi the 
following etepe : 

1, 2e;;;lnnlng March 31. X972, I vould llVa Co 
receive a quarterly report caatalalnx the folloulns 
infomstloa ou each ACIP oparatlon lu proj^ress at 
any tira© flurinjc the reporting psrioi! . D«ta epprovof', 
co<ie-nxaje, location, ncmber of confluoTiti&l sources 

.used durlne: reporting period, cumber of instances 
In which Inforaation ou n<>n-af filiated civlllnna is 
obtained off -post an-i reported, s.ud a brief rtarrative 
flCaCeuient explainlnj vhether useful ioforsntion vss 
obtained durlcg the reporting period, vbethar the 
oper'fttion 1« to be contiaueJ, and if ao, why. The«e 
reports may be subsiltted 3C Cnyz after the close of 
the calendar quarter vtilch they cover. 

2. With the eocond quarterly report, wtiich vill 
be due July 31, 1972, I vould like to receive ^ full 
'aAfilyRis of this propraa*, inclt'clT:.:; its vcI^jc Ii> terr.i 
of producing useful inforjuition and the adequacy of the 
controls vhlch have been Sjzpoae^. Keco?s»«ndatlona for 
tsxf farther tieccsssry controls should be included. 

(sgd) Kemieth E. Belieu 

Kepneth E. £el.le-j 
Under Secretary of the Arr-y 
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DEPARTTTENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON, D.C. 20310 



2 November 1973 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMSf 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations (U) 



1. (U) Reference is made to memorandum. Under Secretary of the Array, 
dated 8 February 1972, subject as above. 

2-(LI^6€-) The nine Aggressive Counterintelligence Program (ACIP) Operations 
reported by memorandum to you last quarter, all remain active. Two new 
operations CANARY STONE at Dugway Proving Ground, Utah and CTNTAUR RACE 
at Fort Lewis, Washington were requested by the installation commanders, 
approved by ACSI, DA and implemented during the reporting period. These 
operations bring the total to 11 active ACIP's. At present, five ACIP 
proposals have been submitted by CONUS field commanders for considera- 
tion. The report of current operations for the quarter ending 30 September 
1973 is attached, 

3.^j6€) The primary values of ACIP operations are in their potential for 
early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operatrLons are a 
form of intensified security watchfulness, negative reports in them- 
selves are frequently of value to a commander in planning for security 
requirements of a given installation or activity. 



1 Incl 
as (CONFJ 



DIAL) 




FRED C. WEY. 
General , U) 
Vice Chief 



d States Army 
Staff 



Classified by PAigjpp____ 
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SCHEDULE OF EXECUTIVE ORDER 11652 
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OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE: 



WASHINGTON, D.C. Z0310 



ATTCNTION OF; DAMI -DOI - S 



: 29 OCT 1973 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 

1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at 
Inclosure 1 which transmits the report required by the cited reference, 

3. Coordination: None required. / / 



APPROVED - VCSA w/comment: "Why the title ' Aggressive CIP'? Drop the 
'aggressive' unless there's some rationale for it that escapes me." 




2 Incl 

1. Memo for USofA 
w/attachment (-CGNf^ENTiM:)- 

2. Memo for VCSA, 8 Feb 72 
(SE-efiET)- 



OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 



2 Nov 1973 




Assistant Secretary of 
the General Staff 



Regraded UNCLASSIFIED wnen 
separated from classified 
inclosures. 
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LTC Strom/bis/77017 



ACTIc.-< SHEET 



SUBJECT 

Aggressive Counterintelligence Program 




.yAlTROL NUMBER 



OFFICE SYMBOL 

DAMI-DOI-S 



SUSPENSE 



X)ATE 

19 October 1973 



ACTION REOUIREO 



To obtain approval of the quarterly ACIP report. 



MEMORANDUM FOR RECORD. ( DttCTtbt trUHy the reqairement, background and action taken or recommended. Mutt he Mufficientlf detailed to identify 
the action withoal recoaree to other toareet. ) 

1. BACKGROUND : 

a. By memorandum dated 8 February 1972 (GREEN TAB B) the Under Secretary of the 
Army requested the Vice Chief of Staff, US Army, provide quarterly reports on all ACIPs 

b. This is the sixth such quarterly report. 

c. USAINTC input is at ORF.F.N TAB C. 

2. DISCUSSION : The memorandum at GRKF.N TAB A forwards a memorandum to the VCSA to 
forward the report for the quarter ending 30 September 1973. 

3. RECOMMENDATION ; That the memorandum to the VCSA at GREEN TAB A be approved and 
signed. 



(Continue on plain bond) 



IMPLICATIONS 



YES □ NO □ PRIM PROGS YES □ NO □ BUOGET YES □ NO | | 



COORDINATIONS 



APPROVALS 



BR 



OIV 



OIR 



EX 



ACS I 



R c grad e d un u la ss ifigtf 



DISPATCHED (DTG) 



When sspaidlcd from 

Clasiilied Inclosure^'*'' additional cookoination on reverse side or continuation 
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ACTION OFFICER f Name, grad€t phone and gignature J 

R.M. STROM, LTC/77017'*'' 
VCSI FORM 28, 13 Sep 71 



REGRADEO 
WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 



CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER CONFI- 
DENTIAL SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Dugway Proving Ground, 
Utah 

Fort Lewis, 
Washington 

Fort Monmouth, 
New Jersey 

Aberdeen Proving Grounds, 
Maryl and 

Picatinny Arsenal, 
New Jersey 

Philadelphia, 
Pennsylvania 
(Electronics Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army 
War College) 

Presidio of Monterey, 
California 



CANAL LOOP 



CANARY EFFORT 



CANARY STONE 



CENTAUR RACE 



CENTRAL TAXI 



GONDOLA STAR 



GONG SILK 



LANDLESS TlME 



LANYARD MOOD 



LENIENT CLOUD 



LENTIL MONKEY 



16 Feb 72 
16 Feb 72 

18 Jul 73 
30 Jul 73 
16 Feb 72 
16 Feb 72 
16 Feb 72 

19 Feb 72 

22 Dec 71 
16 Feb 72 

26 Oct 71 



TOTALS 11 



11 



.24 





rRTMENT OF THE ARMY 

HEADQUARTERS 
U S ARMY INTELLIGENCE COMMAND 
FORT MEADE. MARYLAND 207S5 



ICDO-OP 



OCT 



SUBJECT: Quarterly Reporting of Aggressive Co-unterintelligence 
Program (ACIP) Operations (u) 



HQJ)A (DAMI-DOI-S) 
WASH DC 20310 



1. (U) References: 

a. Letter, DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter, ICDISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, 12 July 1973, subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly re- 
port for the period 1 July - 30 September 1973 is foirwarded. herewith. 

3. (u) Operational and administrative control measures outlined in 
reference b, above, remained in effect during the reporting period. 
There were no reported instances of acquisition of information on 
non-DoD affiliated personnel. 

k/t^-Q'f During the reporting period, emphasis was placed upon improving 
the viability of the program and stressing its importance at all levels 
throughout the Command. The scope of existing operations is currently 
being broadened to provide source coverage in depth of the designated 
target areas. The result should be an increase in significant items 
reported to the supported commanders. 

5j[L^f6^ ACIP briefings were given to appropriate staff members of the 
newly formed major commands, TRADOC and FORSCOM. Procedures were imple- 
mented to have the same briefing presented to selected commanders at the 
local level. This effort is expected to result in additional ACIP re- 
quests. In conjunction with these actions, the ACIP implementation 
process is being examined with a view towards decreasing the length of 

- Qossified by l).0.^af^.:^....LJJW-:dZC7.z...^ 
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ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Coiznterintelligence 
Program (AC IP) Operations (U) 



time between the receipt of a request for an operation and the date it 
becomes productive. Two plans for new operations are being processed 
and will be forwarded for approval. These, plus the recently approved 
operations at Seneca Army Depot the Management Systems Support Agency, 
will add four ACIP gains during the next quarter. 

FOR THE COMMANDER: 

/ ' 

11 Incl JESSE D. JOY, JR. 

as , ,^ Colonel, GS 

Vl-'^- Deputy Chief of Staff, Operations 



REGRADED UMCLASSIFIED 

ON SEP '5 1997 ,.,.,.,r^ 
BYCDR USAI^IGCC;^^^m£^J 
AUTH Para 1-603 Duu S^uu. \ k 



1. CMAL LOOP: (OACSI Approval - l6 Feb 72) 



a. Location: Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five soiorces were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period, 

e. Operational Status: The sensitivity of the activities serviced 
has not diminished and the supported command desires that the operafcion 
be continued. 





2, CMARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: A civilian staff member at the 
installation has projected a trip to the USSR. This matter vdll be 

monitored on a continuing basis to determine if attempts to eirploit 
have been or -will be made by hostile intelligence. 

e. Operational Status: Continuation of the operation is desired 
by the supported commander. A new Project Liaison Officer has just 
reported and assumed his duties. 



OH , .Mcrny ru ^ 
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^7 ■■■■m^oe^ .UMijLrrc... 



3. CAJHARY STOKE: (OACSI Approval - l8 Jul 73) 

a. Location: Dugway Proving Ground, Utah 

b. Confidential Source Utilization: No sources were recruited 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: None 

e. Operational Status: This operation was implemented with the 
briefing of the commajider on 21 August 1973 j and has not yet become fully 
operational. 



k. CENTAUR RACE: (OACSI Approval - 30 Jul 73) 
a. Location: Fort Levds, WA 

t. Confidential Source Utilization: No so\irces were .recruited . 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civiliajis : None 

d. Usefiil Information Obtained: None 

e. Operational Status: This operation was implemented with the 
briefing of the commander and staff on 23 August 1973, and has not yet 
become fully operational. ' 



5. CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 



a. Location: Headquarters, US Army Electronics Command, 

Fort Monmouth, NJ 

b. Confidential Source Utilization: Three sources were used during 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 

Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Director of Security believes that the 
mission and function of this command place it high on hostile intelligence 
target priorities. One additional source was approved for recruitment 
during the reporting period. 



6. GONDOLA STAE: (OACSI Approval - 1? Feb 73) 



a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were utilized during 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infonnation Obtained: No information to indicatsthe 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: Inasmuch as the sensitivity of the activities 
serviced remains the same, the commander desires that the operation con- 
tinue. The Project Liaison Officer retired on 31 July 1973? and. his re- 
placement is not expected until 1 November 1973. This will -unfortunately 
delay the planned expansion in source coverage. 



Classified by Z)C:6o£::>....lJ>S:/3//uJ.C.. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatlnny Arsenal, Dover, NJ 

b. Confidential So'urce Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Won --affiliated 
Civilians : None 

d. Useful Information Obtained: Wo information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity of the activities covered 
remains extreme, so that the operation should be continued. Seme 
target areas were cancelled with the departure of the Munitions 
Command, so that coverage should be somewhat simplified. 




8. LANDLESS TIME: (OACSI Approval - I9 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
diuring the reporting period. 

c. Information Obtained: Wone 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Of the three sources contacted, one re- 
tired and one transferi^d to another DoD facility, leaving the single 
source indicated in the previous report. The Project Liaison Officer 
will spot and assess prospective sources among the personnel moving to 
Fort Monmouth for utilization when this operation is incorporated into 
CENTRAL TAXI. At the request of the commander, coverage will continue 
until the facility is phased out. 
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9. liANYAED MOOD: (OACSI Approval - 22 Dec 7l) 



a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC...- .. .. - 

b. Confidential Source Utilization: To date, this operation 
has been using conventional sources. 

c. Infoimation Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: Effective -with the beginning of the new 
reporting period, the modus opersmdi is being changed to develop 
confidential sources in addition to the conventional sources used here- 
tofore. Targets will be reconfirmed and redefined as necessary. 



suEjrc: 7 0 gi"t:^'i : ■■ — ^-----^on 
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10. lENIEWT CLOUD: (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: Two security hazards and three 
instances of suitability information were reported. Foreign travel 
by one employee was not considered significant. 

e. Operational Status: An additional target is being added. During 
the period, the newly assigned Project Liaison Officer developed a total 
of 25 conventional sources who are being contacted on a regular basis. 



11. LENTIL MOEKBT: (OACSI Approval - 26 Oct 71) 



a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was recruited during 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Infomation Obtained: No infomation to indicatethe 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period, 

e. Operational Status: Seven additional students are being 
processed for use as confidential sources, and 20 conventional sources 
were recruited for broad coverage of target language departments. In 
addition, all of the 132 class monitors have been given SAEDA briefings 
and directed to report any incidents occurring in the classes. 



ACoN SHEE' 



NTROU NUMBER 



SUBJECT 

Aggressive Counterintelligence Program Operations 



OFFICE SYMBOL 

DAMI-DOI-S 



SUSPENSE 



DATE 



19 July 19 73 



ACTION REouiReo Xo obtaitt approval of a quarterly report. 



MEMORANDUM FOR RECORD. f DeMcribe briefly tht nquinmenl, background anJ action taken or recommended. Mutt be MufricieiUly detailed to identify 
the action without recoarte to other eoarct: ) 

1. BACKGROUND ; 

a. By memorandum dated 8 February 1972 (GEtEEN TAB B) the Under Secretary of the Army 
requested the Vice Chief of Staff, US Army, provide quarterly reports on all AGIPs . 

b. This is the fifth such quarterly report. 

c. USAINTC Input is at GREEN TAB C. 

2. D ISCUSSION ; The memorandum at GREEN TAB A forwards a memorandum to the VCSA to for- 
ward the report for the quarter ending 30 June 1973, 



3 . RECOMMENDATION : That the memorandum to the VCSA at GREEN TAB A be approved and 
signed. 



(Continue on plain bond) 
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ACTION OFFICER ( Name, grade, phone and lig 

R. MYERS, CPT/77017 




ACSI FORM 28, 13 Sep 71 



REGRADED UNCLASSIFIED 
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DOCUMENT 




MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2), 



2. Recommend your approval and signature on the memorandum at Inclosure 1 
which transmits the report required by cited reference. 

3. Coordination: None required. 



2 Incl 

1. Memo for USofA 
w/attachment (^JiJBMB!^3fL) 

2. Memo for VCSA, 8 Feb 72 




WILLIAM E. POTTS 

Major General, GS 
ACofS for Intelligence 

OLIVER B. FATTCK 

ringacitr General, GS 
Deputy. ACofS for intelligence 



1 AUG 1973 



APPROVED - VCSA. 







DEPARTMENT OF THE ARMY 



OFFICE OF THE CHIEF OF STAFF 



WASH I NGTON , D.C. 203 1 0 



1 August 1973 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1. Reference memorandum. Under Secretary of the Army, dated 8 February 
1972, subject as above. 

2. Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office, dated 4 May 1973, subject 
as above, nine remain in effect. Operation CANCER PORCH at the Defense 
Language Institute, Southeast Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali- 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report of current 
operations for the quarter ending 30 June 1973 is attached. 

3. The primary values of ACIP operations are in their potential for earlv 
warning and for detecting internal security weakness and security thr-.'."'; 
to the supported command. Inasmuch as these operations are a fcrir, of 
intensified security watchfulness, negative reports in themselves are 
frequently of value to a commander in planning for security requirements 
of a given installation or activity. 



1 Incl 

as (CONFIDENTIAL) 




CPT Myers/bah/77017 



DA!-{I-DCI-S 



iffiiSJEANDUM FCE: ACTIKG VICE CHIEF OT STAFF, UKITH) STATES MITl 
SUBJECTi Aggressive Counterintelligence Prograca (ACIP) Operatlorts 

1. Reference Under Secretary of the Arety meetorandua, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recoraraend your approval and signature on the nienorand-an at Inclosure 1 
which traiisHiits the report required by cited reference. 

3. Coordinationt None required. 



2 Incl 

1, Memo for USofA 



vJILLlAM E. POTTS 
Major General, G3 
ACofS for Intelligence 







■ ' tIPT Myers /bah/77017 




DEPARTMENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON, D.C. 




MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1. Reference memorandum, Under Secretary of the Army, dated 8 February 
1972, subject as above. 

2. Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office dated 4 May 1973, subject 
as above, nine remain in effect. Operation CANCER PORCH at the Defense 
Language Institute, Southwest Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali- 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report of current 
operations for the quarter ending 30 June 1973 is attached. 

3. The primary values of ACIP operations are in their potential for early 
warning and detecting internal security weakness and security threats to 
the supported command. Inasmuch as these operations are a form of irv':eTi3i- 
fied security watchfulness, negative reports in themselves are frequ-Mu ly 
of value to a conunander in planning for security requirements of a given 
installation or activity. 



1 Incl 
as 



FRED C. WEYAND 

General, United States Army 

Acting Vice Chief of Staff 



Rcaraded UNCLASSIFIED when 
ceparated from classified 
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CURRENT ACIP OPERATIC»^S 



LOCATION 



ACIP 
KICKNAME 



DATE APPROVED 



DENTL'q SOURCES 



Edgew^xxi Arsenal » 
Maryland 

F©rt Ritchie, 
Maryland 

Fort Moronouth, New 
Jersey 

Aberdeen Proving: 
Grounds, t-laryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Cotaiaand) 

Washington, D.C, 
(Language School) 

Carlisle Barracl-s , 
Pennsylvania (Arcr,' War 
College) 

Presidio of Jionterey, 
California 



C^L LOOP 



CANARY EFFORT 



CENTRAL TAXI 



GOIJDC'LA STAR 



LANDLESS Tim 



LANYAfJ) MOOD 



LEiaEni CLOLT) 



LENTIL MOIKEY 



16 February 72 
16 February 72 
16 February 72 
16 February 72 
16 February 72 
19 January 72 

22 December 71 
16 February 72 

25 October 71 



5 
3 



4 



TOTALS 9 



2U 



Off -post Information 

Operational LENTIL MKIKEY obtained information off-post by coincidence and not as part of 
the operation. A source who was accou^ianying his student group on a field trip uas anonp 
those of the group showti pictures of three Csech females who were looking for pen-pals. The 
source reported the Incident. 



Inloroation Cbtained: 




He infcmation to indicate the existence of a hostile threat tc the installations or a 
possible security hazard was developed during this reporting period. 

Contlmiance of O perations : 

Rine ACIP operations are being continued for the originally stated purposes. 



1 ti.O'~ 




ICDO-OP 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(AG IP) Operations (U) 



HQJ)A (DAMI-DOI-S) 
WASH DC 20310 



1. (u) References: 

a. Letter, DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter, ICDISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, 11 April 1973, subject as above, 

2. (U) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 April - 30 June 1973 is forwarded herewith. 

3. (u) Operational and administrative control measures outlined in 
reference b, above, remained in effect during the reporting period. 
There was one instance of acquisition of information on non-DoD affili- 
ated personnel, described in the inclosure covering LENTIL MONKEY (u). 

^4. {0) Supported commanders continue to indicate satisfaction with 
the program. They view the lack of contradictoiy information as 
reassurance that their employees are observing security regulations, and 
that no apparent hostile intelligence activities have been mounted 
against the installation. A certain amount of suitability information 
was developed during the reporting period at some of the installations, 
but was either minor or had not yet been confirmed. In such cases, the 
information is not passed to the supported commander. 



Qassified by i}lWJ::.:.i.ti7f.:x^:r.d....-..^- 
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JUL 



ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 

5. (U) Operations CANCER PORCH (u) and CANDID FROLIC (u) were termi- 
nated during the period covered by this report. 

6. {p^ Processing of the requests for ACIP support set forth in 

reference c, above, except for the Deseret Test Center, have not yet 
been completed. Additionally, an Operation Plan regarding ACIP support 
at Fort Lewis was forwarded on 7 July 1973. It is anticipated that 
future ACIP operations will result primarily from the recently estab- 
lished Sensitive Activity Vulnerability Estimate (SAVE) program. 

FOR THE COMMAKDER: 




11 Incl EDWARD H. BORT 

as LTC, MI 

Acting Deputy Chief of Staff, 

Operations 



REGRADEDONCLASSSFSrD 
ON SEP -5 1997 
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1. CANAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Ecigewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off- post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity and critical! ty of activities 
covered warrant the continuation of the support provided. 




ACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is desired 
by the stipported commander. Inasmuch as a new Project Control Officer 

is being assigned during the next quarter, recruitment of additional 
sources is being delayed until he assumes his duties. 




m 



3. CANCER PORCH: (OACSI Approval - 28 Dec 7l) 



a. Location: Defense Language Institute Southwest Branch 
Fort Bliss, TX 



b. Confidential Source Utilization: One source was contacted 
during the reporting period. 

c. Infoirmation Obtained Off -post and/or Reported on Non-affiliated 
C ivilians : None . 

d. Useful Infonnation Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The operation was terminated with the 
closing of the activity on 31 May 1973. The source has been transferred 
to the Defense Language Institute West Coast, where contact will be re- 
established with him. 
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I Approval - 21 Dec 71 ) 



a. Location: Fort Ord, CA 

"b. Confidential Source Utilization: Two sources vrere contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No Information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: As the result of discussion during a 
quarterly briefing on l6 May 73? on l8 May 73 the CG requested that 
the operation be terminated. No significant information had been pro- 
duced to justify the risk of possible compromise or the further expendi- 
ture of manhours. Operational activity ceased at once, and the opera- 
tion was officially terminated on 12 Jun 73j on which date security de- 
briefings of the sources involved were concluded. 
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5. CENTRAL TAXE: (OACSI Approval - l6 Feb 72) 



a. Location: Headqiiarters, US Army Electronics Command, Fort 
Monmouth, NJ 



t. Confidential Source Utilization: Hiree sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting peidod. 

e. Operational Status: The Commander desires that the operation 
continue. The impending assignment of a new Project Control Officer 
will allow the expansion of the operation by recruitment of additional 
sources. 
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6. GONDOLA STAE: (OACSI Approval - 1? Feb 72) 



a. Location: Aberdeen Proving Ground, MD 

"b. Confidential Soiirce Utilization: Two sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Won- affiliated 
Civilians: None. 

d. Useful Information Obtained: Wo information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: In view of the sensitivity/criticality 

of this installation, the supported commander desires that the operation 
continue . 




Clcssif-:] by DC^OPS US'-'J/J^.C... 
SUBJECT TO GirEP CF.C-.Ar.SinCATION 





7. GONG SILK: (OACSI Approval - l6 Feb ^^) 



a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential So\irce Utilization: Three, sources were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Infomation Obtained: No infoimation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Despite the fact that modifications of 

the operation may be necessitated by forthcoming organizational changes, 
the Cominander desires that the operation be continued. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 



a. Location: Hiiladelphia Facility, US Army Electronics Command 

b. Confidential Sotirce Utilization: Four sources were utilized 
duiang the reporting period. This includes one source -who was reluctsjit 
to be reactivated when the operation was revalidated, but finally 
agreed. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: By 30 Jm "jk, this activity will be com- 
pletely relocated to Fort Monmouth, and the operation wiU be terminated. 
One source transferred during the period, rather than make the move. 
Another is scheduled to move in Nov 73, and plans to do so. He will be 
transferred to the Monmouth operation at that time. Coverage will be 
difficult during the phaseout, but the commander has requested that the 
operation continue as long as possible. 



Uiv SEP - 5 ,^27 
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9. UmARD MOOD: (OACSI Approval - 22 Dec 7l) 



a. Location: Defense Language Institute East Coast Branch 
Anacostia Naval Annex, Washington, DC 



b. Confidential Source Utilization: This operation uses 
conventional sources from the student body, primarily Army MI personnel. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible secixrity 
hazard was developed during the reporting period. 

e. Operational Status: The combination of alien instructors and 
students who are generally scheduled for sensitive assignments overseas 
makes this operation a necessity. With classrooms teaching 50 languages 
at various locations in the DC area, coverage is dependent on the 
availability of sources. 
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10. LE3!TIENT CLOUD: (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible seciority 
hazard was developed during the reporting period. 

e. Operational Status: Ihe Commander continues to be appreciative 
of information provided and desires that the operation continue. 
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11. IMTIL MONKEY: (OACSI Approval - 26 Oct 71) 



a. Location: Defense Langriage Institute West Coast Branch 
Presidio of Monterey, OA 



b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, but all were eventually terminated due to 
graduation . 

c. Information Obtained Off- post and/or Reported on Won-af filiated 
Civilians: On l8 May 73, students of a Czech class visited a Czech 
restaurant in San Francisco on a field trip. While they were there, 
the owner showed the students pictures of three girls residing in 
CzechoslovaJtia who were looking for American pen-pals. Each of three 
students received the name and address of one of the girls. One of the 
students who received this data was a Confidential Source, and reported 
the incident. The other two students are now en route to Army Security 
Agency . school at Fort Devens, MA, and will eventually be assigned in 
USAEEUR. 

d. Useful Information Obtained: The above information assmes sig- 
nificance only if this proves to be an operational technique of Czech 
Intelligence. Consideration is being given to utilizing the source, now 
on TDY at Fort Huachuca, AZ, to probe this situation by establishirig 
correspondence with the Czech girl. Under the circumstances, reporting 
this information is not considered a violation of the 1 June 71 letter. 

e. Operational Status: Just as in LANYARD MOOD, the combination 
of alien-born instructors and students destined for sensitive assignment 
overseas is considered to offer a challenge to hostile intelligence. 
Additional MI students have reported to the institute, and no problems 
are anticipated in recruiting new sources. 
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MEMORANDUM FOR RECORD. (Dttcribt briefly tht requirement, baekgroumi and action taken or recommended. Mutt be eufriciently detailed to identify 
the action without rccoorsc to other toareee.) 

1. BACKGROUND : 

a. By Memorandum dated 8 February 1972, the Under Secretary of the Array requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIP's (BLUE TAB B).. 

b. The fourth quarterly report for 1972 was submitted to the Under Secretary of the 
Army on 12 February 1973 (BLUE TAB C) . 

c. Written input from USAINTC for the current quarterly report is attached at BLUE 
TAB D. 

2. DISCUSSICN: 

a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to per- 
sonally sign all memoranda to the Under Secretary of the Army. How long this new policy 
is to be effective is currently unknown. Based on DA memoranda 340-15 and 340-17, the 
ACSI has signed previous memoranda concerning this subject for the VCSA. 

b. The memorandum at BLUE TAB A forwards a memorandum to the VCSA requesting he sign 
and forward to the Under Secretary of the Army, the first quarterly ACIP report for 1973 
Per agreement SGS and DAMI, this same procedure was used to forward the previous quarter 
ly report. 

3. REGOMMENDATION : That the Memorandum to the VCSA at BLUE TAB A be approved and signed 
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MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B). 

2. Recommend your approval and signature on the memorandum at TAB A which 
transmits the report required by cited reference. 



2 Incl 

TAB A - Memo for USofA 
TAB B - USofA memo, 

8 Feb 72 (rrfrnin) * 




WILLIAM E. POTTS 
Major General, GS^ 
ACofS for Intelligence 

TKO.VAS \V. BOV^■i^x 
Brigadier Goni'iai, GS 
Bi; jc i jr of Intelligence 
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PErERB. PETERSEN 



LTC, GS 
Assistant Secretary of 

the General Stati 



EPARTMENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON. O.C. Z0310 



MEM(KANDUM VOBi: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1, Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 Aggressive Counterintelligence Program (ACIP) operations 
reported to you by my memorandum, dated 12 February 1973, subject 

as above, remain in effect. No additional ACIP operations have been ap- 
proved. A quarterly report of current operations is attached. 



1 Incl ALEXANDER M. HAIG, .JR. 

as (■ GeN 'Fl' PEiy ' flAC ' ?"" " ' General, United States Army 



Vice Chief of Staff 
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CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER OF 
SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



TOTALS 11 
Off-post Information 



CANAL LOOP 

CANARY EFFORT 

CANCER PORCH 

CANDID FROLIC 
CENTRAL TAXI 

GONDOLA STAR 

GONG SILK 

LANDLESS TIME 

LANYARD MOOD 
LENIENT CLOUD 

LENTIL MONKEY 



11 



16 February 72 
16 February 72 
28 December 71 

21 December 71 
16 February 72 

16 February 72 

16 February 72 

19 January 72 

22 December 71 
16 February 72 

26 October 71 



2 

3 



30 



There were no instances in which information on non-affiliated civilians was collected 
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Information Obtained: 



a. During the first quarter of 1973, none of the ACIP operations produced in- 
formation which vould indicate the existence of an active hostile threat to the 
supported installation nor were any reports received concerning potential security 
hazards to the supported installations. A.s emphasized in each quarterly report 
submitted to date, ACIP operations are a form of intensified security watchful- 
ness. As such, the lack of reportable information from these operations, s also 
of value to a commander in planning for his security requirements. The placement 
and access of current sources, and those under consideration, are such that the 
chances of detecting a developing security threat situation in a sensitive in- 
stallation or unit are greater with these sources already operating. 

b. Significantly, supported commanders have voiced satisfaction with ACIP 
operational results to date and have reiterated their desire that these opera- 
tions continue. 

Continuance of Operations ; 

The eleven ACIP operations are being continued for the originally stated pur- 
poses. 




1 1 APR 1973 

ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) (derations (u) 



HQJ)A (DAM-DOI-S) 
WASH DC 20310 



1. (U) References: 

a. Letter, DAMI-DOI-S, 8 Mar 72, subject as above. 

b. Letter, ICDISO-OC, 11 Oct 72, subject as above. 

c. Letter, ICDISO-OC, 15 Jan 73, subject as above. 

d. Letter, DAME-DOI-P, 26 Feb 73, subject: Counterinte]J.igence 
Support for Security of Nuclear Weapons, with 1st Indorsement, ICDO, 
12 Mar 73- 

2. (u) In compliance with reference a, above, the ACIP quarterly 
report for the period 1 January - 31 March 1973 is forwarded herewith. 

3. (U) Operational and administrative control measures outlined in 

reference b, above, remained in effect during the reporting period. 
There were no instances of acqviisition of information on non-DoD 
affiliated personnel. 

WU)(-G-}" Utilization of the ACIP to enhance the security of chemical 
am nuclear weapons, as set forth in reference c, above, has been inte- 
grated into the overall counterintelligence support to the US Army 
Materiel Command (AMC) and HQ, US Army Air Defense Command. Action 
taken on this program will be reported as outlined in reference d, 
above. In the future, this quarterly report will pertain only to 
operations in progress smd those in the planning stage. 



era' 
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ICDO-OP 1 1 APR 1973 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (u) 

5.(ll)("^ In "the area of chemical and nuclear weapons, the Commander of 
Seneca Army Depot has formally requested an ACIP operation. The 
Commander, Savanna Army Depot, has requested an ACIP briefing. 
Additional assessment of the Sierra Army Depot will he necessary to 
determine the applicability of the ACIP. Requests for the program 
have been received from Hariy Diamond Laboratories, US Army Mobility 
Equipment and Development Center, and Deseret Test Center, a.'Ll subordi- 
nate to AMC. The Commander, US Arn^r Management Systems Support Agency, 
an automatic data processing facility in the Pentagon suppor~ing the 
Office of the Vice Chief of Staff, has also submitted a formal request 
for the program. The assessments necessary to Justify the program in 
each case have been accomplished or are underway, and individual 
Operations Plans are escpected in the near future. 

In an effort to replace the expertise and continuity which 
have been lost through the reduction of civilian Excepted Se::-v^lce 
Position spaces in the MI Groups, an effort is underway to obtain 
Great Skills personnel for inclusion in the program. 

FOR THE COMMANDER: 



11 Incl '^WAMER^^Jj/cROWIN, J©^ 

as Colonel, GS 

Deputy Chief of Staff, Operations 




1. CANAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Edgewood Arsenal, Edgewood, MD 

Id. Confidential Soiirce Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The operation should be continued because 
of the criticality and sensiti-vity of the installation, as well as the 
reiterated desires of the Commander that this support be continued. 
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2, CANARY EFFORT: (OACSI Approval - l6 Feb 72) 
a. Location: Fort Ritchie, MD 

To. Confidential Source Utilization: Three sources were utiliz€;d 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The Commajider desires continuation of the 
operation in ^dew of the sensitivity/criticality of the facility and 
the extensive volume of classified material and equipment maintained. 
The Liaison Officer has identified and assessed two additional sources 
for recruitment during the next reporting period. 
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3. CANCER PORCH: ^pKCSI Approval - 28 Dec 71 ) 

a. Location: Defense Language Institute Southwest Branch 

Fort Bliss, TX 

b. Confidential Source Utilization: One such source was utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Closing date of the facility remains 30 
June 1973 J hut operations will cease on 31 May 1973- 
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k. CANDID FEOLIC: (OACSI Approval - 



21 Dec 71) 



a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Two sources were contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: The Cdr, Ft Ord, has voiced his satisfac- 
tion with the operation as part of the overall counterintelligence 
support rendered his Command. Four additional sources are currently 
under assessment for inclusion in the operation. 
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5. CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 



a. Location: Headquarters, US Army Electronics Command, Fort 

Monmouth, WJ 

b. Confidential Source Utilization: Three sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indic;alE the 
existence of a hostile threat to the installation or a possit'le security- 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is dictated 
by its sensitivity and criticality; the desire of the Commancling 
General for this support is unchanged. 
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6. 



GONDOLA STj 




a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were contacted 
regularly during the period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to. the installation or a possihle security 
hazard was developed dioring the reporting period, 

e. Operational Status: The Commander desires that the operation he 
continued. The sensitivity of facilities at the installation justify 
this desire. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Regular contact was maintained 
with three sources during the period. 

c. Information Obtained Off -post and/or. Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: This operation may be affected by forth- 
coming organizational changes, which will involve the move of a portion 
of the major command to another installation. 
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8. LMDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
regularly. 

c. Information CHstained Off -post and/or Reported on Non -affiliated 
Civilians : None 

d. Useful Infozmation Obtained: Wo information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The criticality of portions of this 
facility is considered to warrant continuation of the operation. 
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9. LAKYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch 
Anacostia Naval Annex, Washington, DC 

"b. Confidential Source Utilization: This operation utilizes 
conventional soxirces drawn from the student population. 

c. Information Obtained Off -post and/or Reported on Won- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: With students who will be assigned to 
sensitive positions, this facility is an ideal location for spotting 
and assessing by hostile intelligence. 
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10. LENXEITT CLOUD (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College, Carlisle Barracks, PA 

1). Confidential Source Utilization: Four sources were contacted 
on a regTolar basis during the reporting period. 

c. Information Obtained Off -post and/ or Reported on Won- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The CG continues to reiterate his desire 
for support provided by the operation. 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was lost through 
graduation, reducing the number to three prior to the end of the 
reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Ci vi li ans : Non e 

d. Useful Information Obtained: Wo infonnation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed diiring the reporting period. 

e. Operational Status: As vdth other branches of the Defense 

Language Institute, this facility continues to offer a lucrative 
target to hostile intelligence. The meinning of the Soviet Embassy in 
San Francisco presents an additional external security threat. 
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SUBJECT .^^^^^BP^^ 


OFFICE SYMBOL 


SUSPEKSE 




DAMI-DOl-S 




Quarterly ACIP Report 


DATE 




2 February 1973 



^TROU NUMBER 



ACTION RCOUIREO 



To forward memorandum requesting VCSA sign memorandum to USA. 



MEMORANDUM FOR RECORD. (Dttcribe britfly tht reqairemeat, hachgrounJ and action taken or ncommtnded. Mutt It tufTicitntly detaiUJ to idtntify 
th» action without rtcoarte to othtr toareei. ) 

1. BACKGROUND : 

a. By Memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIP's (BLUE TAB B). 

b. The third quarterly report for 1972 was submitted to the Under Secretary of the 
Army on 20 October 1972 (BLUE TAB C). 

c. Written input from USAINTC for the current quarterly report is attached at BLyE 
TAB P. 



2. DISCUSSICT^: 

a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to 
personally sign all memoranda to the Under Secretary of the Army. How long this new 
policy is to be effective is currently unknown. 

b. Based on DA memoranda 340-15 and 340-17, the ACSI had signed a previous memoran- 
dum on this action for the VCSA (BLUE TAB E) . This action was returned by SGS on 1 Feb 
73 for compliance with new policy. 

c. The memorandum at BLUE TAB A forwards a memorandum to the VCS^. requesting he sign 
and forward to the USA the fourth quarterly ACIP report f or ^l972. 

3. RECOMMENDATION: That the memorandum to the VCSA at BLUE TAB A be approved and signed. 
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DEPARPPfTENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON, D.C. 20310 



DAMI-DOI-S 



8 February 1973 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B). 

2, Recommend your approval and signature--«n the memorandum at TAB A 
which transmits the report required by citad reference. 



2 Incl 

TAB A - Memo for USofA 

TAB B - USofA memo, 

8 Feb 72 (DUQILLl) - 



OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 



12 FEB 19^3, 




PETER B.PETERSEN 
LTC, GS 

Assistant Secretaiy^of 
*-hp General Staff 




12 February 1973 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1. Reference your memorandum of 8 February 1972, subject as above. 

2, The 11 Aggressive Counterintelligence Program (ACIP) operations 
reported to you by OACSI memorandum, dated 20 October 1972, subject 
as above, remain in effect. No additional ACIP operations have been 
approved, A quarterly report of current operations is attached. 




Regraded UITCLASSIFIED 
when separated frow 
classified inclosur«3 




CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER CONFI- 
DENTIAL SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



CANAL LOOP 

CANARY EFFORT 

CANCER PORCH 

CANDID FROLIC 
CENTRAL TAXI 

GONDOLA STAR 

GONG SILK 

LANDLESS TIME 

LANYARD MOOD 
LENIENT CLOUD 

LECTIL MONKEY 



16 February 72 
16 February 72 
28 December 71 

21 December 71 
16 February 72 

16 February 72 

16 February 72 

19 January 72 

22 December 71 
16 February 72 

26 October 71 



2 
3 



TOTALS 11 
Off-post Information 



11 



30 



There were no instances in which information on non-affiliated civilians was collected 

off-post. ' 
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^^nECLASSlFIED ON 31 DECEMBER IV± 





Information Obtained : 

a. During the fourth quarter 1972, useful information was obtained from seven 
of the eleven Aggressive Counterintelligence Programs. The operations at Ft. 
Ritchie, Maryland, the Electronics Command, the Army War College, Ft. Montnouth, 
New Jersey and Picatinny Arsenal, each identified one or more potential personnel 
or physical security problems which were reported to the respective serviced com- 
manders. The program at Ft. Ord, California, continued to identify military 
personnel affiliated with the Vietnam Veterans Against the War (VVAW) and also 
military personnel associated with the proposed making of an anti-war film on the 
Ft. Ord reservation. This Information was passed to representatives of the sup- 
ported commander Y ^ characterization of the WAW is attached. The operation at 
the Presidio o^^Cali^ornia developed Information on what appears to be a program 
of fradulent immigration from a Communist Country. Additionally, classroom state- 
ments by an Army student identified his father as a Soviet-born key employee of 
another US Intelligence agency. In each case, the supported comrr.ander was informed 
and a summary of information report was forwarded to the appropriate federal 



b. The other four operations reported no Information, during the fourth quar- 
ter, which would indicate the existence of a hostile intelligence threat or possi- 
ble security hazard. Inasmuch as these operations are a form of intensified 
security watchfulness, negative reports in themselves are frequently of value to 
a commander in planning for the security requirements of a given Installation cr 
activity. The placement and access of current sources, and those under considera- 
tion, are such that the chances of detecting a developing security threat situation 
In a sensitive installation or unit are greater with these sources operating. 

Continuance of Ope r ations : 

The eleven ACIP operations are being continued for the original stated purposes. 



agency. 



1 Incl 
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T^egraded UNCLASSIFIED when 
separated from classified 
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VIETNAM VETERANS AGAINST THE WAR 



1 .^^67 General : The Vietnam Veterans Against the VJar, Incr-rporated (WAW) was 
founded in the spring of 1967 in New York City. The objectives of the WAW 
include: the demand for an Immediate cessation of fighting and withdrawal of 
American troops from Vietnam; and to support all military personnel refusing 
to serve in wars of aggression at home or abroad. The WAW reportedly has 
chapters in all 50 states and Vietnam. The national office is located at 2 5 
West 26 Street, New York, New York. WAV7 policy is established by its National 
Steering Committee composed of 26 regional coordinators. The local chapters 
often act independently of the national office. (There have been indications 
that some local chapters of the WAW have been taken over by youth groups of 
Marxist-Leninist organizations.) This is in keeping with the recent resignation 
of four of the five members of the Executive Committee of the National Steering 
Committee. During a November 1971 meeting of the Steering Committee, statements 
were made that conservative WAW members would be replaced by more militant mem- 
bers who would take action rather than talk. Many of the WAW officials and 
members are presently or have in the past been affiliated with organizations 
identified as being threats to Army morale and discipline, such as CPUSA, 
Socialist Workers Party, Progressive Labor Party, and People's Coalition for 
Peace and Justice. Total WAW membership is reportedly approaching 10,000. 
support appears to come from private donations . 

ationship to the Army: The WAW, reportedly, has counjjeled US Army 
to go to Sweden rather than return to the US from Canada; and has 
provided deserters with funds and false draft registration cards.. The org.i nida- 
tion has attempted to recruit active duty soldiers to the ranks of the VVAvv' and 
has urged inductees to "resist the Army and join the WAW." WAW local chapters 
have allied themselves with antimilitary dissident soldier organizations in an 
attempt to undermine morale and discipline of service personnel. 

3. (U) Foregoing information falls under provisions of para 4a(l) and 4a(2), 
DA letter, AGDA-A(M)(1 Jun 71) CS, subject: Acquisition of Information Con- 
cerning Persons and Organizations Not Affiliated with the Department of Defense. 
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Quarterly ACIP Report 



OFFICE SVMBOL 

DAMI-DOI-S 



SUSPEKSE 



DATE 

18 January 1973 



ACTION REQUIRED 



To p rovide Under Secretary of the Army with the fourth quarterly report for 1972. 

MEMORANDUM FOR RECORD. ( DtKribt krieflj- the rtquinmtnt, background and action taken or recommended. Mutt l-e tufnciently detailed to identify 
the action wtthoal recoaree to other eoarett. ) 

1. BACKGROUND : 

a. By memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army, to provide quarterly reports on all ACIP's 
(BLUE TAB B') . 



b. The third quarterly report was submitted to the Under Secretary of the Army on 
20 October 1972 (BLUE TAB G) . 

c. Written input from USAINTC for the current quarterly report is; attached at 
BLUE TAB D. 



2. DISCUSSION ; Memorandum at BLUE TAB A to Under Secretary of the Army through the Vice 
Chief of Staff, US Array, provides required fourth quarterly report for 1972. 

3. RECOMMENDATION ; That the Memorandum at BLUE TAB A be approved and signed. 
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ACSI FORM 28, 13 Sep 71 



REGRADED 



UNCLASSIFIED 




MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 
FCR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference your memorandum of 8 February 1972, subject as above. 

2 . The 11 ACIP operations reported to you by OACSI memorandum, dated 
20 October 1972, subject as above, remain in effect. No additional 
ACIP operations have been approved. A quarterly report of current 
operations is attached (TAB A). 




/ 



WILlil " 



1AM E. POTTS 
Major General, GS 
ACofS for Intelligence 



l?egraded UNCLASSIFIED when 
separated from classified 
inclosures 
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1 ^ JAN 1973 



ICDISO-OC 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program (ACIP) 
Operations (u) 



HQPA (DAMI-DOI-S) 
WASH DC 20310 



1. (u) References: 

a. Letter, DAMI-DOI-S, 8 Mar 72, subject as above. 

b. Letter, ICDISO-OC, I8 Apr 72, subject as above. 

c. Letter, ICDISO-OC, 11 Oct 72, subject as above. 

2. (u) In compliance ■with reference a, above, the ACIP quarterly report 
for the period 1 October - 31 December 1972 is forwarded here^ffith. 

3. (U) Operational and administrative control measures outlined in reforo:;: 
c, above, remained in effect during the reporting period. There were no 
instances of acquisition of information on non-DoD affiliated personnel. 

h. Ic) Based on the immediate concern for the security of chemical and 
nuclear ■weapons, this Command is preparing plans in conjunction ■with US Army 
Materiel Command and HQ, US Army Air Defense Command to pro"vide counter- 
intelligence support to these units and their sub-elements. In vie^w of 
recent terrorist group actions, it is apparent that such groups will go to 
any extreme to achieve their ends. As some terrorist representatives have 
pointed out, they feel that such actions must have increasing ■world shock 
■value in order to further their cause. The capture or explosive destruction 
of a nuclear weapon either in storage or in transit would be just such an 
act. Indications of intention may be developed through the ACIP. Planning 
for this kind of support in conjunction with other means available to USAIWTC 
is being effected. It is escpected that by the end of the next reporting 
quarter, more definitive information concerning initiation of ACIP in support 
of these ■two Commands will be established. 
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ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program (ACIP) 
Operations (u) 

5. (C) With a view towards the probable requirement of expanding ACIP 
operational capability by USAIWTC field elements, this Command has initiated 
a training program designed to improve the professionalism of personnel in 
the operational techniques and reporting in such operations. This training 
program should qualify additional personnel to participate in current and 
potential future operations. 

FOR THE COMMMTER: X / / / 



as 



11 Incl 




7\.cting Assistant Adjutant General 
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1. CMAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Edgewood Arsenal, Edgewood, MD 

"b. Confidential Source Utilization: Five sources were utilized 
diiring the reporting period. 

c. Information Obtained Off -post and/or Reported on Won- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: During the reporting period, experienced 
personnel were assigned in both liaison and source handling capacity, 
and the operational capabilities can be expected to improve. Tlie 
Commanding Officer of Edgewood Arsenal has again expressed his desire 
for continuation of ACIP operations within his installation. 
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2. CAHARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Information reflecting on the 
character and siiitahility of certain employees in the target areas 
was obtained. 

e. Operational Status: During the period, both Case Officer ajid 

Liaison Officer were assigned to DIS. The transfer ot the former 
diminished source contact appreciably. With the assignment of a 
case officer, information obtained during the period will be developed 
to its fullest extent. An experienced liaison officer is being 
assigned to this ACIP and mil begin spotting and assessing potential 
sources to meet the desire of the Commanding Officer to achieve the 
greatest operational potential. 
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I Approval - 28 Dec 71 ) 



a. Location: Defense Language Institute Southwest Branch, 
Fort Bliss, TX 

Id. Confidential Source Utilization: One such source was recruited 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Ohtained: No information to indicate -che 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: As indicated in previous reports, this 
facility is expected to cease operations on 30 June 1973. The prime 
reason for developing this single confidential source is his expected 
transfer at that time to another branch of the Institute. 
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k. CANDID FROLIC: (OACSI Approval - 21 Dec 71) 

a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Regiolarly scheduled contacts 
were conducted with two such sources during the period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Identification of military 
personnel affiliated with the Vietnam Veterans Against the War; 

identification of military personnel associated with the proposed 
filming of an anti-war film on the Fort Ord reservation. 

e. Operational Status: As the major US Army training fa,cility 
on the West Coast, the installation continues to be the target for 
dissident elements. 
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5. CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 



a. Location: Headquarters, US Aimy Electronics Command, Fort 
Monmouth, NJ 



L. Confidential Source Utilization: Three sources vere contacted 
on a regular "basis during the reporting period. 

c. Information Ohtained Off-post and/or Reported on Won-affilated 

C i vi 11 an s : None 

d. Useful Information Ohtained Information indicating a potential 
security problem area was developed and passed to the serviced command. 

e. Operational Status: Personnel turbulence during the period 
caused by transfers of operational personnel to DIS prevented the 
proper development of this ACIP. An experienced liaison officer was 
assigned during the period. This should result in the recruitment of 
additional sources needed to cover this complex target. The Commanding 
General has reiterated his desire to continue the operation. 



1 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: Aberdeen Proving Ground, MD 

b. Confidential Soiirce Utilization: Two sources were contacted 
regularly diiring the period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The newly assigned liaison officer has 
begun the spotting and assessment process, which should result in 
expansion of coverage to the degree desired. 



6,- 



assificd by .^i-SO . .L>A/aX.#rC-' 

V.'CLYEAR 



CI 

su 

AU 
IKI 




7. GONG SILK: (OACSI Approval - l6 Feb 72) 

a. Location: Picatinny Arsenal, Dover, EJ 

b. Confidential Soiorce Utilization: Regular contact was; maintained 
■with three sources during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Two potential problem cireas in 
the field of security were identified and reported to the serviced 
commander . 

e. Operational Status: The commanders of the two serviced 

facilities have expressed their desires that the ACIP be continued 
and expanded. Efforts to establish sources in each target area have 
been hampered to date by the lack of experienced MI personnel. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 



a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: One source was temlnated 
due to lack of access; regular contact was maintained with the remain- 
ing three. 

c. Information Obtained Off -post and/ or Reported on Won- affiliated 
Civilians : None 

d. Useful Information Obtained: Identification of personnel mth 
access to classified information who have character weaknesses or 
habits reflecting on suitability. This information has been brought 
to the attention of the supported commander. 

e. Operational Status: Individual personnel activities are being 
closely monitored to determine any adverse effects on the morale and 
discipline of the work force. The supported commander desires that 
this ACIP be expanded to cover more areas in depth. 
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9. LAEYAEID MOOD: (OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute East Coast Brajich 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: Conventional, rather than 
confidential sources, have been utilized to date in this ACIP. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the Installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The installation continues to offer a 
lucrative target to hostile intelligence, mth students, ranging in 
rank from private to general, who undex-go instructions for periods 
up to a year. 



,1 



sUEjrc: TO 0- ^?;-' 



AUTo., 



'FJCATION 




10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Identification of four individuals 
possessing possible adverse suitability traits. 

e. Operational Status: Attempts to develop additional information 

on the four Individuals mentioned above is continuing and upon comple- 
tion, this information will be furnished to the supported commander. 
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11. LENTIL MOmCEI: (OACSI Approval - 26 Oct 71) 



a. Location: Defense Language Institute West Coast Branch, 
Presidio of Monterey, CA 

"b. Confidential Source Utilization: Contact was maintained with 
four sources during the reporting period. This represents an increase 
of one source. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Information was developed on 
what allegedly is a program of fradulent immigration from a Communist 
country. Additionally, classroom statements by an Army student 
Identified his father as a Soviet-born key employee of another intelli- 
gence agency. In each case, A Summary of Information was prepared 

for transmission to the appropriate agency. 

e. Operational Status: There is currently a source in each of 
four sensitive language departments. Sources have been alert for class- 
room discussion which would identify personnel who are in coroinunication 
with relatives in countries considered hostile to the US. Additional 
sources are to be developed in the larger departments, which ■■■/ill allow 
more adequate monitoring for possible indicators of hostile intelligence 
influence . 
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MEHORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



1, (U) This is in response to your Memorandum on 17 January 1975 to 
the Vice Chief of Staff In regard to subject and serves as the Quarterly 
ICIP Report for the 2d Quarter, FY 2975. 

2. On 2 October 1974, I directed a review of the entire ICIP pro- 
gram with a view cowards the elimination of those no longer considered 
of. sufficient merit to warrant retention. The criteria used in evalu- 
ating each ICIP operation was : (a) The sensitivity of the installation/ 
activity is such that some type of special counterintelligence support 

is required or (b) There is a known threat of sufficient magnitude to 
the installation/activity to warrant a need for some type of special 
counterintelligence support and (c) The information desired cannot be 
obtained except through the use of confidential sources. 

3* pB^ Based on this review and considering your 17 January guidance , 
I directed the termination of 12 ICIP operations at the following head- 
quarters : 

a. . Hq, US Army Communications Command, Fort Huachuca, Arizona 
(CANAL ROPE) . 

b. Dugway Proving Ground, Utah (CANARY STONE). 

c. us Army Air Defense Center, Fort Bliss, Texas (CANTm ARCH), 

d. Umatilla Army Depot Activity, Hermlston, Oregon (GANY(3N ROSTER). 

e. US Array Mobility Equipment Research and Development Center, 
Fort Belvoir, Virginia (CENTAUR SALE), 



ORSslfied bT_^DAMI-ZA. 
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SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

f , Hq, US Army Electronics Command, Fort Monmouth, New Jersey 
(CENTRAL TAXI). 

g. US Army Management Systems Support Agency, The Pentagon, 
Washington, DC (CENTURY SQUAD). 

hm US Army Electronics Proving Ground, Fort Huacbuca, Arizona 
(GONDOLA FLAG). 

i. Aberdeen Proving Ground, Aberdeen, Maryland (GONDOLA STAR). 

j. Defense Language Institute East Coast, Washington Navy Yard, 
Washington, DC (LAJJiaitD MOOD), 

k. Picatinny Arsenal, Armament Command, Dover, New Jersey 
(LEND TONE). 

1. US Army War College, Carlisle Barracks, Pennsylvania (LENIENT 
CLOUD). 

4. (U) The remaining seven ICIPs aire worthy of retention as they meet 
your criteria. Reviews of these seven operations are attached at Incl 1. 
Reviews of the 12 to be terminated are at Incl 2, .^^-^ 
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Internal Counterintelligence Program (ICI^ (U) 



DAMI-DOI-C I 



31 January 1975 



To respond to tasking from the USofA pertaining to ICIP. 



loullmr tomnaM.) 



»mJU. Mmit 1« mfRetrntlr JtaOtJ to Umtifr 



1. BACKGROUND : 

a. At the direction of the USofA. quarterly reporting of ICIP hs.s been furnished 
to him through the VCSA since February 1972. In a memorandum to the VCSA (RED TAB B). 
the VSoEA suggests that in more than half of the ongoing operations, no useful infor- 
mation was developed. He directed a detailed review of the benefits derived through 
the program over the last two years* 

b. On 29 January 1975, the ACSI directed the termination of 12 of the 19 ongoing 
operations. They will be terminated on a time phase basis with all 12 being termi- 
nated by 31 March 1975. 

2. DISCUSSION : At RED TAB A is a memo through the VCSA to the USofLA replying to 
the comments of USofA and providing the requested information pertaining to the 
program. 

3. RECOMMENDATION! That the memo at bf.d tab A be approved and signed. 
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U. 5. ARMY INTELLIGENCE AGENCY 
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MEMORANDUM FOR: MG AARON, ASSISTANT CHIEF OF STAFF FOR 
INTELLIGENCE, DA 

SUBJECT: Status of Internal Counterintelligence Program (ICIP) 
Operations 



1. (U) References: 

a. ACS! Memo, 7 Jan 75, subject: ICIP. 

b. Under Secretary of the Army Memorandum, 17 Jan 75, subject: 



ICIP. 

c. Letter, DAMI-DOI-S, 8 Mar 72, subject: 
ICIP Operations (U) . 



Quarterly Reporting of 



2. (U) In compliance with your oral instructions of 2 October 1974; 
your Memorandum of 7 January 1975; and guidance contained in the Memo- 
randum of 17 January 1975 from the Under Secretary of the Army, we have 
completed a comprehensive review of the current active 19 ICIP operations. 




3. Wf Our review was basically governed by the following factors: 
(1) The sensitivity of the Installation/activity is such that some type 
of special counterintelligence support is required or (2) there is a 
known threat of sufficient magnitude to the installation/activity to 
warrant some type of special counterintelligence support and (3) the 
information desired cannot be obtained except through the use of 
Copf ttisntial Sources. 

iiLS^^ Using the above criteria and your decision of 29 January, 12 
of the 19 on-going operations are to be terminated. We believe that 
we can provide adequate support to the installations/activities con- 
cerned through a program of intensified liaison by the appropriate 
local USAINTA representative. The operations to be terminated are 
listed in an attached proposed Memorandum to the Under Secretary of 
the Army. These operations should be terminated on a time phased 
basis with all 12 to be terminated no later than 31 March 1975. 
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SUBJECT: Status of Internal Counterintelligence Program (ICIP) 
Operations 

Phasing will permit adequate liaison to be established by RO and FO in 
lieu of the operations and permit no degradation of necessary good 



5. (U) The remaining seven operations to be retained are reviewed 
individually in our draft reply for Mr. Staudt. 



will. 
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^ CAN^Y effort: ^1 CO^^ ^'^^^^^So^ '^'^ 

a. Location: Fort Ritchie, MD ^uTr^^^^^ 



b. Confidential Source Utilization: Three confidential sources 
are currently being utilized. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d» Sensitive Character of the Mission that Necessitates an ICIP 
Operation; The mission of the elements within Fort Ritchie, which in- 
clude the Telecommunications Directorate (TD), Alternate Joint Communi- 
cations Center (AJCC), Site R, and Divisions organic to TD is critical 
sensitive. The Telecommunications Directorate provides the operation, 
maintenance, engineering, and installation of communication-electronic 
activities, facilities, systems, and networks comprising the AJCC serv- 
ing the Alternate National Military Command Center (ANMCC) and other 
agencies as directed. This activity also provides direction and super- 
vision to the operations division, the maintenance division and the 
communications services divisions which are included in the target list 
for the project. Because of the nntrire nf the tsr'^-t: areas and of tho 
work force, a confidential source program is essential to provide adequate 
CI coverage to the project. 

e. Benefits and Inf or-nticr. Obtcined Over the Last Two Years: 
Although the operation was initiated in 1958, the program was terminated 
In 1971 and was not revalidated until February 1972. Sources within the 
target area report information concerning both US Army personnel and 
Department of the Army civilian personnel assigned to Fort Ritchie and 
AJCC. The following are examples of Information obtained: 

(1) Suitability information concerning an Army NCO, specifically. 
Indebtedness. The NCO was responsible for the issuance of passes, both 
temporary and permanent, to the AJCC. The surfacing of the indebtedness 
resulted in the reassignment of the individual to a less sensitive billet 
and further Investigation was requested. 

(2) A report personality change manifested by alcohol abuse con- 
cerning an Army NCO assigned to sensitive duties at the TD, AJCC, resulted 
in the monitoring of the NCO's activities to determine if an investigation 
Is warranted. 

(3) Suitability information, specifically, alleged drug abuse and 
irrational behavior, was provided on a DAC employed within the Office of 
the Comptroller. The report resulted in a request for a Suitability In- 
vestigation to be conducted by USAINTA. 

(4) Adverse suitabllty information, specifically, financial problems 

and irrational behavior was developed pertaining to an Army NCO assigned 
'sensitive duties within the Record Communication Branch, TD. This resulted 

In a request for a Suitablity Investigation from USAINTA. 



(5) Adverse suitability information, specifically, promiscuity with 
officers and enlisted personnel at Fort Ritchie, pertaining to a female DAG 
employee of the ADP Service Division resulted in the monitoring of her 
activities by local authorities* 

(6) Adverse suitability information, specifically, an abnormal interest 
In firearms, explosives and . poisions, coupled with irrational behavior, was 
surfaced concerning an enlisted man assigned to the USACEEIA-CONUS, 
Automated Support Group, The result was the suspension of the individual's 
access to classified defense Information pending a psychiatric evaluation of 
the Individual* 

(7) During the period 1 January 197A through 31 December 1974 a 
total of 94 Agent Reports were submitted concerning 44 Individuals assigned 
to Fort Ritchie occupying either sensitive positions and/or having security 
clearances* The Agent Reports forwarded adverse suitability information. 
It la estimated that approximately 507. of the useful Information obtained 
through this operation would not. have been available on a timely basis 
without the use of confidential sources* 

f. Based on the above, ar.6 t.he f?.ct r.^ist the t'-n/? of activities 
conducted at Fort Ritchie are known to be of interest to hostile intelli- 
gence services, this operation has been selected for retention at this 
tliite* 



* 
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^ CMINE PIATE: 

a. location ^^^piSca Army Depot, Eomulus, HY 

b. Confidential Sovirce Utilization: None, 

C. Information Obtained Off -Post and/ox Reported on Koji-Affiliated 
Civilians: None. 

d. • Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the Seneca Arnoy Depot (SAD) is the operation 
of a supply depot for the receipt, storage, issue, maintenance, and 
disposal of missile and artillery weapons systems vrLth a nuclear capa- 
bility. Included in the items handled are aimmiDition, propellants, 
explosive ccmponents of guided missiles, special weapons materials, 
siipplies, industrial production equipment (to include special tools), 
petroleum and chemical supplies, fire control test and measuring equip- 
ment, and other special weapons with a nuclear capability. SAD is also 
responsible for systems modification for AEC/DOD test firings, Ihe 
Directorate for Special Weapons, which includes the Production Planning 
and Control Division. Sv-mlv Dix'isicr;. '-'"^-intenance Di\rl;;ic': inc^l'zirc 
the iBost sensitive and critical areas of Seneca Amy Depot, and is the 
ftrlority I target for the operation. Because of the sensitivity and 
criticallty of the activities at this installation, a confidential source 
prograsi is e::senti2.1 tc prcvids a.iecua-ae CI coverage to zne depo-c and izz 
activities. 

e. Benefits and Information Obtained: Hiis operation was adminis- 
tratively implemented in Noveniber 1973 > but has not yet become opera- 
tionally effective. The successful development of a viable source 
program has been hampered by personnel turbulence within the Army's 
Intelligence Agency, the remoteness of the target area, and the compo- 
sition of the work force. The lack of significant information is 
viewed as a direct result of the absence of a firmly established confi- 
dential source program and reinforces the need to employ all possible 
means to deter and detect the efforts of hostile intelligence services 
to penetrate the activitj-- or approach some of its key personnel » It is 
a known faxit that hostile intelligence services have high priority 
collection objectives directed against activities such as those con- 
ducted at Seneca Army Depot, This is a matter of grave concern to the 
security of the Army, which is reinforced by the growing thi'eat of 
nuclear theft agd blackmail from terrorist groups. 

f. Based on the above, it is considered absolutely necessary to 
maintain a counterintelligence "early warning" device such as the ICIP 
as an adjunct to the normal internal security program; therefore, this 
operation has been selected for retention at this time, . . 




CAMVAS lAX: 

a. Location: Sierra Aivsy Depot (SAD), Her long, CA 



b. Confidential Source Utilization: Wone 

c. -Information Obtained Off -Post and/or Keported on Non-j^Vf filiated 
Civilians : None . 

d. Sensitive Character of the islission that Necessitates ;in ICIP 
Operation: Bie mission of the Sierra Anror Depot (SAD)' "is ^the operation 
of a svgppily depot for the receipt, storage, issue, maintenance, and 
disjjosal of missile and artillery -weapons with a nuclear capability. 
Included in the items handled are anmunition, propellants, exj^losive 
cmponents of g\dded missiles, special weapons materials, supplies. 
Industrial production eqtiipment, petroleum and chemical suppli.es, fire 
cont2x>l test and measuring eouipaent, and other special weapons with a 
nuclear capability. SAD is also responsible for maintaining a capability 
for systems modification in support of the joint AEC/DOD test* firing 
programs. Priority I targets are Exclusion Area One, Exclusion Area Two, 
and the !-I?-ir.t-:-r.."-r-ce Arcti z-r Zz,:.:.LuL Ifcii/Ons . i:.cca'jse oi the nature oi' 
the activities, the isolated location of the target areas and the compo- 
sition of the work force, a confidential source program is essiential to 
provide adequate CI coverase to the depot and it? actiirlties. 

e. Benefits and Information Obtained: This operation was: adminis- 
tratively implemented in April 197**^, but has not yet become operationally 
effective. In the nine months of its existence, the successful develop- 
ment of a viable source program has been" hampered by personnel turbulence 
vithin the Amy's Intelligence Agency. Although the operation has sur- 
faced no significant infonsation to date, this is considered directly 
attributable to the lack of a firmly established confidential source pro- 
gram and does not rule out the need to employ all available means designed 
to deter and detect the efforts of hostile intelligence services to pene- 
trate the activity or approach some of its key personnel. It is a Z-snown 
fact that hostile intelligence services have high priority collection 
objectives pertaining to activities such as these conducted at Sierra 
Anay Depot. When this matter of grave concern to the security of the 
Amy is coupled with the growing threat of nuclear theft and blackmail 
from terrorist groups, it is considered absolutely necessary to maintain 

a counterintelligence "early warning" device such as the ICIP as an ad- 
Jimct to the normal internal seciirity program. 

f. Based on the above, this operation has been selected, .for-retention 
at this time. 

AUTH Para ^-603 DOD 5200.1 R 



CENSUS TIME: 



a.. Location: Pentagon Telecomnmnications Center (PTC), US Arn^ 
Camminications Command (USACC), The Ftentagon, Washinf;ton, ;DC 

"b. Confidential Source Utilization: One source was used during 
"Uie reporting period. 

e. Information Cfbtained Off -Post and/or Reported on Non-Affiliated 
Civilians r None. 

d. Sensitive Character of the Mission that Neco.s.siiatss an ICIP 
Operation: The mission of the elements of the Pentiuicin Teleconmunica- 
tdon Center, vhich include the Operations Division, bhe Anisy Operations 
Center Division, Facilities Division, Supply Divisi'in, and Administra- 
tive Division is critical sensitive. The Operations Division provides 
electricaJ. record conmunications cryptographic serv5.ot;s for Department 
at the Army and communications support to the Depari^ent of Defense, 
Joint Chiefs of Staff, National Military Command Center, Department of 
State, White House, other government agencies in the 'Washington area, 
embassies of allied r.aticnG c^nd ".lAT-O. .-.clcitic:;c.3_Ly , •"vr; ?=r.tagor. 
Telecommunications Center operates the Forrestal 3ui. I.iiing Telecommmi- 
eations Center, the Hoffman Building Telecommunications Cecnter, and 
telephone and teletype service, including secure means, in the Amy 
Operations Center. 3ec?.use of naxure ox" the ■ca:.v;tjv; areas and whe 
work force, a confidential source program is essential fco provide aae- • 
quate CI coverage to the project. 

e. Benefits and Information Obtained: Although the operation was 
administratively activated in February 197^, it did not "become opera- 
tional" until October 197^- 1?he one source used in ^iv. operation is a 
recent recruitment and project control personnel have devoted their 
time to training and developing the source. This opocatiosi has produced 
no significant counterintelligence threat informatioM. l;^ date becatjise 
of the factors indicated. Based upon information avvai. I.abie through 
other sources, it is kno^-n that the hostile intelli- .o-'.oo. •o'K=r\^ices are 
extremely interested in ccznputerised ccmunications ?;y ;n>:'.':is and on the 
type of communications and activities conducted by Pl.'C, Tlie lack of 
■positive information acquired to' date does not rule out the threat of 
hostile intelligence ser'-ice efforts to penetrate tho :^t±v±ty, and is 
viewed as an indication that confidential source prt5gram is essential 

to provide adeg^uate CI coverage to the eictivity, 

f . Based on the ahove, this operation has been selected for re- 
tention at this time. 
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m» Location: Harry Diamond Laboratories (HDL), Washington, DC. 

b. Confidential Source Utilization: Seven confidential sources are 
currently being utilized- 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civil lans: None, 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the HDL includes critical sensitive research 
and development activities accomplished in support of the US Army. The 
most sensitive elements are the Branch Laboratory 2A0 which conducts 
research into the hardening of conununications equipment against nuclear 
Weapons radiation; Branch Laboratory 290 which conducts tests of nuclear 
warhead and taissile systems to determine their ability to withstand 
nuclear weapons radiation; Branch Laboratory 510 and 640 which conduct 
Joint research to develop countermeasures against various foreign 
weapons systems; Branch Laboratory 750 which manages the development 
aad production of all fuzes produced by HDL; Branch Laboratories 610 
and 620 which develop fuzes for use with nuclear warheads and Branch 

Laboratory 11)10 -ui-Ca ucvc^jjpuJeut anu cescmg oi raaiacion hara- 

ened systems for Mlnutemen and Poseidon Missiles. Because of the sensi- 
tive research and development mission of HDL, and the dispersed location 
of the activities, a confidential source nrooram is essential to providG 
adequate CI coverage to the activicy. 4^ 

« 

e. Benefits and Information Obtained over the Last Two Years; '* 
Although the operation was administratively initiated In March 1973, it 

did not become operational until October 1974. The sources within the 

target area provide coverage on five of the above listed six target 

areas. The following examples illustrate the type of information obtained: 

(1) The idejitification of a "loosetalk" problem at HDL's Woodbridge 
facility. 

(2) Adverse suitability information, specifically, extra marital affairs 
and other related marital problecns, coupled with an assault incident was 
axirfaced which contributed to an on-going security investigation concerning 

a DAC at HDL. 

(3) A security weakness was identified at the Woodbridge facility 
as various persons were entering the facility to hunt deer without any 
clearances or security checks of any kind. 

(4) It is estimated that approximately 60" of the useful informa- 
tion obtained through this operation during the past three months would 
not have been available on a timely basis without the use of confiden> 
tlal sources. "t 




CENTAVO KID 

f. Based on the above and the fact that the hostile Intelligence 
services have a current high priority interest in the research and 
development activities of the type conducted at HDL, this operation has 
been selected for retention at this time. 
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(C) LENS HOIDER: 

a. Location: White Sands Missile RMige (WSMR), HM 

b. Confidential Source Utilization: None. 

C Information Obtained Off -Post and/or Reported on Hon-Affiliated 
Civilians : None . 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the White Sands Missile Range (V7SKR) is to 
evaluate the Safeguard Missile Systenij missile vulnerability studies, 
and missile control systeas, and perform pre-production tests and 
analyses of missile systems. Priority I targets of elements located at 
WSMR are the Missile Electronic Warfare Technical Area, National Range 
Operations Directorate, US Anny Missile Test and Evaluation Directorate, 
and the US Aimy Safeguard Systems Evaluation Agency. These elements 
develop electronic cotmtemeasure techniques to ntillify vulnerabilities 
discovered in missile systems, conduct pre-production tests of rocket 
end guided missile systems, operate a nuclear effects facility, and 
operate National Ransre facilities for tests conducted at WSMR. 

e. Benefits and Information Obtained: This operation -wras initiated 
administratively in Axigust 197^. Not yet operational, this ICIP has no 
source assets and has prciucei r.c .'-i.jr.if ic-nv cc^".": errin~eHiger;c;: inicr- 
mation to date. Hov/ever, the nature of the activities and the work force, 
at WSMR make it necessary that a confidential source program be developed 
to provide adequate CI coverage. The remoteness of the installation and 
the knowledge that the type of activities conducted there are cxirrent 
taj^gets of hostile intelligence services make it necessary to provide, 
the type of "early warning" protection offered by the ICIP, 

■f , Based on the above, this operation has been selected for retention 
at this time. 
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(S) lENHL MONKEY: 

a. (U) location: Defense Language Institute (DLl), Presidio 
of Monterey, CA 

b. (c) Confidential Source Utilization: Four confidential 
sources were utilized during the period. 

C- (U) Information Obtained Off -Post and/or Reported on Non- 
Affiliated Civilians: None. 

^•Z^^ Sensitive Character of the Mission. that TJecessita.tes an 
ICIP Operation: The mission of DLI is to train DOD intej^gence and 
communications security specialists in every major foreign language. 
Military attaches and enployees of CIA, FBI, and other federal agen- 
cies are also trained at DLI, maJcing it an extremely enticing target 
■for hostile- intelligence service operatives. The majority of the 
faculty of DLI have foreign haclcgrounds and many possibly have had 
contact with foreign intelligence agencies in their native countries. 
Many of the instructors who are subject to hostage factors, and may or 
may not have had previous contact with a hostile intelligence service, 
frequently travel to their native countries in Sasterr. Eurore. Be- 

cf tV--- "^liL^ue oi viiis activity ana ;,he sensitixrity of the 

intelligence personnel who are students there, a confidentisil source 
program is ■essential to provide adequate CI coverage to the project, 

e» XSy Benefits and Information Obtained over the Last Tats Years: 
Althougn -initiated in I968, the operation was dormant for most of I97I. 
Revalidated in October 1971? this operation and the sources employed 
have produced voluminous iiiformation and leads indicative of hostile 
intelligence modus opersmdi aimed at contact with students or faculty. 
The folloidng are examples of information obtained: . 



b1 



(2) Another indicator is the frequent attempt made by foreign-born 
instructors to induce "pen-pal" contact between DLI students and persons 
living in Soviet-bloc countries. This is a known spotting technique of 
hostile intelligence services. . 

(3) Numerouis reports have been surfaced of adverse suitability 
information involving 'drag abijse or immoral conduct on the part of 

, students vhich have triggered investigations to deternnne their suit- 
ability for sensitive assignments. 






TTIL KOTJKEY 

(if) An incident in -vdiich two Soviet citizens visited DLI and 
moved eicrut unescorted caused new visitor control regulations to be 
pdbUsIied and put into effect. 

(5) Students from DLI on field trips sponsored by the Araliic 
Language Department were exposed to anti-US propaganda at the Arabic 
Trade Mission in San Francisco. 

(6} Sources reported several instances on questionable activities 
and curricula in the Arabic Language Department which involved the use 
of politically contentious materials in classroom drillev 

(7) An ICIP source reported information which alerted another 
agency to a possible breach in the security of its intelligence opera- 
tions and possibly helped avoid some embarrassment in relations with 
-Oie Miaaie East. 

(8) It is estimated that approximately 70^ of the useful informa- 
tion- obtained in this operation would not have been available on a 
tljnely basis without the use of cnr.fidenti*Ll ^cxvrar,, 

f. (U) Based on the above, and due to the unique mission of DLI, 
this operation has been selected for retention at this time. 
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ICIP Operations Reccanmenic'ed for Termination (12) 



CAHAL ROPE 

CAKAEY STONE 
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CAMYOS ROSTER 
CENTAUR" SALE 

CEITERAL TAXI 

CENTURT SQUAD 
CSONDOLA FLAG 
GOUDOLA STAR 
LANYARD MOOD 
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LENIENT CLOUD 
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CMAL ROPE: (OACSI Approval - 17 Dec 73) 



a. Location: Headquarters, US Axa^y Commxmications CojmMind (USACC), 
and nth Signal Grotcp, Fort Huachuca, AZ, 

b. Confidential Soiirce Utilization: None, 

c. Information Obtained Off-Post Emd/or Reported on Non-Affiliated 
CivUlans: None, 

d. Useful Infomation Obtained: Initial assessment infoimation on 
two prospective sourees, 

e. Operational Status: The two sources previously recrtiited in this 
operation vere terminated during the last reporting period. Althou^ two 
prospective sources have heen spotted, they are still undergoing assessment 
and have not been recruited. One prospective source is in the 11th Signetl 
Grotrp and the other is in the Headquarters, USACC, Information vas reported 
on an NCO assigned to the Communications Electronics Engineering Installa- 
tion Agency (CEEIA), IBACC, alleging possible foreign btjsiness interests. 
USACC has initiated a limited investiration on the TTCO to cla.rif^' the 
allegation. On 17 Dec 74 the PLO presented the Quarterly Briefing to CPT 
Richard Milligan, Assistant Director of Seciirity, U5ACC, who indicated that 
tbe supported commands were satisfied with the progress of the ICIP. 

f. Eeconanendation : The installation and activities are such in this • "* 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP he terminated. 
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CAHAEY STONE: (OACSI Approval - l8 Jul 73) 



a. location: I>ugway Eraving Ground, (DPG), UT 

t. Confidential Soxirce Utilization: Two confidential sources vere 
•utili^ed during the period, 

c. Information Obtained Off -Post and/or Reported on Hon-Affiliated 
Civilians; None, 

d. Useful Information Obtained: Assessment infonnat ion .obtained on 
two potential confidential sources. 

• e. Operational Status: On 21 November 197^, COL Adalbert E. Toepel 
Jr., Commander, DPG, was presented the Quarterly Briefing by the PLO, 
MAJ Trevor E. Bissey, Cctmnander, San Francisco Field Office, 525th MI 
Group, and Mr. Clinton E. Bair, Intelligence Officer, DPG, also attended 
the briefing. Ho immediate threat to DKJ was surfaced during the reporting 
period. A possible item of long tenn interest was reported involving 
foreign correspondence and/or contacts by DPG scientific personnel. COL 
Toepel expressed satisfaction at the progress of CPZ^AKf STOIE and -was 
appreciative of MI support rendered to DPG, particularly the conduct of 
security guard training preparatoiy to a AMC inspection in Jaauaiy 1975* 
Source spotting, recruitment, and assessment has been hampered by an 
isrpending reduction of civilian employees and a proposed reorganization 
of DPG directorates which will likely result in shifts of personnel. A 
reduction in force is scheduled for January 1975 and approximately l60 
civilian eiiiployees, primarily research and scientific staff, 'idll be 
discharged or reassigned to other duties. 

f, Eecoaimendation : The installation Eind activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, reccanmend the ICIP be terminated. - 
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CANTIKA AECH: (OACSI Approval - 12 Dec 7h) 

a. Location: US Arsjy Air Defense Center, Fort Bliss (USj!VADCEIIFB), 
Ft Bliss, TX 

. b. Confidential Source Utilization: Four confidential sotirces were 
■utilized during the period. 

c. Information Obtained Off -Post and/or Reported on Hon-Affiliated 
Civilians: None, 

d. Useful Information Obtained: Stiitability infotmation was reported 

on one DAC einployee of the Directorate of Combat Developments 1*0 reportedly 
has a drin}d^g problem, Ihe vmidentified individiial reported previoiisly as 
selling used clotliiiig ijx Jtexico and suspected of "bribing Mexican border 
officials has been tentatively identified as an NOG assigned to the Air 
Defense School. A limited investigation is to be conducted on the MCO to 
deteiinine the legality and extent of his activities. 

e. Operational Status: One of the four confidential som-ces used in 
the operation was terminated vhen he was reassigned from Fort Bliss. The 

PCO for the . operaticn retired at the end of liovexnber 197^. Recrm"cinent of 
additional sotirces has been hampered somewhat by personnel tm-bulence at 
Hie installation, but this situation is expected to stabilize in early 1975. 
On 16 December 197^, LTC Robert Davenport. Director of Security, USMTCEIH'T- 
Ft Bliss, was given the Quarterly Briefing on CAIi'TIMA ABGH, LTC Davenport , 
stated that he was pleased with the progress of the ICIP and stated that he 
was requesting limited investigations on Ft Bliss personnel on whom informa- 
tion had been recently surfaced. 

f. Recommendation: The installation and activities are £;uch in this 
case that we feel we cajn provide the support necessary without the use of 
confidential sources. Based upon the above, recanmend the ICIP be terminated. 
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CANYON ROSTER: (OACSI Approval - 8 Mar 7^) 



a. Location: Umatilla Amy Depot Activity (UMDA), Henniston, Oregon 

"b- Confidential Source Utilization: Two confidential sources were 
utilized during this period. 

c. Information Obt£iined Off -Post and/or Reported on Mon-Affiliated 
Civilians: None, 

d. Useftil Information Obtained: Seme investigative data was obtained 
on prospective sources. 

e. Operational Status: One confidential source was terminated during 
the period dnd two confidential sources were recruited during the period. 
Finn liaison and operational rapport has been established with federal and 
local law enforcement agencies in the area. Five prospective sources are 
presently under initial assessment. Of the five, three are in the guard 
force. of the Security Branch. On 23 Deceniber 197^, the PIO presented the 
Quarterly Progress Briefing to L1C Daniel W, Doty, Commander, TinatiHa 
Depot Activity. The briefing consisted of a review of KL activities, per- 
formed in STipport of the installation's security program and the s tatus of 
the ICIP, LTC Doty indicated that he was generally well satisfied with the 
program and the support rendered, 

4 

f . Recommendation: llihe installation and activities are such in this 
case that we feel we can provide the sxipport necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be temdnated. 



CENTAtIR SALE: (OACSI Approval - Ik Dec 73) 



a. location: VS Array Mobility Equipment Researcti and Developaent 
Center (iBAMEEDC). Fort Belvoir, VA 

b. Confidential Source Utilization: None, 

c. Information Obtained Off -Post and/or Reported on IJon-Af filiated 
Civilians: None, 

d. Useful Information Obtained: Travel plans were learned for one 
USAMERDC civilian eanplcyee who vill travel to the USSR in the Spring of 
1975- A reported SAEDA attempt involving an officer of the CfLmoiiflage 
Division, USAMERDC in Oct 7^ has led to an internal security measure in 
i&ich the PLO vill give informal SAEDA lectures to management personnel 
of USAMERDC in an effort to improve the security posture. Ihe PLO will 
in the future accompany USAMERDC security inspection teams as they make 
weekly inspections of USAMERDC activities. This will not onl;y increase 
the visibility of the PLO at USAMERDC, tut' will also enable t:i.e PLO to 
spot euld assess additional personnel in the more sensitive areas of 
USAMERDC for possible use in the ICIP. 

e« Operational Status: Ihe series of informal SAEDA lectures and 
the accOTpanyment of the security inspection teams described above have 
been coordinated with the supported conanand and the security officer to 
start in Januaiy 1975. On 10 December 197^, "the FLO presented the 
Quarterly Progress Briefing to Mr, Leslie L. Askew, USAMERDC Sectirity 
Officer. From the period 5 September through 5 November I97U, the PLO 
was on special duty with the QACSI, DA, and was unahle to participate 
actively in the ICIP. 

» 

f. Recommendation: Based upon results achieved to date we feel we 
can continue to provide the support necessazy without the use of confi- 
dential sources. Based on the above, recommend the ICIP be terminated. 



CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. Location: Headquarters, US Amor Electronics Conmand (ECOM), 
Fort Monnioutli, Hew Jersey 

"b. Confidential Source Utilization: Five confidential isources were 
utilized during the period, 

c. Information Obtained Off -Poet and/or Reported on ITon-Affiliated 
Civilians : None. 

d. Useful Information Obtained: On 23 October 197^, a bomb threat 
vas received which caused evactiation of the new ECOM office building. 
l>uring the evacuation some classified material was left unsecured and 
unattended. Ihe ECOM Security Office is insuring that classj.fied material 
is secured duzdng future evacuations and that fire marshals and bonib 
squads remain on all floors during an evacuation. A source also reported 
that an msecured fire exit door in the east wing of the new ECOM office 
building allowed free access to a fire tower and all floors tibove. The 
Sectirity Officer was notified who in turn notified the Provost Marshal's 
Office (Hd) -who win insure that the door is secured in the future. A 
discharged enlisted man used his expired building pass to enter the Hexa- 
gon Building, Ft Monmouth, in early Dec The information vas passed 

to the Security Office who coordinated with the fMO to eorrec:t such 
deficiencies during the out-processing of reassigned/separated personnel. 
A source reported an increase in use of narcotics among military personnel 
employed. at ECOM. The infomation was provided to CID vhieh assumed in- * 
vestigative responsibility. An ECOM civilian employee received a telephonic 
threat against his life during the week of 2k Oct 74. The HiO provided 
the information to the local CID *Adch initiated an investiga-tion, 

e. Operational Status: Thirteen conventional sources ai-e used to 
provide coverage of the ECOM target areas in addition to the five confi- 
dential sources used. Efforts are being made to recruit two additional 
sources in the Directorate of Management Information Systems (DMIS), ECOM. 
On 9 January 1975 > the PLO presented the Quarterly Progress Briefing to 
COL John Sanderson, Security Officer, ECOM. MAJ Nicholas F. Quintareili, 
Commander, Fort Monmouth Field Office, 902i MI Groxip, also attended the 
briefing. COL Sanderson indicated at the briefing that the ccanmand was 
extremely well pleased with the support being provided by this ICIP. 

f. Eecotamendation: The installation and activities are such in this 
case that we feel we can provide the support necessary idthout the use of 
confidential sources. Based upon the above, recommend the ICIP be terminated. 



\ 
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CENTURY SQUAD: (OACSI Approval - 3 Oct 73) 



a. Location: US Army Management Systems Si:5)port Agency (USAMSSA), 
The Pentagon, Washington, DC , 

b. Confidential Sotirce Utilization: One confidential sotarce was 
•used during the period, 

c. Information Obtained Off-Post and/or Reported on Noii-Affiliated 
ClvHians: None. 

d. Useful Information Obtained: None, 

e. Operational Stattis; Only one confidential source has "been recruited 
for this ICIP. The soxurce has been assigned for much of the time to the 
230O-O700 hour shift -when there has been only a smftll mjmber of other 
persons present. Thus the situation has not been conducive to a volune of 
reporting. The source will be teiminated early in 1975 when he transfers 

to a new assignment. Hie FLO and FCO presently are msLking'Si re-evaluation 
of this ICIP v*iich will lead to. a reconmendation for continuation or 
termination. On 18 Deceniber 197^j the PLC presented a Quarterly Progress 
Briefing to Mr. John R. BJork, Security Manager, USANSSA* 

f. Becoanmendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of ^ 
confidential sources. Based ■upon the above, recommend the ICIP be 
teiminated. 




10 



GONDOLA STAR; (OACSI Approval - 17 Fell 72) (Revalidated 30 Oct 7^) 

a. Location: Aberdeen Proving Ground (APG), MD 

b. Confidential So\irce Utilization: Seven confidential sources vere 
used during the reporting period. 

c. Information Obtained Off- Post and/or Reported on Non^Af filiated 
Civilians: None. 

d. Useful Information Obtained: A source reported allegations that 

a civilian employee of Edgewood Arsenal was possibly engaged in an illicit 
affair with anotiier Edgewood employee. Ihe Commander was briefed. 

e. Operational Status: One confidential source was teimjLnated on 

9 Oct 7k. During the reporting period, limited progress was made in in- 
creasing ICIP sujjxirt to the serviced activities. The PLO's duties not 
directly related to the ICIP limited the acquisition of ICIP sources 
needed to increase the ICIP coverage to the desired level. However, two 
prospective sources are under assessment and their recruitment is planned 
for the next quarter. On l8 December 197^; ^^-s Quarterly Progress Brief- 
ing was given to COL Alvin D. Ungerleider, Commander, APG, and Mr, Harry 
A. Mencke, Installation Intelligence Officer, APG. On 19 Deceiiiber 197^1, 
the Quarterly Progress Briefing was presented by the FLO to COL Kenneth 
L, Stahl, CoEmander, Edgewood Arsenal, APG, and MAJ waiter W, Stansberry, 
Chief of _Security, Edgewood Arsenal. 

f . EecosEmendation: The installation and activities are such in this 
case that •we feel we can provide the support necessary without the use of 
confidential sources. Based trpon the above, recommend the ICIP be 
terminated. 
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GONDOLA FIAG: (Oi 



Approval - 22 Apr 7k) 




a. Location: US Amy Electronic Proving Groimd (USAFEG'l, Fort 
Huachuca, AZ 

t. Confidential Source Utilization: None. 

c. Infomation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Infomation Obtained: None. 

e. Operational Status: At present, three prospective confidential 
sources are under Initial assessment. Personnel turbulence has hampered 
Significant, progress in this ICIP. The PLO was transferred during the 
last reporting period. The PLO will be transferred on a PCS overseas 
during the next reporting period. On 20 December I97I+, the Quarterly 
Briefing was presented to Mr, Henry 0. Dupes, Director of Security, USAPEG 
Ft Huachuca, AZ. Kie Director of Security expressed satisfaction with the 
progress of the ICIP. 

f. Reccamnendation: Tne installation and activities are such in this 
case that we feel we can provide the support necessaiy without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
tertninated. 
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LAHYARD MOOD: (OACSI Approval - 22 Dec 7l) 



a. Location: Defense Lemguage Institute East Coast (DLZEC), 
Washington Havy Yard, Washington, DC 

"b. Confidential Source Utilization: None, 

C. Information Obtained Off -Post and/or Eeported on Non- Affiliated 
Civilians : None , 

d. Useful Information Obtained: Approxijnately half of the faculty 
of DLEEC idiich is being transferred to DLI West Coast have de;?arted for 
that installation. Classes and all attendant activities have been greatly- 
reduced in preparation of the phaseout of DLIEC in Jun 75- 

e. Operational Status: On 12 Deconber 19?!+, the PLO presented the 
Quarterly Progress Briefing on the ICIP to CFT Richard W, Pederson, 
Secturity Officer, DLIBC. The Security Officer stated that the supported 
ccnnnand was pleased with the MI support provided by the ICIP :md full cooperation 
vould be provided for the PLO in the continued conduct of the ICIP. 

f. Recommendation: The Defense Language Institute, East Coast (DLIEC ), 
vlll cease operations when its present cycle of students graduate this simmer. 
Based vspon the above, recommend the ICIP be tezninated. 
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lENB TONE: (OACSI Approval - l£ Feb 72) 



a. Location: Picatinny Arsenal (PA), Aimament Command, US Army 
Materiel Commanti, Dover, NJ 

■fa. Confidential Source Utilization: Three confidential sources 
-were utilized during the period. 

c. Infoimation Obtained Off-Post and/or Beported on Non -Affiliated 
Civiliajas: None. 

d. Useful Information Obtained: A civilian enrplqyee, identified 
earlier as being a possible security rislc due to a reported episode of 
erratic and irrational behavior vas removed from the employee roHs at 
Picatinny after an October 197^ report by a source that he b<5haved 
Irrationally ditring a visit to the Installation's VB Amy Heiilth Clinic. 

'e. Operational Status: Hie PCO assigned to this ICIP is being re- 
leased from active duty in Januaiy 1975. An officer of the <?02d MI Group 
Headquarters is assuming the PCO duties on an interim basis pending assign 
ment of a PCJO. ■ Source recruitment efforts in the future wil]L be concen- 
trated on attempting to recruit sources who are single and have more exten 
sive social contact in the Picatinny Arsenal and thus are better attuned 
to the activities of the Arsenal personnel. On 30 December 197^, the 
Quarterly Progress Briefing vas presented by the PLO to VAJ George Carper.t 
Chief, Security Office, PA. MAJ Carpenter at the briefing e>5)ressed the 
desire of the command that the ICIP be continxied at that loceition, 

f. Recommendation: Ihe installation and activities are such in this 
case that we feel we can provide the support necessary withouit the use of 
confidential sources. Based upon the above, reccjoaend the ICIP be ■ 
te'rminated. 
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LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 



a.. Location: IE Army War College (USAWC), Carlisle Barracks, PA 

t. Confidential Source Utilization: Diree confidential soTirces 
■were used during the period. 

c. Information Cfc tainted Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone, 

d. Useful Information Obtained: A suitability investigation vjaicb 
was started in the previous period is still in progress and a subject 
interview plus a polygraph examination has been conducted on the originai 
Biibject, an enlisted man assigned to the USAWC staff. The suitability 
investigation, which involved allegations of aberi^t sexual activity, 
has eicpaaded to include seversil leads inplicating three officers assigned 
or recently assigned to USAWC, The Commandant, USAWC, has requested 
suitability investigations on all personnel implicated in the allegations. 
A fonale civilian applicant applying to be rehired at USAWC has become the 
subject of a loyalty/suitability investigation triggered by information 
from sources. 

e. Operational Status: COL Albert N. Sttibblebine III, Cimnander, 
902d MI Group, visited USAWC for an orientation and courtesy call on the 
Comnandant. An ICIP briefing vas presented on 6 Jan 75 to LTC Richard 
H. Gray, Beputy Secretary for Logistics, USAWC, upon his selection as 
ICIP Coordinator, succeeding COL David T. Teberg, Ko fomal Quarterly 
Progress Briefing was given M3 DeWitt C. Smith, Jr, Ccnmandant, USAEC, 
at his specific request. The PLC briefed MG Smith six times dirring the 
quarter on specific progress made in the special suitability investiga- 
tions in progress as described in d, above. Because of the frequency of 
these briefings, Mj Smith stated that a- formal quarterly briefing was 
unnecessary, MG Smith indicated continued satisfaction with the ICIP 
and the support being provided by it. 

f . Eeccanmendation: Ihe installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
terminated. 
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DEPARTMENT OF THE ARMY 



OFFICE OF THE UNDER SECRETARY 
WASHINGTON, D.C 10310 



17 January 1975 



MEMORANDUM FOR: VICE CHIEF OF STAFF, U.S 




SUBJECT: Internal Counterintelligence Program (ICIP) 



I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging from this 
report, the program has grown considerably and includes installations 
that I did not appreciate were considered sensitive, A cursory review 
of the data presented suggests that in more than half the cases, no 
useful information was obtained. 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 

I would therefore appreciate a detailed report documenting all of 
the benefits, information, etc.,' that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally, I would 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have other- 
wise come to our attention. 




Inclosure 



Herman R. Staudt 
Under Secretary of the Army 



Memo, 29 Nov 74, 
Subj: ICIP Operations 



REGRADED FOR OFFICIAL USE ONLY 
WHEN SEPARATED FROM 
CLASSIFIED INCLOSURES 





MEMORANDUM FOR: UNDpPSECRETARY OF THE ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 



1, (U) Reference Is made to raeraorandura. Under Secretary of the Array, 
dated 8 February 1972^ subject as above. 

z/tliO) During the third quarter of CY 197^, the ICIP at Edgciwood 
AMenal Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground ICIP (GONDOLA STAR). The nickname GONDOLA STAR was retained. 

3 .filter With the subsidence of anti-tnilitary activity at Fort Le-./is, 
Washington and In the absence of a specific on-post threat, the Com- 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
74. During the same time frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74. With the implemGn- 
tatlon of this ICIP, the total number of active ICIP operations at the 
close of the quarter was 19* Brief status reports are attached. 

4/U)(-€-> After briefing you on 25 September 1974 on the status of this 
prbgram, the Assistant Chief of Staff for Intelligence personally re- 
viewed and revalidated each on-going operation. Each operation will be 
revalidated on an annual basis hereafter. Additionally, MG Aaron has 
Initiated a systematic review of all source dossiers to insure that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively in ICIP operations. 



1 Incl 

as (gftNFJDETlTlAL) 



WALTER T. KERWIN, JR. 
General, United States Army 
Vice Chief^of Staff 



Classified bv J>MIS _ _ _ ''^^^frn 

EXEMPT FROIVl GENERAL DECLASsFfICAtIoN BVn ^ i^^^^SS/fr,^^ 

SCHEDULE OF EXECUTIVE ORDER 1 1 652 / W ^OrS? ^S^.'l'g^ 

'EXEMPTION CATEGORY 2 - ^ { j '^^^^a l-ei^fj^^Oj/f^ 

DECLASSIFY 0N_3i_Dgssjrbfx_ 2004. ^^^OO-W? 
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sua.iEcr 

Internal Counterintelligence Program (ICIP) 


DAMI-DOI-C i 


DATE 

20 November 1974 


ACTION RECHMREO 

To obtain approval of the quarterly ICIP report. 



MCMOItANDUiM FOR itecDRO. ( D*Kti6* brimfiy th* rt^itmmmnt^ bacligmmJ and action iahtn vr rmcommetdrJ. Muti ht MufflzitnHy dwtaiUJ to iJ*ntifjr 
tkt action ititkomt muii i' M to othtr m>arc»t, ) 

1. BACKGROmro: By memorandum, dated 8 February 1972 (GREEN TAB B) . the Under Secretary 
of the Army requested the Vice Chief of Staff (VCSA), US Army, to provide quarterly 
reports on all ICIP operations. 

2. DISCUSSION : Inclosure 1 i-n C,\(V.7M TAB A is a memorandum for the VGSA's signature 
forwarding the quarterly report for the quarter ending 30 September 1974 to the Under 
Secretary of the Army. RREEN TAR A FmuarHg to the VCSA the memorandum for the Under 
Secretary of the Army. 

3. RECOMMENDATION : That the memorandum to the VCSA at riBKFM TAT^ A be approved and 
signed by the ACSI. 



(Continue on plain bord) 
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MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES AEMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1. Reference Under Secretary of the Army memorandtUB, dated 8 February 
1972, subject as above. 

2. At the request of the Under Secretary of the Army, on 25 September 
1974, I briefed him on status of this program. At that time, he ex- 
pressed reservations about operational control within the program and 
its recent rapid growth. He wanted assurance that the progran. was 
carefully monitored. 

3. On 4 October 1974, I personally reviewed and revalidated each 
operation and have arranged for a systematic review of all source 
dossiers. 

4. Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference. 

5. Coordination; None required. 



1 Incl 
as 



HAROLD R. AARON 
Major General, GS 
ACofS for Intelligence 



2 9 NOV 1974 



APPROVED' - vcs;>2, 

y^iETmO J. D-A i^i 
f Gcler.ci, CO 

A?si5r;.;-.t to the Director 
of A::-y Staff 
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- COMriPCNTIAL 

DEPARTMENT OF THE ARMY 

OP THE CHIEF OF STAFF 
WASHINGTON. D.C Z0310 



29 November 1974 



MEMORANDUM FOR: t3ND t|^^5^ETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 



1. <U) Reference is made to memorandum^ Under Secretary of the Army, 
dated 8 February 1972, subject as above, 

2. ''''tot During the third quarter of CY 1974, the ICIP at Edgewood 
Arseml Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground IC^P (GONDOLA STAR). The nickname GONDOLA STAR was retained. 




Z.y^Hfiii With the subsidence of anti-military activity at Fort Lewis, 
Washj/ngton and in the absence of a specific on-post threat, the Com- 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
7A. During the same time frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74, With the implemen- 
tation of this ICIP, the total number of active ICIP operations at the 
close ofyChe quarter was 19. Brief status reports are attached. 

4« After briefing you on 25 September 1974 on the status of this 

program, the Assistant Chief of Staff for Intelligence personally re- 
viewed and revalidated each on-going operation. Each operation will be 
revalidated on an annual basis hereafter. Additionally, MG Aaron has 
initiated a systematic review of all source dossiers to insure that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively In ICIP operations. 



■! 
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1 Incl 
as (CONFIDENTIAL) 



WALTER T:^. KERVHN, JR. 
General, United States Army 
Vice Chief of Staff 



Qassified by _DAM1 

EXEMPT FROM GENERAL DECLASsSciflON 
S(liEDULE OF EXECUTIVE ORDER 11652 

EXEMPTION CATEGORY. 

DECLASSIFY ON__31_De£fijp^£r_20oZ - 



REGRADED UNCLASSIFIED 
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MIIA-SO 



DEMjmVlENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY JNTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



'11 oc 



SUBJECT: Qwarterly Reporting of Internal Counterintelligence iProgram 
(ICIP) Operations (u) 



HQDA (DAMI-DOI-C) 
WASH DC 20310 



f l^y^^ Several significant changes occurred in individual Internal 
^&earit^rintelligence Progreun (ICIP) operations during the third quarter 
of CY 197^- Among these was the combination of the ICIP at Edgewood 
Arsenal, Maryland (CANAL LOOP), with the Aberdeen Proving Ground ICIP 
(GONDOLA STAR) on 17 July I97I1. The nickname GONDOLA STAR was retained 
for the resulting consolidated ICIP which will realize sane savings in 
administrative requirements and pennit a more effective utilization of 
availablie manpower. 




The Commanding General, 9th Infantry Division, and Headquarters, 
Washington, requested that the Fort Lewis ICIP be terminated 
due Jfco the siib siding of the level of an ti -military activities at that 
post and the absence of a specific on-post threat. With the concxirrence 
of the Commanding General, FORSCOM, the ICIP was inactivated on 22 August 
197'+. ■ The White Sands Missile Range ICIP, which had been requested in 
the previous quarter, was approved on 7 August 197^. Spotting and assess- 
ment for potential sources continues. With the implementation of the 
White Sands Missile Range ICIP, the total nioriber of active ICIP qpera- 
tioj^s the close of the quarter is I9. 

Since the 1 July 197^ organization of the US Anmy Intelligence 
Agenfcy, the 902d MI Group and the 525th Ml Group have both experienced a 
reduction in personnel authorizations at all levels to include some 
Resident Offices which were initially established for the purpose of 
siipporting an approved ICIP project. The reductions are impacting on 
some areas, especially isolated installations where servicing by both 
the Project Liaison Officer (PLO) and Project Case Officer (PCO) 
threatens to escalate TDY costs. In an effort to find a solution, the 
525th MI Group has consolidated the functions of the PLO and the PCO by 
having the PLO perform duties for both. This measure has been put into 
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(ICIP) Operations (U) 

effect at Sierra Army Depot, Dugway Proving Ground, and lteatilJ.a 
Ansy Depot. The g02d MI GroTip has experienced difficulty in meidntain- 
ing PLOs f u1 1 -time at Seneca Army Depot and Picatinny Arsenal. During 
the reporting period, PLOs at Carlisle Barracks, Fort Ritchie, and Fort 
Monmouth all spent a considerable amount of time on TDY and in aTjrpport 
of other counterintelligence duties. Local Field Office Commanders 
are making efforts to assign their personnel to duties according to 
assigned priorities, but the current shortages are slowing some^Aiat 
on-going operations and hampering the development of the newly 
established ICIPs. 

^fUQkO Currently an in-depth review of each ICIP is being made with 
a^/5bjeetive of determining the effectiveness of each operation. The 
necessity of continuing or recommending teimlnation of each ICIIP and 
possible improvements which caji be made are also goals of this revali- 
dation program. 

5. (U) Brief status reports for each of the active 19 ICIP oi^erations 
are attached as inclosures. 

FOR THE -.COMMANDER: 
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BQSJECT: (}uArterly R^rtlug of Internal Counterlatelll^Dce Prograin 
(ICIP) Operations <U) 



Bfm (liAMI-lXa-C) 
VASK DC 2C310 




Several •Ignlflcant eihanges occurred In laclivldiial Internal 
C^sa^aierlntelHgence Pit>grB2n (iCIP) opsr&tlais dtiring the third quarter 
of Cy 197^. -toong these was the ce«ri)ination of the ICIP at Edge-oood 
Arsenal, Maryland (cyiAL LOOP), with the jM^erleen Proving Ground ICIP 
(GOKBOI/'. ST;\S) on 17 July 1^74. The nicknsne GCSSDOH. STAB was retained 
for the resulting consolidated ICIP vhich vdll realize scoe savings In 
adininistrati\'e re<itiireEents and pennlt a more effective utilir^stion of 
ivaiJabi^ oanpc^er. 




The Ccnsnandlng General, 9th Infaatjy Division, and Headquarters, 
Fort Lewis, Washington, requested that the Fort Levds ICIP be temlnatea 
due to the subsiding of the level of anti-militaiy aeti^'ltles at that 
post and the absence of a specific on-post threat, '-^ith the concurrence 
of the CeEsaanding Oeneral, F0R3C0M, the ICIP was inactivated on 22 August 
197^;. aie i-aoite Sands Mlasile Kan^je ICIP, ^Aich had been requested In 
the pre-.douB quarter, vas approved on 7 August 197'' . Spotting and aasess- 
nent for jotential sources continues. With the ImplesBentation of the 
White Sands Missile Range ICIP, the total nudber of active ICIP opera- 
tions &tr the close of the quarter is 19 • 

bJCtP*^ Since the 1 July 197^ organization of the US Anny Intel! 1 genre 
Agency, the 902d Kt Grovp and tbe 525^ MI 620x9 have both experioieed a 
reduction In personnel author! satlone at all lerels to include seme 
Besldent Offices which were Initially established for the purpose of 
Bi^porting an approved ICIP project, Tba rvduetlons are liqHicting on 
scBfi areas* especially isolated Installations lAere scanrldng by both 
the Project Liaison Officer (PLO) and Project Case Officer (PCO) 
threatens to escalate TUI costs. In an effort to find a solution, the 
$25th MI Groiip has ooosolldated the Ametions of tb» PLO and the FCO by 
having the PLO perform duties fOr both. 3il8 neamre has been put into 
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SUBJECT: Q»»rt«rly Reporting of Internal Counterintelligence Prograo 
(ICIP) Operations (9) 

•ffect ftt SierrA Axms^ Depots TOgve^ Proving Oround, and OaatilLa 
Axngr tepefc* Ito 90eM MI Grm^ has «ag^rieiic*d difficulty In ntEilntain- 
lag PZiOfl fall-tlfflB at Seneca Azny Depot and Ploatinoy ArBenal. During 
the reportias period^ FIDs at Carllale Barrselu, Fort Bitohiey and Fort 
Mppniogtfa fill ipent a «oinBidei«3}le anouaat of tlae on Wt and in support 
of Other eoustarinteUlgenee datiea. Loeal Field Office CcEaaaDderB 
^ft mkSag tfforta to assign their pearsoimel to dutieB according to 
assigned parUxrltles, but the current ibortages are slowing sonei^t 
oo-^eing operatlcsiB and has^periag fbe deyalopnent of the newly 
establif^d ICXPs. 



^H|^/Curraitly an In-depth revlev of each ICIP is being loade with 
alTohj^ti've of determining the effectiveness of each operation, 
necessity of OMitinuing or reconmendlng tennination of ea^ ICIP and 
possible in^rovanents which ean be aade are also ^lals of this revali- 
dation program. 

(U) Brief status reports for each of the active I9 ICIP operations 
are attached as incloBXires. 

FOR 1HE C30W4AHDER: 



19 Incl 
as 



E. L. STEHCvHS 
Chief 

Intelligence Division 



CANAL KOPE: (OACSI Approval - 1? Dec 73) 



a. Location: Headquarters, US Anny Cojumunications Command and 
nth Signal Groi^), Fort Huachuca, AZ. 

"b. Confidential Source Uti3J.zation: Not applicable, 

G, Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data and assessment 
infoimation on newly recruited sources. 

e. Operational Status: One confidential soiirce in the 11th 
Signal Group Crypto Facility who had teen recruited in April 197*+ was 
terminated when he lost his placement and access. He also is near the 
completion of his federal service. A second confidential source re- 
cruited in May 197^ in the Coffimunications Electronics Engineering - 
Installation Agency (CEEIA), Hg, US Anny Communications Command (USACC) 
was terminated wiien continued assessment and evaluation revealed pre- 
viously unknown personal and professional prohlems. Spotting and 
assessing actions are now imder way to recruit new confidential sources 
for the operation. The CAIWL KOrE PLO presented a Quarterly Progress 
Report on the ICIP to Mr John Maiorana, Chief, Ihysical Security, USACC, 
Ft Huachuca, on 27 September 197^. The security official indicated to 
the PLO that USACC was satisfied with the ICIP, 




CMAEY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie , MD 

b. Confidential Soiirce Utilization: Three sources were used 
daring the reporting period. 

c- Information Obtained Off- Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Infomation Obtained: Three potential confidential 
sources are currently under assessment. Adverse suitability informa- 
tion alleging moral misconduct on the part of a civiian employee with 
a SECRET clearance was reported. The Deputy Chief of Staff, Intelli- 
gence and Security, Fort Ritchie, and the Provost Marshal have been 
notified azid are monitoring the employee's activities. An enlrLsted 
man with a TOP SECRET clearance and assigned to the Automatic Message 
Processing Systems (AMPS) Branch, Teleccunmunlcations Directorate, 
Site "R", for temporary duty, displayed an abnormal interest in fire- 
anas, explosives, and poisons. He also displayed somewhat abnormal 
behavior traits. The individual's access has been suspended tmporarily 
pending a psychiatric evaluation, 

e. Operational Status: Twenty-two official sources and lU liaison 
sources are contacted on a frequent basis in addition to the three 
confidential sources. The PLO presented the Quarterly Progress Report 
to the supported comniand on 12 September 197^- The following -srere 
present at the briefing: COL Harold G. deMoya, Commander, Fort Ritchie; 
ETC Arlyn R. Madsen, Director, Telecommunications, Fort Ritchie; Mr. 
Joseph J. CeirroU, Chief, Intelligence and Security, US Army Ccanmuniea- 
tions Command-CONUS and HQ, Fort Ritchie; CPT Lawrence N. Brogsm, 
Commander, Fort Ritchie Field Office, 902d MI Group; and CW2 Benjamin 
Struchen, HQ, 902d MI Group. 




CANARY STOHE: (OACSI Approval - 18 Jul 73) 

a. Location: Dugway Proving Ground, (DPG-), UT 

b. Confidential Sovtrce Utilization: Two confidential som^ces were 
utilized during the period. 

c. Information Obtained Off -post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Assessment information ajid 
investigative data used for potential confidential sources. MrLnor 
suitability infoimation on the drinking habits of three DPG eirnployees 
was reported. The Installation Security Officer has been appraised of 
the information and will continue to monitor the behavior of the 
employees in coining weeks. 

e. Operational Status: Tv:o confidential sources were recruited 
during the reporting period and are being provided training and 
orientation. On 9 September 197^, a nev; PLO/PCO was assigned to the 
ICIP and the Dugway Proving Ground Resident Office, The new PLO/PCO 
has assumed control of both the newly recruited confidential sources 
used in the operation and has been engaged in thorough orientation of 
his new duties. On 29 August 197^, L'TC Andrew J. Armstrong, Acting 
Commander, DPG^ was briefed by the foimer PLO in the presence of MAJ 
Trevor E, Bissey, Commander, San Francisco Field Office^ 525th MI Group, 
and Mr. Clinton E. Bair, Intelligence Officer, Secxirity Div, DPG. 

LTC Armstrong provided the initial ICIP briefing to the new DPI 
Commander, COL Adalbert F. Toepel, Jr., on 9 September I97U, The ICIP 
PLO and LTC Henry F, Kale, Director of Security, DPG, will proid.de a 
more detailed briefing to the new Commander at a later date. 
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CAKffiE PiATE: (OACSI Approval - l8 Sep 73) 
a. Legation: Seneca Army Depot, Romulus, KY 
■b. Confidential Source Utilization: Kot applicable 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : None 

d. Useful Information Obtained: Investigative data on prcspective 
sources , 

e. Operational Status: Coverage of the Directora^L^e for Special 
Weapons (DSW) presently' is maintained by use of two conventional, 
sources. Two additionaJ. prospective sources, both of -Khac are assigned 
to the military police guard force, are presently under assessment. 
Prolonged absence of the PK) during this period due ^o leave ar.d TDY 
travel to other locations hampered effective development SLnd recruit- 
ment of new sources. The PLC has idaitified a total of four individual 
for possible use as conventional sources in support of the operation. 
It is the goal of the Fort Monmouth "ield Office Coinmanier to recrioi-. 
an additional three or four sources by the end of the calendar year. 
COL Light, Seneca Army Depot Comiander, has instructed the FIX) to use 
extreme care in the recruitmeni: of sources and expressed his desire 
that the ICIP be developed very slovlj-. No Quarterly Progress 
Briefing was given during the period since there were no significant 
items of information reported* The PLC; was .on extended TDY for most 

of the month of Sep-ember. 
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C.-J^YOii SOSTZR: (OACSI Approval - 8 Mar 7^) 



a. Location: linatilla Army Depot Activity (IMDA), Kermiston, 
Oregon 

t. Confidential Source Utilization: One confidential som-ce was 
■utilized during this period. 

c. Information Obtained Off-Post and/or Reported on Kon-Af filiated 
Civilians: None. 

d. Useful Information Obtained: Information received on the 
possible theft and a sale of weapons from UMDA has resulted in all 
weapons being placed in an area under twenty-four hour guard. A 
construction project has been started to build a centralized weapons 
storage area. As a resiilt of a request for aerial photographs of 'Jl'Ti.-. 
"being received by the depot, procedures have been established vhereby 
aH questionable requests for information -^rill be routed through the 
PLO of the ICIP. 

e. Operational Status: One confidential source was recrudted 
during the reporting period. Seven other potential sources, fo'or of 
whom are guards on various shifts at UI^'iDA, are also under assessaent 
and preliminary investigation. On 17 September 197", the TIO briefed 
the Cojnmander, UMDA, LTC Daniel V;, Doty on the progress of the ICIP 
during the quarter. The briefing consisted of a review of KT activitie 
directed toward improving the security of \MDA. LTC Doty indicated he 
v/as generally well satisfied with the program and the support rendered. 
It becace evident during the quarter that UNDA's mission will be one of 
a long-term storage of conventional and toxic Eunitions. Although the 
work force is still unstable, target areas within the UMDA organization 
structvire have been identified and potential sources '-.dthin each area 
are nov under assessment. Liaison contacts with other Federal agencies 
and civiliaji law enforcement agencies are being developed as part of an 
early warning net around U^^DA, 
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CANVAS TAX: (OACSI Approval - 8 Mar 7^) 



a. Location: Sierra Ariny Depot (SIAD), Herlong, CA 
Confxdjential Sotirce Utilization: Not applicable. 

c. Infoniiation O'btained Off- Post and/or Reported on Non-Affiliated 

Civilians: Hone 

d. Useful Information Obtained: Investigative data on prospective 
confidential sources, 

e. Operational Status: Overall progress in this ICIP has been 
extremely slow due to the non-availability of a PLO. The PLO assigned 
in June 197^4 which was reported in the previous Quarterly Report was 
not continued on station. A decision was made to combine the PK) and 
Project Case Officer (PCO) functions in this ICIP. Continued develop- 
ment of the operation can be expected as soon as a PLO/PCO is on station 
On 15 August 197^, the Quarterly Briefing was presented to the supported 
command. Those in attendance were: COL Robert HawUs, CDR, SIADj LTC 
Bernard Render, Dep CDR, SIAD; VAJ John Jolley, PM/Security Officer; 
SIAD; ILT Wayne Heringer, Intelligence Officer^ SIAD; and Mr. Anthony 
Tomabene, Asst Intelligence Officer, SIAD. LTC Clifford Fry, USADfTA 
Liaison Officer to HQ, Armi'' Materiel Command, also attended the: briefing 
COL Hawlk, SIAD Ccanmander, expressed his support for the concept of the 
operation and added that support would be provided the SIAD Resident 
Office irtien it was established. 






V) CMTIKA ARCH: (OACSI Approval - 12 Dec 73) 

a. Location: IK Amy Air Defense Center and Fort Bliss 
(USAADCEtiTFT), TX 

b. Confidential Source Utilization: Four confidential sources 
ivere utiJlzed during the period, 

c. Infcmation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Information was reported on a 
person assigned to Fort Bliss with a security clearance ■who resides in 
Mexico and was allegedly dealing in gold and silver. The report was 
provided to the Directorate of Security (DSEC) and to the Crima.nal 
Investigation Division (CID) for further investigation. As a result 
of this report, the supported command now requires that all personnel 
holding a security clearance and residing in Mexico report tha.K fact, 
along with their address . The DSEC now maintains a roster of all such 
personnel. 

e. Operational Status: The prospective confidentisil source in 
the Emergency Operations Center who was under assessment during the 
last reporting period was recruited on h September 197^. The US Army 
Cammunications Command Agency Fort Bliss Telecommunications Center 
presently is being covered through the liaison efforts of the Project 
Liaison Officer (PLO), but efforts are being made to recruit a confi- 
dential source there in the future. On 20 Septeniber 197*+, the ICIP PLO 
presented a Quarterly Status Report on CATTTIKA ARCH to CPT James E, 
Stevens, Acting DSEC, USAADCEJfFT, Ft Bliss. SpeaMng for the Commander 
the Acting DSEC indicated that the operation seems to be progressing in 
a satisfactory manner. He had no other coanments, recommendations or 
expressed problem areas. A new DSEC will be appointed in the near 
future and will be briefed on the operation after he assumes his duties 
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CENSUS TIME: (OACSI Approval - 5 Feb 7^) 



a. Location: Pentagon TelecoJUnunications Center (PTC), US Aimy 
Ccanmiinications Connnand (USACC), The Pentagon, Washington, DC 

b. Confidential Source Utilization: One source was used during 
the reporting period. 

c. Infomation Obtained Off -post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Infomation Obtained: Investigative leads for possible 
confidential soiirces, 

e. Operational Status: As part of his training, the one confiden-. 
tial source used in this ICIP was given test EEI and tasked to provide 
names of other potential sources. Three other potential sources, all 
in the ppei^tions Division^ PTC, are currently \inder assessment. If 
these sources are successfully recruited, the depth of coverage of the 
target area -will be improved considerably. The PLC provided the 
Q,uarterly Progress Briefing on 26 August 197^ to COL Joseph T. Adinaro, 
Coffimander, PTC, and Mr, D. E, Thcanpson, Deputy Cdmnander, PTC, Both 
the Commander and the Deputy Corarriander, PTC, indicated satisfaction 
vath the support rendered by the ICIP and the progress of its develop- 
ment to date. 




9- CEFTAUR SAI£:-^OACSI Approval - Ik Dec 73) 



a. Location: IB Army Mobility E<ivdpment Research and Development 
Center (MEEDC), Fort Bel voir, VA 

b. Confidential Source Utilization: Not applicable, 

c. Information Obtained Off-Pbst and/or Reported on Kon-Af filiated 
Civilians : Not applicable . 

d. Useful Information Obtained: Investigative data on prospective 
sources . 

e. Operational Status: This ICIP coverage to date has been made 
by conventional sources •who have access to the target areas and liaison 
contacts. Efforts are being made by the Pentagon CI Force/National 
Capital Region FieM Office to revitalize this ICIP. To provide a 
wider target coverage of MERDC, 'three potential confidential sources 

are presently imder assesKment. The PLO presented the Quarterly Progress 
Briefing to Mr. Leslie L. Askew, Securi-ty Manager, MERDC, on 28 August 
197^. The Ccaamander and the MERDC staff continue to provide support for 
the ICIP and render all possible assistance for its continued development. 




10.\?54 CMTAVO KID: (OACSI Approval - l8 Oct 73) 



a. Location: Harry Diamond Laboratories, Washington, DC 

b. Confidential Source Utilization: Wot applicable, 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources. 

e. Operational Status: The Pentagon Counterintelligence Force/ 
National Capital Region Field Office (PCF/NCR FO), 902d MI Gro'up, which 
is charged with the conduct of this ICIP is engaged in an intensive 
review and revitallzation program for the operation. At present, two 
individuals who are onployed in the Harry Diamond Laboratories, one in 
the Engineering/Heserve Support Division, and one in the Relocation/ 
Planning Group are under assessment as potential confidential soxurces. 
The PLO presented the Quarterly Progress Briefing on 23 August 197^ to 
COL D. ¥. Einsel, Jr., Commander, Harry Diamond Laboratories, .and Mr. 
Joseph Schnieder, Security Manager. Both the Commander and the 
Security Manager continue to support the ICIP strongly and provide 
cooperation necessaiy for its development. 



,307 



CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. Location: Headquarters, US Army Electronics Command (ECOM), 
Fort Monmouth, Hew Jersey 

b. Confidential Source Utilization: Five confidential sources 
were utilized during the period, 

c. Infoimation Obtained Off -Post and/or Reported on 3Jon-Af'filiated 
Civilians : None 

d. Useful Infoimation Obtained: A source reported that a civilian 
employee at Fort Monmouth was stealing US Government property. Hie 
information was passed to the Fort Monmouth CID for f\irther investiga- 
tion. Another source reported that an employee in the ECOM Directorate 
of ReseEirch, Development, and Engineering was planning non-official 
travel to Finland and the Soviet l&iion» Further details are being 
sought on the lead. A civilian physicist in the Electronics Technology 
and Devices Laboratory at ECOM received unsolicited correspondence frxm 
an organization calling itself the Arab Projects and Development, 
Beirut, Lebanon, The eniployee promptly notified the proper security 
authorities and requested permission to respond to the letter. He was 
granted permission by the US Army Materiel Commamd, answered the initial 
letter and received a reply in Septeniber 197^« Investigation to date 
has revealed little infoimation concerning Arab Projects and Development 
but the assets in the ICIP will continue to monitor future activity. 

e. Operational Status: In addition 'to the fii/e confidential sources 
being contacted regularly in this ICIP, thirteen conventional sources 
provide additional coverage of ECOM target areas. Among four employees 
presently being assessed as possible sources, one has been dropped from 
further consideration due to refusal to cooperate in the progrem. There 
are three remaining under active consideration. The PLC presented the 
Quarterly Progress Briefing on 30 September 197^+ to COL John Sanderson, 
Security Officer, ECOM, and ICIP Project Coordinator for ECOM, COL 
Sanderson indicated command satisfaction with the type of infoimation 
and siipport rendered by this ICIP. 
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CENTUEf SQUAD: (OACSI Approval - 3 Oct 73) 



a. Location: US Army Management Systems Si^jport Agency (USAl^SA), 
llie Pentagon, Washington, DC 

"b. Confidential Source Utilization: One confidential soiurce was 
utilized during the period. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. Useful Information Obtained: None. 

e. Operational Status; Only one confidential source has been 

recruited to date in this operation. The PCO has been devoting most of 
the meeting periods to further training and testing of this source. 
In addition to training, the source is heing tasked to provide names 
and leads for additional possihle sources* Two other eraployeeE! of the 
Operations Division, USAJCSA, are being evaluated as potential sources. 
The Quarterly Briefing of the supported command was presented by the 
PIO on 18 September 197^ to Mr. John R. Bjork, Security Manager, USAMSSA, 
The Director and his security staff continue to support the operation 
fuUy and have offered every assistance to aid in its development. 



REGRADED UNCLASSIFIED 
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Il)*^ GONDOLA FLAG: (OACSI Approval - 22 Apr jk) 

a. Location: US Army Electronic Proving Ground (USAPEG), Fort 
Huachuca, AZ 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off -Post and/or Reported on Mon-Af filiated 
Civilians : None 

d. Useftil Information Obtained: Additional investigative data on 
a prospective confidential source. 

e Operational Status: The prospective source, located in the 
Electromagnetic Branch, USAEPG, is in the final stages of assessment 
and recruitment is expected during the next reporting period. Efforts 
to spot and recruit sources in this comparatively new ICIP were some- 
^at hampered hy the transfer of the PIO during the period. On 27 
September 197^1, the PLO gave the Quarterly Progress Report to Mr. 
Henry 0. Di^^es, Director of Security, USAEPG, Ft Huachuca, AZ, vAio 
stated that the Commander, USAEPG, was satisfied with the progress of 
the ICIP to date. 
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lij-l'^i^ GOHDOLA SUM: (OACSI Approval - 1? Feb 72) 



a. Location: Aberdeen Proving Ground (APG), MD 

b. Confidential Soiirce Utilization: Sight confidential sources 
were used di^ring the reporting period, 

c. Infonaation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : None 

d. Useful Infomation Obtained: A report of an employee ■who 
travelled to Poland with his two sons triggered a request for an investi- 
gation by the strpported conanand of the enrployee's foreign travel and 
extent of his foreign connections it was learned that he plans to 
send his eldest son to Poland on some type of foreign exchange program. 
Another enployee planned travel to Czechoslovakia in AT;ig 7^, but post- 
poned his trip to 1975 ■when he -was hospitalized. The supported conanand 
does not desire an investigation immediately, but has requested con- 
tinued monitoring by the ICIP. A man and -wife physicist team have had 
their access to classified inforraation suspended -while an investigation 
is conducted concerning their alleged loose moral conduct ardabuse of 
alcohol. A confidential source reported that a cipher lock installed on 
a door to a Data Processing Office of the US Army Test and Evaluation 
Commajid (tecoM), APG, had been altered so the door could be opened 
■without using the ccsiibination. Investigation reveaJLed that the lock 

had been installed and made operational to chec]< for possible defects 
and siibsequently disconnected. The lock was disconnected pending in- 
stallation of a telephone at the door for use by persons not having the 
cambination in order to call for escort. The telephone has now been 
installed and the cipher lock has been re-connected, 

e. Operational Status: During the reporting period, limited 
progress was made in increasing ICIP support to "the serviced activities 
since duties not directly related to the ICIP required the greatest 
portion of the PLO's time. One confidential source was terminated due 
to loss of placement and access. One confidential source with placement 
in Edgewood Arsenal was recruited. Three other potential sources are 
still under assessment. On 25 September 197^, COL Alvin D. Uiigerleider, 
newly assigned Commander, APG, was given both the initial ICIP Briefing 
and the Quarterly Progress Briefing. Mr. Harry A. Mencke, Installation 
IntelJLigence Officer (IIO), APG, was present for both briefings. The 

PLO gave a Quarterly Progress Briefing on 26 September 197^ to COL Kenneth 
L. Stahl, Commander, Edgewood Arsenal, AHl, auid MAJ Walter W» Stansberry, 
Chief of Security, Edge-wood Arsenal.' 
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GONG SILK: (OACSI Approval - l6 Feb 72) 

a. Location: Picatinny Arsenal (PA), Armament Command, US Anay 
Materiel Caffimandj Dover, NJ 

b. Confidential Source Utilization: Three confidential soijrces 
were iised during the period, 

c. Infomation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Kone 

d» Useful Infoimation Obtained: A source reported that a PA 

employee frequently used a substance which appeared to be a narcotic 
during duty hours, then left his work area to sleep in parked car^. 
Ihe infoimation was passed to the PA security officials with a recommen- 
dation that a ILmited investigation be conducted. Another PA omployee 
of the Ajnmunition Development and Engineering Directorate (ADED) was 
ireported to be under the care of a psychiatrist. Investigation re- 
vealed that the PA Civilian Personnel Office and the employee's super- 
visors were aware of the problem. Although the eniployee continues to 
have access to classified defense information, his workload has been 
significantly reduced and all of his activities at ADED are Closely 
supervised. A confidential source reported that combinations on adja- 
cent security containers in the Nuclear Development and Engineering 
Directorate were set in numerical sequence, a practice in contravention 
of security regulations. Security officials were briefed on the weak- 
ness and have taken corrective action. 

e. Operational Status: A new PLO has assumed duties who has devoted 
much of his efforts acquiring area knowledge, establishing source rapport 
and acquiring on-the-job experience. Due to a personnel shortage, the 
PLO no longer is able to spend his full time with the supported command, 
but the Gcnmander of the Fort Hamilton Resident Office performs the PLO 
duty on a HJY basis. This will serve to make spotting and assessing 
of future sources difficult. On 20 Septenflaer 197**, the PLO presented 
the Quarterly Progress Briefing to KAJ George Carpenter, Chief, Security 
Office, PA. MAJ Carpenter indicated during the briefing that the 
command was satisfied with the service provided by the ICIP. 




REGRADED UNClASSIFlEb 
ON SEP -5 ;397. 
BY CDR USAINSCOM F01/PO 
AUTri Para 1-603 DOD 5200.1 R 



l65UV«») LAHYARD MOOD: (OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute, East Coast (DLIEC), 
Anacostia Kaval Annex, Washington, DC 

b. Confidential Source Utilization: None 

c. Infomation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone 

d. Useful Information Obtained: Investigative data on a potential 
confidential sonrce. 

e. Operational Status: As reported previously, DLIEC is being 

phased out during Fiscal Year 1975 in preparation for its move to DLOTC, 
Presidio of Monterey, CA. For that reason, a concerted effort is not 
being made to recruit large ntmibers of sources, although at present 
one potential source is being assessed. The move to the Presidio of 
Monterey will be cou^leted by 1 Jul 75. DI^C security records have 
been shipped to DLIWC. The PLO presented the Quarterly Progress 
Briefing in the ICIP to CPT Richard W, Pederson, Security Officer, 
DLIEC, on l6 Sept^nber 197^, 2he Conffiiandant and the Securiiy Manager 
continue to provide cooperation and no problems exist at this time. 



») LENIEI^T CLOUD: (OACSI Approval - l6 ?eb 72) 

a. Location: US Anny War CoJJ.ege (XJSAWC), Carlisle Barracks, PA 



b. Confidential Soiirce Utilization: Three confidential sources 
■were used dxiring the reporting period, 

c. Information Obtained Off -Post and/or Reported on Ncaa-Af filiated 
Civilians : None 

d. Useful Information Obtained; Numerous reports were made on 
USAWC personnel during the period, primarily on sxiitatoility, but 
ranging from drug abuse to aberrant sexual activity. Five niilitary 
policemen were apprehended for ns^rcotics abuse; their security 
clearances were suspended and they were removed from sensitive duties. 
Of the total of 13 suitability cases reported during the peilod, 
security clearances were suspended for 6; investigations have been 
requested for 1 individual was dismissed from USAWC; 1 has been 
reassigned, and the activities of the one remaining are being monitored. 
With the addition of the US Ajmy Military History Research CoULection 
to USAWC, both the ICIP PLO and the Ft Ritchie Field Office personnel 
have provided security support and assistajice in the foitn of a Cotmter- 
intelligenee Survey euid identification of security weaknesses and 
deficiencies, 

e. Operational Status: The PLO served as Acting USAWC Security 
Majiager during a three-week absence of the incumbent and has now 
established at least one after duty hours CI inspection per week with 
the approval of COL D. T. Teberg, ICIP Coordinator. On 5 August 197^, 
MS DeWitt C. Smith, Jr., Commandant, USAVJC, was provided his initial 
ICIP briefing. Following that briefing, MG Smith requested that he be 
briefed on significant developments of the operation at least monthly 
rather than quarterly. MG Smith was given a second briefing on 30 
Aug 7^. The PLO presented an initial ICIP briefing to COL William M, 
Whitesel, Deputy Commajiding Officer, Carlisle Barracks, on 3 Septeinber 
197^ 



REGRADED U^K'. .Ar-^i^'ED 

on ^ .c 

BY CDR USASi\Scro/^%|/PO 
AUTH Para 1-603 DOD 6200.1 R 



I£HS HOLDER: (OACSI Approval - 7 Aug 7^) 



a. Location: White Sands Missile Range (WSMR), m 
"b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off- Post and/or Reported on Kon-Af filiated 
Civlliaiis: Not applicable 

d. Useful Information Obtained: Initial spotting and assessment 
actions are taMng place. 

e. Operational Status: During the processing of applicants for 
MI, the HjO has identified two potential sources for this ICIP, which 
is the most recently implemented operation. The ICI? PK) briefed MG 
Robert J. Proudfoot, CoaBmanding General, WSMR, on the implementation 
of the ICIP on 16 September 19714-. MG Proudfoot verbally approved the 
operation which had been requested by his predecessor, MG Sweeney. 

MG Proudfoot stated that he desired a progress briefing on the ICIP 
in two or three months. LTC Carl I. Davis , Chief of Security, WSMR; 
and Mr, William F. Arket, Chief, Intelligence Div, VJSMR, also attended 
the briefing. 



AUTHPar^ 1-603 DOD52aa?R 




(OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast (DLIWC), 
Presidio of Monterey, CA 

b. Confidential Source Utilization: Nine confidential sources 
were utilized during the period. 

c. Infonnation Obtained Off -Post and/or Reported on Non- Affiliated 
Civilians : None 

d. Useful Information Obtained: The Czech "Pen-Pal" incident and 
the visit of a Polish national with his brother, a DLIWC instructor, 
reported in the last period, are still under investigation. Informa- 
tion concerning a new "pen-pal" relationship was reported, this one 
involved a US Air Force student. The airman exchanged several letters 
with a Polish citizen and sent him money for the purchase of Polish 
magazines. The Polish citizen conmented in his letters that he believes 
the letters are being checked by Polish officials, since one was 
received in an opened condition. Information on this incident has been 
passed to the Air Force. Information surfaced that an instructor of 
the Polish Language Department has a radio transmitter at his residence 
is presently being investigated. Another report that unauthorized 
radio tr^ansmissions were being heard in the Fort Ord area is being 
evaluated by the National Security Agency (WSA). Two Soviet citizens, 
allegedly language instructors for the Soviet Government, visited DLIWC 
on a State Department sponsored trip. The State Department did not 
provide an escort and the visitors were able to visit the Rvissian 
Language Department unescorted. The DLIWC Security Officer has taken 
steps to prevent a recurrence of this type of incident and especially 

to insure that all visitors are properly escorted. Suitability informa- 
tion concerning student personnel continued to be reported and was 
passed to the appropriate authorities. Information received from 
another government investigative agency and amplified by the ICIP 
sources indicates that the Arabic Trade Mission located in San Francisco 
is gathering data on DLIWC Arabic students. During a class visit to 
the Arabic Trade Mission, DLIWC Arabic students were required to sign 
a guest register, listing their names and addresses. The reason for 
the register was allegedly so that additional printed information could 
be sent to the students. The students were also given ajtiti-Israel 
propaganda. 

e. Operational Status : Five confidential sources were teminated 
during the period due to graduation. Reduction of case officer personnel 
on the project to one full-time and one part-time case officer may make 
it necessary to limit the number of confidential sources handled to five. 




LMTIL MONKEY: 



BY CDR USAINSCOM F01/PO 
AUTH Para 1-603 DOD 






At present;, fovx confidential sources are active; two potential 
SQ-urces, including one instructor, are under assessment. In the 
future, confidential sources will l)e recruited on a staggered basis, 
•with no more than two sources recruited in any one quarter. This 
will prevent the loss of several sources at one time due to gradua- 
tion. The HO presented the Quarterly Progress Report on 19 Sep 7k 
to LTC Max Newman, Secretary > DUWC; MA J Richard Erickson, Security- 
Officer, DUVC; and CFE Edward N. JanecldL, Commander, Fort Ord Field 
Office, 525th MI Groxrp. LTC Newman expressed appreciation for 
information furnished through the project and requested that hriefing 
be planned for mid-October I97H for the new incoming Director, DUWC, 
COL Koenig- 
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D^-DOI-C 



27 September 1974 



HEKIRAMDIBf FOK THE BECOHD 

SUBJECT I XCIP Bri«flng fcr <tod«r S*cret«t]r of the Axaf (V) 



3 



Oa 25 Septeabar 1974 MS Aarm briefed Mr. Berma Staudt, oa the 
ICZP^ Mr. Staudt eiipresfted r«*«r»«tleiu abooc eperatlonel ceotrol vltbln 
the pr^rem and concern about the stiddeit rapid grcwtb. Be wanted a»Bur- 
ances that the program was carefully aonltored preclodiiq; the poaaibility 
for embarrasanent* 

General Aaron assigned the following teaks to USAIHTA through 
u* Leslie Hlnie, the USAIHIA representative at the oeetlng* 

a* Prepare all the operations plana for revlewi General Aaron will 
personally re. validate each plan. 

b. Prepare source dossiers for review. General Aaron wants to be able 
to personally be assured that all sources are of such naturlty and stability 
that they would not cause any eobarrassnent to the Aiaqr. 

3* J/O^ General Aaron will personally validate and approve all future 
operations plans and will assume ceomand and control of the program. Only 
essential plans will be approved and permitted to continue. General Aaron 
did not consider the operation at the Var College to be essentia 1. 

4, (U) Operations plans and dossiers will be reviewed on 4 October 1974. 




UCHAId} SKKSOLE 
Major, CS 



From C::!::?:jd 



Mi 




OrplCC CVMBOL 

DAMI-DOI-C 



Internal Counterintelligence Prograra (ICIP) Operations 



SUS^EUSE 



6 August 1974 



ACTION RCOlUReO 

To obtain approval of the quarterly ICIP report. 



MCMOHANOUM WOft MCORD. (D*»€rih* trUHf f&v r*9''r*mtia, iackfTowiJ and ail'mt iakn «r tmtomttttrUltd. Mutt tc taflicimilf JtlmltJ le iJtOify 
tka oetiea mMamI Mt mi m •» •An MBrM*. ) 

1. BACKGROUND : 

a. By memorandum, dated 8 February 1972 (ORANGE TAB B>. the Under Secretary of 
the Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations. 

b. This is the nineth such quarterly report. 



c. The quarterly report of current operations for the quarter ending 31 M^^xh 
1974 is at rpp akoe tab O. / N,, y 

2. DISCUSSION ; j ' 

a, TT,r-ir.cTn- o 1 Tfi nPAHHF TAB A is a memorandum for the VCSA's signature forwarding 
the quarterly report to the Under Secretary of the Army. 

b. nPAwriF. TAR A Fr.i-uarHc; to the VCSA the memorandum and ICIP Quarterly Report, 

3, RECOMMENDATION : That the memorandum to the VCSA at flKANfiR TAB A be approved and 
signed by the ACSI, 



{Continue on plain bcr.d) 
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REPLY TO 
ATTENTION OF; 



OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELUtGENCE 
WASHINGTON. D.C. Z0310 



DAMI-DOI-C 



DEPARTMENT OF THE ARMY 



S 2 AUG -w* 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 

1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above. 

2. Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference, 

3. Coordination: None required. 




as 



1 Incl 



HAROLD R. AARON 
Major General, GS 
ACofS for Intelligence 



2\ AUi; l;i74 




of the Army 



or 




MAJ Pignato/77017 



BAMI-DOI-C 



KEUOBJ^m FOR* VICE CHIEF OF STAFF, INITED STATES ARMY 
SUBJECTS Intetitel Counterintelligence Program (ICIP) Operations 

1. Reference Under Secretary of the Amy mestorandim, dated 8 February 
1972 » subject as above. 

2. SecfloBend your approval and signature of the attached memorandum 
which transsiits the report required by the cited reference* 

3» Coordination: None required. 



I Incl HAROLD R. AARON 

as Major Ceneral, OS 

ACoES for Intelligence 



MAJ Pignato/77017 
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MEMORANDOM FCSl: ORDER ^CEETAKT OF THE ARKT 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 



1. (V) Reference Is oede to ataoxvaSnmt Voder Secretary of tbe Axmy, 
dated 8 February 1972, subject as above « 

ly^yf^ Progress In the aeeood quarter of CY 197A in tbe ICIP was 
chaMcterlsed by s siteable increase in tbe ntflabcr of Confidential Sources 
utilixed in tbe various ICIPs. Thirty-six Confidential Sources have been 
recruited, an increase froa 27 in the preceding quarter. One request for 
an ICIP was received during the period which reqiiested ICIP coverage at 
the White Sands Missile Range, White Sands^ Hew Mexico. Brief status re- 
ports are attached. 



>€>rt8 ar 

m 



3! J|H^ As Aroy reorganixation results In soiae shifts of facllitieE to 
other locatlonSi the consolidation of ICIP operations continues in the 
interest of sore efficient sanagement and adininistration. Tbe ICIF 
LANDLESS TIME (U>, which formerly supported the Philadelphia Facility 
of the US Axmy Electronics Connand, has been consolidated with the ICIF 
CENHUL taxi (U), which supports Electronics Conund at Fort Hoimouth, 
New Jersey. A similar revised plan is being written In which the ICIP 
CANAL LOOP (U) at Edgewcod Arsenal » Maryland, will be co^lned with the 
Aberdeen Proving Ground ICIP GOlffiCLA STAR (U). Including these consoli> 
datiotts, there were 19 ICIP operations active at the close of the period. 
The White Sands Missile Range ICIP, for which lapletftentatlon Is expected 
early in the next quarter, will bring this total to 20. 



early in tne i 



mentioned to you in lay aeiK>randmD of 30 April 74, the 
priory value of ICIP operations is in their potential for early warning 
and detecting internal security weakness and security threats to the 
supported coraoand. Inawwch as these operations are a form of intensified 
security watchfulness, negative reports in themselves are frequently of 
value to a cooDiander in planning for security requirements of a given 
Installation or activity. 

REGRADED aNCLASSinEb"" 
ON SEP -5 1997 

BY CDR USAINSCOM FOJ/PO 
AUTH Para 1-603 DOD 5200 1R 
1 Incl FRED C. WEYAND 

as General, United States Array 

. . DAMI-DO ^^<^* Chief of Staff 

" .... ' ',..:::;v SLii- 



DEPARTMEMT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY mTE LL I G£NCE AGENCY 
FORT MEADE, MARYLAND 20755 



MIIA-OP-0 



SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) (derations (U) 



HQDA (DAMI-DOI-C) 
WASH DC 20310 



Progress in the second quarter of CY 1974 in the ICIP was 
characterized by a sizeable increase in the number of Confidential 
Sources utilized in the various ICIPs. Thirty-six Confidential 
Sources have been recruited, an increase from 27 in the preceding 
quarter. One request for an ICIP was received during the period which 
requested ICIP coverage at the White Sands Missile Range, \Vhite Sands, 
New Mexico. 

2. M)fC) As Army reorganization results in some shifts of facilities to 
otner locations, the consolidation of ICIP operations continues in the 
interest of more efficient management and administration. The ICIP 
LANDLESS TIME (U) , which formerly supported the Philadelphia Facility 
of the US Army Electronics Command, has been consolidated with the ICIP 
CENTRAL TAXi CU} , which supports Electronics Command at Fort Monmouth, 
New Jersey. A similar revised plan is being written in which the ICIP 
CANAL LOOP (U) at Edgeivood Arsenal, Mar>'land, will be combined with the 
Aberdeen Proving Ground ICIP GONDOLA STAR (Uj . Including these con- 
solidations, there were 19 ICIP operations active at the close of the 
period. The hTiite Sands Missile Range ICIP, for which implementation is 
expected early in the next quarter, will bring this total to 20. 

3. ^L^tC5 Significant progress in the operations at Sierra and Umatilla 
Anny Depots is expected during the coming quarter. The Project Liaison 
Officer arrived at Sierra Army Depot on 19 June 1974. Two prospective 
sources, spotted during TOY trips to the installation by personnel 
from the San Francisco Field Office, are presently under assessment. 

A similar situation exists at the Umatilla Army Depot at Hermiston, Oregon. 
The Project Liaison Officer became operational at that facility on 
50 June 1974, at the close of the quarter. TOY trips pending the 
assignment and arrival of the PLO have resulted in having 19 civilian 

' ' CI- - • • UJA. 3v:fc^t-...|Wv. 

^, for<C«?0 .. .. J~.^r 




MIIA-OP-O 

SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
{ICIP) Operations (UJ 

employees of the Umatilla Depot under assessment as potential sources by 
the close of the reporting period. 

4. (U) Brief status reports for each of the active 19 ICIP operations 
are attached as inclosures, 

FOR THE COMMANDER: 



' ■ : i • ■ ' 
19 Incl EDWARD H. BORT 

as Colonel, MI 

Chief, Operations Division 



ON tC-iaart 

BY CDR l^Kiwsc;OaTfoi/po 

AUTH Para 1-603 DOD 5200.1 R 
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CANAL ROPE: COACSI Approval - 17 Dec 73) 



a. Location: Headquarters, US Array Communications Coiranand and 11th 
Signal Group, Fort Huachuca, AZ, 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources, 

e. Operational Status: One confidential source was recruited in the 
11th Signal Group Crypto Facility on 17 April 1974, and a second confidential 
source was recruited in the Conraunications Electronics Engineering 
Installation Agency CCEEIA) , Headquarters, US Array Communications Conimand 
(USACC) , on 20 May 1-74. Two additional sources in USACC are under 
assessment for possible recruitment in the next quarter. One CIRL surfaced 
by the ICIP is under assessment for possible exploitation as an OFCO. 

The CANAL ROPH PLO briefed Mr. R. fl. Milligan, Office of the .Assistant Chief 
of Staff for Intelligence and Security, USACC, on 28 May 74, on the status 
of the ICIP. Mr. Milligan stated that USACC was pleased with the support 
being provided by this ICIP. 








CANARY EFFORT: (OACSI Approval - 16 Feb 72) 



a. Location: Fort Ritchie, MD. 

b. Confidential Source Utilization: Three sources were used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Information developed on 15 US Army 
personnel involved in drug abuse-related incidents was passed to the ICIP 
Coordinator. Adverse suitability inforjr.ation developed on a soldier assigned v---^ 
to the Operations Company, Fort Ritchie. The soldier, whose clearance was 
suspended, was transferred to ICimbrough Army Hospital, Fort Meade, for 
psychiatric evaluation on 28 May 1974. Alleged moral irisconduct on the part 

of a WAC was reported to the ICIP Coordinator, The supported command is 
monitoring the activities of the WAC to determine if an investigation is 
warranted. Information obtained on alleged threats against the lives of 
three Military Police investigators was provided the Fort Ritchie Commander 
and the ICIP Coordinator. The US Army Crininal Investigation Department 
Command (USACIDC) is conducting an investigation. 

e. Operational Status: In addition to the confidential sources used, 

three potential new sources are under assossnent. Twenty-one conventional 
sources and thirteen liaison sources are contacted on a regular basis. The 
Quarterly Progress Briefing, sclicduled for 15 June 1D74, was postponed 
until July 1974 because the Fort Ritchie Commander was not available. 



^ / ^ : . .3>u£i^. 



3. CANARY STONE: (OACSI Approval - 18 Jul 73) 



a. Location: Dugway Proving Ground, UT. 

b. Confidential Source Utilization: Not applicable. 

C. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential sources 

e. Operational Status: Efforts continue to recruit confidential sources 
at present eleven individuals are being assessed. An initial recruitment 
approach was made to one prospect during the period, but due to personal 
circumstances of the individual, recruitment could not be accoriplished. Two 
of the CIRLs have been processed to the point v.-here recruit;::e;it can be 
attempted in the next quarter. On 3 Jun 74, the PLO briefc-.I COL Robert A. 
Shade, Commander, DugVi-ay Proving Ground, on the status of the operatio]i. 

The briefing was also attended by COL Eric H. Vicler, Com];.;r.'Jer, llSth MI 
Group, LTC Henry F. Kale, Security Officer, Dugway Proving Ground, an:! tlie 
SAIC, Fort Douglas Resident Office, 115th MI Group. COL Shade exprcs.^c-J his 
satisfaction with the progress of the ICIP. COL Shude retires on 1 Jui 74. 
LTC Andrew J. Armonstrbng, who will sQwe as Acting ConLrnanccr pc-ndinc 
assigniiient of a new comnander, will be briefed by LTC Kale and the CA"."Ai;y 
STO.N'E PLO on the ICIP early in the next quarter. 






4. 



CANINE PLATE: COACSI Approval - 18 Sep 73) 



a. Location: Seneca Army Depot, Romulus, KY. 

Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non- Affiliated 
Civilians: None, 

d. Useful Information Obtained: Investigative data on prospective 
sources . 

e. Operational Status: Two conventional sources were recruited during 
the period and were given security training and general EEI. Two additional 
individuals are being assessed as potential sources; both have access to the 
Directorate for Special Weapons, The PLO presented the Quarterly Progress 
Briefing to COL Allen H. Light, Jr., Coinmander, Seneca Army Depot,- on 21 
Jun 74. The Commander expressed his satisfaction with the progress of the 
ICIP and reiterated his previous desires that the ICIP be conducted in such 
a way to not cause any embarrassment to the ArF,y, specifically, he has 
cautioned the PLO to exercise care in the recruitnient of any sources used 

in the operation. He expressed his confidence in the conduct of the ICIP 
thus far. 






CANTINA ARCH: (OACSI Approval - 12 Dec 73) 



a. Location; US Army Air Defense Center and Fort Bliss (USAADCENFB) , TX. 

b. Confidential Source Utilization: Not applicable, 

c; Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential sources. 

e. Operational Status: Three confidential sources were successfully 
recruited during the period. Two of the sources are in the Office of the 
Deputy Commandant for Combat and Training Developments and the third is in the 
Ballistic Missile Defense Departir:ent, both of which are on the prime targets 
list of the ICIP. An approach plan is being devised for a prospective source 
in the Emergency Operations Center. Two other individuals currently under 
assessment work in the Ballistic Missile Defense Department and the Tele- 
communications Center. The ICIP PLO briefed COL George M. Hamscher, Director 
of Security, USAADCENFB, on the status of CM^TIKk A.HCIl on 14 JUn 7A. 

COL Hanscher has indicated a keen interest in the progress of the ICIP and 
is satisfied with the successful recruitment of sources during this period. 



REGRADED UNCLASSIFIED 
ON SEP -5 1997 
BY CDR USAINSCOM F01/PO 
AUTH Para 1-603 DOD 5200.1 R 




TAX: COACSI Approval - 8 Mar 74} 

l: Sierra Army Depot (SIAD), Herlong, CA. 

b. Confidential Source Utilization: Not applicable. 

c; Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigative data on prospective 
confidential sources, 

e Operational Status: The project has been delayed in its initial 
stages duo to non-availability of a Project Liaison Officer. Pending arrival 
of the PLO, San Francisco Field Office personnel established liaison with the 
Commander of SIAD and his staff and also initiated spotting and assessment 
actions for potential confidential sources. At present, two inaividuals are 
under assessment and preliminary investigations are being conducted on them. 
Tne PLO arrived on station on 19 Jun 74 and considerable operational progress 
is expected during the next quarter. 




n 




f 



7. CANYOX ROSTER: (OACSI Approval - 8 Mar 74) 

a. Location: Umatilla Army Depot Activity, Herndston, Oregon. 

b. Confidential Source Utilization; Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigative data on potential 
conventional and confidential sources. 

e. Operational Status: Despite the absence of an established Resident 
Office at Umatilla or a PLO at the supported activity for the reporting 
period, considerable progress was made in establishing liaison contacts and 
spotting and assessing potential confidential sources. This has been 
accoif.pl i shed by personnel fror.; the Fort Lewis Field Office performing TDY 
trips to the Umatilla Army Depot. At present nineteen civilian employees 

of the Depot are under assessiAent. One GIRL has been approved for recruitment 
and a Lead Development Report has been submitted on a second one. The 
Commander, Fort Lc;v'is Field Office, contacted LTC Harold Echols, Commander, 
Umatilla Army Depot, on 11 Jun 74, to arrange for the first Quarterly 
Progress Briefing. The Corjr.Dnc:er stated he desired a briefing later after 
the ncv; PLO had sufficient time to become established. Tne PLO because 
Operational on 50 Jun 74. 



f 



8. CENSUS TIME: COACSI Approval - 5 Feb 74) 

a. Location: Pentagon Telecommunications Center. 



b. Confidential Source Utilization: Not applicable, 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on prospective 
sources . 

e. Operational Status: One confidential source, assigned to the 
Operations Division, Pentagon Telecoicmunications Center (PTC), was recruited 
during the reporting period. This source is being trained by the PCO and 
appears to have excellent potential for covering the target. Two other 
individuals, assigned as Communications Relay Operators, are being assessed 
as potential confidential sources. Recruitment of either one or both of 
these sources will improve the coverage of the target area. The PTC Director 
is appreciative of the progress being made in the ICIP and his .staff of 
security officials are completely cooperative. 



REGRADED Ul^CUC^:ri£D 
ON SEP -5 1997 
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a. Location: Ninth Infantry Division and Fort Lewis, WA. 

b. Confidential Source Utilization: Three confidential sources were 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 



d. Useful Information Obtained: A confidential source reported that a 
soldier assigned to the 9th AG Company, Fort Lewis, Washington, exhibited signs 
of affluence beyond the normal financial capacity of a soldier in his 

grade. A limited investigation is being conducted. No significant counter- 
intelligence information was developed during the period, and all indications 
are that anti-military/dissident activity has subsided to a low level. 

e. Operational Status: Spotting and assessment of potential sources 
continues to be emphasized in an effort to improve the ICIP coverage. Three 
confidential sources were recruited during this period. In addition to these, 
twenty conventional sources are used, as well as six official liaison sources. 
Nine individuals currently are under assessment for use as conventional or 
confidential sources. Tne Fort Lewis Field Office Conunander presented a 
quarterly progress briefing on 21 Jun 74 to BG McFadden, .Asst Division 
Conrnandcr, 9th Infantr>' Division, Fort Lewis. COL Kenneth Koch, Chief of 
Staff, and LTC Roy Davis, AC of S, G2, 9th Inf Div, were also in attendance. 
The 9th Infantry Division Asst Conunander and the AC of S, G2, are preparing 

to recommend to the Division Commander that CENTAUR RACE be terminated 
because of a lack of specific, identifiable targets. 



RESRADED UNOUSSWEb 
A^WHrara1-«l3DOD5200.1B 



233 





■ 10. 



CENTAUR SALE: (OACSI Approval - 14 Dec 73) 



a. Location: US Army Mobility Equipment Research and Development 
Center, Fort Belvoir, VA. 

Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on prospective 
sources. 

e. Operational Status: Tv/o conventional sources presently are being 
used in CnKTAUR SALE who have access to all target areas. Three other 
individuals are in various stages of assessment as potential sources; two 
of the prospects are in the Counterniine/Counterintrusion Department , the 
third is in tlie System Engineering § Computer Support Office, Computer 
Division. The PLO provided the Quarterly Progress Briefing on the ICIP 
to Mr. Leslie L. Askc.v, Security Officer, US Army Mobility Equipment 
Research and Development Center (NiERDC) , on 6 Jun 74. During the briefing, 
Special Agent Shavvn M. Sandlin was introduced to Mr. Askew as the New PLO 
for the operation effective 1 Jul 74. 




AUTH Para 1-603 DOD 5200.1 R 






11. ^^fifi^ CENTAVO KID: (OACST Approval - IS Oct 73) 

a. Location: Harry Diamond Laboratories, IVashington, D.C. 



b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained; Investigative data on potential 
sources . 

e. Operational Status: A new PLO was appointed effective 14 Jun 74 
due to the PCS of the present PLO. A series of thefts have occurred at the 
Adelphi, Maryland, Harry Diamond Laboratories (UDL) facility. The PLO 
provided some assistance to the Security Office and the Federal Bureau of 
Investigation (F^i) during its investigation. The results of the FBI 
investigation of the prime suspect were negative and no further action has 
been taken. Two individuals who are ejrplcycd in the facilities are under 
assessment as potential confidential sources. The quarterly ICIP 
Progress Briefing was presented on 7 Jun 74 to the ICIP Coordinator and 
Security Officer, Mr, Alfred F, Schneder, and Mr. James H. Yeick, Asst 
Security Officer, HDL. The briefing was presented by the former PLO 

who introduced the new PLO to tiic HDL security staff at the time. 



Sy CDfuSAfMSCO':.! F01/PO 
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12. 'Sm CENTRAL TAXI: (OACSI Approval - 16 Feb 72) 



a. Location: Headquarters, US Army Electronics Command (ECOM) , Fort 
Monmouth, New Jersey. 

b. Confidential Source Utilization: One additional source was recruited, 
bringing the total utilized to five. 

c. Information Obtained Off-Post and/ or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) An ECOM civilian employee regularly engages in foreign travel. This 
information was brought to the attention of the ICIP Coordinator purely as 

a matter of interest since the employee is not in violation of existing 
regulations and none of the travel has been made to a Soviet bloc country. 

(2) Another ECOM employee was arrested on 3 May 74 on a federal 
misdemeanor for her part in alleged forgery of US Government checks by the 
US Secret Service in Newark, New Jersey, The federal autliorities released 
the e-:ployee because of her cooperation and set bail at $1,000. The 
informr-tion v;as passed to the ICIP Coordinator who informed the Provost 
Marshal's 0-fice and the CID. Removal of the individual's security 
clearance is pending. 

e. Operational Status: A revised Operations Plan was submitted during 
the period which consolidated ICIP LANDLESS TI?-E with CENTRAL TAXI. Tne 
consolidation resulted from the closing of the ECOM Philadelphia Facility 

and its subsequent transfer to ECOM, Fort Monriouth, NJ. A new PLO assumed duties 
in May 7A. In addition to the five confidential sources used in the ICIP, 
ten conventional sources are being used, and one prospective sources is under 
assessment. Target coverage by conventional sources has been expanded to 
cover the Avionics Laborator>', Comptroller Office, and the Directorate of 
ProcureF,ent and Production. The Fort Monmouth Field Office Conanander 
presented the Quarterly Progress Report Briefing to LTC Richard 0. Aanot, 
Chief, Security Officer, ECOM, on 4 June 1974. LTC Aamot stated that he 
is most pleased with the continuing progress and effectiveness of CENTRAL 
TAXI and the security support being provided to ECOM by the ICIP. All 
priority targets are covered fay conventional sources or by confidential 
sources. . - 

^i^LCLj.^-.yx 



13. CENTURY SQUAD; (OACSI Approval - 3 Oct 73) 



a. Location: US Army Management Systems Support Agency (USAWSSA) , 
the Pentagon, Washington > D.C. 

b. Confidential Source Utilization: One confidential source was 
utilized during the period, 

c. Information Obtained Off- Post and/or Reported on Non- Affiliated 
Civilians: None. 

d. Useful Inforniation Obtained: None. 

e. Operational Status: The confidential source has been provided with 
training instruction during this period. Source works during non-duty hours 
and surfaced no information of a counterintelligence interest during the 
reporting period. Two additional individuals currently under assessment as 
prospective sources, are expected to be recruited during the next period. 
Both are in the Operations Division, USA-MSSA; one is a Computer Operator, 
the other is a Computer Technician. Recruitment of either of tliese prospects 
will provide coverage of the primary target during regular duty hours. 



REGRAOEO UNCUSS:-;£D 






GONDOLA FLAG: (OACSI Approval - 22 Apr 74) 



a. Location: US Army Electronic Proving Ground (USAEPG), Fort 
Huachuca, AZ. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Limited investigative data on a 
potential source. 

e. Operational Status: Initial iniplementation efforts in this ICIP 
to date have been expended in establishing liaison contacts at USAEPG and 
conducting spotting and assessments of individuals who have placement and 
access in one of the prime target areas. One ejuployoe in the Electromagnetic 
Branch, USAEPG, is currently under assessment. Acquisition of several 
conventional sources is expected in the next quarter. The Comraander., 
USAEPG, COL E. D. Downing, was provided the inplenentation briefing on 
GONDOLA FL-^G on 7 May 74. 






GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: Aberdeen Proving Ground CAPG) , MD, 

b. Confidential Source Utilization: TWo sources were used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained; 

(1) A confidential source reported the possibility that classified 
information may have been conrpromised by having been published in an 
unclassified publication. A follow-up report established that the 
information was not classified. 

(2) A conventional source reported that a civilian employee of the 
Behavioral Research Directorate, Human Engineering Laboratory (HEL) , Aberdeen 
Proving Ground, had some foreign professional contacts made in t]ie line of 
duty. No unusual activity was reported; howeverj the situation is being 
monitored for unusual activity or interests. 

(33 A confidential source surfaced the possibility that APG con- 
tractors were receiving unauthorized information pertaining to contracts 
being processed by the APG Procurement Directorate. Subsequent checks Kith 
APG authorities disclosed that the information being disclosed was not only 
authorized, but it was in fact required to be disseminated by regulation. 

e. Operational Status: Tliree conventional sources are presently under 
assessment as potential new sources to expand and iraprove the target coverage 
in this ICIP. the PLO has established several worthwhile contacts in the 
Ballistics Research Laboratoiy (BRL) and make the presence of MI better 
known in tliis key target facility. No basic change in priority for ICIP 
coverage occurred in this current quarter, but coverage of the US Army 
Materiel Systems Analysis Agency CAMS.\A) will receive greater emphasis in the 
next quarter. On 20 Jun 74, COL IValter R. Harris, Commander, APG, and Mr. 
Harry A. Mencke, Installation Intelligence Officer CHO), APG, were given the 
■Quarterly Progress Briefing on GONDOLA STAR. Both the APG Commander and the 
APG 110 expressed strong and continuing interest in the ICIP and pledged their 
full support and cooperation. 
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GONG SILK: (OACSI Approval - 16 Feb 72) 



a. Location; Picatinny Arsenal (PA), Dover, NJ. 

b. Confidential Source Utilization: Three confidential sources were 
used during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported 
suitability information concerning two PA employees who were allegedly 
emotionally unstable and had bad tempers. Security officials at PA took 
appropriate action following the incidents. Another source reported that 
two employees at PA were engaged in selling stolen merchandise. Initial 
information, in the form of hearsay, was too fragmentary; attempts are 
being made to obtain further details. As part of the effort to respond to 
EEI on Extremist Threat Against the US Arsy, PA Security Office records 
were examined to identify PA employees born in Arabian countries. 
Biographical data on four such employees was submitted in Agent Reports 
which were placed in appropriate dossiers of the individuals. The files 
search revealed nothing indicating connections with any known extremist 
activity. 

e. Operational Status: In addition to the three confidential sources, 
II conventional sources are being met on a regular basis. Spotting and 
assessing activities, held in abeyance during .-Vpril and May until PA 
employees had received Reduction in Force (RIF) notices, has now been 
resumed. In the course of the RIF 418 positions were deleted, and 

1,700 employees were affected. The PA Security Office has been changing 
its manual document security procedures to the Controlled Accountable 
Document Inventory System (C.^DIS) , a computerized system of accountability. 
The 109th MI Group Security Assistance Prograrr. representative and the PLO 
provided considerable assistance to PA in its preparation for CADIS. On 
3 Jun 74, the Quarterly Progress Briefing was presented by the PLO to 
MAi^T George A. Carpenter, Chief, Security Office, PA, and Mr. John R. 
Greffe, Asst Chief of the PA Security Office. 
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17. LANYARD MOOD: COACSI Approval - 22 Dec 71) . 

a. Location: Defense Language Institute, East Coast Branch (DLIEC) , 
Anacostia Naval Annex, Washington, D.C. 

b. Confidential Source Utilization: None. Coverage is provided by 
conventional sources. 

c. Information Obtained Off-Post and/or Reported on Non- Affiliated 
Civilians: None. 

d Useful Information Obtained: Local Agency Checks and additional 
biographic information was submitted on eight instructors of Arabic origii 
The information is submitted in response to requirements of a USAINTC program 
concerning extremist threats against the Army. 

e Operational Status: DLIEC will begin movement to the Presidio of 
Monterey, CA, in July 1974. Permanent instructors are being offered an 
opportunity to relocate if they so desire; however, there has been no 
movement schedule established. Classes in session will continue at DLIE^ 
until they graduate, attenuating the move over the next year. The^moye will 
be conrpleted by 1 Jul 75. Information pertaining to instructors o^ ULli^L 
Kill be transferred to the PLC of the ICIP at DLIWC as the instructors 
transfer to the new location. On 5 Jun 74, the PLO briefed LTC Matt:ie;v T. 
Hendrickson, ConoDandant, DLIEC, providing the Quarterly Progress Brieiing. 
No problems exist at this time and the Commandant expressed his 
satisfaction witii the ICIP. 
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LENIENT CLOUD: (OACSI Approval - 16 Feb 72) 



a. Location: US Army War College CUSAlv'C) , Carlisle Earracks, PA. 

b. Confidential Source Utilization; Three sources used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: The investigation concerning the 
financial activities of the captain reported during the last quarter has 
been completed except for a subject interview. The officer was assigned 
to less sensitive duties on 6 May 74 and will be transferred to Indiantov.n 
Gap Military Reservation in Jul 74. A limited investigation v/as conducted 
on a soldier assigned to Carlisle Barracks for reported use of narcotics. 

e. Operational Status: In addition to the three confidential sources 
used in tiie operation, 35 conventional sources are contacted on a recurring 
basis. Target research provided to the Security Manager, USAJ'/C, was 
sufficient justification for assignment of two full-time Military Police 
sentinels in Root Hall, an aid toward accompiishii-g a completely restricted 
access to the USAWC. Research is continuing on the best ivays of restricting 
movement within Root Hall, to include surveys of ciccti'onic and 
mechanical equipment. Use of such equipncnt and reconfiguration of Root 
Hall is planned for Fiscal Year 1975. l"he PLO assisted in the preparation 
of security directives relative to the USAKC Military Research Program 
(MRP) in which student officers travel to foreign countries to cbta^'i 
information for their thesis. The PLO also coordinated with elenents of 
the 902d HI Group concerning MRP travellers in respect to Arm\' 
Regulation 381-lS. The PLO gave a Quarterly Progress Briefing to MG 
FranJclin M. Davis, Jr., Commandant, USAV.C, on 7 Jun 74. WG Davis indicated 
that he was very enthusiastic with the support received front LENIEXT CLOUD 
and also that he expected the in-coming USAWC Coni~andant, MG De';itt Clinton 
Smith, would be as receptive toward continuation of the ICIP. 
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LENTIL MONKEY: (OACSI Approval 26 Oct 71) 



a- Location: Defense Language Institute West Coast (DLIlfC) , 
Presidio of Monterey, CA. 

b. Confidential Source Utilization: Nine sources were utilized during 



c. Information Obtained Off-Post and/or Reported on Non- Affiliated 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported a 
May 74 incident involving an approach made to Czech language students or, a 
picnic to engage in a pen-pal relationship with residents of Czcchoslovokia. 
Details of this latest incident and previous incidents are being further 
investigated by the 902d MI Group and coordinated with the Federal Bureau 
of Investigation. An instructor in the Polish Language Department was 
visited by his brother, a Polish national, who also attended a picnic 

with students and instructors of the Polish Language Department. Further 
inquiries are underway with other Federal Agencies concerning the visitor. 
Verbal information given to the DLIKC Security Office concerning the 
homosexual activities of a student was used as a partial basis for 
separation action. Sources provided valuable background aXid biographic 
data on DLIWC instructors born in foreign countries which now have 
Communist Governments. This information is used to update target data 
files on instructors who might be potential targets of hostile 
intelligence. 

e. Operational Status: Eleven conventional sources are currently 
used in the ICIP. During the quarter, five confidential sources were 
recruited while four were terminated because of tlicir graduation. Source 
Lead and Development Reports have been prepared on two prospective 
sources and an additional seven new leads are undergoing initial 
investigation. The new recruitment efforts are being directed at Priority 
II Language Departments since present sources are located in Priority 1 
language areas. The ICIP PLO presented the Quarterly Progress Briefing 

on 14 Jun 74 to COL John F. Hook, Commandant, DLIWC, MAJ Richard Erickson, 
Security Officer, DLIiVC, and Mr. James R. Green, Asst Security Officer, 
DLIWC. COL Hook expressed his appreciation for the briefing and stated 
that he believed the Operation was achieving its objectives and had 
improved the security posture of DLIh'C. 
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To obtain approval oE the quarterly ICIP report. 
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1. BACKGROUtiD ; 

a. By memorandum, dated 8 February 1972 C nRANCT TAB R> , the Under Secretary of 
the Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations. 



b. This is the eighth such quarterly report. 

c. The quarterly report of current operations for the quarter ending 31 March 
1974 is at ( ORANGE TAB C) . 

2. DISCUSSION ; 

a. Inclosure 1 to ORANGE TAB A. is a memorandum for the VCSAts signature forward- 
ing the quarterly report to the Under Secretary of the Army. 

b. ORANGE TAB A forwards to the VCSA the memorandum and ICIP Quarterly Report. 

3. RECOMMENDATION ; That the memorandum to the VCSA at O RANGE TAB A be approved and 
signed by the ACSI. 
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DEPARTMENT OF THE ARMY 

OFFICE OF "CHETaSSISTANT CHIEF OF STAFF FOR INTELLIGENCE 



WASHINGTON. D.C. 20310 



REPLY TO BAMl-DOl-S 



26 APR iS/4 



MEMORANDUM FOR; VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1. Reference Under Secretary of the Army meoorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recounnend your approval and signature of the memorandum at Inclo- 
sure 1 which transmits the report required by the cited reference. 



3. Coordination: None required. 



2 incl HAROLD R» AARON 

as Major General, GS 

ACofS for Intelligence 



go APR 1974 

APPROVED - yCSf^ 

••I 

U- MiCHAEL F. a^^GELN'iRL 
' N'ajor, CS 

Assistant Secretary cf 
the Ccuar?.! Sit. .' 
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iPARTMENT OF THE ARMY 

OFFICE OF THE CHIEP^ OF STAFF 
WASHINGTON. 203IO 



30 April 1974 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counter inCelligence Program (ICIP) Operations <U) 




l.^Cfif) Reference is made to memorandtim. Under Secretary of the Army, 
dared 6 February 1972, subject as above. 

2^f^©> The seventeen Internal Counterintelligence Prograta (ICIP) 
Operations reported by memoranduni to you last quarter remain active. 
Three new operations submitted during the quarter covered by this 
report have been reviewed at DA and approved for implementation. The 
list of current operations and narrative summary for the quarter end- 
ing 31 March 1974 are attached. Adjustments to ICIP operations will 
be made in the next quarterly report to conform with Army reorganiza- 
tier 



3. VfTT The primary value of ICIP operations is in their potential 
for early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operations are 
a form of intensified security watchfulness, negative reports in them- 
selves are frequently of value to a commander in planning for security 
requirements of a given installation or activity. 
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EXEMPT FROM CENTRAL DECU^.'^II^FCi'flQil 
SCHEDliLE OF EXECUTIVE ORDER 11812 
EmiPTION CATEGORY I , " 

HEdASSQT O S 31 De cember 1980 




FRED C. WEY/ 
General, Ut^^ed States Army 
Vice Chief of Staff 
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CtlSRENT ICIP OPERATIONS 



LOCATION 



ICIP 
NICKNAME 



COKVENTlCWiO, OONFlDENTliJ 

Date approved sources sources 



Edgevood ATsenttli 

7ort NuAchuctty 
Arlxonii 

Fort Rltchlt, 
Haryland 

Dugway Proving Ground » 
Ut«h 

S«neci Army Depot, 
Ncv York 

Port Bliss, 
Tcx^s 

Sierra Army Depot, 
Kerlong, Ca 

Unwtllld Amy Depot, 
Hennlston, OR 

Telecoo Center, 
Pentagon 

Fort Lewis, 
Washington 

Fort Belvoir, 
Virginia 

Hurry Dlcoaond huh, 
tf*shington, DC 

Fort Koniaouth, 
Hew Jersey 



CANAL IjOOP 
CAKAL ROfE 
CANAinr EFFORT 
CANARY STONE 
CttNlNE PLATE 
C*i.NTlKi. ARCn 
CANVaS Tax 
DiNYON ROSTER 
CENSUS TIME 
CENTAUR Race 
CENT/JJR SilL 
CENTAVO KID 
CENTRAL TAXI 



EXEMPT FROM Gtnui PEO.lssrnCJiTrov 
EXEMPTION CATEGORY ^ 



16 Feb 72 

17 Dec 73 
16 Feb 72 

18 Jul 73 
18 Sep 73 
12 Dec 73 
8 K&r 74 
8 74 
5 Feb 74 

30 Jul 73 
14 Dec 73 
18 Oct 73 
16 Feb 72 
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LOCATION 



OJliKENT ICIP OPEKr.TIONS (cont) 

^(jjp OONVEirriONiJ. confidesti^j 
KICKNi^ DATE APPROVED SOURCES SOUHCES 



Hgpt Sys Spt Agency, 
Pantagon 



CKNTUKY SQUxJ) 3 Oct 73 0 I 



Aberdeen Proving Grounds, GOSDOI^ STAR 16 Feb 72 0 

Pleat inny Argenal, GOiX; SILK 16 Feb 72 U 

Hew Jersey 

Electronics Coniuand, L^DUISS TIh!E 19 Jioi 72 0 

Phllttdelphiu, PA 

Defense Languttge Institute U^m^ MOOD 22 Dec 71 1 

Washington, DC 

Army War College, LEKlENI Cu^UD 16 Feb 72 2 

Carlisle Barr»cks, 

Defense Languace Institute LEOTIL MdWCEY 26 Oct 71 11 

Presidio of Monterey, Ci^ 



TOTALS 20 20 78 26 



* Convenclondl sources are those cm-post sources which are met overtly and froir. which 
Information of a counterintelligence nature is elicited. 




ICIP Narrative Summary 

There were no instances in which information on non-affiliated civilians 
was collected off post. 

Progress in the development of information of counterintelligence value 
is slow. All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
access; however, to date, only 10 of the 20 IClPs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAJNTC has placed increased efforts on the use of conven- 
tional source contact by the Amry counterintelligence units servicing in- 
stallations not employing formal IClPs, This effort may provide indica- 
tions that such ICIP operations are warranted on the posts or installations. 
Eaphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill, Polk, Sam Houston, and HcCIellan. 

Information of counterintelligence value developed during the 1st quarter 
of CY 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse suita- 
bility and weaknesses in security practices. Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign from the Army and similar in- 
formation on a Military Police Investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability information considered of lesser 
significance was reported on 17 other Individuals assigned to the Communica- 
tions Command, Ft. Ritichie, Md. Thirteen of these US Army personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor- 
mation concerning a highly placed employee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft. Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OFLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by OACSI. This action was considered ap- 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan. Operations plans will, .in the future, 
be "fleshed out" by appropriate detailed annexes. This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be implemented. 

The Army reorganizatJion has caused two ICIPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera- 
tions including one pending approval. It is planned that two additional 



ICIP plans will be submitted for approval during the second quarter 1974, 

Supported commanders continue to express their support for the program 
and their satisfaction with the results. The ICIP operations will be 
continued for their original stated purposes. 
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CURREST ICIP OPERATIONS 

ICIP *GONVENTIONAL 
LOCATION NICKNAME DATE APPROVED SOURCES 

Edgewood Arsenal , CANAL LOOP 16 Feb 72 0 

Maryland 

Fort Huachuca, CANAL ROPE 17 Dec 73 0 

Arizona 

Fort Ritchie, CANARY EFFORT 16 Feb 72 18 

Maryland 

Dugway Proving Ground, CANARY STONE 18 Jul 73 0 

Utah 

Seneca Army Depot, CANINE PLATE 18 Sep 73 0 

New York 

Fort Bliss, CANTINA ARCH 12 Dec 73 0 

Texas 

Sierra Army Depot, CANVAS TAX 8 Mar 74 0 

Her long, OA 

Umatilla Army Depot, CANYOT ROSTER 8 Mar 74 0 

Hermiston, OR 

Telecom Center, CENSUS TIME 5 Feb 74 0 

Pentagon 

Fort Lewis, CENTAUR RACE 30 Jul 73 26 

Vashington 

Fort Belvoir, CENTAUR SALE 14 Dec 73 0 

Virginia 

Harry Diamond Lab, CENTAVO KID 18 Oct 73 0 

Washington, DC 

Fort Monmouth, CENTRAL TAXI 16 Feb 72 9 

New Jersey 

ch««ified h7.,.mi-n-^^^—^ ' 2:!^ m-ou-'^.^ 
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CONFIDENTl 
SOURCES 




COmDENTIAL 



CURRENT ICIP OPERATIONS (cont) 



LOCATION 



ICIP 
NICKNAME 



CONVENTIONAL CONFIDENTIA 
DATE APPROVED SOURCES SOURCES 



Mgmt Sys Spt Agency, 
Pentagon 

Aberdeen Proving Grounds, 
Maryland 

Plcatinny Arsenal, 
New Jersey 

Electronics Conimand, 
Philadelphia, PA 

Defense Language Institute 
Washington, DC 

Army War College, 

Carlisle Barracks, PA 



CENTURY SQUAD 



GONDOLA STAR 



GONG SILK 



LANDLESS TIME 



LANYARD MOOD 



LENIENT CLOUD 



Defense Language Institute LENTIL MONKEY 
Presidio of Monterey, CA 



3 Oct 73 
16 Feb 72 
16 7eb 72 
19 Jan 72 
22 Dec 71 
16 Feb 72 
26 Oct 71 



11 



11 



TOTALS 



20 



20 



78 
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* Conventional sources are those on-post sources which are met overtly and from which 
information of a counterintelligence nature is elicited. 



REGRADEO \y^'C\P ^'^'^'^-n 

BY CDF! L-:. u i/PO 
AUTH Para 1-603 DOD 5200.m 



— 



ICIP Narrative Simmary 



There were no instances In which information on non-affiliated civilians 
was collected off post. 

Progress in the development of information of counterintelligence value 
is slow. All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
access; however, to date, only 10 of the 20 ICIPs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAINTC has placed increased efforts on the use of conven- 
tional source contact by the Anny counterintelligence units servicing in- 
stallations not employing formal ICIPs. This effort may provide indica- 
tions that such ICIP operations are warranted on the posts or installations. 
Emphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill, Folk, Sam Houston, and McClellan. 

Information of counterintelligence value developed during the 1st quarter 
of CY 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse sulta- 
bility and weaknesses in security practices* Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign frcm the Anny and similar in- 
formation on a Military Police investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability information considered of lesser 
significance was reported on 17 other individuals assigned to the Conmunica- 
tlons Command, Ft, Ritichie, Md. Thirteen of these US Army personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor- 
mation concerning a highly placed anployee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft* Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OFLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by OACSI. This action was considered ap- 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan. Operations plans will, in the future, 
be "fleshed out" by appropriate detailed annexes. This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be implemented. 

The Army reorganization has caused two ICIPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera- 
'tions including one pending approval. It is planned that two additional 




ICIP plans will be submitted for approval during the second quarter 1974. 

Supported commanders continue to express their support for the program 
and their satisfaction with the results. The ICIP operations will be 
continued for their original stated purposes. 
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SUBJECT: Quarterly Reporting of Internal Co-unterinfcelllgence 
Program (ICIP) Operations (u) 



HQDA (DAMI-DOI-S) Of^ 

WASH DC 20310 ^Vr ,- .^^ '^'^ - 

1. Xn^^Pi'ogress in the ICIP continued dijring the first quarter of 

CY i^h. The accession rate dropped from six requests in the pre'd-ous 
quarter to three for the reported quarter. However, additional requests 
are anticipated during the next reporting psriod. In addition. Installa- 
tion Source Programs are being established at appropriate locations and 
may result in changes to ICIP operations if significant information is 
developed. These operations have been established at Forts Rucker, 
Sheridan^ PoUc, Sill, Sam Houston and McClellan, 

2. ^*f£j Much of the credit for the significant infomation developed 
can be attributed to the increased use of Conventional Sources to 
supplement the coverage provided by Confidential Sources. A large per- 
centage of the sources mentioned as being under assessment in the inclo- 
sures will be initially recruited as Conventional Sources controlled by 
the Project Idaison Officers. When their training has progressed to the 
point -where their reliability is established and their production becomes 
substantial, they can be transferred to confidential status under the 
control of Project Case Officers. This approach is expected to increase 
the quantity and quality of production in established operations, A 
monthly operational status report system was initiated during the quarter 
T^ich will pro'/ide a continuing overview to insure that each operation 

is productive in relation to the manhours and funds expended and is not 
being continued merely for the sake of having an operation on the books. 

3. J(C) Difficulties are being experienced in the implementation of the 
approved operations at Sierra and Umatilla Army Depots. Iheir isolated 
locations require that a Project Liaison Officer be stationed at each. 
Two volunteer CWOs were fo-jind among the assets of the 115th ME Group, but 
OPO disapproved their contemplated assignment because both were nearing 
20 years service and were not to be retained on duty. Emergency requi- 
sitions are at MI Branch, and a candidate for Sierra has been nominated 

Classified by ., 
2.5s EXEMPT FROM GENERAL DUCT =."T!?TCATiON 
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ICDO-OP 

SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (U) 



to arrive o/a 15 June 197^. T3ie status of the Umatilla fill is not 
known. In the meantime, the MI presence is manifested by regular TUi 
visits to each installation. Individual inclosures were therefore 
not prepared on these installations. 



for the last time. 21iese operations are being absorbed into GOMDOIA 
STAR and CENTRAL TAXI as a result t'of Aimy reorganization. In the case 
of CANAL lOOPj administration and management will be simplified. At 
the end of the reporting period, there was a net gain of two for a 
total of 19, operations, including the Electronic Proving Ground, Fort 
Huachuca, which is pending approval. There are two Itnown gains during 
the second qiiairter of CY 7^, not including any operations which will be 
generated as a result of the proposed letter by the CG, US Avm^'- Communi- 
cations Command - COtJUS, T,-jhich is addressed in the CANAEY EFFORT inclosure. 

FOR THE COMMAHDER: 




The inclosures on GAKAL LOOP and LANDLESS TIME are submitted 



18 Incl 



as 



^ Deputy Chief of Staff, Operations 




/ 





-• 7^ 




1. ^64^ CMAL IDOP: (OACSI Approval - l6 Feb 72) 
a. Location: Edgewood. Arsenal, Edgewood, l^D 

"b. Confidential Source Tftilizatlon: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-Affiliated 
Civilians : None 

d. Useful Information Obtained: Sources provided additional leads 



on b6 USAK officer, which vd.ll be utilized in the 

liiflited investigation now underway. 

e. Operational Status: Hiree additionail sources are under assess- 
ment, and emphasis was placed on increasing contact with official sources 
during the reporting period. A study of targets covered under this opera- 
tion was made by the Installation Intelligence Officer, Aberdeen Proving 
Ground, the Chief of Security, Edgewood, and the Project Liaison Officer, 
It was agreed that aJLl current targets have the highest priority under 
the ICIP, A reviewed OPL/VN is being prepared to consolidate the opera- 
tions at Edgewood and. Aberdeen, This will relieve the administrative 
burden of reporting on two separate operations, and is logical since 
the two posts are considered as a single entity. 



ON e y 
BY GDR l?lfj;^i:5;4^9^o l/PO 
AUTK Para 1-803 DOD 5200.1 R 



Classified by , QdLMJM/l^C 

EXEI.TPT FROM GSrCTR.P.L DEC ^ ??IFICATI0N 
SCHEDULE OF EXECUTIVE ORDLii 11652 

EXKI-.IFTIC:; CATEGORY ^^Z. 

DEClASSiFY ON L^^^^UJ/^.^:^- 

Z51 




CANAL ROPE: (OACSI Approval - 1? Dec 73) 



a. Location: Headquarters, US Army Conmninications Command and 
nth Signal Grovrp, Ft Huachiica, AZ 

"b. Confidential Source Utilization: Not applicaTale 

c. Information Obtained Off -post and/or Reported on Hon-af filiated 
Civilians: Wot applicable 

d. Useful Infonaation Obtained: Investigative data on potential 
sources. 

e. Operational Status: Tiie recruitment of two sources in the 11th 
Signal G-p Ciypto Facility, the primary concern of the AGofS, Intelli- 
gence and Securityj will he accomplished upon the receipt of NAC results, 
A so\irce is xinder assessment in the Ccjnmunications-Electronics Engineer- 
ing Installation Agency. COL Vega, the ACofS, IS, is pleased vdth the 
s-upport rendered to date. 
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a. Location: Fort Ritcble, MD 



b. Confidential Source Utilization: Bkiree sources were used 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-af filiated 
Civilians : None 

d. Useful Infonnation Obtained: Adverse suitability information 

was developed on a Military Police investigator and resulted in his 
relief from investigative duties and assignJnent to less sensitive duties. 
A request for an investigation vas forwarded to ySAINTC, Similar infor- 
mation vsls developed on a US Arniy Captain "being considered for sensitive 
duties in the Alternate Joint Communications Center (AJCC). Prior to 
the siibuiEsion of a request for investigation to USAINTC, the officer 
becajne involved with law enforcement agencies and, after counseling^ 
offered to resign tram the Ariny, Information on drug abuse related 
incidents involving 13 US Aiaqy personnel was developed, and passed to the 
ICIP Coordinator. Ihis is a decrease in the number of incidents from 
the previous q-jtarter, and the Post Commander and ICIP Coordinator credit 
the ICIP operation and increased liaison between the Inject Liaison 
Officer and the Provost Marshal with contributing to the decrease. 
The CG and c/S of U3 Array Communications Command-CONUS were also given 
an ICIP briefing during the period. BG Redman advised that he had been 
made a-^are of the achievements of the ICIP at ?ort Ritchie and was 
planning to request coverage of sensitive installations within his 
command. Additional details are contained in the attached Quarterly 
Progress Report (AKMEX A). 



e. Operational Status: In addition to the Confidential Sources, 
contact was maintained with 18 casual and nine liaison so'jrces during 
the period. The favorable attit\ide of the Commander and the ICIP 
Coordinator are reflected in attachment. 



1 Incl 
as 
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QUARTERLY PROGRESS REPORT NUMBER 2 



Period January 1974 thru March 1974 



II 



l■^AR^aNG notice: sensitive sources AMD METHODS INVOLVED" 



SUBJECT: Operation CANARY EFFORT (U) 
lllW^ CIRCUMSTANCES: 




a. On 25 February 1974, the US Army Intel! ioence Corranand (I'SAI.NTC) 
Internal Counterintellicience Proaram (ICIP) Briefinq was presented to 

BG Albert Redman, Jr., Connander, US Army Cormunications Conmand - CONUS 
and Mr. Kenneth L. Alexander, OAC, GS-14, Chief of Staff, US Amy 
Cormunications Command - CO'IUS, Fort Ritchie. The aforementioned brief- 
ino,» presented by the Pro.iect Liaison *^fficer (PLO), Operation CAfJARY 
EFFORT, was enthusiastically received by Rednan and Mr. Alexander. 
Both Redman and Mr. Alexander were knowledqeable that an ICIP v.'as 
in effect at Fort Fl^itchie and indicated that the ICIP had received 
many laudable coriments, EG Redman indicated a desire to have the 
ICIP proqrarn expanded to include sensitive installations within his 
conmand. The follovnng personnel were in attendance at the aforenentioned 
briefing: 

BG Albert Redman, Jr., Commander, US Army Conimuni cations 
Command - CONUS, Fort Ritchie. 

Mr. Kenneth I, Alexander, OAC, GS-14, Chief of Staff, US Army 
Conmuni cations Comroand - CONUS, Fort Ritchie. 

Mr. Joseph J. Carroll, OAC, GS-14, Assistant Chief of Staff, 
Intel! iaence and Security, US Army Conmuni cations Command - COfiUS and 
Headquarters, Fort Ritchie. 

MAJ Robert L. Brooks, MI, Commander, Fort Ritchie Field Office, 
109th Military Intelligence Group, Fort Ritchie, 

b. A formal briefinq, per se, was not presented durino the 
reporting period of 15 October 1973 to 15 December 1973. The Quarterly 
Progress Briefinq presented on 29 March 1974, included the aforenentioned 
oeriod as well as the period of January 1974 thru March 197^^. The 
Quarterly Progress Briefinq v/as presented on 29 March 1974 at the 
request of COL Janes A. Manninn, CcmTtander, Fort Ritchie, as CHI. Manninn 
felt the briefinq should be presented at the end of the reportinn period 




29 March 1974 



as ooposed to 15 March 1974, as stipulated by existinq USAINTC 
renulations. Althouah the formal briefing was presented on 29 March 
1974, continual/constant liaison v/as maintained with appropriate 
individuals briefed on the ICIP prior to the formal briefing. The 
fol lowing briefed personnel were present on 29 March 1974, at which time 
the Quarterly Progress Briefino was presented: 



Ritchie. 



COL James A. Manning, b6 



Armor, Coimnander, Fort 



COL Harold G. de Moya, 
Fort Ritchie. 



b6 



Infantry, Deputy Cormander, 



LTC Arlyn R. Madsen J b6 



Signal Corps, Hi rector. 



Telecommunications Directorate, Fort Ritchie. 

Mr. Joseph J. Carroll, DAC, GS-14, Assistant Chief of Staff, 
Intelligence and Security, US Amy Connuni cations Conmand - CONUS and 
l^eadquarters. Fort Ritchie. Mr. Carroll is the ICIP Coordinator, 
Operation CANARY EFFORT. 



RECAPITULATIOM OF OPERATIOMAl PROGRESS DURIMG THE PERIOD ; 

/ 



a. Dyring reporting period, Spotting and Assessment for 
Confidential Sources with placement and access continued. 

b. Daily liaison was maintained with the Assistant Chief of 
Staff, Intelligence and Security, US Army Communications Command - 
CONUS and Headquarters, Fort Ritchie and/or a briefed member of 
the aforementioned office. 

c. Periodic, if Jiot daily, liaison v/as maintained with 
16 individuals assigned key positions within the Fort Ritchie 
military community. Aforementioned individuals, considered 
Casual/Official Source s .include the Director, Telecommunications 
Directorate, the Provost Marshal, Military Police Investigations, 
Company Commanders, and other appropriate personnel. 

d. Periodic/continual liaison was maintained with appropriate 
federal, state and local agencies. 

e. During reportinn period a total of 31 Agent Reports visre 
submitted concerning 19 individuals assigned to Fort Ritchie occupying 
either sensitive positions and/or hnvina security clearances. The 
aforementioned Agent Reports forvmrded adverse suitability 
information. 
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f. On 4 January 1974, a draft letter was prepared for the 
Assistant Chief of Staff, Intel! inence and Security, US Army 
Communications Comtnand - CO-NUS and Headquarters, Fort Ritchie, to 
be used by the aforementioned individual /office in requestinti 
exDansion of the ICIP v/ithin the US Amy Communications Copniand - 
CONUS. The aforementioned letter (draft) was well received and 
approoriate staffing was initiated. On 26 March 1974, COL Antonio 
Veaa, GS, Assistant Chief of Staff, Intelligence and Security, 

US Arny Communications Cormand, Fort Huachuca, Ari2ona, discussed 
proposed ICIP expansion with Mr. Carroll and indicated strona 
interest in the proposal. COL Vega reportedly infomed Mr, Carroll 
that the letter from Fort Ritchie would be enthusiastically 
received at Fort Huachuca and that COL Vena vrould recommend that 
the request for ICIP expansion be aoproved and forwarded, in the 
form of a formal request, to the Office of the /^^ssistant Chief of Staff 
for Intelligence, Department of the Army. Mr. Carroll indicated to 
undersigned PLO that the aforementioned letter v;ould leave Fort 
Ritchie 'by 8 April 1974. 

g. Upon termination of the Quarterly Proqress Briefinq, 29 
f-'arch 1974, COL Hanninq and Mr. Carroll expressed their appreciation 

and enthusiasm for the ICIP at Fort Ritchie. Continents for accomplishments 
rendered durinq the^ reporting period were laudatory, to say the least. 
COL ,'lanninq indicated his desire to continue the ICIP at Fort 
Ritchie as he believed it's contribution toward enhancinq the 
security posture of Fort Ritchie and the Alternate Joint Communications 
Center (AJCC) was invaluable. Both COL Manninn and Mr. Carroll desired 
that the existinq ICIP at Fort Ritchie continue "uninterrupted" despite 
any reorqanizational chanqes anticipated by I'SAriTC. Mr. Carroll 
stated that he did not desire to see any personnel channes in as far as 
the PLO was concerned as he v/as "imRensily satisfied" with the 
present PLO both professionally and personally. Mr. Carroll added, 
that for the first ti^e since his assiqnnent to Fort Ritchie in 
1971, he was totally satisfied with the ICIP in it's entirety. 

h. COL Mannino "and Mr. Carroll further exnressed their appreciation 
of SAEDA brief inqs presented to a total of 583 personnel, both military 
and civilian, on 28 March 1974, by the PLO. 

3. SIGrilFICANT COUNTERI'ITELLIGENCE iriFORMATIOM DEVELOPEn : 

a. As previously stated, a total of 31 Aqent Reports (DA Form 341) 
were submitted concerninq 19 individuals, US Army personnel, assiqned to 
the US Army Communications Command - CONUS and For.t 'Htchie. Afore- 
mentioned Aqent Reports, submitted by the PLO, fon^arded adverse 
suitability information. Of the aforementioned 31 Agent Reports, a total 
of 15 Agent Reports vjere submitted concerning 13 US Army personnel 
involved in druq abuse related incidents. A total of 17 Agent Reports 
concerninq five US Army personnel were submitted in reuard to adverse 
suitability information. ' 262 
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b. On 4 February 1974, PLO was notified of an aliened threat 

on the life of the Cormander, 572d Military Police Co^^nany (Security), 
Fort Ritchie. The threat, in forn of an aliened 510,000 "contract", 
was allenedly sponsored hy either He Mau Mau or the Clack Liberation 
Army. Contact v/as effected with appropriate military and civilian 
aaencies and reported infornation v/as fonvarded in form of a Spot 
Report as v;ell as a follow-up Agent Reoort. Both COL Manninq and 
Mr. Carroll expressed appreciation for the timely and effective manner 
in which the aforementioned incident was handled by the PLO. 

c. In yet another case, adverse suitability information v;as 

surfaced concerninq a former Military Police Investinator assiqned 
to Fort Ritchie. The aforementioned individual was relieved of MPI 
duties and assiqned less sensitive duties. Adverse suitability 
information was qleaned fron official records and Official Sources 
and broupht to the attention of Mr. Carroll. Ilr. Carroll, in turn, 
requested an investigation of the individual fron USAI?frc. 

d. In still another instance, adverse suitability information 
v/as surfaced concerninq a US Amy Captain who v/as beinn considered 
for a sensitive position both at Fort Ritchie and the AJCC. Adverse 
suitability inforriation v-/as qleaned from official records and 
Official Sources an^ brounht to the attention of both COL Manninq 
and Mr. Carroll. Prior to an investioation being requested by 

Mr. Carroll, the individual concerned again became involved with 
la.w enforcement aqencics and, after counsel lino by COL Manning, 
offered to res i an from the US Amy. The aforementioned incident 
was particularly delicate as the individual concerned was a graduate 
of the US f'lilitary Academy and possessed a distinquished combat 
record in the Republic of Vietnam. COL Manninn and Mr. Carroll both 
expressed conplete satisfaction in the manner in vihich the PLC 
brouqht the adverse suitability infomation to their attention and 
concurred with PLO in recomnendations offered. 

e. While dnia abuse, per se, is not within the investioative 
purview of IISAIIITC, the issue does involve suitability of the 
individuals concerned to hold security clearances and occupy 
sensitive positions. Upon recient of adverse information, immediate 
action was taken to notify the ICIP Coordinator, Ooeration CAJtARY 
EFFORT, Mr. Joseph J. Carroll; the Conmander, Fort Ritchie; and the 
nirector, Telecomunications Directorate, if applicable. In addition 
to the aforementioned, action was taken to disseminate in^onnation, 
criminal in nature, to the appropriate military and civilian 
authorities. COL Manninq and Mr. Carroll both expressed satisfaction 

in the decrease of druq abuse related incidents durina reportinq period and 
voiced belief that the marked decrease was laroely due to the enhanced 
liaison between the PLO and the Office of the Provost .Marshal. 
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f. Information concernina both military and civilian nersonnel 
assianed to MS Army Comnuni cations Connand - COVUS and Fort Ritchie, 
and on whom Aoent Reports have been submitted, by both the PLO and 
Proiect Case Officer (PCO), are duly reflected in Monthly Status 
Reports (MSR) for the nonths of February and "arch 197^, Paragraphs 
2.e. and 3. a. of this reoort contain statistics concerninn Aoents 
Reports submitted only by the PLO. • 

q. Covert Sources within the CANARY EFFORT taraet area continue 
to report adverse suitability in-^^omation concernino both US Army and 
Pepartment of the Army personnel assigned to Fort Ritchie and the 



a. It is stronoly reconmenr^ed that, in the event personnel 
chanqes are anticipated in the forthcoming reorqani zation , appropriate 
and responsible USAIfiTC personnel effect contact v/ith COL Manning and/or 
Mr. Carroll prior to initiatinc such chances. If nochino else, the 
aforementioned recomnended action should be accomplished as a "natter 

of courtesy". 

b. PLO and PCO continue to enjoy an excellent professional and 
personal v/orkinq r^Utionship. PLO and PCO indeed work and function as 
a team. PLO continues to enjoy an excellent professional and personal 
working relationship with his counterparts, liaison contacts, and Casual/ 
Official Sources. 

c. It is envisioned that, once the Fort Ritchie Field Office increases 
it's personnel strenqth, and once the ad^ninistrative requirements levied on 
the PLO either diminish or stabilize, the PLO will become incrcasinqly 
effective/productive and be oermitted to support the supoorted comnander 

in the manner intented' by the ICIP, i. e. in the "true spirit" of the 
prooram. The ultimate coal of the ICIP and, hence, the PLO, is to afford 
the t^ommander. Fort Ritchie, with coveraqe desired, i. e. , enhancement of 
the security posture of Fort Ritchie and the AJfC by means not locally 
available the Commander. ^ _ 





GARY L. PEISEN 
CW4, USA 

Project Liaison Officer 






CAMRY STOKE: (0AC3I Approval - l8 Jul 73) 



a. Location: Dugvmy Proving Ground., UT 

Id, Confidential Source Utilization: Rot applicable 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on potential 
sources, 

e. Operational Status: Deseret Test Center, the original organi- 
zation, has been disestablished and the functions assumed by Dugway, 
necessitating a realignment of targets. The Project Liaison Officer 
has established excellent liaison with the Coimander and Secujrity 
Officer, As of the end of the reporting peidod, 12 potential so\u:ces 
vith proper placement -rfere under assessment. Production is expected 
during the next q^uarter. 



k 
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CMHiE PLATE: (OACSI Approval - l3 Sep 73) 
a. Location: Seneca Airoy Depot, RomnLus, NY 
"b. Confidential Source Utilization: Hot applicable 

4 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : Kone 

d. Useful Infoiioation Obtained: Limited investigative data on 
prospective sources. 

e. Operational Status: This operation has "been developing slowly 
at the specific desires of the coaimander. He has directed that no on- 
post record or file checks he conducted on potential sources for fear 
that they or the operation will be cojapracjisei. However, he has 
suggested that ajiy prospective source approached who is in doubt of the 
Project Liaison Officer's hona fides be instructed to telephone him 
privately. Four potential soiarces have been identified and subjected 

to police and FBI checks, and will be recruited when favorable assessment 
is concluded. 
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CAHTINA ARCK: (OACSI Approval - 12 Dec 73) 



a. Location: US Anny Air Defense Center and Ft Bliss, TX 

b. Confidential Soiarce Utilization: Not applicable 

c. Infonnation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on potential 
sources . 

e. Operational Status: Complete cooperation is being received from 
the DSEC, who is the ICIP Coordinator. Two sources are ready for recruit- 
ment and five are under assessment. Two were assessed and rejected be- 
cause of suitability information developed. Production can be expected 
during the second quarter of CY 7^. The DSEC is being kep' abreast of 
develojgments and is satisfied with the progress to date. 



REGnADEDUW0LASS5FlB) 
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CENSUS TIME: (OACSI Approval - 5 Yeb 7h) 



a. Location: Pentagon Telecommunications Center 
t. Confidential Source Utilization: Not applicable 

c. Infomation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Infonnation Obtained: Investigative data on pix)spective 
sources. 

e* Operational Status: This operation has not been completely 
implemented due to the lack of recruited sources. Two are owcreatly 
under assessment and, if acceptable or amenable to recruitment, should 
begin to provide information during the ccaning quarter. The Director 
and his security officials continue to be completely cooperative and 
appreciative of the development of the operation. 




BY CDR USAINSCOM F01/PO 
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CENTAUR RACE: (OACSI Approml - 30 Jul 73) 

a. Location: Ninth Infantry Division and Fort Lewis, WA 

b. Confidential Source Utilization: None 

c. Infoimation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Hone 

o--. i;.-.:.--!/" 

d« Useful Information Obtained : A co nventional source reported 
activity lay the wife of SVk | b6 Icourtmaarfcialed on 17 Jan 7h 



for illegal distribution of literature on post, (Agent Report attached 
at ANNEX A.) There were two instances of distribution of such litera- 
ture on the post during the period reported on. The FBI continues to 
provide information on military personnel who engage in anti-;aiilitary 
activity off -post. 



e. Operational Status: | b6 [ transferred to Leavenworth and then 
released from confinement and the service during the period, is allegedly 
returning to or already in TacoRia, WA, He is expected to continue his 
anti-adlitary activ ities, hut the FBI is in a position to provide continu- 



ing coverage. Both b6 and | b6 | are expected to assist I b6 ~| in his 
activities. Security officials at Fort Lewis indicate that this Kiinor 
activity has no apparent affect on troop morale or efficiency. This is 
confirmed by contacts with 26 conventional sources during the period. 
Eighteen additional individuals are under assessment for use as either 
confidential or conventional sources. The civilian deputy to the G2 
advised the CI Div, DCSI, POESCOM, that he was pleased with wJiat was being 
provided. 
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1. ^WM{ of SUHEO 0« TfTlE Of INCIOfW 

MITl-MILI T/iE Y/DI SSIDOIT ACTinTIES 
CoT,ipany A, 3/ 39th Inf , 9th Inf Div 
Fort Lewis, V-'ashiugton 


31 JanxiGry 157h 


J. COnTIOI STMlOl 01 rHE r4Ui«*H 



4, (EKMir or rMbwos 



(CASUAL source) On % Januaiy 1971, PFC | b6 

Company A, 3/39th Infantry, 9th Infantry Division, Fort Levels, Wacbo-ngton, 
was interviewed by the undersigned, at the Fort LevrLs Field Office, 115th 
Military Intellipence Group, Fort Lewis, regarding SUBJECT, and stated 
substantially as follows: 



Two of b6 



]»5 friends, PVT 



b6 



and PFC b6 



b6 I, both members of the 3/39th Infantry, collected approximate! 75.00 



frsSEL Source ' s platoon on 31 Januarj- 197li. The money was collected for 



Jb6_Js wife, A substantial number of persons in Conpany A, 3/ 39th I nfantry 
are highly disgruntled with the US Ai-ray for the stiff sentence | b6 | received 
as a result of his recent court-martial at Fort Lewis, 



AGENT'S NOTES: 



b6 



a former member of Company A, 3/39th 

Infantry, Fort Lewis, was given a Special Court-Kartial on l6 January 1971, 
for the unauthorized distribution of literature at Fort Lewis, V^ashinfton, 



-rr.; 





i. TYPED NAMf AND OtGANUATION Ot VIOM. ACt^.•I 

ROBffiT T. JDcKIkS, ll5th Nl Gp (LB) 
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CENTAUR SAIE: .(OACSI Approval - ih Dec 73) 



a. Location: US Army Mobility Equiianent Research and Developnent 

Center, Ft Belvoir, VA 

b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable 



d. Useful Information Obtained: SSG | b6 ^ Jiientioned 

in the previous report, went AWOL and was dropped from the rolls as a 
deserter. He was not reported as a Knowledgeable AWOL. A contractor 
employee was caught taking unauthorized photographs on post, Sxar'ina- 
tion of the developed photos indicated nothing of security interest, 
and MBRDC authorities plan no fui-ther action. 

e. Operational Status: The relationship with MERDC security 
officials continues to be excellent. The Project Liaison Officer (PLO) 
has been hatirpered by having to function in the saioe capacity at Harry 
Diatnond Laboratories (HDL), However, he has identified 10 prospective 
sources and appropriate checks are being conducted, A separate PLO will 
be assigned to HDL and will allow the CEKTAUR SALE PLO to function 
full-time. 
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CENTAVO KLD: (OACSI Approval - 18 Oct 73) 



a. Location; Haa:ry Diaaiond Laboratories, Washington, DC 

b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off -post and/or Reported on Non-e^f filiated 
Civilians: Not applicable 

d« Useful Infonnation Obtained: Agent Reports on an Israeli -bom 
employee which satisfy requirements in a USAI3STC program concerning 
extremist threats against the Army, 

e. Operational Status: This operation has been somewhat hampered 
by the reluctance of the Security Officer to cooperate with the Project 
Liaison Officer (PLO), The PLO has been also required to function in 
that capacity for CENTAUR SALE. A separate PLO for CENTAVO KID has been 
assigned and doctmented with a secwcity badge. By working with the more 
receptive Assistant Security Officer, wtio is expected to take over from 
his chief when the latter retires this year, it is hoped that progress 
will be made. The staff in the Personnel Office cooperate fully, so that 
identification and selection of potential soin-ces should begin shortly-. 




^SSRADEDUNCUSSJRED 
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CENTRAL TAXI; (OACSI Approval - l6 Feb 72) 

a. Location: Headqmrters , US Army Electronics Ccanmand, 
Ft Monmouth, HJ 




b. Confidential Sotirce Utilization: One additional source was 
recruited, bringing the total utilized to foxir. 

c. Information Obtained Off -post and/or Reported on Kon-affiliated 
Civilians: Hone, 

d. Useftil Information Obtained: 

(1) A civilian employee continues to drink to excess; the matter 
will be discussed iriLth his supervisor by the ICIP Coordinator. 

(2) Another eantployee is in contact with foreign export companies, 
but the fact that so:ne are in the So-v-iet Bloc has heretofore been un^oio-vm 
to ECOM officials. The coordinator has asked that sources be tasked to 
provide additional details, 

(3) A civilian guard detailed to control access to a sensitive area 
has been absent from his post, allovang personnel to come and go with 
identification not checked. He has been transferred to other duties, 

(k) A GS 15 scientist discussed SECRET information in a GSA cafe- 
teria while on TDZ, He will be counseled on proper security procedures, 
since he will soon host a visiting Japanese student and may inadvertently 
release unauthorized information, (See ANKEX A) 

e. Operational Status: In addition to the confidential sources 
listed above, nine conventional sources were used during the period, 

two of whom contributed Infonnation on the guard and the talkative scien- 
tist. ECOM staff members continue to express appreciation for the infor- 
mation stirfaced by the operation. LTC Richard 0. Aamot, Chief j. Security 
Office, and ICIP Coordinator, has announced his intention of e>qpressing 
in writing his appreciation to personnel involved in the ICIP for their 
contributions to the security of ECOM, Additional details are contained 
in attached Quarterly Progress Report, 




as 
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,I5^RTMENT OF THE ARM\ 

FORT MONMOUTH FIELD OFFICE 

1C0TH MrurrARY intelligence group 

p. O. BOX 176. EATONTOWN, NEW JERSEY 0772-4 

QUARTERLI PROGRESS HISPOET IfJI-ffiER 16 

Period: 10 Decenber 1973 to 1 March ISJk 

VARIIITIG KCa:iCE: SERSITIV3 SOURCES AOT) METHODS II^VOLVED .* ? 

SUBJECT: CEIfTRAL TAXI (U) 

1, (U) CIR-C^ff-aTAHCES : 

On h l-'iarch 191^ > Quarterly Progress Report Number l6 was presented orally 
to ITC Richard 0. Aamot, Chief, Security Office, US Array Electronics toaiEsand 
(ECOM), Fort, Monmouth, New Jersey, in liTC Aamot's office; no others were pre- 
sent. 




RSCAPrrULATION OF OPERATIONAL PROGRESS DUREJG THE PERIOD: 



a. The prospective confidential source mentioned in Quarterly Progress. Re- 
port Number 15 (lC-B-075) was recruited by the PCD on 10 January 197^. (See 
ca-OOl-109-MON, Subject: IC-B-075, dated l6 January 197^)- 

b. The nsLEK of the program has been changed from the Counterintelligence 
Screening Program (CISP) the Internal Counterintelligence Program (ICIP). 

c . Emphasis continues on spotting, assessing and recruiting conventional 
sources. During the reporting period, the PLO recruited six additional con- 
ventional sources. A total of nine conventional sources have been rec:puited 
since November 1973 » when the new conventional source program was implemen- 
ted. The PLO is in the process of spotting and assessing four nev conven- 
tional sources. 

d. The PLO has been alerted by DA that he will be transferred to USAREUR, 
Hopefully, a new PLO will be on station prior to the undersigned's departure. 



SIGNIFICWiT COUI'JTERIl.TELLIGEIJCE MFOHMATION DEVELOPED: 

a. On 9 January 197^^ it was reported that Sherman Ray SHIELDS (see Quar- 
terly Progress Report Number 15) continued to consuiiie alcoholic bevertiges to 
excess. (CR-Oll-109-MON, Subject: IC-B-072, dated 15 January I97I1). 



b. On 9 Janu ary 197*^^ it was reported that | b6~ 1 DAC, GS 



12, I b6 I Electronics Devices Branch, Components Section, Production 



Encineerins Division, Directorate of Research, Development and Engineering, 
ECOM, Fort Monmouth, Nev Jersey, was involved in foreign business transactions, 
to include transactions emanating from Soviet Bloc countries. (CR-011-'109- 
-MON, Subject: IC-B-072, dated i5 January 197^)- Subsequent investigation re- 



,^^iCV>S-•f^^^ . ^T-c ■■■.Cl>^ U^v^lKJrc 



t' -lyicATlO?, 

1 ' 1' . . . ' ... 




' ■ '|-'rni i '• "i i"" r-:n,:.-.:.-Li C-.^-Ajt 
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vealed that I b6 | had indicated on HIS latest Stateni-ent of Personal History 
that BE was involved in foreign business transaetions,, but failed to note 
HIS dealings with Soviet Bloc countries. Noteworthy is the fact that HIS 
mother^ father and spouse were all bom in Poland. 

c. Oil 1 March 19 7^, Inforoatio n was received that John Rajidolph LICKER- 
SON, Sr.^ DAC, GS-U, | b6 ~\ a. US Govemnient Security Guard employed by 



ECOM was not carrying out HIS duties in a proper manner. DICKERSON had been 
observed for over a two-year period at HIS normal post at the entrance/exits 
to tne Hexagon cafeteria. During this period, DICKERSON, who was supposed to 
be checking personnel for proper identification and clearance, was seen sleep- 
ing, wiping tables, working in the kitchen and operating the cafeteria cash 
register. (Agent Reports prepared by Jerome A- Britton, 109th HI Group, re- 
garding DICKERSON, dated 1 March 197^0 



d. On 1 March 1974, i nforcatlon was received that I b6 



DAC, GS"15, | b6 Chief, Laser Technical Area, Combat Surveillance & 



TajTget Acquisition Laboratory (CSTA), ECOM, Fort Monmouth, New Jersey, had 
taken a TDY trip to the Washing ton, D.C. area during the past 30 days. While 
in the Washington area. I b6 | accompanied by several others, went to an AMC 
cafeteria and began discussing sensitive SE(I^ information. It is unknown 



if uncleared personnel were able to listen tc | b6 f s conversation. (Agent 



ReD orts pr epared by Special Agent Jerome A. Britton, 109th MI Group, regaird- 



ing 



b6 [ dated 1 March J.97^). 



e. Inforcation regarding ! b6 [ (see Quarterly Progress Re- 

port Kunber 15) was passed to the Fort Monmouth Resident Agency, USACIDC, for 
possible exploitation. 



CO:>g-ISHTS. REKARKS AND R5CCg>2^NDATI0H3 ; 



a. Reference paragraphs 2a and 2c above: I3?C Aamot expressed deep satis- 
faction with CSTiTRAL TAXI's progress, and urged that personnel involved in 
the program continue their aggressiveness. 

b. Reference paragraph 3a above: ETC Aamot will talk to STIIELDS' super- 
visor. 

c. Referen ce para graph Jb above: UTC Aamot requested additional Informa- 



tion regardinp. l b6 |as it is developed. Aaiaot already has briefed the ECOJ-I 
Chief of Staff on | b6 | and would be most appreciative if we can surface add- 
itional details. 

d. Reference paragraph 3c above: LTC Aamot advised the PLO that DICICERSOH 
will be relieved from HIS pest and transferred to another position with de- 
creased responsibilities. 



BVCDRUSWNSC 
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-e. Reference paragraph 3d above; ETC Aasi ot. contacted the Director of the 
CSIA I^-boratory and infortoed him that b6 had been overheard discusjsing SE- 
CRET inforaation In an unauthorized area. Aaroot will confront | b6 j vith the 
saice inforr^ation, without "being specific so as not to compromise our source. 
The v^-^ent Repo rt on| b6 t :ould be of more importance than superficially in- 
dicated because 



b6 



J is sponsoring a Japanese e xchange scientist who only is 

cJ.eared for access to QOltPlDEiTIlAL material, and | b6 | ls capable of inadver- 



tentlv passing SECRET data to the Japanese scientist- The verbal coimseling 



by Aanot sho uld neg ate such an eventuality emd result in increased security 
' Js part. 



awareness on 



b6 



b6 



f. Reference paragraphs 2c aad 3c and 3d above: The Agent Reports 0.1 
and DICKERSOK were especially significant because they reprssent the 



b6 



first reporting by conventional sources since implementation of the conven- 
tional source program In November 1973* This data was obtained on just the 
second ccnta ct with the sources and indicates a very promising future for 
the overall progran. 



g. CEKTRAL TAXI target coverage is presently as follows: 

(1) Research, Development and Engineering Directorate : Confidential 
Sources IC-B-O72 and IC-B-O73. 

(2) Directorate of Product Assurance: Confidential Source IC-B-07l^. 



(3) Maintenance Directorate: Conventional Sources 



b7(d) 



and rb7(d) 



{h) Corabat Surveillance and Target A cquisition laboratory; Ccnfiden- 



tlal Source lC-B-075 and Conventional Source | b7(d) 



(5) Electronics Technology and Devices Laboratory: Conventional Source 



b7(d) 



and 



b7(d) 



(6) Electronic Warfare Laboratory: Conventional Sources b7(d) 



b7(d) 



(7) R eseajch and Development Technical Support Activity: Conventional 

Source | b7(d) 



(8) Directorate of l-ianageinent Inf onsation Systems : Confidential Source 
IC-B-058, upon his transfer from ECOM/Philadelphla to Fort Monaouth. 

(9) Co nniunicat ions /Automatic Data Processing Laboratory: Conventional 
Source! b7(d) 



h. Future plans relative to new target areas are to recruit sources in 
the f ollovlng; ECOM activities vhich are presently void of source coverage : 
Avionics Laboratory; Directorate of Procureioent and Productionj Directorate 
of vateriel Kanagesent, upon Its relocation from Philadelphia to Fort Kon- 
Eouth; Gomptrollerj and Directorate of Plans, Training and Force Develop- 
nent . 

i. A total of 11 CEISTRAL TfiXl /kgent Reports, consisting cf 19 leads were 
preijared by the PCO and PLO during the reporting period. 



/ JER02-E A. BRITTON 
/ CW3, USA 

PLO, CEjrrRAJ. TAXI 
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^^^GfT CENTUEY SQUAD: (OACSI Approval - 3 Oct 73) 

a. Location: US Anny Management Systems Support Agency, The 
Pentagon 



b. Confidential Source Utilization: One source was recruited 
during the period, 

c. Infoimation Obtained Off -post and/or Reported on Kon-iaif filiated 
Civilians : Hone 

d. Useful Infonnation Obtained: None 

e. Operational Status: The source is sti3J. in the traiirLng 
phase, but can be expected to begin satisfjring EEI during the next 
reporting period. Twenty-one prospective sources have been s'ibjected 
to file reviews, lACs, NACs and assessment, and can be activated as 
required. The Director and the Secuilty Manager continue to provide 
the cooperation necessary in the develojanent of this operation. During 
the quarterly briefing, the Director stated that sensitive in:rormation 
discussed in his office was becoming common Imowledge within the agency 
and felt that this information was either released by someone without 
authorization or that his office was technically monitored. He requested 
that a technical inspection of his office be provided, and was assured 
that an inspection would be conducted in the near future, A complete 
inspection was completed on 5 Apr 7^ with negative results. 





lS£4p- GONDOLA STAK: (OACSI Approval - 17 Feb 72) 
a. Location: Aberdeen Proving Ground, MD 




Confidential Soiirce Utilization: Two sources were used 



during tbe reporting period. 

c. Information Obtained Off -post and/or Eeported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Investigative data on potential 
sources, 

e. Operational Status: A review of installation targets indicates 
that the highest priority should be given the Ballistics Research 
Laboratoiy (BRL), One of the above sources is assigned to BRL, and 
three conventional sources are now under assessment to expand the cover- 
age. Two additional conventional sources are under assessment in other 
target activities. The Project Liaison Officer has been assisting in 
preparation of the Sensitive Activiiy Vulnerability Estimate (SAVE) at 
Aberdeen since February. This has given him an opportunity to make 
additional useful contacts and identify areas such as BRL which need 
additional source coverage. 







GONG SILK: (OACSI Approval - l6 Feb 72) 



/a. Location: Picatiimy Arsenal, Dover, NJ 

h. Confidential Soxxrce Utilization: One source was temdnated 
during the period, leaving a total of tvro, 

c. Information Obtained Off -post and/or Heported on Kon-aJFfiliated 
Civilians : None 

d. Useful Infoitnation Obtained: As a result of information provided 
by a source, the Commander and Security Officer were made aware of ex- 
cessive absenteeism by a GS 11 Engineer, The eiaployee's abserLce and 
irrational behavior were known to the Civilian Personnel Office but not 
staffed. As a result, procedures have been changed so that such informa- 
tion will be reported to the Security Officer, Another engineer, a GS 
12, allegedly takes bets from fellow employees in excess of $100 and 
"lays them off" with unidentified individuals off -post. Another engineer, 
a GS 11, is offering pbcxtographic equipment for sale to fellow einployees 

at about 60^ of cost, most of it admittedly "hot," "Qiis infoimation, 
which could conceivably be exploited by HOIS came to the source as a 
target of opportunity. The ICIP Coordinator has requested further infor- 
mation be developed before requests for investigation are submitted to 
USAINTC, 

e. Operational Status: Eleven of the 12 potential conventional 

sources mentioned in the previous quarterly report have been contacted, 
and 10 were amenable to recruitment. The llth was agreeable, but did 
not consider that he had the proper placement. He identified the build- 
ing in his directorate which was the location of the most sensitive 
activities, and recommended two individuals as possible soixrces. He 
has been briefed on the necessity of remaining silent about the operation. 
The Project Liaison Officer has been requested to assist in future SAEM 
lectures, and expects to acquire additional potential sources from among 
the "waUt-ins" who normally surface after such lectures. The Comraander 
has taken an interest in the operation and requested the expanded coverage 
which will be provided by the use of conventional sources. Termination 
of the Eoiirce was necessitated because of a RTF ■vdiich reduced him from a 
GS 11 to a GS 7, affecting his production as a source. He was also 
transferred to a less sensitive area, ending his placement. 





15.vy(W''LAI«)I£SS TIME: (OACSI Approval - I9 Jan 72) 

/a. Location: Philadelphia Facility, US Amry Electronics Command 

b. Confidential Source Utilization; One source was contacted 
diiring the reporting period. 

c. Information Ohtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Ncaie. 

e. Operational Status: The source was met in Rew Jersey and stated 
that he was- to he officially transferred to Ft MbnrDOuth on 11 Mar, 

From a practical standpoint, this signifies the demise of lATCDLESS TI1>1E, 
A revised CENTRAL TAXI OPLAW will include -tiie ftinctions transferred from 
Hiiladelphia to Ft Monmouth, and will identify -Hie Management Informa- 
tion Services Branch, to which this source is assigned, as a target 
area. This source will he carried during the next reporting period 
under CENTRAL TAXI, 



Clcrrifi^d by i£dL..M^/?./^^C. 
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lAKYARD MOOD: (OACSI Approval - 22 Dec 7I) 



Location: Defense Language Institutej East Coast Branch 
Anacostia Na^/al Annex, Washington, DC 



b. Confidential Sottrce Utilization; Nonej coverage is provided 
"by conventional sources, 

c« Information Obtained, Off -post and/or Keported on Kon-af filiated 
Civilians : None 

d. Useful Information Obtained: Agent Reports on eight Arabian 
instructors which satisfies requirements of a USAIHTC program concerning 
extremist threats against the Array, 

e. Operational Status: During the reporting period, vord was 
received that the headquarters and school would begin a move to the 
Presidio of Monterey, CA, after 1 July* However, all classes sAich are 
in session on that date will continue here until graduation. It will 
therefore be necessary to continue this operation until the move by 
attrition is completed, -idiile LEWTIL MQKKiiy will increase coverage 
accordingly. 
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lENIENT CLOUD: (OACSI Approval - l6 Feb 12) 



a. Location: UB Araiy War College, Carlisle Barracks, PA 

"b. Confidential Source Utilization: 'Fawc sources used during 
the reporting period, 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Hie limited investigation on the 
captain displaying xmexplained affluence is not yet complete, A 
HungariEm-bom NCO was identified as not having coanpletely accounted 
for foreign visits and relatives. The requested investigation has heen 
completed and is being returned to AW3. ?he questionable areias appear 
to have been satisfactorily resolved. 

e. Operational Status: Ihe CG, AWC continues to express his com- 
plete satisfaction with the operation, Conventioaal Sources continue 
to provide infoimation to supplement that provided by the ContFidential 
Sources, The new Deputy CG was briefed during the period and expressed 
reservations concerning the operation. It can only be hoped that the 
Ccframandant's enthusiasm for the operation will serve to overcome this 
attitude. 




,1B 
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Location: Defense Langviage Institute West Coast Brajich 
* Presidio of Jlonterey, CA 



lEWTIL MONKEY": (OACSI Approval - 26 Oct 7l) 



b. Confidential Source Utilization: Four sources were triiilized 
during the period. 

c. Information Obtedned Off -post and/or Reported on Non-sif filiated 
Civilians : None 

d. Useful Infoimation Obtained: Another incident involvjlng pen- 
pals in Czechoslovalda was stirfaced, although it took place during the 
summer of 1973. It involved unidentified ethnic Czechs at the SOKOL 
Hall in San Mateo, CA and two imidentified vrAC members of the Army 
Seciu'ity Agency who graduated in Sep 73. OICSI, USAEEUR has been re- 
quested to pass this infoimation to ASA security authorities in USAREIIR 
and provide the identity of the perpetrators ajid the names of the Czech 
pen-pals. Five individuals involved in the illegal use of drugs were 
identified and appropriate notifications made. One of these vias alleged 
to have admitted using heroin. 

e. Operational Status: The Commandant, Defense Language Institute, 
was present for the quarterly briefing and was extremely receptive to 
the program. He expects to move his staff to the West Coast by Sep jk. 
There are 11 conventional sources employed, ajid eight additional students 
have been identified as probable confidential sources. Both the Comman- 
dant and Security Officer have expressed appreciation for the enhemcement 
of the installation's security posture as a result of the ICIP and 
attendant CI sttpport. 




B Y USAE4SSH5M F03^ 
Anth Para 4-1^ SIS SZ^tlt 




•USJCCT 

Internal Counterintelligence Program (ICIP) Operations 



28 January 197A 



ACTtOM RSOUIRCO 

To obtain approval of the quarterly ICIP report. 



MCMORANOUM ro« RECORO. (Dttcribt htitfly Am Tmgainmut, httktnaad tnJ atthn tatui or ncommenJtJ. MuU it to/Katnll, AriaM (p iiiiilify 
Ikt octhm mtkpwt twcomrm te atlitr toarfM.} 

1. BACKGROUND ; 

a By memorandum dated 8 February 1972 (YELLOWTAB_B) the Under Secretary of the 
Army requested the Vice Chief of Staff (VCSA) , US Aimy, provide quarterly reports 
on all (ICIP) operations. 

b. This is the seventh such quarterly report. 

c. USAINTC input Is at YFiTiTiOW TM R. 

2. DISCUSSION ; 

a. At the direction of the VCSA, 2 November 1973, the term Internal Counterin- 
telligence Program (ICIP) replaced the term Aggressive Counterintelligence Program, 
(ACIP). 

b. VFT.T.fHJ TAB A f orwards to the VCSA the ICIP Quarterly Report ending 31 December 
1973 for the Under Secretary of the Army. 



3. RECOMMENDATION r That the memorandum to the VCSA at 
signed. 



A. be approved and 



(Continue on plain bdnd) 



IMPLJCATIONS 



VES Q t40 r~l 



PRIM PnOGS 



»ES [3 CD BUDCer *ES □ »40 I I 



COORDINATIONS 



APPROVALS 



OF«CC 



NAME 




SHOW IDOITISMlLCOOfiDIIIATlClll 0» REVERSE SIDE OK CCNTDtUtTtOH SHEET 




ClAUlf^^^^ONS BR 
RECORDS COPY 



ACTION OFRCER ( Somt, grodt, phont a/uLugnaiun J 



LTC STROM/77017 



ACS! POIIM28, 13S«p71 



MIGRATED UNCLASSIFIED 

WHEN tEPARATEU FROM CIASSIFIEO 
DOCUMENT 



/ 






DEPARTMENT OF THE ARMY 



OFFICE OF THE ASSISTANT CHIQ^ OF STAFF FOR INTELLIGENCE 
WASHINGTON, D.C. 20310 



DAMl-DOl-S 



0 1 FLu 1974 



MEMORANDUM FOR: VICE (MIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 

1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at Inclo- 
sure 1 f^ich transmits the report required by the cited reference. 

3. Coordination: None required. 





f5 



Ul 

o 



1, Memo for USofA 
w/attachment 

2. Memo for VCSA, 8 Feb 72 



HAROLD R. AARON 

Major General, GS 
AGofS for Intelligence 



15 Feb 7U 




APPROVED - VCSA. (Memo to USofA 
hand carried) . 





AMistant Secretary of 
th« General Staff 





— <d>a»-«> pflyQt e d from 




tQBJLCTx Iiiteamal Countadiitt-.T 1 ^gftncfe Progmi (ICIF) Opioratiaai^ (U) 



1. (0) Efefcr«iCt it. laadt to oeaorEiidiE:, lindur Lfecrutaiy oT tho A3:t.;:>', 
dated 8 Fein-oary 1972, aibject a& siboTrb. 

2. Wj» Ibc fclevtoi IntCTnal CouaitcriatellifjuiiCi. Prc'^e;! (ICi;-) jpc^rc- 
ticttfC r6|)ori>i=c by EKsccraiului- to you Ittt quert*sr ressain actlv.. . Lix 
ntJW c^rtiTationu. isulsdttfci dorini: the lail- quiipter Ioevc bv-tn i-s. ^^i'-■•J'^JC■ at- 
DA and approved for jui^iliataitcliori. rcpcrt of cuiTuit opv-raLii 
for tiifc citartwi' tiacljjiv; 31 I5teccibe.r lV73 ii^ attcdiUI. 




for/war2^- weralrig mvi dtitvctin^- ist-^-rsiil ^L-c^alij!- irueiueu.. .-rr..' 
tiirfcfitL to i2iv tuppcrt^a ccsiSinc. l!-£:.r.uch ubt^-c- opuru:i;^:..„ nrc - 
tor^ of inteatifietl trfccuritir watchTuL'ifci.i., jitgatiw: rcpor l,-- i;a tiiv:::'- 

r*aqdLi-ui:c:itw of giv">^ In i> telle. ti;*!. or s.cllvit^. 
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CURREKT ICIP OPER&TI0N3 



ICIP 

LOCATICy HICKKoHE 

EdgewMxi ArMBalp CARaL LOOP 

Fort RtwchttcA, C^JUL ROPE 
Arlsena 

Tert Kltc^ta, CANAST EFVtUET 
Hsrytaad 

Dogway. Proving Creimd, GaH&BY StCHE 

5«Mca Any D«pot» CANINE PLATE 

Foort BllBS, GAKTIN^ AECK 

Texas 

Fort Lewis, CENTAUR |AC£ 

Washington 

Fort Belvoir, CENTAUR SoLE 
Virginia 

Horry Di^nond huh, CENXaVO !C1D 
Washington, DC 

Fort MoniDOuth, CENTRAL TaXI 

New Jersey 

usahssa, century squad 

PvntAgon 

Aberdeen Proving Groimds, GOtOKSLA. STAR 

Plc«tlimy Ars«&«l, GtBC SIIJC 

New Jersey 

Electrmlcs Conmend, laNDLESS.TJME 
Phll«d«lphl*, 
Pennsylvenlti . ?.r' 

ClnsElfied by /L(iU:l<=^--'-.^i' 

EXEMPT FROM GENERAL DECLASSfFIcniON 
SCHEDULE OF EXECUTIVE ORDER 11652 
EXEMPTION CATEGORY — ^. ^ 
DECLASSIFY 0N^/--J^i:^-2!=tri^zy__<Z 



DATE Afi'RaVED 



NUMBER CONFI- 
DENTIAL SOURCES 



16 Feb 72 

17 Dec 73 
16 Feb 72 

18 Jul 73 
\S Sep 73 
12 Dec 73 
30 Jul 73 
lA Dec 73 

18 Oct 73 
16 Feb 72 

3 Oct 73 
16 Feb 72 
16 Feb 72 

19 Jan 72 




^^^^ ^"^'Gffj 





CURRENT ICIP OPERATIONS (cont) 



LOCATION 



ICIP 
NICKNAME 



DATE APPROVED 



NUMBER CONFl- 
DENTIAL SOURCES 



Defense Language Institute LANYARD MOOD 
Washington, DC 



22 Dec 71 



0 



Army War College, 
Carlisle Barracks, 
Pennsylvania 



LENIENT CLOUD 



16 Feb 72 



4 



Defense Language Institute LENTIL MONKEY 
Presidio of Monterey, 
California 



26 Oct 71 



TOTALS 



17 



17 



25 



Off-post Information ; There were no instances in which information on non- 
affiliated civilians was collected off post. 

Information Obtained ; 

a. During the second quarter FY 74 the ICIP operations have received in- 
creased emphasis from the Intelligence Command and the supported commanders. 
The 17 operations, six of which are newly Implemented, have been received with 
enthusiasm from the supported commands. None of the operations during this 
quarter indicated the existance of a hostile threat. 

b. Approximately 30 reports emanating from the ongoing operations and passed 
to the supported commanders concern personnel suitability and incidents. 

Continuance of Operations : The 17 ICIP operations are being continued for their 
original stated purpose* 







ICDO-OP 
SUBJECT: 



DEF^ARTMENT OF THE ARMY 

HEADOUARTEBS , 
U S. ARMY INTELDGENCE COMMAND 
FORT MEADE MARYLAND 2075S 



C 9 JAN' 1974 



Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (u) 



HQDA (nA>!I-DOI-S) 
WASH DC 20310 



There has "been positive improvement in the Internal Counter- 
intelligence Program (ICIP) during the second quarter FT 197^. The 
positive improvement has resulted from Command emphasis placed on making 
the individual operations viable and productive. The briefings con- 
ducted hy the Intelligence CoEmand and the Group Commanders* visits 
have contributed Immeasurably to understanding, acceptance and coopera- 
tion in the ICIP by the supported Ccrjuanders and their staffs. V7ith 
this impetuB and assignment of aggressive Project Liaison and Contact 
Officers, the operations are beginning to produce the counterintelligence 
information that meet and satisfy the objectives of this program. 
Criminal and security infoimation gleaned as an adjunct of tlie program 
activity have been furnished "Hie appropriate Amy authorities for their 
action, y 

2,^T»^ During the reporting period, there have been six additional 
ICIP operations approved of which three were implemented and the other 
three are scheduled for Implementation during- January 197^. This brings 
the ^otal number of operations to 17 for the program. 



y^'T III addition to Quarterly Status report. Progress Reports are 
inclosed for in depth information concerning the individual operations. 

These reports not only reflect the progress accomplished during the report- 
ing period, but the positive attitude that now prevails at alj. levels. 



REGRADED UMCLASSIFiED 

ON SEP -5 1997 

BY CDR USAiNSSOiVl FOf/PO 
AUTH Para 1-603 DOD 5200.1 R 
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0 9 JAfi 1974 



ICDO-OP 



SUBJECT: qM&rteTlir Reporting of Internal CorniterintelXigence 
Program (ICIP) Operations {U) 

This aggressive attitude is expected to resi;It in increased productivity 
wLtli each quarter. EauaUy important, the ICIP is ejqpected to continue 
to project a favorable image of counterintelligence through professional 
accomplishments and service to the supported commands. 

FOR THE COMMANDER: 



32 Incl 

1-17. Quarterly Status Rpts 
18-32. Quarterly Progress Rpts 




^oloneljtfes 

Deputy Chief of Staff, Operations 
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1. ^#«»CMAL LOOP: {OACSI Approval - l£ Feb 72) 

a. Location: Edgewood Arsenal, Edgewoodj MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None, 

d. Useful Information Obt ained: T*ro Agent Reports dated 13 Dec 73 j 
siibject: I b6 [submitted. 



e. Operational Status: The assignment of a replacement Project 
Liaison Officer will enhance the planned recruitment of etdditional 
sources both here and at Aberdeen Proving Ground. 



REGRADED U\'CU3S1FIED 
0*^ SEP -5 
BY CDR USAfNSC0i{fl'i^1/P0 
AUTH Para 1-603 DOD 5200.1 R 




2, ^^^MAL EOFE: (OACSI Approval - 17 Dec 73) 

a. Location: Headquarters, US Amy CaMnunieations Ccmnand and 
nth Signal Group, Ft Huachuca, AZ 

"b. Confidential Source Utilization: Not applicable. 

c. Infoimation Obtained Off -post and/or Reported on Non-affiliated 
Civiliajis: Not applicable. 

d. Useful Information Obtained: Not applicable. 

e. Operational Status: Implementation by the field element 
directed on 21 Deceniber 1973 is eicpected to Ije actioned in January 197^. 



ac5£if-r::! bv DCSO/K.-Jil^A/ZC. 

J,,.... . ■ TTM 




3. yoffm, CAItART EFFORT: (OACSI Approval - l6 Feb 72) 

a. Location: Fort Eitchie, MD 

b. Confidential Source Utilization: Three Confidential Sources 

were utilized during the repor-cing period. Additionally, one Conventional 
Source has been coded and v/as utilized during the reporting period. 

c. Information Obtained .Off -post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: Twenty- two Agent Reports were 
siibinitted pertaining to incidents and adverse suitability information 
regarding VS Anssy personnel assigned to the US Army Communications 
Command - COWIB and Fort Ritchie. Several individuals were identified 
as being involved in drug abuse or drug abuse incidents. Appropriate 
Fort Ritchie staff personnel and CID were notified. Activities of these 
individuals will be monitored for develojinent of specific suiLtability 
information, since the majority have access to the Alternate Joint 
Coimnmiications Center. A senior WCO assigned to communications was 
identified as being in debt. 

e. Operational Status: An experienced Project Liaison Officer was 
assigned the operation on 15 October 1973 suad is now well esteblished* 
The Fort Ritchie commander ejcpressed his gratitude at the accompli shments 
rendered diiring the reporting period. The Commanding GeneraJl, US Army 
Ccmanuni cations Comnand - CONUS has expressed his desire that the 
operation continue in effect to enhance the security of his command. 



■DEGRADED UNCLASSIFIED 
ON SEP -5 m? 
BYCDH USAINSCQM FOl/PO 
AUTH Para 1-603 DOD 5200 1R 
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k. 




CMAET STOHE: (OACSI Approval - l8 JoL 73) 



a. location: Deseret Test Center, Dugway Proving Grotmd, UT 

b. Confidential Source Utilization: Not applicable 

c. Infoimation Obtained Off -post and/or Reported on Bon-affiliated 
Civilians: Not applicable. 

d. Useful Infoimation Obtained: Not applicable 

e. Operational Status: "With the arrival of the Project Liaison 
Officer on station on 1 December 1973 » and the final! zati on of the 
Intraservlce Support Agreement, this operation can be expected to he- 
cane operational during the ccxning quarter. 




Clcrss: 



:irr.:I hy J)C^Oi?^...DSAi.fJj.L,. ^ 




CANDiE PLATE: (OACSI Approval - l8 Sep 73) 



a. Location: Seneca Amy Depot, Eoiaultis, KY 

b. Confidontiaa Source Utilization: Ho^e utilized during the 
reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None ♦ 

d. Useful Information Obtained: Not applicable. 

e» Operational Status: Hie Ccamnander was briefed on the implemen- 
tation of the operation on 17 November 1973. Sources are exi)ected to 
be recruited and reporting during the third quarter of FY 7^., 



REGRADEDU^iCLASS1FlED 





..i>^:;szj^...zxs^/^.;-;---^-;| 
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6. CMZfflA ARCH: (OACSI Approval - 12 Dec 73) 

a. Location: US Annjr Air Defense Center and Fort Bliss, TX 
Ij. Confidtrjtial Source Utilization: Kot applicable 

c. Infoimation Obtained Off -post and/or Ileported on Non- affiliated 
Civilians: None, 

d. Useful Infoimation Obtained: Not applicable, 

e. Operational Status: Iraplementation by the field elejient 
directed on 21 Deceniber is eaqpected to be accomplished in January 197^. 



•• • - .■ ■ -. • • 3- '"-'3 
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7. \ty CENIAUR EACE: (OACSI Approval - 30 ZxiX 73) 

a. Location: Hiath Infantry Division and Fort Lewis, WA 

"b. Confidential Source Utilization: Hiis operation ciirrently iias 
no Confidential Soxirces, 

c. Information Obtained Off -post and/or Beported on Kon-af filiated 
Civilians: None, 

d. Useful Information Obtained: Conventional Soiirces have reported 
damage to signal equipment and to a hel:Lcopter, Both incidents are still 
tinder investigation to determine whether the damage was intentional or 
accidental. Infoimation was also ohtsdned on the distribution of anti- 
militiiry/dissident Uteratiire at Fort lewis. 



e. Operational Status: Die impending courtmartial of SPU | b6 



_b6__Jfor illegal distribution of literature on-post has increased the 
tempo of anti -military activity at Fort Lewis. Lead Developaent data 
on prospective Confidential Sources is expected by mid- January 197^. 
In the meantime, coverage is provided by 11 Conventional Sources, with 
another 12 under assessment. 



C.rr-i.'- .: 1^7 ^€SOPS...j)S.^.J/^fC _ 

2^ 




CENTAUR SALE: (OACSI Approval - ik Dec 73) 

a. Location: US Army MoMlity Equipment Researcli and D«;velc3psient 
Center, Fort Eelvoir, VA 

t). Confidential Soicrce Utilization: Not applicable. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable. 



d. Useful Information Cfbtained: During this period three Agent 



Rep orts ve re produced. These reports are as f oll ows: I b6 



, DPOB: 



b6 



SSG 



b6 



report 



BTibndtted 26 October 1973 j concerned suitability due to indebtedne ss 

DPOB: 



b6 



b6 



CIV 



L report ST;^mitted 5 November 1973, concer ned suitability due 

to alcohol drinking problems; ' ~ 



b6 



b6 



b6 



SSAN b6 



DHB: 



b6 



\i report submitted 21 Noveanber 1973, 

concerned a threatening telephone call. Hie infomation repcirted was 
developed by the Project Liaison Officer pending foimal apprcrval of the 
Operations Flan* 

e. Operational Status: Fonnal implementation by the field element 
directed on 21 December 1973 is expected to be accon^lished in Jsuiuary 
1974 » 



.o 
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9, iMf CENIAVO KED: (OACSI Approval - l8 Oct 73) 
/ a. Location: Hariy Diamond Laboratories, Washington, DC 

b, ConJEldential Soui-ce Utilization: None utilized during the 
reporting period, 

c, Informa-tion Obtained Off -post and/or Reported on Kon-af filiated 
Civilians: None. 

d, Useful Information Obtained: One Agent ReTOrt was pi' oduce d on 
s uitability information developed onl b6 | p ppB : I b6 I 

b6 \0J^ \ b6 I 



e. Operational Status: The Commander ■was advised on 12 November 
1973 that the operation was being implemented. However, souice recruit- 
ment is not e3cpected until the next reporting period. 



C!r=nf- : ... J>C^C)^...Li^4/JLfJ(L 



\ 10. CEHIRAL TAXI: (OACSI Approval - l6 Feb 72} 

I a. Location; Headquarters, US Army Electronics Command, 

j Port Monmouth., MJ 

i b- Confidential Source Utilization: Three such sources were 

used during the reporting period. 

c. Infomation Obtained Off -post and/or Reported on Non-adTfiliated 
Civilians: None, 

d. Useful Information Obtained: A US PiTiay truck has been observed 
delivering unidentified articles each week to a civilian residence in a 
bearby- town; a civilian employee has a drinking problem -to the extent 
that he has come to work inebriated. A civilian emplqyee is allegedly 
Involved in narcotics traffic. 

e. Operational Status: Above items of infoimation were passed to 
the appropriate officials at Fort Monmouth. The operation has been 
revitalized. The confidential sources have been reactivated by the 
newly assigned Project Control Officer, and the Project Liaison Officer 

i has recruited three conventional sources; two in the Electronics Warfare 

I Laboratory, ECCM's most sensitive activity and one in the Maintenance 

j Directorate •where the majority of the ECOM secuzlty violations originate, 

1 
i 
i 



11. 





CEKTUHI SQUAD: (OACSI Approval - 3 Oct 73) 



a. Location: US Army Manageaent Systems Support Agency, The 

Pentagon 

b. Confidential Source Utilization: Not applicable, 

c. Infoimatioa Obtained Off -post and/or Reported on Kcn-af filiated 
Civilians: None. 

. d. Useful Information Obtained: Not applicable, 

e. Operational Status: The Security Officer and Ms assistant were 
advised on 5 Noveniber 1973 that the operation had been approved for 
implementation. Ten individuals have been identified as potential 
ConfidentiEil Sources, and requests for Local and National Agency Checks 
have been initiated. Recruitment of these individuals will depend on 
the investigative results. The files of 17 civilian employees have aJLso 
been reviewed and records checks have been requested. 



REGRADED U\'CL<>v?e'FFED 
ON SEP -c- 
BYCDR USA!i^S^5?,.]F0i,'Po 
AUTH Para I-6O3 DOD 5200.1 R 
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.1 12. Wf GONDOLA STAB: (OACSI Approval - 17 Feb 72) 

I a. Location: Aberdeen Proving Ground, MD 

I b. Confidential Source UtiOlzation: Two sources were used dirring 

the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiOiated 
Civilians: None. 

d. Useful Information 09>taiiied: None. 

e Operational Status: The recently assigned Project Liaison 
Officer, «bo also hajidles the operation at Edgewood Arsenal, has served 
two -previaus tours at Aberdeen, and his contacts needed to spot and 
assess the additional Confidential Sources required for this operation 
have been re-established, . Edgewood is a sub-post of Aberdeen, and it 
appears L^^sable to revise tSe GOimOLA 0PM to include CMPJ. lOOP. 

A single Project Control Officer handles the sources at both posts, 
and the Aberdeen Installation Intelligence Officer, «ho is the ICIP 
Coordinator, functions also for Edgewood, 



C!<!r!!!3:?. h-/ ...J>C.iil!/S- - 
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±1^. LiNDLESS TIME: (OACSI Approval - 19 Jan 72) 

e. Location: PMladelphia Facility, US Arinjr Electronj.cs Conmand 

b. Confixaential Source Utilization: Jae soiirce was contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained; None, 

e. Operational Status: .The single source available in this 
operation moved to a newly-purchased house near Fort Itomouth shortly 
before Christmas and he is commuting to Philadelphia, At the present 
time, source is employed in the Management Information Sen.dces 
Directorate, which is not included in the designated target areas of 
the Fort Monmouth operation. Retention of source depends upon his 
projected transfer in March 1974 to duties at Fort Monmoutti. 



— e. 



"CH"" '^"^ £v?:^-Tiyf: O-HE?. 11652 
AUT0Il!;\7iCALLY DOWNGRADED AT TWO YEAR 
INTERVALS 



I 




a. location: Defense Language Institnte East Coast Branch 
Anacostia Waval Annex, Wajliington, DC 

t)» Confidential Source Utilization: None; coverage is provided "by 
conventional sources, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Infoimation Obtained: None, 

• e. Operational Status: This facility has changed from the previous 
utilization of contract schools scattered throughout the Washington area 
to a more traditionaJ. self-contained facility with seven language depart- 
nents and its own instructors, A revised operation plan reflecting this 
structure and placing emphasis on the utilization of eonfidential as well 
as conventional sources has been prepared and vill be forwarded under 
separate cover. 



ac,z:-'^. >7 2Xso^S....oiJA/.A/-/.'i.. 
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16. '^^^^^lENlSm CLOUD: (OACSI Approval - l6 Feb 72) 

a. locatim: US Azmy War College, Carlisle Barracks, PA 

-b. Confidential Source Utilization: Fom- such sources vrere used 
dxoring the reporting period, 

c. Inforoation Obtained Off-post and/or Reported on Kon-affiliated 
Civilians: None* 

d Useful Infonoation Obtained: Information was developed indicating 
a captain has eadiibited unexplained affluence, lAiich served as basis for 
initiating an investigation. 

e Operational Status: Uie Epoject liaison Officer has developed 31 
conventional sources, ^^hose information has identified a number of 
security weaknesses. The Commandant has been made aware of this situa- 
tion and has established additional security safeguards. The Milataiy 
Histoiy Research Collection, a tenant agency, has been added .to the list 
of target activities. 



REGRADED UX'CLASSfFfED' 
■'• •' SEP e- 
L=y CDR USATNS5c?Sa?0l/PO 
AUTH Para 1-603 DOD 5200.1 R 
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lEHTIL MOUKEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Langiiage Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was used as of 
the beginning of the reporting period, Ihree additional sources were 
added during the period. 

c. Infoimation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: A Czech class made a field trip 
to the same San Francisco restamrant mentioned, in status report for the 
second quarter of CY 73. There was no repetition of the l«!ay 73 incident. 
Comnatnist literature was found in the post gymnasium, Inrproper proce- 
dures were used in a br5.efing with a SECRET classification. This infor- 
mation was passed to appropriate staff personnel, 

e. Operational Status: The lead Bank of prospective sources stands 
at 68 MI students. Twelve have been selected as prospective conven- 
tional sources and eight for confidential sources. The continued SAEDA 
briefings of class monitors has increased the security awareness of the 
students, and incidents which went xmreported in the past are now being 
brought to the attention of the proper authorities. 
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/?>?r^ -DEPARTMENT OF TUZ ARMY 

g,- ■ ^ HEADCUARTr.ft». 109TH MILITAKY INTELUIttCKCE GfiOUP 

r " * V' FORT ♦AEAOE, mas; Vl.A.«D 207b:. 
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♦'1. _ - •■ f' 

icGr-s-£r 

SUBJECT: Quarterly Progress Reports (QPR) and Quarterly Status Repo 
(QSR) (U) 



Conrmander 

United States Army IrLtellxgence CoEmand 

ATTIn: I c do- op 

Fort Keade, Maryland 20755 



1. (U) Forvarded herewith are ten Ov.arterly Progress Reporta (QFR) 
and ten Ouarterlv Status Rerorts (OS?.) for the. period 15 September 1 
to 15 D&cer-ber 1973 for the fo3Jowia& Internal Counter i:itelli£ence 
Progrsr. (ICIP) Projects: 

a. LOOP (V) 

b. GONDOLA STAIl (U) 

c. c/c^i::e plate (u) 

a. CIZ^^TAVO KID (U) 
e. CEXTRAL TAXI (U) 



f. Q'XiQ SILK (U) 

LANYARB MOOD (U) 



A. 



h. CENTAUR SALE (U) 



REGRADfeDUNCUSSI-jFO 



BY CDR xMkVi§,m9? FO ypQ 
i. C/JJARY EFFORT (U) . P^ra 1-603 0005200. 1R 

j. LENIENT CLOUD (U) 

2ll|\*)' Project accomplishnients are contained in individual QPEs ; how- 
ever, specific attention is Invited to the following projects: 

a. CANAL LOOP (U) and GONDOLA STAR (U) : The new Project Liaison 




ICGP-B-SP 

SUBJECT; Quarterly Progress Reports (QPR) and Quarterly Status Reports 



Officer (PLO) is on station and the new Project Control Officer (PCO) has 
reactivated seven dormant sources. This Grow will reconmend combining 
these two operations in view of organizational chanrrcs in the mission and 
functions of Edgewcod Arser-sl and Aberdeen Proving Grcnr.d, 

b. CANINE PLATE (U) : During the reporting period, formal approval 
of the Operation Plan (OPlan) was received from the Office of the Assist- 
ant Chief of Staff, Intelligence (OACSI) , Department of the Army, and the 
Commander, Seneca Army Depot was briefed. A PLO is assigned and the pro- 
gram is being Inplemented based on ground work previously initiated. 

c. CENTAVO KID (U) : During the reporting period OACSI approval of 

the OPlan was received and the Commander, Harry Dianond Laboratory was 
briefed regarding the project • A PLO has been assigned and the program 
has been implemented. Sources are under consideration. 

d. CENTRAL TAXI (U) and LANDLESS TIME (U> : The CEN'TPAL TAXI (U) 
OPlan is under revision and should be combined with LANDLESS TI>tE (U) . 
This action is recommended in view of the deactivation next year of the 
Electronics Command, Philadelphia (ECOM/P) and transfer of its functions 
to Fort ^ci^^outh (ECOM/M). As a result of the on-going drawdown, trans- 
fer of functions and necessary termination of all but the one Confidential 
Source who is moving to Fort Monmouth, no QPR or QSR. will be submitted 
for Operation LANDLESS TIME (U) . 

e. GOXG SILK (U) : The newly assigned GREAT SKILL (U) PCO has re- 
activated the three dormant Confidential Sources and broadened his base. 

f. Li^-^YARD HOOD (U) : ICIP Support to the Defense Language Institute, 
East Coast (DLIEC) has a new PLO designated, and the revised OPlan sub- 
mitted to your headquarters for approval. 

g. CENTAUR SALE (U) : OACSI approval of the OPlan was received on 

14 December 1973. The Comitiander, Mobility Iliquipinent Research and Develop- 
ment Center (MEKDC) elected to he briefed in January 1974. A PLC has 
been designated and is presently active in the overt aspects of the pro- 
gram. 

h. CANARY EFFORT (U) : The project in support of DSACOM-CCNUS and 
Fort Ritchie is the best example of what the ICIP can accomplish when 
aggressively pursued by all personnel Involved. Specific attention is 
invited to the CANARY EFFORT (U) QPR and QSR. I have directed that 
CANARY EFFORT (U) serve as the pilot operation for all ICIP operations 
conducted by the 109th Ml Group. A new PLO has been recently assigned. 
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SUBJECT: Ouarterlv Proeress Reports (OPR) and Quarcerly Status Reports 
(QSR) 



i. LE^^IEuT CLOUD (U> : The Military ilistory Pvesearch Collection 
(MHRC) » at the request cf the Coinniancan:: , 135 Arn:y \^ix College (l'SA"C) 
has been added tc tiie L-r'T."".'! CLOUH (I.') lur^^^t List. Inf or~.-.tion devel- 
oped by the FLO has led to the initiation oi background inves tigcitions 
concerning two individuals assigned to USAWC. TWo Conventional Sources 
have been coded during the reporting period. 

3.^^Jr The following items constitute group-wide accomplishments which 
have significantly improved all aspects of the ICIP: 

a. Operational control of the ICIP has been returned to Field Office 
control and energized there. A Special Operations Letter of Instruction 
(LOI) has been published which will constitute 109th MI Group policy and 
procedures regarding the ICIP. I have placed great Coinnand Interest 
throughout the quarter on the program and stressed the impofiance of Che 
ICIP during the recent I09th >II Group Corri-anders ' Conference. I will 
continue to emphasize this program during my periodic visits to all sub- 
ordinate elements. Additionally, I have personally briefed a nu:aber of 
commanders of supported activities and their security laanagers concerning 
ICIP. This quarter v.-e have placed first priority on the ICl? program and 
results have been satisfactory. More will be accoTTiplished . 

b. Action has been taken to fully cocirdinate the provisions of eivist- 
ing ICIP OPlans with the provisions of USAI^nC and 109 th MI Group OPlar.s 
109-73, 110-73, and 111-73. Simultaneously, all ICIP OPlans will be re- 
vised and updated on a programmed basis. The object is to better our' 
product and expand our base. 

c. My staff has worked closely with your Special Operations person- 
nel in the formulation of an ICIF Monthly Operational Status Report which 
is designed to update and replace the QSR and QPR. 

d. GREAT SKILL (U) Personnel have been assigned and are operation- 
ally active as PCOs. All dormant Confidential Sources have been reacti- 
vated and are beinj^ retrained and redirected in line with increased 
standards of professionalism. More sources are being considered. 

e. A Conventional Source Program is being developed to augment and 
support existing Confidential Sources. 

f. Guidance has been formulated and disseminated directing subordin- 
ate commanders to evaluate supported installations and activities for 
potential ICIP implementation. 
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4, The precedine actions have resulted in the hicnest level of 

productivity since the ICjP was reacciva-_;ru ir: lace l-j/l, I arr. 
confident that continued eiaphasis upon ICIP by ail personnel will 
result in significant, demonstrable enhancesient of the security 
posture of supported activities and installation^^ 

20 Incls CHARLES E. THOMAIJ^J 

as (1 cy ea) Colonel, MI 

Coiomanding 
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CARLISLE RARIIA.CnS LIAISON OFFICE 
109th MILITARY lOTELLIGENCE GROUP 
CARLISLE BARRACKS, PA 17013 

QUARTERLY PROGRESS REPORT NUMBER 



Period 12 October 1973 to 18 December 1973 



SUBJECT: OPERATION LENIENT CLOUD (U) 



1. (U) CIRCUMSTANCES : At 0900, 18 December 1973, Major Franklin M, Davis, Jr., 
Command an t , US Army War College, (USAWC) , Carlisle Barracks, PA, 170 L3, 
received the quarterly briefing concerning significant items of interest 
within the target areas defined by Installation Counterintelligence Program 
(ICIP), LENIENT CLOUD, from Special Agent John A. Nolan III, Project Liaison 
Officer, (PLO) . No other persons were present during the briefing. 




RECAPITULATION OF OPERATIONAL -PROGRESS DURING THE PERIOD: 



a. Operational and administrative control of ICIP LENIENT CLOUD was 
placed in Field Office Cormiander, (FOC), Fort Ritchie Field Office (FRFO), 
109th MI Group. 

(1) Such operational control caused PLO, to be responsible for the conduct 
of SAEDA Briefings, Two SAEDA briefings were presented to a total of 560 
military and civilian personnel on the installation on 1 November 1973. 
Presentation of such briefings allowed greater exposure of PLO to military 

and civilian personnel as a representative of USAIJ^TC; allowed PLO to «. 
include himself among those persons continuously present on the installation " 
capable of resolution of security related problems; and greatly enhanced 
PLO's accessibility to records and personnel on the installation anc! vise versa, 

(2) On 24 October 1973, MAJ Robert L. Brooks, FOC, FRFO, visited Carlisle 
Barracks for an orientation, which included meetings with the Directors, and 
tours, of Strategic Studies Institute, Operations Group, Military History 
Research Collection (MHRC) , USAWC Library', USAWC itself and USACC-C facility, 
Carlisle Barracks. 



(3) On 11 December 1973, COL Charles E. Thomann, Commanding Ofxicer, 
109th MI Group, accompanied by MAJ Brooks, visited Carlisle Barrackii for an 
orientation and in addition to an office call on General Davis, received a 
tour through those facilities in paragraph 2a(2) above, with the exception 
of MHRC. 



(4) As a result of the visit by COL Thomann and >IAJ Brooks, a comprehensive 
paper is presently being prepared with a view toward reducing the administrative 
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time, especially in regard to security clearance procedures, involved in hiring 
of civilian professors and consultants at Strategic Studies Institute, possibly 
through USAINTC assets. 



(5) An additional result of the visits by COL Thomann and MAJ Brooks 
was an appreciation o£ the physical plant, the functions and the key personnel 
of target areas defined within ICIP LENIEMT CLOUD. 

b. In response to General Davis' request of 23 October 1973, approval 
was sought for the addition of 1-IHRC to the target list of those organizations 
and facilities covered by Project LENIENT CLOUD. 

(1) On 14 November 1973, approval was granted by letter from Commanding 
Officer, USAINTC, to add MHRC to the target list. 

(2) Since 1 April 1973, target operational research for operatiDnal data 
relative to MHRC has been conducted and has thus far resulted in the submission 
of two Agent Reports detailing security procedures in effect at MHRC and two 
Agent Reports concerning persons assigned to >JHRC. 

(3) Spotting and assessment of potential assets has not thus far resulted 
in the submission of any formal, comprehensive Lead and Development Reports; 
however, daily to weekly contact has been established with three individuals 
presently identified as casual sources, within MHRC. 

(4) As a result of contact with casual sources within MHRC, a formal 
written request for counterintelligence technical services was submitted to 
HQ, 902nd MI Group and subsequently completed by elements of'^the AJCC Field 
Office, 902nd MI Group, Fort Ritchie, MD. The services resulted in an appre- 
ciation on the part of MHRC administrative personnel of the benefits; which 
accrue to the facility by such technical services. By virtue of the established 
reluctance on the part of ZOl. George S. Pappas as regards the need for counter- 
intelligence services, the basis for request of the ser\'ices primarily con- 
cerned the safeguarding of valuable manuscripts, weapons, uniforms and other 
exhibits maintained in MHRC, At this point in time, such emphasis establishes, 
in the mind of the Director, a compatability between academic and historical 
prespectives and counterintelligence services. 

c. During the reporting period, in-depth spotting and assessment potential 
assets for utilization, has resulted in submission of seven Lead and Develop- 
ment Reports. 

d. To date, a total of twenty-nine casual sources, with whom daily to 
weekly contact had been maintained, have been utilized. As a result of 
utilization, two casual sources have'-coded as Source 9002 and Source 9003. 

e. Establishment of the PLO as a quasi-of f icially assigned assistant to 
the USAWG Security Manager, and who has a capability of providing a liaison 
conduit to USAIKTC as an adjunct to such duties, has resulted in; 



beqradeduncussifieS 




(1) Casual and conventional sources providing information whicli they 
would normally not have occasion to report officially due to periodically 
vagarious requirements of military adainistrative procedures. 

(2) Causing the PLO to be queried relative to organizations with which 
meniberc of the USAHC Staff and Faculty deal. Such queries have resulted in 
very rapid resolution of requests for characterization, in two cases, through 
OPT B, A. Oullette, Special Investigations Branch, 109th MI Group, and 
establishment of the PLO, in the view of the Staff and Faculty members, as 

a viable contact for intelligence related matters, 

(3) Causing requests for all classified and unclassified military 
information to be routinely channelled through the USASn'C Security Office, as 
opposed to the previous "hit or miss", manner in which each department of USAiJC 
validated the requestor's authenticity. Further results include an established 
procedure whereby the List of Collectors of Unclassified Military Information 
(LHCUMI) is reviewed and has caused the submission of three letters to the 
appropriate agency at ACSI, when organizations/individuals have appeared in 
the LHCWl document . 



SIGNIFICAKT COUNTERINTELLIGENCE IKFORMATION DEVELOPED: 



As a result of contact with a casual source in the administrative 
section of MHRC, a request for a background investigation of SGT | b6 



b6 t MIIRC has been submitted, through USAINTC channels, and is being 



conducted by PLO. Estimated date of conrplotion of the initial portion of 
the investigation is 5 January 1974, dependent upon availability of sources 
who may be able to resolve derogatory information which has arisen. 

b. As a result of inquiries by PLO, contact with conventional and casual 
sources on the installation, and in concert with information developed through 
confidential sourceSj'a request for another investigation into the financial 



and moral background of CPT b6 , assigned to Department of Command 



and Management, USAWC, has been initiated to be resolved by USAINTC elements. 
To date. one Agent Report has been submitted to SIB, 109th MI Group, for 
forwarding to USAINTC, as background, prior to the submission of the request 
for investigation through the Deputy for Plans, Training and Security, 
Carlisle Barracks. 

c. As a result of information supplied by casual sources, PLO is 

currently attempting to ascertain the true identity and purpose of a Mr. fnu 



b6 L who has been "gate-crashing" parties and other social affairs at 
Carlisle Barracks, at which times he wears either a social or military name- 
tag. Local agency checks on Carlisle Barracks reveal that no individual by 



the name of | b6 | is assigned or employed at the installation. 



d. An individual, subsequently coded, volunteered information in 
interviev? and sworn statement, relative to narcotics availability and use on 
Carlisle Barracks, as background information relative to the operation of 
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the installation, and vjjjich contained allegations relative to an individual 



assigned to Carlisle Barracks in possession of a TOP SECRET security clearance. 
To date, nine Agent Reports, Subject: Availability and use of Narcotics on 
Carlisle Barracks, PA 1973 and a Memorandum for the Record, Subject: Infor- 
mation and Circiunstances Relative to Drugs on Carlisle Barracks, have been 
submitted. 



a. General Davis commented that he appreciated the presence oJ: a full 

time PLO, v^ose integration into both the official and social functioning 
of the installation has been such as to provide much more effective coverage 
than had previously been experienced. General Davis queried PLO relative 
to the PLO serving as the Security Manager, USAWC during the impending leave 
of the Security Manager during the latter two weeks in January 1974, and was 
assured that the PLO would so serve, without any substantial reduction in 
coverage. Further, the assuinption of the Security Manager's duties for two 
weeks could only serve to cement the acceptability of the PLO as the assistant 
to the Security Manager. 

b. General Davis was receptive to the PLC's suggestion that a consider- 
ation be given for a formal request for a penetration test of the USAWC, 
subsequent to the full implementation of additional security safeguards 
presently being substituted for systems previously determined to be inadequate. 
Formal request will probably ba forthcoming in late January, 1974, when 
construction is completed. . ^ 

c. General D"vis was also receptive to a ■ recommendation that consider- 
ation be given for up-grading the security posture of Root Hall, which houses 
USAWC, in respect to limiting access to the building and effectively reducing 
the threat posed by a sta;--behind. 





pm A. NOLAN III 
'LO, LENIENT CLOUD 
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11 December 1973 



QUARTERLY PROGRESS REPORT NUMBER 



For the Period 1 October to 31 December 1973 



SUBJECT: Operation LEKTIL KOMKEY (U) 
1. (U) CIRCUMSTANCES ; 

a. At 1030 ho\irs on L, December 1973, a briefing on the progress of 
LEKTIL KOIKEY was conducted at the Fort Ord Field Office, 115th Mlitary 
Intelligence Group, Fort Ord, California, Attending were: 

Colonel Eric K» Vieler, Commander, 115th Military Intelligence Group 
Major Jair.es H. Donnelly, CoTrjiar.der^ Fort Ord Field Office 
CW2 James E, McKinley, Project Liaison Officer, LEI'iTIL KOtlKEY 

b. Between 1ii.30 and 1500 hourc, U Decejiiber, a similar briefing vas 
held in the office of the Commandant, Defense Language Institute, West 
Coast (DL1V.C), Presidio of Monterey, California* Persons present vere: 

Colonel John F. Hook, Conanandant, DLIWC 
Colonel Eric H. Vieler 

Major Pdchard Erickson, Security Officer, DLIWC 
Major Janies H, Donnelly 
CW2J^eE E, KcKinley 

ZX^£* REGAPITULJ-TIOI^ OF OPERATIQKAL PROGRESS DURING THE PERIOD ; ' 

a. The On-Fost Liaison Operation ; A total of 80 students, who vere 
Class and Section Monitors, received individual SAEDA briefings in this 
operation. Included in this total vere four monitors who received second 
briefings, and five who received third briefings. Intelligence-trained 
students were also contacted and reminded of their professional respon- 
sibility to report anything of intelligence interest. 

b. The Conventional Soxirce Operation ; 

(l) At the start of the quarter this operation had 20 prospective 
sources. Eight more were selected during this period, giving the operation 
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SUBJECT; Operation LENTIL MONKEY (U) 

a total of 28 prospective sources. Information produced by this oper- 
ation exceeded that of any previous quarter since the project was 
reactivated in November 1971. 

' (2) Colonel Hook and Major Erickson were not briefed on the following: 

i 

(a) During the reporting period the Lead Bank was expanded from 42 to 
68 MI students. Tvelve new Leads were selected as prospective Conven- 
tional Sources J however, four were later dropped because of academic 
difficulties with the language being studied, 

(b) On 24 October 1973, this operation acquired a prospective source 
who is a DA civilian employee of the Systems Development Agency, Defense 
Language Institute, Presidio of Monterey. This individual was fornerly 
Confidential Source IC-D-310 of the 112th Military Intelligence Group. 

c. The Confidential Source Operation ; When the quarter began, this 
operation had eight prospective sources. One was recruited on 11 October 
1973, four are still under assessment, and three have been dropped as 
unsuitable. Seven additional leads are presently being screened for 
possible development as sources. Colonel Hook and Major Erickson were 
not briefed on the following: /■ 

(1) Lead and Development Reports have been forwarded for four prospec- 
tive sources. Recruitment of one of these sources is awaiting Headquarters, 
USAIKTC approval of the approach plan. 

(2) The seven new Leads were selected to cover the Chinese (l), 
Czech Hungarian (l), Polish (l), Russian (2), and Japanese (l). 
language s . . 



a. Inforn-ation was developed concerning the visit of a DLIViC Czech 
class to the Europa Restaurant, 2769 Lombard Street, San Francisco, CA, 
on 2 and 9 November 1973. A Confidential Source reported in Key 1973 
that the owner of this restaurant had encouraged Czech language students 
to establish "pen-pal" correspondence with three young feniales in Czecho- 
slovakia. The class visited the restaurant as scheduled, but no further 
attempts to recruit "pen-pals" were noted, 

b. A student reported that members of his Russian language class 
proposed a class visit of the Russian Consulate in San Fr&ncisco. Since 
the trip was not being planned for the inccediate future, nothing further 
developed concerning this proposal. 



3. 




SIGHIFICAiNT COUHTERIKTELLIGS.KCE iKFORt-iATION DSVELCPED; 
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c. Confidential Source IC-F-0B1 reported on Czechoslovakian publi- 
cations available to his class vnich contained Conununist propaganda, 

d. A student provided a copy of a booklet published by the Central 
Committee for Conscientious Objectors, which he had received in the mail. 
Numerous copies of this saiae booklet have been received by miJ.itary 
personnel at Fort Ord. 

^. (U) COI'^l-iEK'TS. RS-L/-JvKS. AND RECOi-'iSfiDATIO.'iS ; The briefing ended with 
no questions by the attending parties. Colonel Hook expressed his apprec- 
iation for the effort expended in the conduct of the Internal Counter- 
intelligence Program, and was very pleased with the progress that had 
been made. 



JAl'iES H. DOHKELLY 
Major, HI 
Commanding 
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QUARTSRLI PROGRESS REPORT NUMBER 



Period 1$ October 1973 to 15 Deceraber 1973 

SUBJECT: Operation CAl^ARY EFFORT (U) 
CIRCUMSTAMCES: 



a. Although a formal briefing per se has not been presented during 
reporting period, continual liaison has been effected and maintained' with 
individuals briefed on the Counterintelligence Screening Program (CI3P), 
Operation CAJIAKX" EFFORT, at Fort Ritchie, Continual/constant liaison 
has been effected and maintained with the follovri-ng briefed individuals: 



COL James A, Manning, | b6 



Armor, Commander, Fort Ritchie. 



COL Daniel T. LarUn, | b6 



] KPC, Deputy CoOTnander, Fort 



Ritchie and Deputy Chief of Staff, Intelligence and Security, US Arny 
Communications Command - CONUS and Fort Ritchie, 



LTC Arlyn 
Fort Ritchie. 



Kadsen, b6 



CWU Earl K. Osborne, C 



b6 



Conmiunications Command - COIIUS and Fort Ritchie, 



SC. Director, Telecommunications, 



USA, COIISSC Officer, US Arniy 



Mr. Joseph J. Carroll, DAC, GS-13, 



b6 



Deputy Assistant' 



Chief of Staff, Intelligence and Security, US Army Cojrai.unications 
Commaxid - COMS and Fort Ritchie, Carroll is presently the CAMARI SFrcaX 
CISP Coordinator, Fort Ritchie, 



b6 



Chief, Security 



Mr, Charles H. Koontz, DAC, GS~12, 
Division, Deputy Chief of Staff, Intelligence and Security, US kmsy 
Communications Command - COirjS and Fort Ritchie, 



b6 



Chief, Intelligence 



Mr. vJilliam A. Kent, DAC, GS-11, 

Division, Deputy Chief of Staff, Intelligence and Security, US Aruiy 
Communications Cor:n'iand - COinJS and Fort Ritchie. 

b. On 19 November 1973, COL Charles E. Thomann, Commarider, 109th 
Military Intelligence Group and LTC Leland J. Holland, Deputy Coranander, 
109th f'lilitary Intelligence Group, visited F ort Ri tchie and effected 
personal contact vri-th BG Albert Redman, Jr., 



b6 



Corcr.ander, US 



Amy Communications Command - COHUS, Fort Ritchie , BG Reanan acknowledged 
that he was aware of the existence of a CISP at Fort Ritchie, BG Redran 

• ■ • Cdr, 10?t"n I j Group 




" further indicated a general knowledge of the aforeinentioned progra.'n 
as sponsored/directed by the US knny Intelligence Conrad (U3AINTC), 
"Undersigned Project Liaison Officer (PLC) was tasked with presenting 
an approximate ten minute informal briefing of the CISP in general. 




2, ^mf RECAPITULATIOK OF OPERATIONAL PROGRESS DURI?jG Tlffi PERIOD; 




a* CWli Gary L. Peisen was assigned as the PLO for Fort Ritchie 
on 10 October 1973 and became operational on 1$ .October 1973d Introduct- 
ion to essential personnel was effected without difficulty and no 
apparant operational difficulties are foreseen. Four key personnel at 
Fort .Ritchie were briefed on the CISP and executed requdred Security 
Oaths. Fonnerly briefed individuals with no placement and access due to 
assignment changes were debriefed and executed reqia.red Debriefing 
Statements. Overt liaison contacts were initiated and maintained 
with both railitaiy and appropriate civilian agencies aiid individuals 
during the reporting period* COL I-Ianning, Commander, Fort Ritchie, 
expressed a keen interest in the CISP at Fort Ritchie and projected 
a sense of gratitude for accomplishments rendered during the 
reporting period. COL Manning further stated that he had every intention 
of continuing the CIS? at Fort Ritchie as he believed it's contribution 
to enhancing the security posture of Fort Ritchie and the Alternate 
Joint Comjiiunications Center (AJCC), Site "R", was invaluable, 

b. During reporting period a total of 22 Agent Repofts (DA Form 
3Ul) were submitted by PLO pertaining to incidents and adverse suitability 
information concerning US Aru^'' personnel assigned to the US Army 
Comrauni cations Command « COKTJS and Fort Ritchie. The majority of the 
aforementioned Agent Reports cited US Arir^'^ personnel having access to 

the AJCC, Site "R", Fort Ritchie. 

c. During reporting period Conventional Sources vjere vetted and 
provided reportable information concerning adverse suitability inforr.ation 
regarding US Amy personnel assigned to sensitive duties at Fort Ritchie. 
One Conventional Source was assigned a Key Sheet Identification Code 

and provided reportable information. 

d* Spotting and Assessment for Confidential Sources with placement and 
access continues. 

3/ SIGNIFICA.NT COUrlTSRINTELLIGSNGE Ii;F(Pil4TiO?l D?.^EL0P3D ; 

a. As previously stated, a total of 22 Agent Reports (DA Form 
31^1 ) were submitted by PLO pertaining to incidents and adverse suitability 

information concerning US Anrj'- personnel assigned to the US Army ConLTiijni cations 
Command - COivUS and Fort Ritchie. The majority of the aforementioned 
reports concerned US Amy personnel, assigned to sensitive positions at 
Fort Ritchie, allegedly involved in drug abuse or drug abuse incidents. 
VTiile drug abuse per se is not \^ithj.n the investigative pui^'iew of jSAIj.'TC 
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the issue dees involve suitability of the individuals concerned to 
hold secxirity clearances and occupy sensitive positions. Upon 
receipt of the aforementioned adverse infoimation, iranediate 
action was taken to notify the CANARY EFFORT CISP Coordinator, the 
Coiranander, Fort Ritchie, and the Director, TelecoirjiTunications, if 
applicable. In addition to the aforementioned, action was initiated 
to disseminate information criminal in nature to the appropriate 
military and civilian authorities. In one case, liaison vrith 
a Conventional Source, disclosed that a niercber of the US Anny assigned 
to Fort Ritchie, was experiencing adverse financial difficulties. 
Aforementioned infonr.ation vas brought to the attention of the 
CANARY EFFORT CISP Coordinator and resulted in serviced coinmand 
having requested a Suitability Investigation from USAH'J'TC concerning 
the individual involved. 



b, SSgI b6 ] Operations Co.Tip^my, 

Ril 



US Army Communications Command - CONUS and Kort Ritchie, with duty 
as a Teletype RepairF^, TelecoFiiiunicati.ons Directorate, was reported 
as having questionable financial habits, i, e,, indebtedness, Infonnation 
contained in submitted Agent Report was reported to CAMARY EFKiRT CISP 
Coordinator, the Coiranander, Fort Ritchie, and the Director, Tele- 
comniunicationSc The Project Control Officer (PCO) and PLO will continue ■ 
to monitor the aforementioned situation closely and report significant 
findings via anpropriate Agent Report and to CANARY EF^DRT CISP Coordinator. 

c. Covert Sources within CANARY EFFORT target area continue to 
report information concerning drug and alcohol abuse by members of the 
US Ariry at Fort Ritchie and the AJCCo Covert Sources have also reported 
adverse suitability information, i. e,, financial and moral indiscretion, 
involving both US Anray .jid Department of the Amy personnel at Fort 
Ritchie and the AJCC» Monitoring will continueo 



C0M-1EI>ITS, RS-MARKS, AHD RSCOtG-EIffiATIOIiS : 



a* It is Envisioned that a formal Quarterly Briefing will be presfented 
to BG Redman, COL Manning, LTC Madsen, Mr. Carroll, and Kr, Kent in early 
January 197l4o The aforementioned is deemed appropriate as this PLC* did 
not become operational imtil l5 October 1973 and there is no record of 
a formal Quarterly Briefing having been presented conceming Operation 
CAIIARY EFFORT since 8 January 1973* The aforementioned proposed briefing 
will be held in abeyance until such time it is deemed appropriate, v.dth 
USAINTC approval, to present BG Redman with the approved USAINTC CISP 
briefing, if applicable. The reader should also consider current 
instructions issued by Headquarters, 109th Mlitary Intelligence Group, 
to the effect that ACIP coverage be expanded to include US Arrrj' 
Coiranunications Command - COIiUS elements not thus far included in the 
current operations plan coveming CAIIARY EFFORT, 
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SUBJECT: Operation CAKABl EFTOKi ^u) 

K PTn ard PCO enioy an excellent working relationship as does 
b. PK) and enjoy contacts, and Conventional Sources. 

PK) viW. his ^^^J^^nhe'cS? O^rSJ^n Cl^^^ EFR)RT, at Fort 
'^^ir^ir.:toTl^^^^^ win ultimately 

Eiei^ntTsf ^^^^^^^^^ rpc^rrtfbi^^^^^ 

not locally available the Coramander^ 




GARYyS. PSISEN 
CWli, USA 

Project Liaison Officer 
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jw4SS% DEPARTMENT OF THE ARMY 

?/N>VMW;i^>!'Ti. FORT MONMOUTH FIELD OFFICE 

I 109TH MILITARY INTELLIGENCE GROUP 

/ii' BOX t76. EATONTOV/N. NEW JERSEY 07724 

QUARTERLY PROGRESS BEPOKT MIMEER 15 
Period: 1 Septeaber 1973 to 10 December 1973 
WARHIKG NOTICE: SSKSITIVE SOURCES AND METHODS IHVOLVED 
SUBJSCT: CEIWRAL TAXI (U) Sy CDR '5 

l.(U) CIPXIT1.-^ANCE5 : . • ^^^^P^^^^^O^^^^^ 

On 10 Deceoiber 1973, Qufirterly Progress Report Kuraber 15 was presented orsdiy' 
to LTG Richard 0. Aaaot, Chief, Security Office, US Army Electronics ConEiand 
(ECOM), Fort Monmouth, New Jersey, in LTC Aamot^s office; no others were presents 



RSCAPITUUTION OF 0F5RATIDNAL PROGRESS DURBIG THE PERIOD; 



The Lead and Development Report mentioned in Quarterly Progrejis Report Num- 
bers 13 and 14 (lC-B-075 (T) ) was approved by the US Army Intelligence Conraand, 
Recruitnjnt of this prospective confidential source has been delayed, hovever, 
dus to his heavy travel schedule. The Project Liaison Officer recently arranged 
a meeting between the PLO, the Project Ckjntrol Officer and this prospective 
source, -which will take place on 12 Deceniber 1973* ffi-s recruitment will be effect- 
ed at this time. 

b. The new FCO is now on station and has re-contacted all CSIJTRAL TAXE confi- 
dential sources at least tvio times. The sources promised their coiratinued coop- 
eration with the new PCO. 

c. The name of the program has been changed from Aggressive Counterintelligence 
Program (AGIP) to Counterintelligence Screening Progpati (CISP). 

d. Emphasis continues on spotting, assessing and recruiting conventional sources. 
A vigorous spotting and assessing effort was implemented by the PLO during the 
reporting period* The names of nine prospective conventional sources weJ^a for- 
warded by the Fort Ilomiouth Field Office on 23 October 1973 to the 109th IG Grcup 
Headquarters requesting contact approval. Approval was granted, and to date, the 
PLO has contacted and recruited three of these sources. 

e. Due to the move of ECOK/Philadelphia to Fort ^!orxIlOuth, the mission of the 
BCOM/Philadelphia CISP will be incorporated into CENTRAL TAXI. 



' SIGtJIFICAIfr COUNTERDTISLLIGSNCE IWF0RHAT3DK D5VSL0PED ; 

a. On 2 November 1973, information was received that I b6 "[ (see 
Quarterly Progress Report Kim4»ers 11, 12 and 13) was separated from GoverrjEent 




REGRADEOUNCLAS^P,,0 



30. "R 

Service and is no longer an employe* at EOOM, Fort Monmouth. (CR-O9-1O9-M0N, re 
IC-B-072, dated 6 November 1973) • 

b. On 2 Novesber 1973» infoiiaation vras received that | b6 [ (see 



■ w» — /^l^y ^ *■ ^ ■ I |\«'^v, 

Quarterly Progress Report Niurbers 11 and 12) allegedly continues to be involved 
in narcotics traffic. (CPv-C9-109-l-2)lt, re IC-B-072, dated 6 Kove2i>e.r 1973). 

c. On 2 November 1973, inforisation was received that a US Amy truck had been 
seen delivering unidentified articles on a %yeekly basis to a residence on Vic- 
tor Avenue, V7est Long Branch, NJ, for approximately five months. This information 
K&s passed to CID> Fort lfc«im>uth, for possible e:q)loitation. (C3-09-1O9-1-30H, re 
IC-B-072, dated 6 November 1973) • 

d. On 5 December 1973, information vas received t hat Ray Shields, later deter- 



mined to be Sherman Ray Shields, 'DAC, | b6 GS-11, Electronics Technician, 



Electronics Devices Branch, Production Engineering Division, Directorate of Re- 
search, Development and Engineering, ECOi:, Fort Konmouth, was a heavy drinlcer of 
alcoholic beverages. An exawple of Shields' drinking problem vias cited. On one 
occasion Shields came to work inebriated, and after being confronted by his 
supervisor, proceeded to urinate all over hajnself. (CR-10-109-K0I!, re IC-B-072, 
dated 7 December 1973; and Agent Reports by Special Agents Jerome A. Britton 
and Charles Grantham re Sherman Ray SHIELDS) . 



COMi-gltrrs. nSMARKS AHD RSCOMMSriPATIOHS ; 



a* Reference paragraphs 2a, 2b and 2d above: LTC Aaraot eapressed deep satis- 
faction iidth tl4 progress of CEliTRAL TAXI* He also stated that he intended on 
officially commending everyone connected with the CHJiTRAL TAXI CISP prior to his 
retirement in mid-1974» 

b. Reference paragraph 2d above! Of the three conventional sources recruited, 
tvo are employees of the Electronic vrarfare Laboratory, ECOM's Dost sensitive 
activity and previously void of source coverage; the third conventional source 

is employed -with the Maintenance Directorate, originator of the majority of SCOM's 
security violations, also previously without source coverage. 

c. Reference pai^agraph 3b above: LTC AaWJt was advised that l-AJ Quintarelli, 
Fort HonEiouth Field Office Conmander, and the FLO -vvill pass the information 



concerning ! b6 [ alleged continued connection with narcotics to an appro- 

priate agency. 

d. Reference paragraph 3d above: LTC Aamot stated that he would handle the 
matter with utmost discretion. 



^ JEROl-E A. BRITTON 
^ CJ3, USA 

i93> C3.TRAL TA>1T 



L 
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_ REGRADED UNCLASSIFIED 

AUTH Para 1-603 DOD 5200.1 R 

D^ARTMENT OF THE ARMY 
FORT MEADE FIELD OFFICE. I09TH MILITARY INTELLIGENCE GROUP 
FORT hiEADE. MARYLAND 20755 



ICGP-B-FM 

SUBJECT: Operation GONDOLA STAR (U) 



19 December 1973 



WARNING NOTICE: SENSITI^'E SOURCE AND METHODS INVOLVED 



QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

1. (U) CTRCU1-5STANCES : On 29 November 1973, LTC Leroy Walton, Chief of 
Security, Aberdeen Proving Ground, (APG) , MD was given the initial ICIP 
briefing and a progress report by the undersigned. ,Mr« Harry A. Mencke, 
Installation Intelligence Officer, APG and CPT Charles H. Lightner, Deputy 
Commander, Fort Meade Field Office, 109th MI Group, Fort Meade, MD were 
present. On 5 December 1973, COL Walter R. Harris, Commanding Officer, 
APG was given a progress report; Mr. Mencke was also present at this 
meeting 



RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 



a. This operation was inactive from the early spplng of 1973 to 
October 1973, The Project Control Officer was reassigned during the 
spring of 1973 and the position was vacant until October 1973, The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973- Both the new PCO and ^LO are now in place 
and actively pursuing this operation. 

b. Operation GONDOLA STAR (U) has t^o active covert Sources. The 
PCO has recontacted each Source and started a period of building rapport 
between the Source, PCO and Military Intelligence. During this period, 

the PCO is also concentrating on verifying placement and access, operational 
training and assigning current EEI. Initially, both Sources appear to be 
responding well to the PCO. 

3. (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: No signifi- 
cant counterintelligence information was developed during the reported period, 

COMMENTS, REMARKS, AND RECOMMENDATIONS: 

a. Subject OPIAK is currently under revision. Strong consideration 
is currently being given to the consolidation of operations GONDOLA. STAR (U) 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edge-wood Arsenal con- 
solidated into one installation on 1 July 1971. A status report will be 

CLASSIFIED B:': ^"o*- . iV:.-,.''C 

SCH^DULv OF j:;-cuTivr Qy^y,?. 11^52 

DECLAiSlFY 0;;:^ - . ^ J- :-..^;^S 





submitted to Headquarters, 109th HI Group by 6 January 1974. 

b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established with both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood crea, Aberdeen Proving Ground. 
Liaison is also in effect with both Military Police offices, the local 
FBI office, state police and the Harford County Sheriff's Office. Effort 
will be given to the development of additional Confidential and Conventional 
Sources during the next quarters. This PLO has served two pervious tours 

of duty at Aberdeen Proving Ground and is a native of Harford County; 
consequently, much personal liaison was already established uhen this PLO 
was assigned. 

c, COL Harris, LTC Walton and Mr. Mencke have expressed strong 
interest in the support available through ICIP and have offered their full 
cooperation. 




Project Liaison Officer 
Briefer 
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SUBJECT 



1. 




t; .in h 
ARTMENT OF THE ARM > 

• FORT MONMOUTH FIELD OFFICE 
109TH MILITARY INTELLIGENCE GROUP 
P. O- BOX 176. EATONTOWN. NEW JERSEY 077&4^ 

QUARTERLY PROGRESS REPORT iiUl-3E?. "^^l^Pg^.^^^COi^ '^^^^ \ 
Operation G01!G Slli: (U) 



Period: 1 September 1973 to 30 liovenber 1973 



IRCUHSTAlICEoj 



6 DeceiTiber 1973i Quarterly Pxc^tges Report' Ilunfoer Ih- was presented 
orally to COL Joijathan L, Holinan, Connander, Piria tinny Arsenal (PA), Dover, 
liew Jersey, and to V.i. John Greffe, LaC, Chief, Security Office, PA. Greffe 
is the CI3P Coordinator for PA. The 'briefirtg K-as included in a liaison visit 
made by COL Charles E. Thonann, Conr.ander, 109th Military Intelligence Group, 
Fort George G. Meade, Maryland, The primary purpose of this liaison visit was 
for COL Thcnann to explain to COL Holraan the r.ethodolog>', and purpose of the 
CISP, and to discuss conventional source limitations inpoocd by COL iioliran during 
Quarterly Progress Report Briefing #3 on 6 Septenber 1973. Other 109th MI Group 
representatives in attendance were LTC Glenn E. Vornsr.nd, Commander, iiorthern Area 
Control Office; MAJ Nicholas F. Quintarelli, Ccnmander, Fort Konmouth Field 
Office; VJJ Hugh Fitzpatrick, Asiiistant Group Operations Officerj and wOl L-ugsne 
H. KcNally, Project Liaison Officer, PA, 



i. McNai: 



RECAPITUUTTOII OF OPiRATICl'IAL PaOGR?:3o DURI?;G Tr.E PERIOD; 



a, Vi'hen briefed on the CISP on 6 ^^epte-abor 1973 \refDXfence Quarterly Process 
Report #13) t COL Holnan expressed apprehension over the establivshment of a 
conventional source program on his installation* As a result, he inposed the 
requirement that the nanes of all potential sources be coordinated in advance 
Kith his Security Officer, Mr. Greffe, Greffe Iiad later stated that initially 

he would want to coordinate the selection of all conventional sources directly 
with COL Holman. Because there was a question .as to the advisability of 
taking such action, PLO was instructed to begin spotting and asseRsing potential 
converitional sources; to complete the necessary investigjitive checks on those 
individuals selected; but to hold contact in abeyance until the limitations iinpcsod 
by COL HolFian could be resolved. During the reporting period, PLO sDlected and 
completed the investigative checks on 12 civilian emplcyses within the target area 
at PA, Since initiation of the checks, one of the individuals has retired fron 
government employment, and his file has been eliminated. PLO has formulated a 
conventional source contact approach plan, and has coordir.ated it with the 
CociKiander, Fort Monmouth Field Office. 

b. The new Project Control Officer is now on station and has recontacted 
all GONG SILK confidential sources. The sources pledged their continued support 

the new PCO, 



to the hi 



SIGITIFICAKT C0U1^TERINTELLIG£I-;CE INFORMATIO:? DEVELOPSD ; 

ClAsyirnd by. ..va::.. . 



\X -K ' • - '(\ r- 'V.^ l ^Mr^-"^ I SCHEDULE 0? EXSCUTIVr ORDIR lie52 
Via/ t. "li ^ iijk^ icr 



a. On 4 September 1973, an employee of the AerotelTis-t ics Branch, 
Engineering Science Division, Pe.ltnan iissearch Jvaboratory, PA, visited the 
Security Office and stated that he believed that another employee possibly k3,s 
tampering with equiprr.ent in the wind tunnel. FLO interviewed this unsolicited 
source on 5 Septer;ber 1973 ai^<i on 20 Septeriber 1973 when he returned to relate 
further information. Additionally, a co-worker visited PLO on 21 Septecicer 1973. 
at the apparant enc juragenent of the individual v;ho irada the- initial visit. 
These visits were recorded in Agent flepcrto, Subject! Possible Ta^npering; of 
Equipment in ^'ind Tunnel, Engineering Science Division, Aeroballistics iranch, 
Experiment Evaluation Section, Feltaan Research Laboratory, Picationy Arsenal, 
Dovei; Kew Jersey 0?801, signed by PLO and dated: September. 1973f phase 
designation (OFFICI/X 3011103); 6 September 1973, phase designation (K13CELL.-u-;2C-US) { 
20 September 1973, phase designation (MISCZLL'ili'EOUS) ; and 2k September 1973. 
■phase designation (M ISCEL LjulECUS) . Re lated r eports were Agent Report, iub.iect: 



b6 L CIV J b6 I IIP032 | b6 



dated 4 September 1973, phase designation (201 FILE CHECK}, signed by Thonas ?, 
Clccarelli, 109th KI Group; and Agent Report, Subject: SWSTZ, Andrew J,, CIV, 
I b6 ~\ DPOBj 2 July 1920, Franklin, Hew Jersey, dated 10 September 1973, 

phase designation (201 FILE CHECK), signed by PLO, Information contained in all 
reports was provided to the Security Office, PA, 

b. On 5 November 1973, a telephone call was received by the Cffice cf the 
Ariuy Materiel Command, Project Manager for Selected ATar.unition, PA, from an 
Individual who desired information regarding names and addresses of US Ammunition 
contractors. After telling the caller that he would check into the request and 
return the call, the enployee receiving the call obtained the name and address of 
the caller and reported the matter to the Security Office, PA, Initial inquiries 
were made by the PLC and the 109th MI Group SECAP representative and tha rei;ult5 
of the inquiry were relayed to the Security Office, PA, The inquiry is reported 
in Agent Report, Subject! Request for Libt of Munitions Contractors in the United 
States, dated 6 November 1973, phase designation (KISCELLAfiEOUS), signed by PLO. 



COKKSNTS, remain: S. AMD RBC01'!T-IErTDATI0HS; 



a, COL Holman obviously recalled the details of the last briefing, and indicated 
that he had given thought to a conventional source program at PA, His attitude 
was that although he was unaware of any threat, and did not feel that there was a 
threat, it would do no harn to have this preventive detection program inplenientedj 
therefore, he readily reconmended that the conventional source prograr, begin, 
COL Thociann gave an in-depth explanation of how the 109th Military Intelligence 
Group could be of assistance in the CISP and other fields, and COL Holrr^n was 
impressed with the discussion and felt certain that those in Military Intelligence 
were the experts in the field, COL Holman was assured that before an individual 
would be selected as a potential conventional source, an extensive background check 
would be completed and that Eiature judgment would be employed throughout the oper- 
ation. It was mutually agreed that the naraes of prospective conventional sources 
would be verbally cleared through Mr, Greife, but that no list would be provided 
or maintained by the Security Office, CCL HolTnan requested that if a "flap" appeared 
inminent during a contact, that he be immediately notified by PLC so that ho could 
contact the individual and placate, him, CCL Holr.^n was assured that this would 
be the procedure. i^f^'-P^ ^^^fT^-'^^^.^^^i^f^^- !] 



REGRAD&DU>^C'_|r^ 




a Li uit i 



ON SEP „ ^o-7 

BYCDRUSAlNSCO;ui-01/PO . 

AUTH Para 1-603 DOD 5200.1 R 



\), Both CX)L KolitaiTand Kr. Greffe appeared highly, pleased with the 
coratnand visit, and to have a proper awareness of the CIS?, FLO hac been 
given permission to initiate contact with the prospective conventional sources 
"by HQ., 109th Kl Group, Contacts will "be effected cn a deliberate ' one -by -one" 
basis comRenclng mid Decemter 1973. Because of this connand visit, PLO feels 
that the obstacles have been removed and the operation can progress smoothly, 



Cys Purnt 

HACO 

PCO 

PLO, PA 



n^^VEUGEKE H. KdSALLY 



\\ tfOl, USA 

Ptoject Liaison Officer 
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ICGP-B-FM REGRADED UNCLASSIFIED 19 December 1973 

ON SEP 

SUBJECT: Operation CAKAL LOOP CDR USAlWoCO^I FOl/PO 

AUTH Para 1-603 DOD 5200.1R 



QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

1. (U) CIRCUMSTANCES: On 29 November 1973 LTC Leroy Walton, Chief of 
Security, Aberdeen Proving Ground, (APG) > MD was given the initial ICIP 
briefing and a progress report by the undersigned. Mr. Harry A. Mencke, 
Installation Intelligence Officer, APG and OPT Charles Llghtner, Deputy 
Commander, Fort Meade Field Office, 109th MI Group, Fort Meade, MD x^ere 
present at the briefing. On 5 December 1973 COL Walter R. Harris, Con- 
mandlng Officer, APG was given a progress report; Mr. Mencke was also 
present at this meeting. 

2. I^^'^^CAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 

a. This operation was Inactive from the early spritig of 1973 to 
October 1973, The Project Control Officer was reassigned during the 
spring of 1973 'and the position was vacant until October 1973. The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973. Both the new PCO and PLO are now in place 
and actively pursuing this operation. 

b. Operation CANAL LOOP (U) has five active covert Sources. The 
PCO has recontacted each source and started a period of building rapport 
between Source, PCO, and Military Intelligence. During this period, the 
PCO is concentrating on verifying placement and access, operational train- 
ing, and assigning current EEI. All Sources initially appear to be re- 
sponding Mell to the PCO. 

3. (U) SIGNIFICANT COUNTERINTELLIGENCE INTORMATION DE\TLOPED : No signifi- 
cant counterintelligence Information was developed during the reported period. 




4. V«N» COMMENTS, REMARKS, AND RECOMMENDATION; 



a. Subject OPLAN is currently under revision. Strong consideration 

is currently being given to the consolidation of Operations GONDOLA STAR(U) 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edgewood Arsenal 
consolidated into one installation on 1 July 1971. A status report will 



be submitted to Headquarters, 109th MI Group by 6 January 1974. 



b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established vlth both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood area, Aberdeen Proving Ground. 
Liaison is also in effect with both Military Police offices, local FBI 
office, state police and the Harford County Sheriff's Office. Effort 
will be given to the development of additional Confidential and Conven- 
tional Source during the next quarters. This PLO has served two previous 
tours of duty at Aberdeen Proving Ground and is a native of Harford County; 
consequently, much personal llaslon was already established when this PLO 
was assigned. 

c. COL Harris, LTC Walton and Mr. Menclce have expressed strong in- 
terest in the support available through ICIP and have offered their full 
cooperation. 

d. COL Kenneth L. Stahl was assigned as the Commanding Officer, 
Edgewood Area, APG in September 1973, Since he had not been given the 
initial ICIP briefing, he was not given a progress report on 21 December 
1973. 



r 






ICGP-H/PCF-SOS 13 December 1973 

SUBJECT: CENTURY SQUAD (U> 



Commander 

United States Army Intelligence Command 

ATTN: ICDO-OP 

Fort Meade, Maryland 20755 



RE6RADED L«^«:CL'.?':'"'7.'i 
ON SEP -5 
BY CDR USAii^SCOivl F01/PO 
AUTTH P^a 1-603 DOD 5200.1 R 




Reference letter, TJSAINTC, ICDO-OP, 15 October 1973, subject: 
Counterintelligence Program (C). 

Recapitulation of Operational Progress: 

a. Official Military Personnel Files (OMPF) for ten (10) individuals 
appearing to meet the criteria for recruitment as a confidential source 
have been received from The Adjutant General's Office (TAGO). Meticulous 
review of these files is currently in progress. ^- 

b. Local and National Agency Checks concerning these individuals 
have been requested through channels established by the Liaison Branch, 
902d MI Group. It is anticipated that the results of these checks will 
be forthcoming during the next reporting period. 

c. Piles maintained by the Civilian Personnel Office, The Pentagon, 

were examined concerning 17 individuals assigned to the target agency. 
Evaluation of the data contained in these files continues. Concurrently 
with this vetting process. Local and National Agency Checks were requested. 
It is anticipated that the results of the checks will be received during 
the next reporting period. 

d. Additional identifying data on selected individuals assigned to 
the target agency has been submitted to the Investigative Records 
Repository. This information should resolve the problems encountered 
in dossier retrieval. 



e. Attached as an inclosure is a report of counterintelligence 
inspection conducted at the target agency traS]Vi October to 5 November 1973. 



—1 




REPORT OF COUNTERINTELLIGENCE INSPECTION 
' ' • OF 

• United States Amy Management Systems Support Agency 
Room BD 1028, The Pentagon 

SECTION I. .INTRODUCTION 

1. An announced counterinteTligence inspection of the United States Army 
Management Systems Support Agency (US/v"5SA), Room BD 1028, The Pentagon 
was conducted during the period 29 October through 5 November 1973, by the 
following Special Agents of the Pentagon Counterintelligence Force, 902d 
Military Intelligence Group: 

• 

William H. J. Count 
George M. Vaughn, 

2. Captain James K. Clements, Security Manager, acted as contact for and 
assisted in coordinating the activities of the Inspection. 

3. The last counterintelligence service was conducted during the period- 
21 to 25 August 1972. 



SECTION II. SCOPE 



4. This Inspection included an examination of the degree of compliance with 
DOD Information Security Program Regulation 5220. IR and AR 380-5 of the 
following offices of USAI-'SSA: ^ 

Headquarters, Management and Administrative Support Group 
Scientific Systems Division 
Systems Development Division 
Operations Division 

5. USAMSSA has on hand approximately 850 SECRET documents and approximately 
20 linear feet of CONFIDENTIAL material. No TOP SECRET documents are main- 
tained within the USAf-ISSA. 

SECTION in. FINDINGS AND RECOMMENDATIONS 

r 

6. There are no uncorrected or repeated findings. 

7. Current Findings: No major deficiencies or shortcomings were noted durin 
the inspection. Minor administrative deficiencies v;ere corrected on the spot 

B, Physical Security: Only those aspects of physical security relating to 
classified storage v/ere inspected in conjunction with this service. 
Four of the containers utilized for the storage of classified materidl do not 
meet the minimum requirements set forth in paragraphs 5-101 and 5-102, DOD 
Information Security Program Regulation 5200. IR. USA'^SSA has requisitioned 
approved security containers to replace the unapproved containers. The 
unapproved containers are under 24-hour observation by USAKSSA personnel. 



, • • /l^ SECTION IV. COMMENTS 

9, The overall security posture of the serviced area 1s excellent. The 
USAMSSA Security Education Program is considered adequate. Incoming 
personnel are briefed concerning the handling, storage, and transmission 

of classified information. In addition, all personnel are given a periodic 
review to determine their compliance with existing security regulations. 
USAHSSA is currently revising its existing SOP to enhance the overall 
security posture. Reproduction of classified material is held to a minimum 
consistent with operational necessity. A copy of the restrictions imposed 
on reproduction of classified material is posted near the reproduction 
machine. The USAf-ISSA requires a 100% monthly i-nventory of all SECRET docu- 
ments recorded on the Division Log, Additionally, the USAMSSA requires 
a doublecheck of each item of equiomeht within the individual offices and 
that DAS Form 11 (doublecheck List) be signed and maintained on a daily 
working basis. The duty officer is required to carry numerous keys during 
his after duty checks. Master keys would better serve this purpose. The 
Pentagon Custodial Engineers have such master keys and arrangements could 
be made with them to obtain master keys for. the offices within- the unit. 
The USAMSSA needs to implement a preventive-maintenance program on its 
security. containers, as handles on several security containers are loose. 

SECTION V. EXIT BRIEFING 

10, All aspects of this service were discussed during an exit briefing on 
5 November 1973 with Captain James K. Clements, Security Manager. 




t 
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ICGP-B-V;A 13 Decerr.ter 3 973 

QUARTERLY JTROGRESS R2P0RT NlKiER 1 

Period : 25 Octoter 1973 to 13 Decenber 1973 

WARJfllJG IJOTICE: SENSITIVE SOURCES AfID hETHODS IKVOL\TiD 

SUBJECT: Operation lanyard Mood 

iJllA^ CmCWSTMCSS : 

On 25 October 1973, OPLAN Lanyard Mood was fonrally re-actiyated i- a 
visit to KAJ Cl:/de Bryant, Security Officer, Defense Lanp^uape Institute 
East Coast (DLIBC), by KAJ D.N. Kappel, Conmander VvFO- CV.'3 Clarence S. 
Barker, Liaison Officer, \!F0: and CW2 Guy J. Battiste II, Pro.lect Liaiscn 
Officer (PLO), DLI2C. On 3C'Cctcber 1973, PLO briefed W.J 5ry-r.t on the 
CISP. It vias agreed that the briefing of the Co-n^^-ander, DLj3C, sho;:ld Is 
delayed until the Oplan was reinritten ar^i a positive approach to the 
program developed. To date, all rteetinirs with VAJ Bryent have been to 
further that purpose. 



RECAPITITUTION OF OPSPvATIO^:AL H?0i7R}:S3 y.milCr TlF. TCP.IOD; 



Screening cf personnel at DLIEC has bepun fo5 the purpose- of identifying 
those individuals >4+»ose backorcunds and/or activities might fall v;ithiri the 
scope of the E3I in the Oplan, as well ar. these individuals who ir.ay be 
considered prospective sources in the future. 

3. ^ SIOMIFICAfvT COiyTailrJTELLIGErrCS lWO?yJxJlQU DE^rZWPZD: 



Referred 



C0N2-S\7S. RE^^KS , AND RSCO rT^E^TOATIOrTS ; 



The re''/ised Oplan for Lanyard Mood was subr-itted to Headq-arters, 
109th KI Group on 5 December 1973. Pendincr approval of the O^lan, tho PLC 
will continue layir^ the groundwork for the operation at DLIEG^ and D:reer,:.n 
personnel files to detenr.ine those personnel ^^ho irirht be of operational 
interest. The fonr.al briefing of the Conrrar.der, DLIEC, has net been 
scheduled, but a target date for the briefing is within the first t-.vo we-?ki 
Of January 197/». DLIEC has proven in the past to be a successful CIS? tar^re 




and can be as product!-^ in the future if anproached DrooerXv. The 
structure of DLIEC, being divided into separate departments for each 
language, results In the departmenta becoming cliques of persons from 
similar backgrounds or countries, ard therefore the instructors have little 
contact with persons outside their own department. This creates a aore 
delicate situation than normal, and rreans that the operation must be 
approached slowly and positively, as rushing into soirething might result in 
a case of bad judgeraent and turn the situation frora delicate to explosive 




Gyf,^3ATTISTS II 
CW2, MI 
Project Liaison Officer 




• LSPARTi-^i^JT C? THE ARllY 
SYPvACUSE-SSNECA FIELD OFx-ICE 
109TH MlUT/vi^Y IlvT?;iXTG^lC2 GilCUP 
PO BOX 73 SYRACUSi: m.i YORK 13201 

ICGP-B-SY ^1 December 1973 

QUARTERLY PROGRESS REPORT NUI-lBEa 1 
^Period 1 October 1973 to 31 December 1973 

SUBJECT: 'Operation CAN1!^B PLATE (U) 



lA^W* CIRCUt'isTANCES: On 16 November 1973, an initial .briefing vas given 
conceding the CISP at Seneca Army Depot, Romulus, New York, 1A5^1, code 
named CANB3E PLATE. Present for the briefing were COL Allen Light, Jr., 
Depot CojTBBnder; I-iAJ Koel L. VJeaver, fonrier Syracuse-Seneca Field Office 
Connander; CPT Denis F. Ausflug, present FO Co:rjrander; and C'.iZ Francis L. 
KcGinn, Jr.,'CAIOIE PLATE Project Liaison Officer. 



RECAPITlJlATION OF OPERATIOMAL PROGRESS DURING THE PETtlOD: In the 
briefing of Ifc JIcvsTrber, COL Light vas inforai.ed of the intent and air.3 of 
CANINE PLATS, reference 1-IFR, 6 December 1973, re: CAiJINE PLATE. No other 
overt activity has taken place. See paragraph 1+ below for additional remarks. 

3, (U) SISJIPICA.NT COUNTERIHTELLEGENCE INFOiU-IATlON DEVELOPED: None. 

•Jll^ COiC-iS^-TS, RQjiaKS, AND REC011I-I©]DATI0HS : The p /eject liaison officer 
hafe been on station since December 1972. In the past year, through 
associations formed at social activities at the Seneca Army Depot Officers 
Club, the only area in which the FLO has sufficient reason for contact ^ 
with depot personnel, three or four likely prospects;"for conventional 
sources have been spotted. An approach will be laade as soon as one very 
significant problem has been resolved. It is almost certain > because of the 
very high degree of security consciousness of depot personnel, that any 
approach by the PLO will be treated vri.th suspicion and reported to the 
depot security officials as a possible penetration atteir.pt, or as a test 
of their SXFDh reporting- system. This is directly against the wishes of 
COL Light, T.-ho wants knowledge of C.'.:iI:iE PLAT5; to be confined to himself. 
This leads to the conclusion- that all prospective sources, at the time of 
recruitment, must be directed to ask COL Light any questions they inay have 
concerning the PIjO's veracity. This would reveal the identity of the sources 

CI assl fed by ^.^.PA^.S:iX.:^J:-:T.k.. . . - 

EXE;1?T rROM GEiIER.a DECLAS5IFIC.;.TI0:r 
SC;iSDUL2 OF IXCCUTIYE OHDl-?. 11652 
BXC;-.:?riO:i CA7.rC0RY..7-.. 
BSCLAS:5I?Y /^'T'^t-;/^ 



I 1 




to the Depot Oonr^ncer. The chances of having the project revealed ^-ith 
subsequent emoarrassment to the Depot Gorcr^nder and to the 109th i-J Gro>-^ 
are too likely to be ignored. Disclosure of the identity of conventiorri 
sources, when nece..ary, does not ap:.-.ear to contravene existing re^ula,"." ons • 
o/.r?' ■'■•^"^^ ^P^l^' to confidential sources although aik'cios^re ' 

USAI^tJ tn^'^'H""" permission of the Corrande;^ 

:^d\^iL^°S\^:^^^S/^- ^''^-^ vhich ti.e opinions'''' 
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;PARTMEi-!T OF THE ARMY 
ff/:-- v^.O-^^i HEADQUARTERS 115TH t^'.ILlTARY INTELLIGENCE GROUP 
-i PRESIDIO OF SAN FRANCtSCO, CALIFORNIA 94129 

REPLY TO ATTENTtON OF: 

ICGP-F-SO 1^^ Deceir.ber 1973 

■ QUAROERLY PRXEESS BEPORT KUI^BER 1 . 
For the Period 10 Septereber 73 to 10 December 73 

su^Ts icip cENuuR RACE (u) oEMSiTiVL Z^^U2:,3 Ailj '^.^aI'/jjS INVOLVED 

1 xTl^ CIRCin>Em'CES: On 5 December 1973, ^'-AJ Glen E, Robinson, Fort 
Lewis Field Office Comraander, briefed LTC Homer Pickens, ACofS, 9ih Infantry 
Division and Fort Lewis, representative of the CorLoanding General, 9th Infan- 
try Division and Fort Le-A-is, on the progress of Internal Countejantelligence 
Program (ICIP) CETITAUR RACE. 



RECAPITULATIOH OP OPERATIOliAL PROGRESS DURIIJG THE PERIOD: 



a, A study concemlns Insertion of sources into the Fort Lewis rllitary 
community has been completed and results will be forwarded by separate corres- 
pondence. 

b* Aggressive screening, spotting, and assessment of Installation con- 
ventional sources and potential Confidential Sources is continuing and has 
been expanded to Include all targets on Fort Lewis, 

/" 

c, The first Source Lead and Development Report (SLDB) for ICIP CSITAUR 
RACE will- be prepared and submitted within JO days. 



)een no si 
:CIP to^a 

^jPt; C 



SIGfTIFICAHT COUIITERINmLIGEIICS IKFOHI'ATIOH DEVELOPED: Ihere has 
been no significant counterintelligence information developed through the 
ICIP to>date due to the lack of formally lecraited sources. 



i+y^^^ COK'HNIS, FvS.™S, Airo RBCOMI-SJTDATO^S ; LTC Pickens, ACofS, 9th 
Infantry Division aiid Fort Lewis, continues to have an interest in ICIP 
CEJTAUR RACE, and has cooperated with Fort Lewis Field Office to the fullest 
extent. It is the desire of the Comrranding General, 9'^h Infantr/ Division 
and Fort Lewis, not to be present for briefing:: imless significant counter- 
intelligence information is to be discussed. 



opG?\NO^^ - Xx^O EUGEK5 F. OVERHOLT 

ps^'CO^^''. 5:"*-^*"' ■ Acting Operations Officer 

<: ._ 
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3 December 1973 



- QUAirrsftLY r;iOGiizss R:rCi;T ku.'Cjsr 2 

CEKTAIS SAIE 
Period 13 October 1973 to 28 Koveaber 1973 



1. 



CU) CIRCU.'SSXAKCSS: 



On 28 November 1973, CW3 Janes E, Harnish, Project Liaison Officer (t"LO), 
MERDC, provided Colonel Tehno R,. Hukkala, Connander, MSfiDC, Leslie L, Askew, 
Security Officer, KEilDC, and Edna T. Payne, Assistant Security Officer, IOjIRDC, 
with the 2nd Quarterly CISP Briefing, The briefing was presented one week 
earlier than projected due to the uncerts-inty of the Commander's pre-holiday 
December schedule. The briefing was well received with no problems encount- 
ered. 



2., 




RECAPITUL\TICli CF OPE '.AT'iCKAL PROGRESS DURING THE PE:iICD ! 



Six prospective Sources were spotted during this period. 
3. uS^IGHIFlCAMT COUI;TERIl;TilLLlGE^:CS r-iF' RM-.TICN DEVELOPED; 



as follov;s: 




b6 


1. 


DP03: b6 SSG 


b6 




report 


submitted 26 October 1973, concerned suitability due to 


indebtedness 


; b6 




, PDOB: b6 



b6 



CIV b6 



ability due to alcohol drink ing problem; 



b6 



b6 



reoort subraiited 5 November 1973, concernsd suit- 

] DPOB: 



b6 



b6 



concerned a /threatening te lephone call. 



report submitted 21 November 1973, 



A. 



COM-g!!TS. RSI i:\Rr.S. AMD RFXP-'lMiLrPATIOHS : 



.Ac the present time there is no approved CPL-An available for this pfo- 
ject at Che Washinston Field Office, The next Quarterly Briefing of the 
Comric.nder, M£"DC, will be within the first two weeks of March 1974, and 
v/ili realign ths briefing schedule. Mcl.lDC is a good CISP tCirr;et, o.r-.d has 
the potential for a successful project, hovrever the PLC's time on site is 
limited due to being PLO at another installation also. To be more effective 
I-IEPvDC Dust be a full time project. 



Extir.p'iicn ci:t:;_ory:. 
Declassify on:i /:.ii.Ji'Jj'-'/:.\l.L, 



C;-,:;r 11502 




JA^r^S. E. HARNISH 
CVO 

Project Liaison. Officer 





3 Decenbcr 1973 
QUARTERLY PROGRESS REPORT NUMBSR 2 

SUBJECT: CEOTAVO KID 

Period 12 October 1973 to 12 "overaber 1973 

WARi^lHQ I;OTiCE-S£KSlTiV£ SGURGlS AND I^ETKGDS I'^VD'VED 

1. .' (U) CIUCUiSTAyiCZS : 

On 12 November 1973, the Conaaander, HarryDiaraond LaboratoriesCHDL), 
was briefed on the revised CEKTAVO KID OPLAN, Present £t the briefing were. 
Colonel David W, Elnsel, Comm-mder, HDL, Major D.N, Kappel, Comnr.nder, WFO, 
109th MI Group, fejor Thomas R. Mooney, Executive Officer, HDL, CVJS Jr.mes 
E, Hernish, PLO, Alfred F, Schneider, Security Officer, HDL, and J'-nies K, 
Yelck, Assistant Security Officer, HDL, Due to the close proxiroity be- 
tween this briefing and the December Quarterly Briefing, both were com- 
bined. The briefing was well received and no problems v/ere encountered. 
The next Quarterly Briefing will be delivered within the first tv.'o v.'eeks 
of Ksrch 1974, and will realign the briefing schedule, 

2. ^^]^ ^>ECAPiTUL-.TiOH OF o?J:::;,\TTON \L pR0G?.E5$ Dira;-;G THS f:^:; ;:.od ; 



Since the approved and revised CPLAK has been available, six potential 
Sources are undergoing Local Agency Checks. A problem in cooperation as in- 
dicated in Quarterly l-'rogress Report i;umber 1 within the HDL Security 
Office has baen resolved end cooperation froci the Security Office has im- 
proved , 

3, ■ S ICAl IF XC.iirr CCU1<T5?. IKTSLLIGSNCg IlIFCr.M.TK '.'I DiVELCPZD: 



One'''^Apent Re 



Agent Report was produced during; this poriodas follov.'s: L.\MSilS, 
Guillermo B., DPCB: 29 January 1935, Buanos Aires, Argentina, CIV | b6 | | 



b6 I report submitted 19 October 1973, concerned sui'tability infor- 



ms t ion. 

4, (U) COlSiSriTS, REMARKS, AI.'D RECO:L'iSIiDATI0KS : 

None . 



.'i-f u.^.Co' l/ffiiA 't'C 

-:]zn czii.-. ory:. *m 

sf-ify on ::-7v-:'<rx<:>'i?L'.^:cV. . 




JAi'iES £. II.-R;\'1SH 
CW3 

Project Liaison Officer 
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iPARTMENT OF THE ARMY 

FORT CARSON FIELD OFFICE 
nSTH MILITARY INTELLIGENCE GROUP 
COLORADO SPRINGS, COLORADO 80901 



ICGP-F-CA 



10 Dacenber 1973 



QUARTERLY PROGRESS REPORT MUMBER 



! PEillOD: 11 September 1973 to 10_ December 1973 

SUBJECT: Operation Canary Ston« (U) 

Effective 1 December 1973, the Dugway Proving Ground Resident Office 
was established and became operational. SFC Pete A. Gonzales (?L0) has 

been assigned to the Duguay ^esident Office, awa ^ - i ' ' ij ^ .I '*i^e^-gft4»a^=^?!:=^ 

?ffiuu.j rj ! « ^9 , ii»p wti g iinai» " ii> i i > . iigiB t To date, the POO has not been 



assigned to Operation Canary Stone, therefore, no progress briefing vas 
presented to the Gonisander, Dagway Proving Ground, pertaining to the past 
quarter's activities. 

2. (U) RECAPIT^JUTIQ^j Of' OPERATIOliAL- PROGRESS mRlUG ?IZ[0D . 

No operational assets were utilized during the reporting period. 

3. (U) SIG:.-IFICAt:T COUKTEHIKTSILIGEijCE IKFORI-UTIOI-; I^5\rEL0PED . 

Nons bar, been developed during the reporting period. 
U. (U) G0>3-'i;NTS, REhCARKS. AMD R£G0M::£WDATI0N5 . ^ 

The Dugway Resident Office is located in Room 2204-, Building f>?3it 

IXigway Proving Ground, Dugway, Utah. The Intraservice Support Agree^-ient 
between the ll5th J-il Group and Dug'-ray xVoving Grcund has been finalised 
and is in the process of being signed by ap.jropriate unit representatives- 



f^a^a 1-603 DOD 5200.1 R 



LTD, vjy^ 
Comianding 
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DOSSIER NO. ZFQii94f^- 

Vol A of 7 Vols 



As of Sep 85 all material included 
TBate] 

in this file confonns with DA policies currently 
In effect. 



^ (Signaturer 



(Printed Name] (Grade) 



18 Sep 85 

(Date Signed) 

GS5 
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lA (HQ) Form 2214 
{1 Sep 78) 



Replaces MIIA Fm 315, 1 Jun 75, which may be 
used until supplies are exhausced. 
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OOMrKHTS 



Mbbo for VCSA from IBofA, SUBJ: ICIP 21 Jaa 75 

Mwo thru VCSJL for DBofl, SOBJ« ICIP li Feb 7S 

1st Irol to TJBAHJTA, Approval of CANTHl RIDE 7 Mar 75 

Ltr from USAINTA, Bvaliiatlon of Selected 28 Apr 75 
IhatallatlonB in Panama Canal Zone 

Quarterly Beport, Ist Qtr, CI 75 27 Kay 75 

Ltr to CftPj IPGapproTing continiiation of 11 J^il 75 
QONDOLA SIAH 

Ltr to Cdr, PCP, disapproring OPlan 1 Aiig 75 

Quarterly Rpt, 2nd Qtr, CT 75 16 Sep 75 

1st Ind to USAINTA, Approval of revised 15 S(Sp 75 
0?LA:4 CANtRY Z??DRT 

Quarterly P-pt, 3d itr, C: 75 -i"^ 75 

y.eno for Record, Sbxii'': ICi? C.-'i'-.-'^Y tlrrOHI ?1 '''^TJ Ti 

Mss to IS.A i'-.U on proposed ICi? 19 ^^ov 75 

Lr to USAINfTA, Quarterly I"!? Reports ' 17 Dec 75 
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ICIP'S Tr.HiaNATJD, P.S OF F5b ?5 



1. CAi'iiL aOPE 

2. CA.fJARY STOME 

3. CA^JilliA ARCH 
k, CAiiY'JH pfJSliiR 

5. CErjI/iLR SALE 

6. CmiR^L TAXI 

7. CEi^rU.HY SQUAD 

6. JONDULA FLAl) 

9. Ijvjyar;) mood 

10. le;c tone 

11. LKN'IKN-'i- CLOIOD 

12. GOMDOLA SI'AR 



- US Arry Conmunicstions Comnand, Ft Huachuca, AZ 

- Dugway Proving Ground, UT 

- L'S Army Air Defense Center, Ft iiliss, Ti 

- UMfitilla Amy Depot Activity, Herniiston, Oregon 

- lis Army Mobility Lqui: 'merit hesesrch and Develop- 
ment Center, Ft Belvoir, V/ 

- USAri'.y Electronics Coransnd, Ft Monriouth, NJ 

- L'S Ar-y Xanegenent 5yste.-:;s Support Activity, 
The Fentsgon, Washington, UC 

- liS Ar.Tiy ilectrcnics Proving Grouncj, t-^ Huachuca, / Z 

- Defense Languatje Institute East Coast, Wash. Mavy Ysrd 

- PicEtinny Arsenal ArmaTents ^.on-isnd, Dover, 'iC 

- US Amy War College, Carlisle .--^rrackE, ?A 

- Reinstated for 6 Months. 



.ida_.5 



n&HX-DCG QiMirt«rl7 ICIF K*port« (Q) 

» .- 

ATTK: MIIA-SO ITC Haeod Wmjb/56159 

FT MODE MD 20755 

I. 00 S*fer«Ke, auMge, nUa-DOA, 03211SZ Dec 75. 



AttacM for four flics 1» • eenr of tint XMFQBATIOK lIDiaB&KDCM to Che Uoder 
S«ei4fcar7 of tho kxmf (!••• Inclosurcs) vhlcb tormrdei MMMries of the nlac on- 
fOiot GOVS ZGIP OfozotLoM >• tttelttod 1»y jovr bcMWlqoartoro. A* tomy pertainiog 
to • fvmfOfA KIP hf tho MCh 81 Gvoop in ooyport of JlSkSk «oo not liKlodod In this 
OQlMiLuloa. Spoo locelpe of a tttoponoc to tlic obeoe roforcneed wcsage, o decision 
will bo mmd% ohothor to iitclndo tiiot opocatloo la tho ooxt quarterly report. 

la otaff lag tho Qwxtorly KIP Boport irltblo QkCSl, the Actlag Director of 
latelllgeoce Operatlooa aotod that ■mutf of the oooasrles of oo^soiog •etioas containet! 
too oacy detalto of ladlvUoal eharactor/behavlor laauea. la fatarc aoarterlj reports, 
aaltsbllity-tTpe lafematloD pertatnlas to lodiTUaals covered by the ICIF project 
aboulcl be cither clialoated or suBBsrited la geaeral coooents. 

4. Od a aeparate iMtter, vbeo the ACSI reinstated the ICir COnX&A STAR in 

July 1975» he Isdlcated he woul^ review the ICIP In sIt noDtha to detetvlne If 
algnlflcant lofonstloo had beea developed to narraot contlauation of the prelect. 
It is reeducated that your headquarters conduct « revlev of this ICIP mv.-^ furnish 
your coneots aod recaagBteodatioas to this office by 9 January 1975. 

FOR TBE DIBECTOB OF mTBLLIGENCE CPEKAXIONS: 

l&gG,- L. i. -T; ■ 

1 loci L. A, SFIMTO 

as Colonel, GS 



Chief, HDMIKT Dlvlttoo J 
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pcGRADED UNCUSSIFIED 




imraroi »c iw7^ topic 

cot IADI90SA, CHllFt CI SIV, ODCSI, U5AB£Ufi jFOB 09L 



i: 



o 
o 
o 



*I»IT0> "chief, CI CIV, OACSI, tA| WFO LTC fillMCS, CSif 
3D D£T , USAIKTA. " 
SUSJCCTI XNTiSNAL COWTEKINTELLICXNCI PSOCBiH (IClP> (t> 
^ DA fiAMI-DOK ili^liSZ SCC 7' 
K H0C TOPIC ni*m <CP 74 CU)* 




» Bil 41^*74 TOPIC i«^lHZ MP 74 tU>* 



o 
• 



& eiai^tc icDO-^p aiitniz 73 ic>» 

IjUh^ BASCE Ot< TH£ POUcY COHTAINED IN S£r A, THIS OFFIC£ 

AI, 



UlU_ipniiARD OPUN*S fOk AU. U5ASEUS ICIP* S, OHCOIMG A4D PU^tmEI^, 





c 



..mtHf ■^t^ 



U -J 



Acn APflMAU H^ESp W THE ABSENCE OF SCTAlUC ARMT- 
p^^^^Jiiil^tji Kir, IT IS BIFTICULT TO DlTnWlHE BltfC.H USAREUR 
]9^^ M^^^ jjj^ '^^^^ HUT THE CBiTniA AND ©trWITIOW OF 





H HUtJe&t^ PT 0ACSI» Bl TUS lECAtfi, THE fOLLOHlNG 
^%^ai^Tx095 AfiE SESCiltOt 
J^lu^JEM TOORI ICIP DEVELOPCB, AKD IMPI.£M£>?T£C BASEC 
^Sir 't TjaW E IH SUPPORT of DET N> USASA field STA AUGSBURG, 
kf£^ IIMBACH , FtC* THE OPUN WA5 APPROVED BY CDR, USASA 
III )ijjUPf ^9 AND BY OPCSI, USAREUR OK 15 jUL 75. THE ICIP IS ^^ 
ft EASLT STAGES OF jMPUMEMTATKKj AND WHILE A NUMBER OF COl^lTER- 
KTCLLiciKcE RECRUITMENT LEADS HAVE htm DEVELOPED, HC FORMAL 
HEcRUITMiKT OF CONFIDENTIAL SOURCES HAS TH BEEN ACCOMPLISHED* 

r.- 

C B* «K01P BJNDl CI PROJECT BASED iPON REF F AKD C ZWOLVIKC 
U5AINTA RECrUitME^JI OF U STERILE SOURCES JM Cff*US FOR IK" 

O 

SERTIO^^ X^^TO 5bTH ARTY BDE^USAREUS FOR COLLECTION OF COUNTER* 
C SUBVERSION AND COU^TERSABOTACE INFO* THE END OF US DtVOLVEM&TT 
^^fl VlETNip mst THE CO*)COHlTANT SMRP DECREASE IN SUBVESSION/ 
i ^ ^%BOTACE INcibfif TS VlfiTUALLT SLZItfNATEB THE NEIS FOR THESE 
i C ^^URCES* NORHAl.'AnRlTlOltJtAS RESULTED » ONE tflfAlNlfiC CROUP 
JUnD source in ^SAREUR mho IS V:BRR£NTLT HANDUfi AS A CASUAL 
>EFINSIVE COU^tlRESPlONACE SOfSCE* 
O C* CERTAIN SHiLEi AN ICIP HIPLIHENTED IN 1973 HlTHIK 

CERTAIN KEY STAFF OFFICES AT HQ USAREUR IN Av EFFORT TO IDENTIFY 

^ * 55f 

REGRADED Uk'CIASSiFjED 
C ON *^ "5 )997 

BY CDR USA(WSC0^/1 FOI/PO " 
AUTH PARA 1 -603 DoD 5200. 1 -R 
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IS' i^libiMC CtMOAL 




5. 



ClBfAIII miVL MAS 

itVj'S ITS Asscrs lEDiMcrn) to* 
jfi^^ THIS erriei is cubsiktu 

^ltjirX4N'#iJk« FOt cwcWMm jppboval which Mill in* 

gmimT ABOBESS THE SUSPECTED HOIS THREAT AcAjNSr HQ 

!»• 0UmE£ TALOfTt RECENT DEVELOPMEKTS IN BERLIK BlSfiD 
«PCfl^S HA9£ REVEALED INTIMSE MEREST BT SIS IN RH || A 
mt^lM, FORCES iHiT STATIONED IN feEST BERLIN* 1IOR0VO^ SIS 
6A5C OFFICERS HAVE SISCLOSID SUFFICIIMT HNOHLERCE OF fiCT A TO 
RAISE THE WSSIBILITT OF A WfittSSFllL SJS PEMTETRaTIOM OF ©ET 

K BASED OR A REtUfiST RT CRRt HRLff BRIp A,ceil€Er| OPISA-% 



Op^s <c8N J ni^:fmmjsrm mi9m. tt^Yin, ^ 

2t OR M^LOit THIS ^ifS»t «is T^yur TtfmR nrwj 

oiroiseFE toiiiranpioiii^ Amn^ »&uri^ jmiuoif ^ 

Tip C0P9 




E. cARBINAL FLICfft^BERUN OFCO* S SAVE liSO REfEALEB KEi>l 



1 ^^ ^ BeGRADEDOHClASSlFI^D 




C fJTEREST Bt MS IN W^UJ ACTWlTlES/PEaSONMEL A^1D OBVIOUS EFFORTS 
11 $13 TO SrrUT f EREtMTlOW. WB Hi €f HAS BUM lASm TO 

«i-;ik^ A oSi* kiteti to iimMLiio m exploit tmis sis 




O^IDp^W IH COHOf 15 TBUm itf A CI ^iSVlCC, THOSE 
' IP 'AM If saPtA, ^ITH THE 

IllliP ilWB, HE C0!4Sm£fi DEFENSIVE COI^'TES£SPIO»AGE 
{U ttlATlEIi AS THE lESULT OF SIMON STRATED OS 
^IVlS TKRCATS^IN AU CASCS» APPROPSIATE COHHANCERS 
^y^^tifW '90 THE PEBCEIVED HOIS THREAT AHD HAVE EITHER 

f^W GONCUBIEI) HITH THE ci NEUTBALlZATlOtt PU*)# 
fil) THE OPUK PERTAINING TO CARELESS TOKEH IS BEIKC FOR- 
'i^RtEJj TO yOUR OFFICE FOR APPROVALj QUARTERLI STATUS BIPOHl'S 
ALSO WILL BE FURNISHED . !^ 

^ (U> REQUEST YOUR QdmUKTS AS UUETHER EITHER OF THOSE PRO- 
-Tj JECTS BESCRlBEt IN PARA iD AND iE, SUPRA MEET THE CRITERIA FOR 
ICIP A^^D THUS REaUiRE ACSI APPROVAL* 

% (U) FURTHER RE^^EST RETAILED fiUlDANCE REGARDING OACSI ICIP 

■i. / ^ - ■. ■ " 

O'^POUCY AnS P80c£»)i«ES BE FURNISBSB AT AN EAtLl^ATE. 



'■■^ (U) ODCSIy USAREUR» AcTlON OFTIC^ IS MR 0AV19 tt» SlITH, 
^ AEAGB^ItSO), Ifl 7S»« (AUTO^EVOCOH tUSllt . 

• is J: . ' . ■ - " 
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AEUrU-S-Cf 24 October 1975 

SUBJECT: lotGrml CowitcHntel licence fvogram (ICIP) 
CQUmERLT STAil^ REPORT) (QSR) 



^tb Hllftdfy UtfiUl9cnce Croup 

'~ /ora-T-a (cxcuisivE tcip ooKruoL oeficer) 




a. OPIM* Snth HI BatUlloa. AEUMI-K-CC, 1 fliy 197S 

AEA5B-CUS0). 0TG1STC40Z July 197S» ICIP 

2. (U) Tbfft Is the first ICIP Quarterly Status Report. In accordance with 
references, covcrtns the period ending 15 Octot>er 1975. 



Gsnoral : 



a. Activity at tlie target is in tho dravdov^n stage, pendlR<9 auto- 
cation in early 1976 uncer the LA FAIRC VITE Progran. Since \ July 1$7S, 
persottnel r^mning has been reduced to about 50 percent of previous target 
strength; cost personnel have ba&n reassigned to USASAFS /^ugsbura. In 
June 1975, cn oiffcial release «;3s tssde by letter to the Ikiergerocistor 
(caycr) of Riw'>ach. which provided details of tJie withdrawal. Portions of 
the letter i«rre reportedly published in area newspapers. A copy of the 
English translation of tee letter to the nayor's office is attached as 
InclO£ur« I . 

b. Contrary to the letter Inclostire. it appears that sotw target 
personnel in excess of the progressed apprbximatcly seven (7) Individuals 
triio vfll oaintafn and guard tha autcnated site, tisy r^siain In th<d area 
for varytns periods ep to 1 July 1976. Tficse Include all pcrscnnci Kho 
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•AEU;r-tl-CE 24 October 197D 

SUDJEa: . Internal CounteHntelltgence P»t>grain (ICIP) 

are scheduled for OEROS or ETS In nr76 as funding is not available for two 
PCS Hoves In a single fiscal year, tto figures were available at the time 
«f the QSil pr^^j^ton as to bow many personnel would be affected , nor had 
It been O^tMfmA what would be their duties during the approximate period 
1 tbrch-30 

A. 






^ lilJi»P. CMiiinicatlofis site (6913th USAF Security Squadron) 

located li^^^ne '»ff«a~ is scheduled to close at about the sair^s time the , 
ifr^Bt inMttmtedi 90 tfiAF personnel will ronain In the area. As far 
^ ^ jK^eil^^iN. the nrench and fiimdoAiehr sites irill continue to 

-• ■ . • ' • 

The sevai or eight personnel scheduled to remain at the target 
ij will te billeted at the top of flaunt Hoherbogen, In a newly jW. 
tnicted bulldlmg, adjacent to the present operational area. The senior 
^vidual vf)1 be an HCO. srede E6 or E7. vrfw v/ill probably liave one cf ^ 
^titt supervisory conaunicatlons equlpoent maintenance HOS's. Other pcsrsonnel 
Stationed there will be equipment and antenna array repair and maintenance ^ 
specialists and guards. All personnel will be single or unaccompanied . % 
At the writins of this report, none of the pcnnancnt party had been selected. - 



Operational Katters: 



a. SUM-F makes a reconnaissance of the Rimbach area approxfoiately 
«ice a month. The sightings usually Involve travel along the PRA perireter 
roading leading north and south out of Rimbach. Perimeter roads of PRAs, 
excluding Autobahnen, are off limits to SItH-F vehicles. On 'I June 1974, 
a S)flJ')-r velTiicTe was disabled on the access road leading to the target 
q>erat1onal site, «ell within a PRA> and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of the correct PRA 
boundary. There have been no SMUl-F detentions in the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area (SfA). 80 kilometers away. 

b. Xn Harchll975, during a liaison visit wit h Mfl.1 Rir^ mrf ft nima. 
th» tt^rtf ^^ ccrsaander. t he PLC was advised that KAJ l Dfc> [ 

b6 ]had been transferred to Rainstein, FRG after appearing 




before a ooard to race charges of bonosexuallty. 

c. In April 1975, SP4 | b6 [ reported a possible SAEDA 

Incident {^up Case 75-OGlP); during the subsequent investigation it was 
determined she bad rc^rted to Held Office Augsburg a similar approach 
by the sano indivithial « year earlier , farcet p ersonnel were dubious as 
to the veracity of statanents rode by | b6 [ who was transferred to 
USASAFS, Augsburg on 1 August 1975. 
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AEli'il-ii-CE 2^ October )m 

SUBJECT: Internal Counterintelligence Program (ICIP) 



d. In K&y 1975> HAJ Oouma advised the FLO that some of the target 
personnel bad a tendency to talk too openly about their jobs in pub! 1c » 
ftnd that his solution had been constant reiteration to unit personnel 
on the dangers of loose talk. «o specifics were provided on Individuals 
concemed. The PLO did not press for details as he considered It a 
coKoand matter. HW Oouma believed the security posture of the target 
was steadily Inproving. 



e. The preliminary Investigation of I b6 | cont1nuedj_however. 



in lOM key dye to the lack of credible specfHc allegations. I b6 | 
operates the Hoherbogen Restaurant, situated near the target adnlni strati ve 
•r«B. He allegedly travels regularly to CSSR to visit relatives and to 
t^teod dog shows . Target personnel patronize the res taurant regularly. 
imtMirily because of Us co:»ven1ent location. | b6 | was never reHably 
reported to have shoMi undue curiosity about target operations and per- 
sonalities, but renialns. nevertheless, well-lnfonncd becaus e of ov erheard 
conversations of target personnel -customers. In JuneligZS JbS ] told 
the PLO he iras not looking forward to the departure of the ftnaricans be- 
cause he tffwid have to "put up" with local German custofno rs, who were much 
•ore troublesciTJC than target personnel. In October 1975. 1 b6 | rerMrked 
to K^.J Douma that he had mad e sever al trips to Augsburg to negotiate the 
purchase of a tevem there. I b6 [ said he Intended to sell th(2 Hoherbogcn 
Restaurant and move to Augsburg, where be will open a tave rn/restaurant 



two kllojiieters froni the "ASA kaserne," Activity of I b6^| w111 continue 
to be monitored In the Rimbach area, and If he moves to Augsburg, he 
should be made a target of continuing interest by Field Office Augsburg. 

f. In July 1975, CPT (Chap) | b6 f Protestant Chaplain at 

ffTA, advised that an individual assigned to the target had sought his 
spiritual guidance as a result of extresie etnotional anxiety, due to his/ 
her Involve.-nent with a group 6S USA SA perso nnel v.-ho were engaged In satanic 
religious practices at the target. I bs ; revealed no details nor Identi- 
ties, due to the sensitivity of conrounications to a chaplain, howsver, the 
Identity of the Individual Involved Is believed to have been established 
(see para 4J, below). 

' " ' gT HRi July 1975, twb target pfersonnigT applied f or Military Intelli- 
gence duties In ACGP-97. One (SP5 L t>b ~^ was assisted in 
cojt^letion of required fom*: and processi no/ interview Is In progress. 
The other individual (SP4 l be> |t will not be able to apply until 
Oecer»ber 1975, when he has 12 oxinths remaining to OEROS. lie expects to be 
transferred to USASAFS, Augsburg prior to that time and has been advised 
to Initiate his processing at Field Office Augsburg. 
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SUB.Jf.CT: Internal CounterlntclUgence Program (ICIP) 



24 October 1975 



h. In July 197S, USASAFS, Augsburg reouested a tiencv ct.ccics on th e 
Gerraan national Intended spouse ^nd rela tives of S P^L 



b6 



Subsequently, during a subject Interview 

had contact* tbn»Bh an acquaintance, with I pp |. a P 

reporter for a Furth-im-Wald newspaper and that he suspected I 
recei ving money from the CSSR for photographs of facilities 1 
area. | b6 [ had no specific reason to back up Ms sus plcio 



b6 



J 



stated that fiancee 
j, a photographer/ 



b6 



was 



n the Rimbach 



, j had no specific reason to back up his sus picion and said 

It was ^xmoiriiKwledge aoxHig target personnel . (| b6 [ was -the subject 
of a bilateral m/HAD investigation in 1973 and 1974, during ivhich none 



nf thg 



Auctions of possible Intelligence activity w 
b6 7it*& personally was suspi cious o f fnuLj 

BBerli f Urget unit, who operates "[be I's Club 




r£_jubstant1ated. ) 
b6 L a former 
Club- In Koetrting. 



Is curious as to the status of OS Installations at Rinibach and 
s fits OS cltltenship and former Arqy service as a method of gaining 
s to liifttrmation froM US Forces menbers who patronize his esta blishment , 
and his activity was previously known to KI/HAO during the 



Sfkvestlgitlon and not determined to warrant further investigation. 
U d non-DoD affiliated os citizen.) 

1. In JNily 1975. USA SAE, Ai gsburg requ ested agancy checks in 



b6 



Koetzting on l bs 



wg 

and Dr.r b6 I vrfjo were friendly with target 

* iw ir^- ^ ' -'^-^ ^ ^ ' 



personnel and ^Avo had beconie knowledgeable of classified defense Infoma- 
tlo n as a result of this relationship. There was no Indication any of 
ttie |b6 f s had attempted to elicit defense information. A genc y checks 
fai led to reveal any derogatory infomation concerning thefb^n family; 
Dr.fbe Ivas a practicing dentist In Koetzting. In early fiiS ist 1975, 



VM Douma advised the PLO that I n early 1975, SP4 I b6 



b6 



and her 



a US citizen, had attempted to establish 



dependent husband, 

• Gerraan -American Club betwee n target personnel and the local conncjnities. 
In this connection, the |b6 f s mentioned being acfiualnted with a dentist 
in Koatzting, nfi. Hothing of consequence ever .can^»„-pX vtJj^ attenqjt to 
form an organization. Later, date unknovm, Oouma was' advised by Conmnder, 
Forward Oper ations Oattalion. Augsburg (his supervisor) of a report that 
b6 "Ihad di scussed class ified Infonaation with German acquaintances. 



m an interview of I b6 | by Douma, she admitted having discussed 

details of lA FAIRE VltE with tier husband In early 1S7S. a nd to have 
oeritioncd the project in the presence of one I bp I . a German 

national acquaintance residing In Munich. I be [ was su bsequen tly given 
a written reprimand In connection with the coopronlse. | b6 | mentioned 
nothing about any otiicr German acquaintances, and denied ccmprotalsing any 
classified Information to any other foreign nationals. Ko Information 
was nade available to Douaa when he was tasked by his higher headquarters 
to Investigate the Incident, as to the Identity of the German acquaintances 
who were sup posgd to have received the classified defense Information. 
I b6 [departed the target on 19 July 1975 for COIWS and separation 

froea active duty. 
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IjuBJECT: Internal Counterlntel 1 iyence Program (ICIP) 




j. In August 1975. «ftJ Douaia »dv1se<J the PLO.that SP4 | j 
AttAChed to the tarset fran the SOtd ASA Group as a Czech linguist voice 
Intercut Ssjcclallst (KJeaa), liad exhibited severe mental trauma Inrne- 
^lately fbllwing the departure of a close female acquaintance froa the 
taroet on 30 june 197S» an d had been pla ced on extended leave status. 
__5_Jcons«lted CPT (Chap) ! } at IfTA and the USASAFS Augsburg 

slaff ctaplftln, but had allegedly declined psychiatric counselllr^. On 
tiar return tn» leave, her ac cess to classified mterfal vas toJ>e sus- 
a and Vamtk could dlrectf^g Ito receive counse lling, as be was 
concerned atNRit her eaotlonal stability. QllJhad a DEROS of 
eater JlflTS. 

- ■ • . . 

t- Jbl Insust 1*75. the PL O advis ed KAJ Douma that a German agency 
g^lBi rtperted • ifS soldier nanedl be J was trafficking In drugs In 
^^sE-riNtrtiiW. After the PL O provi ded de scriptive data obtaine d fi-oni a FRS 
* ^^IPSy. awDa Identified [10 as SP4 | be \ a ftissian- 

'llnyifst Voice Intercept Spe cialists att ached fron the 502d ASA Group. 
Ooun «as retpicsted to watchl ^ reactivities closely and pass any 

tnforaatlon to CID at HTA. L_ lOEROS Is Oune 1976» putting hiro 

In tiie .category of those mentioned In paragraph 3b» above, who nay remain 
. at the target without any specific duties. 

1, In Scpten*er 1975, 658,786 (v^o Is undergoing preliminary source 
c i assessment) advised that in approximately April 1975, a feuale soldier 
traffic analyst assigned to tte target, whose name ha c ould not rec all, 
) \ * bad compronilsed a TOP SECRET/CRITIC/CODEKORD message to I be 

dependent and GS-2 cleric typist In the unit administrative office. r~^^ 1 
had only a Confidential clearaiKe. The confirosnlse although known by the 
target copTOander,was not reported to USASAFS, Augsburg. 

n. Ko specific Infonaatlon has been reported to indicate that 
Hostile Intelligence agencies are In contact with any target personnel. 



Source Activity: 



, a. One potential source (B58,786), has been spotted at the target 

><- and is being assessed. Kame traces are not yet ccn^lete. He Is scheduled 
for reass1gntr«3nt to USASAFS, Augsburg on approxlioatcly 15 Decenber lS7b. 
In accordance with paragraph 3b of reference a, a Lead Development Report 
Is being prc4>ared and will be fon^arded separately, recommending his possible 
iftlllzatlon as a defensive Installation source -in Augsburg. 

b. The lack of Identification of any personnel who will make up the 
permanent party at the target has Inhibited ar^ neanlngful spotting/ 
assessing activity to date i 



^ ' oU3OoO5if0at-R 
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SUBJECT: 



24 October 1975 



Internal Counter intelligcnee Program (ICIP) 



CoflT.snts: 



a. The PLO was iiidoctrlnated for SI on 9 October 1975. Request 
Special (^rations Detachnent detcrraine if ar\y Biore Quarterly Security 
Inspections are scheduled for target, and arrange for prior notification 
«nd coordination so tiiat the PLO my accompany the Inspecting team. Ar>y 
Insight Qtii^i into security problcia areas not evident froro routine 
liaison contacts would be of great value to the PLO in accoaipllsivsent of. 
Ms afsslon. 

h* The PLO has reported that he Is unable to pursue a more 
aggressive approach nlth the target comnsnder concerning identities 
of personnel t«ho will remain at the target, i^thout arousing suspicion 
Kt to his true siotives. Request Special Opcrdtions Detachment attenpt / 
to Identify tliose Individuals as soon as the detenr.ination is made. 

c; The short poriod remaining of continued operations at the target 
raises the question as to whether the project b ^uld ba justified at. tJiat 
location in the ipno tem. As presently visualized, according to ovail- 
d>le infonaationt any source recruited at the target would be primarily 
reporting on six or seven other personnel* with vrfiorn he is living in a 
very close, restrictive environment. It can be expected the r«jor1ty of 
the information reported will be of an adverse suitability nature. 
Further, it cin be expected that with target auto.Tjition» Hostile Intelli- 
gence efforts at the target will take a loiver priority inasnuch as product 
expoHtatfon tJiroufih the bur.an exploitable factor will no longer be 
present. TUe Connander, USASAFS, Augsburg raised sofde of these points 
KtJen referenc e a vra s staffed through his office." ' 



1 Inci 




Conmanding 



Tel: Nbg H11 (2621 }-6446/Foj^ 




• J*_,«i'.e ^ur>o£e cf this letter is to auvii-t you, xti^ ti.eriri'oi't iiii hiaii<*cn 
' coiji^/iVr sfrici'.ls ofKi faurinoi-.'^rceri, of .'i pr-.">J«:lfcu cL.htfe ir. ti.e U5 

list's :w£turt> ^ a oreteLce in tne caat..uui t;.- of ^:iiij »c:i» i.ounv fio;;t'rL.3^eri, 
iir-'. tr.*, riurroundir»c area. 




i fignif scant nuiiber of wiv«^- and liuTXirui./nt ciiiluren, *ihe total AEeritd.n 
)opViliitiCfn cuTTtrtiy is just ovor thrte i.uricrcii .'.eople. 

3, C ocsencirtg in Autrust 1975* the Aaiericar. c=»;^MUr.it> vi±j. cecrciise in tize, 
ith the lir£;cEt .vaj:>rii.y oi* our people cupnrtinj on or .'^ooui. 1 I.'oVc.jibcr 
ijK 1> ^«c&-jb2r retp-'ctiveiy, 1 r.arcii IVY- tt.Tre ..iil b..- approximate J^' 

|?even Arro' persannol ani probably no wivf: :;nu ctiilcren rei^.-.jLr.ing in the 
ired. Vhoy v.-iil live in h. ul Ar^i* ovnt-a f'lciiit/ on t'j". jf r.our;t hOTierboien 
[or; Ixki'teiTi nidte). 
I. I'^.ib tr^r.fcf on:;HLi'jn is Uie reyult of a pro iTtV-v.-iCa tcc).:.ictil chunge in 
|-r.e .viuerican coEiiiUTiicfttioni; fai.ction locateu in thit area. 

ii. At ti'iiy tixe, arj v.itl. ci.is arj.ouncernent, plaa'jv accept i^^- personJil 
'r:titUL.*e, as v.eli i..s that of the LS /iriiy -»r.:j tiie Lb /lir Force, Tor the 
i:r.cerrt j/'.di.'it ^na .-.ariit;. v.t.ic:: i-an Lei-n graciously cxtnriued to the 
In.-ri c j.i .'.iiit.'Ty forcer .irto ttjt.'ir fjirjilii;: .ov<t i.iiut.e .i;^rty ^eacs by 
iou, LJie iilj.oach CoiiX-unity kyfi'icial :;taff, .-ino ti.e entire cuii-v.uriity of 
.iir,b:.cri, ..e ir.ill Co ill that .-.e c.=in to iro-ure ti..-it the 5a;<ll force 
•air^.itiiric continues to appreiTiate .--.nu help s^^intain ti*c relationship tn«t 
e :.'.vc enjoyed. 



KAJ, 1.1 

IriatHl'IVJion Coor^iinator 
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Internttl CoimteTlntelllgetice PFOgraa (ICIP) (0) 



,SfOWl FOl/PO 



18 KovoAer 1975 



o adytjg naUfflPR of the Quarterly Keport requirement for ICIP. 




Mmlim 



of 880 MSMg«s 1>etveeD DSUCIDS and USIiIllIk, HB6 2802 » 
iDR 0111540Z Jut 75 Q|U)> CDCSI, USUUDJR reqaested 

liitftBee la eMwitnAtlDC vltii (9K« UaiS^ a iiaft CPUS of an tCiF in support of 

The CK, OaLSH approved the proposed Opevationfi 



Ik^liipDTMkiaB for Secord prapared by foraer ICIP actloo officer^ dated 
, Otttllnea the ACSI*8 stated policy regarding his validation of all 
plana for the ICIF. 



of the kn^ 



Is a Maoorandam to the Vl^^e Chief of Staff from the Under Secrei 
oSElines the requirement for quarterly reports on the ICIP. 




i{{J^ M-acnssiCN: 

•/U)(^ The uafcSEDR proposed ICIP in support of the USkSk Field Station in 
JLngsburg aarks the first extension of the program overseas, there Is no indication 
that the ACSI has validated the CFIAN for the project* 

b. (0) This action advises USAREDR by message of the ACSI's policy on the ICIP 
aod roquasts the OPIAH be forwarded for ACSI revleir. The aessage further advises of 
tiie quarterly report reqnirenent to Che Under Secretary. 

3. (U) KECdMBmiiTICN: That the iLctlng Director of Operations sign the > 
jg» ^ICUKlSBI& at jUsJu 



(Ontlaiw an pl«tB boaA 
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Ck 



ten 



titw miTtHnc««»i*tTiM ncfcm iiu HcwtiujiTiM mcr 
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X.TC Baendle 




CCIfFIDENTIAL 



01 03 



RR RR 




NO 



»A tlASH9C//»Ant-»0H// 



CINCUSAItCUR HCI^CLBCtC 6ERnANY//AEA6B-CI// 



lure: C»K USAIRTA FT REAK n»//niIA-SO// 




SUB J: mTCRNAL CftUNTCfflMTCLLIfiEINCC PRO£RAn {ICIP> <U> 



A. USAREUR use M17SSZ JUN 7S (SSO MESSAGE) 



8. USAINTA ItSe OllSMtiZ JUL 7S (SSO MESSAGE) 



DISCUSSION na mllarc/hr kelly, nov 7s 



REPS A AN» 8 PERTAIN TO AN ICIP FOR THE USASA FIELD 



STATION^ AUGSBURGi FRC tiHICH INDICATED CDR USASA HAD APP<?OVES AN 
OPLAN PREPARED BY HI fiP- DURING REF C HR KELLY BRIEFED 
DILLARD ON BACKGROUND AND SPECIAL CONTROLS PERTINENT TC ICIP. 



S^^-fief IN IIGHT 0/^YOUR POSSIBLE ENTRY INTO THE ICIP FIELD-. THE 
fOLLOMING INFORflATlON IS FURNISHED AS BACKGROUND: CUI 

A. <Uy THE PRESENT ICIP CFORKERLY KNOWN AS ACIP> IS A CI 
SERVICE TO VARIOUS SENSITIVE INSTALLATIONS IN CONUS UNDER USATNTA'S 
HONITORSHIP AND CONDUCTED BY THE TWO CONUS M GROUPS- SINCE THE 
PROGRAn HAS BEEN PRIHAKILY A CI SERVICE CONDUCTED BY USAINTA > THERE 
^ 4S NO DETAILED ARnY-HIDE CUIDANCC ON ICIP- THE KEULY PUBLISHED 





DEGRADED UNCUSSiFiED 



LTC HAENDLE/DAIlI-DOH/StlSI/S DEC 7S 




RR RR 





NO 

AR 3S1-2P nCNTIONS ICIP AS A CI SERVICE BUT »OES NOT COHtklH POLICY 
OR PROCEDURAL SPECIflCS- 



a FEB 7?". TtfC UKSER SECRETARY OP THt ARflY DIRECTED THAT flUARTERLY 
REPORTS OM THE XCZP BE FURMISHED HIS OFFICE BASED UPON HIS COMCERN 
AT THE TIHE FOR COHPLIAHCE MTH THE VARIOUS DOD AND DA DIRECTIVES 
PERTAINIM6 TO THE PROTECTION OF MON-AFFILIATED OS CITIZENS AMD 
ORGANIZATIONS. THESE flUARTERLY REPORTS HAVE BEEN REGULARLY 
FURNISHED StNCE MARCH 1«172. 



USAIHTA THAT ICIPS WOULD 9E CONDUCTED ONLY AT THE HOST SENSITIVE 
INSTALLATIONS OR ACTIVITIES. HE PERSONALLY REVIEWED THE EXISTING 
PROJECTS ArJD DIRECTED THAT THEIR NUrtBER BE REDUCED FRO« M TO ftn 
LATER REINSTATING ONE OK AN INTERln BASIS- HE ALSO ASSURED THE 
UNiER SECRETARY OF THE ARflY THAT HE WOULD PERSONALLY APPROVE ALL 
NEfc' USAIHTA ICIP PROJECTS. 

aOie^ THE PROPOSED ICIP IN SUPPORT OF THr USASA FIELP STATION IK 
FR6 MOULD EXTEND THE PROGRAM OUTSIDE CONUS FOR THE FIRST TIHE. IK 
VIEW OF THE ACSI'S CORMTnEHT TO THE UHDER SECRETARY, ARrtY-HIDE 




BY nCnORANDUn TO THE VICE CHIEF OF STAFF ^ ARHY, DATED 




IN SEPTEflBER 117«li THE ACSI ESTABLISHED POLICY FOR 




03 03 




NO 

PROCCWRCS NEt» 8t ESTABL1SHE1> MMERCBY PROPOSED ICIPS ARE PEVIEttE^ 
Ali» APPXOV£» BY THE ACSI Ali» QUARTERLY REPORTS Of ON-COINC ICIPS 
ARE fUftNXSHC» THE UN>ER SECRETARY- 



•l^y^te If YOO STILL HISM TO PROCEE* WTH THE ICIP IN SUPPORT OF THE 
US ASA fIEL» STATION, IT IS REtfUEST£> THAT A COPY OF THE FINALIZE© 
•PL AH iC FOmiAirfE* FOR ACS! RTVIEH, ATTN; >Ani-»OH. AFTER ACSI 
APPROVAL, INSTRUCTIONS AN» FORRAT FOR THE ffOARTERLY REPORT yiLL BE 
•URNISME* ALONC ilTH SANPLES OF PREVIOUS REPORTING- XGBS-?aaS 







c 
c 

c 
c 
c 



/COPY FURNlSHED:i?^f^ 



DATE?. 



20 JUN^S 




~ — V WWII h^l J 

DAHI-Dj; 
DAM I- DO 1 
tAMJ-DOi-P 

WkMl-DC-S 

DAMI-DOS-F 

^ 

DAMIOM-Z 

C7HEBS 

SANITIZED COPY FURNISRED 10 
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c 
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c 
c 
c 
c 
c 
c 
c 

c 



F l9i'*55Z J Us 75 
JM SSO hEli/a-SlRG GERMAN 

SSO IMTtL AGD^CY FT MEADE MD 
F^FO SSO AC&I LA WASH hZ 

t' L A L LlilLi^ Liii. i.b>Jt TOPIC 




FRC-! COL lAIIKOSA, CHIlF, CI i/lV, OtCSI, USAREUR FOR LTC GRIMES, ChR, 
SO LET, USAr- TA; r^FP KELLY, LEP IIR- OPS, OACSI, LA. 
SUBJECT: r-'TER-AL COUVTERIVTELLIGE'-'CE PROGRAII tid?) (U> 
A. IWT TOPIC, Icsi^losZ SEP 74 CU). 

IN? ACCORLA^'CE *lTh GUlLA'icE IN A, 66TH Ml CP PREPARED ICIP 
OPERATIO?-S PLAf^ tOPLAw) TARGETTIKG Am ELEI4E\'T OF THE liSASA FIELD 
STATiO:, AbGSBURG, FRG CUSASAFSA). 0>7 US MAY 75, FINALIZED OPLAn 
WAS PROVIL-Ei, S"^, USASAFSA, FOR COORtlNATiO^! A'^'L COMMEvT TKE^' TO BE 
RETLiR^:EL TO 6bTr. Ml GP FOR FORl-ARLPJG THRU ODCSI USAREUR TO USAOTA 
FOR FcRTH£fi COORLiVATlON WITH USASA. COvTRARY TO SPECIFIC REQUEST BT % 
fctoTh Ml GP, COIIMATJlER, USASAFSA, FORwARLED OPLAN? i-lREcT TO LEPUTY - ^'^ 
CHIEF OF STAFF SECURITY, HEADfiUARTERS^ USASA, AfiLriGTO'-' KALL STATIOW "^r 
FOR iOORLr^AtlO*! A'-'L GUUAvcE. 

^Vjj^ VlEk. OF FACT USAIVTA r'TE^?L£i- TO REVIEW A-'L EFFECT CO- -1"' 
ORLr ATlOM OF OPLA", BEcOHME^'L APPROPRIATE OFFICE AT USASA BE 
CO^-TACTEi. p.' EFFORT TO OBTAIN COPY OF OP LAM AWL EFFECT COORLT-ATlOv. 
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SETO, I SECURE 

5, CU) USAR£UR ACTION' OF* ICt-R "« Bt J^wii . j 
i^iTCK^ 6?**) r.£It£LBERG MILITARY ;.ii.l-7354. 
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/COPY furni5;hfd: DinffJt^ 



TO ^50 r._ILiL3u tai-.-J'iA"'i 



DAMl-DOf-Si ^ 

WM:-Dai- 1 Li. i 

DAKI-DCS ^ ■ 

EAKl-i;C«-F > . 

OftMUDOS-f j 

DAHI-CCA-Z 

i>THERS 

SANiTiZED OOPY FURMISRED TO: 





■X T A 1, LT:-i 



F.; LTC Gr.illili ClH OP i.ET USAr'TA 
^^OL tAi-EROiA Ck CI LIV OICSI liSARIUR ■ 
.^'" ^IrO MK .;£LLTi ^E*- LIS 0?5 OAcSi LA 

||"#^waj^CTs T'TiFi-AL cOL"T~Kr'7IlXiG- PFcOGRAii ^ICiF) ^li) 
A. hSu TCriC xS.V^^ Ju': 75 

LrO" n._C^I?r CF r.lF MSt CO?V CF iCi."- OPLii- C37Ai"lI 
FKO:: IwA:^A A"i. AhHA"tZ:2"T£ lIAi-i FCK ALLITiO'AL COOR^. 
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fcp JU-^ A^A »k:: ALVli^ Tr.AT uiiir'Tn KAj, ''0 IiAjOR OrJllC" 
TlO- TO 0?1,A^' A"., "^AS PF.lPAiti;. TO LFFlCT COOHwI-ATiO" AS . 

R_iu_sT::_ i-\ c_Cwi uSAH£UR. i-i* ji;" ""o hi asa kEP i-toe^zl 

l.Ar'TA T.-AT iOLi.ARi-. h/.L -APPRO VZj. TKL OPLA"! A"L CC"C^PT 

Ai CUTLI'--^ k-'u hAL AP?I;Cvi:i COF.HiSPOVLi^'C^ w;-;iCH '-OTlFlES 
7?._ AiA FIlLl ^TA OF T'/.IS ACTIO"* ThI hi AiA RIP i-AS i"FOH:«'Zi: 
ThAT Oi^C^l t'iARZlH ^OUll BI Ai-VlSLi. I/iMEilATi-LY VIA MSG OF 
OF.ASLS COORL RECIIIVIL FROii K'^S ASA. • 
?OLLO.-.I**C» OB:;ZRVAT10"£ ARZ 3ASZL C" RZVIZ- OF ■ 
OPLA-' A"x. _;:P_RI_--Cl GAr'£L Thii C0-'LUc7i:'G Id?; 

A» f. Tr.i. OPLA" li TrJOROLLh A"-i,- ».ZLL ^filTTI", A*'*, IF .i,ZT " 
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CO^-Tpa_-; AS A" AiA iU^OEir-'ATS U'-UT OF itFFICIi"T SiZ.:, 

B. tlR IG r-S?ICTlO" THIS h* WAS GUZRiZl RZ OVERALL 
ALTKORITI FOR CO"-LcTl-a iCi?* UiArTA LAS TTORiiEIL' THAT 
AR iii-ii-/, CI I*^V::S, iUr-iEVlSlOr A"i CONTROL CcKAP llD IS 
AT OACil FOR AfrROVAL k-'L Ii-3rLa-Il»!TATlO??, A"i, THIS AK -ILL 
PEOVILZ vZC-i^ARV Ai- T i.ORI-ATiO*' FOR 1CI?» 

C. rXLb.r-L Ai RZF, AR AC^^UISITIO^ A*-':. STORAGE 

OF r-FO Cp-^-R-r-i^ ••0--A7FILIATZL FERSO-'S A^'i: OKi.A-lZATiO'!S 
iiiOULL CO"iIi.ERi.L. 

i. A-i r-FO livLlOPLl Ti^T B^COJiES CFCO OR APPEARS TO 
hAVE OF CO E;;? ^CITABLE ?OTE':T-ii.L SEOULI, oZ REPORTEL THRU 
OFCC C>-A-'":ELi. 

CU) This E« IS PREPAREL TO ED'LER AEi,lTlO-'AL 
ASSISTA-CE AS RE^UlREl. EEiU-ST THIS 5E KEPT rFORMEL 
RE LEV_LCP.;E- THIS IClP* XC_S-*.t*-'5) 
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27 September 1974 



MEHOKAMDUH FOR THE BECORD 

SUBJECT: 1CIP Briefing for Under Secretary the Amy (U) 



On 25 September 1974 HG Aaron briefed Mr. Hennan Staudt, on the 
XCiyT Mr. Staudt expressed reeervatlons about operational control vlthln 
the program and concern about the sudden rapid growth. He wanted assur* 
Alkcea that the program was carefully monitored precluding the possibility 
for eid>arraaanent. 



^ General Aaron assigned the following tasks to USAINTA through 
Kr. Leslie Hlme, the USAIMTA representative at the meeting. 

a. Prepare all the operations plans for review; General Aaron will 
personally re.validate each plan. 

b. Prepare source dossiers for review. General Aaron wants to be able 
to personally be assured that all sources are of such maturity and stability 
that they would not cause any embarrassment to the Army. 

3. ^ f^H^ General Aaron will personally validate and approve all future 
ope»tlons plans and will assume cosntand and control of the program. Only 
essential plans will be approved and peraitted to continue. General Aaron 
did not consider the operation at the War College to be essential. 

4. (U) Operations plans and dossiers will be reviewed on 4 October 1974. 



RICHARD EBERSOLE ^ 
Major, GS 



frtm Ctr.riJi; it fiKirsures. 37 )f 
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8 FE5 1S;2 



tsscoKASrcK Tss. rd?. vice artT or statf 

ltalt«d State* Axay 
5B2J2Ct: ij^rrce»lvft CeunLeriBtelll$eace Vtostbt* (ACIT) Opcracionn 



On A DeeccdKkr 1971 yoo fon«irde<! tA a ni»rtrer'!\w f rsn t^.e 
Awtotant Chief of Stxff for lotellleence , Councitrtntel- 
'SifeaM follcy AdLdancc, vUlch luforireu ise thu AiISI's decision 
't» vp^lvftte certain Ax3;r«sslve Ccuatcrlntelll^core Pro?ra?i <ACI?) 
0|»»nitlOB9> Atcaehe<{ to the tuRoranduct van tbc OfM^ratlon clca f^sr 
OKe mdb Operetlon. I hove revltveJ that amoron^irs and thi? ctt«chc«I 
l^laa^ and «lci*oush.I ^nprecinte tho ccs^clcntiDus <itc:>!; vv.ich have 
fcatn taluoD Co asonra ai!herene« to cttrrect policies in tbls s.rsa , 1 
ViEiain cofic«nie<i titut this pzosraa nay be placing i& s. hl^yilj 
wlficra^le poaltlon. 

230C Directive 5200.27 atfd the irsplcier-tii:*; Amy policy Ictrcr 
dated 1 J«r<« 2971 l-.pose tvo reatrictloTis ttilch arc parxlcul'sr-y 
nlavact tc ACI? o;>cratlocs. First, they rc^iulre tT-.ct th-:r« t»>- 
"no pbvert or pthervlc* iJeccptivt fi-jrv«lll£rce nr yjinD^re'lt-n of 
dvll'sn orr.aolzatlooa ' rttlicut tiitt prior approval of th* Cr-Klrz-a;*, 
!>IBC Cac' '^"•o A69lst3r.t Set;rei,az7 <:efei>ae (Corat-oller)). recced, 
they ^sroHltit iasir.nir.s Do!> pc-rooor.^l "tt actend ruHlc or ^rl-*iC«s " 
v;e«:tlj*^e. cesoriacrotfocs* or other altsllAr activities for t^-n 
P«fjcr.e of ficqulrin? tnforaatiofi the collection of irhicS ia 
authorized ' trithcnit kt prior aynroval* czcftpc In cr«r!»onr7 sltca- 
^lona. These prohibitions spply vhjetlier or not the forml ' t3T7.«t" 
cf tha ctwratlon ia aiftllaCed with th« Ce^artrarnt of i>>2fer-se., 
Although the ACSI letter approvlRs the flrat reactlv.ate«t ACI? 
«peratlen Incorrvorate* t'r.Me rcatrlctlor^ ty refcrer.ce (pirarrapb 
3a), Uia operation plan and rclrt^J dociuenta c^vloiusly assine 
that confltlectial sources vorbln^ in tha op»aratloo xnr obtain aint 
nport Inforaatlon they T«eelTe in the cccsrao of activities 

9tl mllltazy lnst.illRtlot»i. Whll« th« plnn pzoMblca «!XCM.iinr. 
Ilia collection effort ' ^Hreetly ' to ;Mn-T}oD {wntornnl (psrHj^rsoh 
4«(a)) , and vivile the ACSI apTMoval letter prohlhlta naklnp -ayTt - 
BoD peraccnel tar^ata of off -post sarvcUlAsoe. I wou3u aascse 
ttat It la eaCtrely posslTile that Jn th«« course of tTiclr off -nouc 
■ctlyitics coafl£entlai. soarcea lAtaia uo£ report icfomatloB 
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USX- 

KTb Greefte 
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^REGRADEP UNCLA^tFlEO " 

ON «;ef» -^.^937^ 
BYCOBUSAttviSCOMFOl/PO 

>ul^f ABA 1-603 DOD fe200.1-R 



Oft jwn-sffUlated £ivl31«nc. Althftuiih such cctlvlty :>(-',ht •.wc l?t 
til cttustlonfi ba ioxbl-dcs ty CoD IHrftcClTC j2Ct).27, It Is dearly 
«& the 1>orcerIlne» and I ChercCor* feel it Is very Ixpnrt-^Rt that . 
thesft ct>er£tloiu) b« closely •upervlsed snJ clo^tly oonttollcd. 

In order to Trrt* cm Ijiforrm^ decision jbcut vbethcr ferthf^r 
flpntrolfi Are aeceqeary <lsclti<Ilcf: t>osslhJe r3:!nr 5ecrct;.Ty or VIVG 
re?.I«v cf each cpetAtlon) » I vould a|»pTeciatc your ta!clt«^ the 
foUmfing steps'. 

1. tvJLnTtir^ Kan* n. X972, I wo»?l£ liV* tp 
VBcel7«i a qoarcerly rcporc Ci»atj:lnlns ch» foXloulct 

. infiorEtftloQ on eneU ACZ? oparatlon la pr<>«re90 «t 
•Dy tlnse tSurln:? th« r*pc»rtlns ysrlotL. 9At« «p7rf>v<K!, 
<Ddc-tiae:?, location. acs>ber of confluARtlaL sources 

.vaed darlnj; re pen: Ins par1e4, cueib»r of l:>^C6neeA 
tn infora^lon on tx^n^Affiliatei clvlllarn Is 

Obtained off poot wni reported, sitd a brief cisrraclve 
•cate^eftt eKplclsli^x vhother vseful lafomAtlon vas 
cbtislnsd <luris3 the reporting period, vhecher tbe 
O^rAtion 1« tu> be con£iiuei« aad If bo, «fhy. Theite 
r-cportc B>4y b« Mbr^dtted ?R <:a7S after the close of 
tbe ealer.fiar ^^artcr vfilch they coverr 

2. With tlic Bccoati q^iartcxly reprrt. %.*ilch vlli 
ba «Iae Jtiy 31, l?72, 2 would like to receive ^ Evil 

. 'iaaTysxJ? of chic ^ro5»riKii, Ircluclr.;^ its r^Jue Itt t«rrn 
rJ tiroduclafe w«;i5fyl laforruifcloc end the «ooquacy of :iit 
i^a.rol.s rh!.c!< iva .'c seen ^=:>oacl. KccoTSRndatlasa for 
Ceirtber i;ecesii«zy controls shculii be Included. 



Xaoceth E. i^eUe'J 
Under Socretaxy of tlic Amy 






TIIE JOINT CHIEFS OF STAFF 
WASHINGTON. D.C. 7030% 



DASM-666-75 
2 Dec^M 



THC JOtmT STArr 



MEMORAMDUM FOR TIIE COMMANDBR, OS ARMY INTKLLIGENCE AGENCY, 
TOPiunKH QBORGE G. MEADE, MARYLAND 20755 




Subject: ICIP Coverage 

^1. IfelrePence is made to J3M-199l-7*». <3lated 26 November 
""197*» •'ibject:. Requeat for Internal Counterintelligence 
' Prograa <tCIP) Coverage (C>. 

^ 2. Subject program authorised by the reference is hereby 
rescinded. 




feiiR OMiRTlCN 
Colonel, USA 
Director, 

Administrative Sei'Viccs 





Classified by Chief, ANMCC 
EXEMPT FROM GENERAL DECLASSIFICATION. 
SCHEDULE OP EXECUTIVE ORDER II652 '% 
EXEMPTION CATEGORY - Indefinite .0 



ROU l iN^N O TRAISfSMTrTAL^lF^ 




TO 



Hr. Kelly 

Acting Eirector of Operations 



ut<^ COtMDiaJin 




REMARKS * ^ 

1. 7^ TH« «JC3 supcort portion era the ICI? at " 
Ft. Ritchie, '•CD has been cancelledVpin response to 

a letter from the Director, Adnin ^rvices Div, JCS, 
dated ? Dec 75, which reeinded the earlier request 
for support. However. tfiej[ CI? c ontinues |q aunnort 
Army elements at^Ft. Ritchie , 

2, (U; The current Co.nmander, 9026 XI Op is review- 
ing all current ICIPs managed by his group^ and 
anticioates furnishing recommendations in ?ferch 
regarding continuation of each pro;5ect. WKAHY 
r,fFOaT (U) will be included in his review. 

Oatrified hjJ=i±.djl?JJ^jl-:^CiJ. 

SUBJECT TO GEriF"-.'. T/.a^SS?. "CATION 

Do NOT us* of sppravvfab concwranctfL 



L. A. SPIRITO 

COL, GS, Chief, HUMINT Division 



OPTIONAL FORM 4 

JkUOUST IM7 



2 Feb 76 



7U067 



iM1-1«t 




ROL MG AND TRANSMITTAL SLIP 

JL. 



aOTE 






OPTIONAL FORM 41 
uwuiT Iter 

QM mm (41 CFD) 100-11 jw 



ROUTING AND TRANSMITTAL SLIP ^ 


tcnok 


> TA 

Mr Kelly 








comtoiiiaticm 


5KJ Aaron 
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Din 


mfoDMATiori 








um 


K« con- 




MITMJ 


SU ■[ 


MIC 





ReMARKS 



1. Re: ?5G Aaron's question attached Ops Ul, 
the individual who met with the JCS Security 
Officer was CrfO Garry Peisen, FT. Ritchie RO, 
90?c MI Op, and not a representative of PCF as 
previously reported. A PCF representative 
escorted Peisen to the JCS Security Office but 
did not participate in the discussions. 

?, Mr. Guerrieri has still not determined if 
any sort of briefing will be required and will 
advise this office when a decision is reached. 



Do NOT utc thb fonn as a RECORD cl spprtwak. concuncnces. 
dnppicvab, ckarancai. and ^milsr actions 



FROM 




L. A. SPIHIIO, COL, GS 
Chief HUmNT Dttision 



377 



?5 Nov 75 
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OPTIONAL f ORM 41 
AlMtttTiacr 



4M1-101 




DEPARTMENT OF THE ARMY 

Omce OP THE ASSIffTANT CHIEF OP STAFF FOR IMrTELLtGENCE 
WASHINGTON. 2031D 



lUMI-DOH 



1< 



MKMORAHDBK FOR; MR. KELLY, ACTING DIRECTOR OF INTELLIGEIKE OFERATIi 
SUMCT: Discussions with JCS Security Officer on TCIP CAHARY EFFORT 



lA^^T At the request of LTG Grimes, Special Operations Detachment, 
USAHTaV LTC Haendle from this office visited Mr. Guerrieri, Chief, 
Security Office, JCS on 20 Nov 75 to determine if he had requested 
briefings for the Director of the Joint Staff and the J3, JCS. LTC 
Grimes had learned that the 902d MI Group was preparing to brief on the 
ICIP CANARY EFFORT at Fort Ritchie, MD and questioned the need for such 
briefings. 



i.l^^C) Mr. 



2. \ -ifC) Mr. Guerrieri stated that he had learned in passing conversation 
with a ntember of the PCF that Army vas providing ICIP support to Joint 
Activities at Fort Ritchie, HD. He was disturbed about the potential embar- 
rassment of such activities and stated he had not previously been aware of 
this type of support. He had requested that various JCS offices be briefed. 
He read from a letter prepared by the Cosimander, Alternate National Military 
Conmand Center (ANMCC) to the Comnander, DSAINTA, dated November 1974 which 
had requested ICIP support and indicated this request had not been cleared 
with either his predecessor or the J3, JCS. (This request was never for- 
warded to QACSI so far as can be determined). 



.1^ 



3VjfC) It was explained that an existing ICIP CANARY EFFORT in support 
of Army organizations at Fort Ritchie, KD had recently (Sep 75) been 
revalidated by the ACSI resulting from a reorganization of the supported 
command. Included in the revised OPLAN was overlapping support to the 
ANMCC and its Support Directorate. However, the ICIP, which has been in 
existence for several years, was primarily in support of Army activities. 

aCJ^^C) Mr. Guerrieri indicated he would prefer that no such operation 
existed in support of JCS activities at Fort Ritchie and would so recooanend 
this to his supervisor, COL O'Brien, Director of Admin Services, JCS. It 




^™37lf 



DAMI-DOH 

SUBJECT: Discussions with JCS Security Officer on ICIP CANARY EFFORT 

was agreed that a USAINIA representative would brief Mr. Guerrieri and 
COL O'Brien at their convenience on ICIP CANARY EFFORT. Further that no 
higher representatives need be briefed unless it was determined to be 
necessary after the initial briefing, Mr. Guerrieri would inform DAMI-DOH 
when (or If) a briefing on the ICIP was required. 




L. A. SFIRITO 

Colonel, 65 

Chief, HUHDJT Division 




1 



DAKX-DOB 




^ 



mMk^WM rot: nu KBLLT. ACTIK DIBCIDR of tSmLXGEHCS ORSATIOMi? 
tOUCT: BisBMSlMS vith JC8 SMurlty Offle*r cm ICIT ft*B<l? EFFORT 



#t dw mqtaut off lltQ GriMt, fpttclat Opftr* Clous Dctacfaatnt, 
BS'IVT^, LTC iMndl* frtw till* oCflcft vlalted Kr. Gu«rrlerl, Chief, 
t*carit7 Office, JC8 on 20 Sov 75 to d«C«rala* If h« had rc^uMted 
fv krlsflnt* for thm Dlxvctor of cIm Joint Staff and th* J3» JCS. LTC 

CtlaM had loarnad that th* 902d Kt Croup waa prop»rliig to boiaf on the 
BIP C«IAnr IFIDSX at Fort Utehle, KD and iiUMCiomd tba oaad for aucb 
i»rl«flA(«. 

Mr. Cuorriorl statod that ho had laamod in paoalng converaatlon 
vith a ooobor of tho tCP that »tmy «aa providing ICIP support to Joint 
ActiTltlaa at Fort Kltchle, HD. B« «aa dlsturbod about the potantlal eobar- 
ra«a««itt of auch activitioa aod atacad ha had aot pravioualy b«an awara of 
thla type of aupport. Bo had ro^uoatod that varloua JCS officaa be brlafed. 
Ba raad froo a lottar ptoperad hy tha Coaaandar* Altamato Rational Military 
Cowumd Cantar (AMCC) to tha CofSBeDdar» SSASfT* , datod Movoadwr 1974 which 
had raquaatad ICtP aupport and lodicatad thla roHOoat had not boon cleared 
vlth either hia prodeceaaor or tha J3, JCS. (Thla requeat waa never for- 
warded to <MCSI so far aa can be deteralned). 

It vaa osplelned that an eslating ZCXF C^R»RY KF70ST in aupport 
of Amy organisations at Fort lltchlc, MD had recently (Sep 75) bean 
revalidated by the ^CSI rasulting froa a reorganisation of the aupported 
cooBand. Included in the revised OIL'N waa overlapping support to the 
AMCC and its Support Dlreceotate. lowevert the ICIPp which has been In 
•xistinice for several years, was prlsisrily Id support of ^nj activities. 

A.^i^Qb Mr. Goerrieri Indicated he would prefer that no such operation 
existed in support of MS activities at Fort Ritchie and would ao recooaaend 
thla to his st^pervlsor, COL 0*Brlen» Director of Admin 8ervlcea» JCS. It 



^^^^ .^0^$V^ 




3SP L-::: _„3i_:^^iiJti 



D^HI-DCH 

80BJ1CT: PUcuaBions with JCS Sacurlty Officer <m ICIP C'N^BT KFFORT 

WH agreed thst ■ DS^IHTA r«pr«s«Bt8tiv* would brief Mr. Cuarrlcrl »ni 
COL O'irlea «t their towtmaimacm on ICXF C*ft'Kf CFfOKT. Further that no 
htf^r repr«Miit«tiv«e nmi W briefed uoleee it vet deterolned Co be 
•Bceeeary efter the initial briefing. Nr. Guerrierl would iBfera DAHI-DOH 
vhAtt (or if) e brief lag on the KIP wee required. 



i. ». iFuno 

Colonel. US 

CMAf, BDMniT Diviaion 



J 




DAMI-DOH 



HEMORAMDUM FOR RECOBJ) 
SUBJECT: ICIP CANARY EFFORT 



1, (U) On 19 Nov 75, IIC Grimes USAIKTA requested that I visit a Mr. 
Guerrlerl, Chief, JCS Security Office, 1A688, The Pentagon to determine . 
If Guerrlerl had requested briefings on CANARY EFFORT for the Director 
of the JCS and J3. ITC Grimes indicated he had iust learned the 902d 
HI Gp was ginning up for these briefings vhlch he considered unnecessary. 
LTC Grimes advised the 902d HI Gp to hold up until infomed othervlse. 

Mr. Guerrlerl was not in his office on 19 Nov 75 and was not 
visited until 1430 hours, 20 Nov 75. In the meantime, the undersigned 
determined that a request for an ICIP had been Initiated by the Comnander, 
Alternate National Military Coia»and Center (ANMCC) to the Coomander, 
USAINIA in November 1974. Correspondence between USAINTA and the 902d MI 
Gp established that the existing ICIP CANARY EFFORT could be expanded to 
provide coverage to the ANMCC. (None of this correspondence vas discussed 
at OACSI level so far as could be determined). In the meantime the 902d 
determined that the OPIAN for CANARY EFFORT required revision due to a 
reorganization of the Supported Artny Command. It was decided to add target 
coverage to the ANMCC as well as the AJCC, ANHCCSD, and ECTC, all at either 
Ft Ritchie (Site R) or Ft Detrlck. The revised OFLAN was approved by the 
ACSI on 15 Sep 75. 

3. ^(B*b In conversation with Mr. Guerrlerl, it was determined that he 
learned of the ICIP in passing during a conversation with a representative 
of the PCF. He vas more than a little disturbed that no one in JCS, parties 
ularly the Security Office, was aware of the project. He reiterated at 
great length that he recognized the Army was merely responding to a 
legitimate request, prepared on JCS stationary, but that the potential for 
embarrassment from such an operation clearly disturbed him. The undersigned 
discussed briefly the fact that the Army ICIF in support of Amy activities 
at Ft Ritchie had existed for many years. Even though the ANMCC request 
for support occurred In 1974, the expansion of the Army Security service to 
Inclttde joint activities was not approved by the ACSI until Sep 75. 
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DAMI-DOH 



SUBJECT: ICIP CANARY EFFORT 

Further, from correspondence received at OACSI, the Indications were that 
the ICIP Btill supported Anny conraands in the laain, but could be of assistance 
to the AIMCC if serious breeches of security were uncovered which affected 
joint activities in adjoining areas. Mr. Guerrieri reiterated his concern 
for the Privacy Act inpact upon such security operations and generally gave 
the InpreBslon he was concerned that the ICIP would cause his office head- 
aches in the future. He would prefer that no such operation supported JCS 
activities and would so recomoend this to. his boss, COL O'Brien, USA, 
Director of Admin Services, JCS. 
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and CQI. O'Brien at such time as he preferred. No higher or other JCS repre- 
sentatives would he briefed unless it was decided to be necessary after the 
initial briefing. Mr. Guerrieri will contact DAMI-DOH to arrange for a 
briefing. 
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1. (U) BackRround ; By memorandum dated 8 February 1972 CI AB B ), the Under Secretary 
of the Army requested that the VCSA provide a quarterly report on all ICIP operations. 
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MscuBBion: 



jL|iiA|0i^ During the past quarter, the ICIP OPLAN at Fort Ritchie, MD was revised to 
reflect target area realignment resulting from the reorganization of the US Army 
Comanmications Coanand. The ACSI approved the revised OPLAN on 15 Sep 75. 

vfAfb^ The Coamander, USASA approved an Operation Plan in July 1975 for an 
ICIP under the purview of DCSI, USAREOR and 66th MI Group at the Augsb«o:g Field 
Station, DSASA, FRfi. A separate staff action directs a message from the Acting 
Director of Operations, OACSI to DCSI, USASECR to furnish the Operations Plan for this 
ICIP for ACSI validation. Information regarding this new ICIP is not included in the 
attached quarterly report. 
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quarter, five of the ongoing operations provided 
to enhance the security at the facilities con- 
ipating in ICIP operations at Harry Diamond 

and Fort Ritchie, Maryland, identified security 

hazards vhlch required follow-up investigative action. 

With the revalidation of the ICIP at Aberdeen Proving Ground, 
Maryland in July 1975 for a period of six oonths, the total number of 
active ICIPs in CONUS was raised to nine. The ICIP OPLAN at Fort Ritchie, 
Maryland was revised on 15 September 1975 to reflect target area realign- 
ment resulting from the reorganization of the US Army Congnunications 
Command. 
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1. CASARY EFFORT: (OACSI Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three confidential sources 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) At an undetermined time within the past year, the Pentagon 
Teleconmunications Center (PTC) requested that the Joint Chiefs of Staff 
(JCS) Conanunicatlons Center provide the PTC with a magnetic tape con- 
taining test messages recorded by the Burroughs D823 Automated Message 
Processing System, a system used by the JCS, In order for the PTC to 
devise a coding system which would provide coopatlbllity between the 
FTC's IBM 360/50 System and the Burroughs System used by the JCS. The 
JCS Communications Center could not provide the test message tape because 
of technical factors. This led to the Teleconmunications Directorate, 
Site R, Ft Ritchie, receiving the tasking for the test tape preparation. 
A number of innocuous, unclassified messages were prepared by the conmu- 
nications personnel at Site R on a 2,500 foot reel of magnetic tape, which 
was sent to the PTC, where, because the messages were unclassified, it lay 
in open storage, unsecured, for about six weeks. During the processing 
which followed to make the two systems compatible, it was discovered that 
the tape also contained fragments of highly sensitive, classified messages 
which had been picked up from residual magnetism on the drums or reels of 
the Burroughs equipment when the test messages were recorded. A source 

of this ICIF reported this information believing that a compromise could 
have occurred when the test tape was not secured. The Information was 
reported to the Commander, US Army Coarounications Center Operations Com- 
mand, who initiated an investigation of the incident which resulted in a 
change of security procedures for the hand ling/stor age of computer tapes, 
reels, and discs. Since the FTC is a secure area in itself, it is believed 
that the information in question had not been compromised. 

(2) Ihiring the reporting period, sources surfaced adverse suitability 
information on 47 individuals assigned to Fort Ritchie and the Alternate 
Joint Conmunlcations Center (AJCC) , Site R. In the majority of instances, 
the adverse suitability information dealt with drug abuse. Information 
was brought to the attention of the ICIP Coordinator of the supported 
command. Individuals concerned are being monitored, and an investigation 
was requested on one individual. 



e. Operational Status: 

(1) The revised CASiASS EFFORT Operations Plan which reflected target 
realignment resulting from reorganization of the DSACC into the 7th Signal 
CoDsiand was approved hy the ACSI on 15 September 1975. A request has been 
submitted for aeslgnroent of an additional Great Skills PCO to provide more 
adequate coverage of the increased target areas which have resulted from 
this reorganization. 

(2) On 1 July 1975, CPT Richard E. Graff, Project Liaison Officer 
(PLO)» CENSUS TIME, was Introduced to COL Donald E. Clark, Coonander, 13SACC 
Operations Coomand, at the AJCC, Site R. COL Clark had been previously 
briefed on the ICIP on 18 March 1975, but the purpose of this meeting was 
to acquaint COL Clark with the ICIP CENSUS TIHE which is conducted at the 
Pentagon Telecommunications Center (PTC) , prior to his assumption of com- 
mand at the PTC. On 1 August 1975, the CENSUS TIME and CANARY EFFORT 
Project Liaison Officers briefed COL Clark at the USACC PTC on both of 
these ICIPs since both of them involve USACC Operations Coonand and its 
subordinate elements. 

(3) On 18 August 1975, the CANARY EFFORT PLO and COL Stubblebine, 
Comnander, 90Zd MI Group, visited the USACC East Coast Teleconmunications 

Center <ECTC) , Ft Detrick, MD, for a facility briefing, since the facility 
is now being covered in the revised CANARY EFFORT OPLAN. The introductory 
briefing on the ICIP was presented to UTC Jackie L, Manbeck, Commander, 
USACC ECTC, and CW2 George S. Trivett, OIC, Security Division, USACC ECTC. 
The CDR, 902d MI Group, and the PLO also made a courtesy visit to COL J. A. 
Pastore, CDR, Fort Detrick. 

(4) On 27 August 1975, COL John S. Eberle, CDR, USACC Site R Tele- 
coaraunications Center, was provided an introductory briefing on the ICIP 
CANARY EFFORT. 

(5> On 18 September 1975, the Quarterly Progress Briefing was pre- 
sented to the CDR, USACC Operations Conmand, COL Clark, at the USACC 
Operations Command, USACC PTC, Wash, DC, in conjunction with the CENSUS 
TIME Quarterly Progress Briefing because of the inter-relationships of 
both ICIPs. 

(6) On 25 September 1975, the PLO presented the Quarterly Progress 
Briefing to the supported coinnand with the following in attendance: 
COL Harold G. deMoya, CDR, Ft Ritchie; COL John S. Eberle, CDR, USACC 
Site R Teleconmunications Center; COL John J. Plosay, Jr., Deputy CDR, 
Fort Ritchie, and ACSI&S, 7th Signal Command. All of the above offi- 
cials expressed their appreciation and continued enthusiasm for the ICIP 
and made laudatory conments concerning the counterintelligence support 
rendered during the reporting period. 




CANINE PIATE: (OUCSl Revalidation - A Feb 75) 



a. Location: Seneca Army Depot (SAD) Romulus, NY 

b. Confidential Source Dtilizatioci: Hone. 

c. Infomation Obtained or Reported on Non-Affiliated Civilians: Hone. 

d. Useful Information Obtained: None. 

e. Operational Status: On 23 September 1973, COL Alden L. Cox, 
Coomander, Seneca Anay Depot, was given the ICIP Quarterly Progress 
Report vfaich included tbe history of CANINE PLATE from its inception. 
COL Cox assumed conmacd of Seneca Army Depot on 4 Sep 75 from recently 
promoted BG Alan A, Nord. Vlth the PLC now having full, unescorted 
access to Directorate for Special Weapons and the Special Weapons Storage 
Area, the prime target area, source recruitment has increased with six 
(6) conventional sources being used. Additionally, initial assessment 
vas made of one potential source. With the favorable attitude toward 
ICIP operations evinced by COL Cox it is anticipated that development 

of the operation will continue. COL Cox stated that he was happy with 
present state of the operation; he did caution that under no circumstances 
did he want any "flap" over the program. 
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3. fl»?TyVNTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Anny Missile Cosnand (DSAHICQH) , Redstone Arsenal, 

AL 

b. Confidential Source Utilization; One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) Source continues to provide substantial infomation concerning 
eight of the persons who were subjects of the allegations which led to 
the request for the operation. Although Source has been unable to 
absolutely confim or refute the allegations made, he has been able to 
develop associations with all of the Individuals involved, to include 
being invited to social functions at which these persons were in attendance. 
Fragmentary information provided thus far has caused reason to doubt cer- 
tain of the allegations, but investigation continues and further information 
will be reported as received. 

(2) Source continues to monitor the security posture of the target 
area, reporting security Infractions, hazards and weaknesses as they occur. 
Source has reported a renewed practice of poor housekeeping, and a continued 
lack of compartmentation, lack of control of production facilities, absence 
of control of band baggage brought into and out of the target area, and 
possible compromise of the present badge system due to loss and improper 
exposure off -post. In an attempt to contribute to the security posture of 
the target area. Source, in his official capacity as the Administrative 
Technical Assistant to the Director, Advance Sensors Directorate (ASD) , 

has created and published a complete guide to current security regulations 
and policies. Copies of the publication were distributed throughout ASD 
with specific distribution to those persons involved with the storage, 
creation, or control of classified defense information. 

(3) Source is attempting to monitor the duty-hours activities of an 
individual of Jordanian birth presently employed in ASD as a DAC. This 
employee appears to be of possible CI interest because of his alleged 
enthusiastic involvement with other Arabic linguists and his reported 
recurring trips to New York City, ostensibly for the purpose of purchasing 
items for his off-duty business interests. 

e. Operational Status: 

(1) COL Arthur G. Lange, Jr., Chief of Staff, USAMICCH, was briefed 
on the information provided by Source during the 25-26 June meetings on 



18 July 1975 by the PIO and on inforraation provided during the 6-7 August 
meetings on 22 Aug 75 by the PIO. Information provided during the 17-18 
September meetings will be provided to COL Lange during the next reporting 
period. COL Lange expressed his appreciation for the information pro- 
vided, noted the security weaknesses developed, and indicated that he would 
examine ways Co improve the security posture of USAMICOM. COL Lange was 
cautioned that corrective actions must be taken in such a manner as to 
protect the Source. 

(2) COL Axelson, former Deputy Director, US Army Missile Research, 
Development and Experimental Laboratory (USAMRDEL) , retired on 31 Jul 75 
and was replaced by COL Hilliam P. Gojsza on 2 Sep 75. The PLC briefed 
COL Gojsza on the background of the operation and the Individuals involved 
on 25 Sep 75. MG Vincent H. Ellis, USAKICOM Commander, was succeeded by 
HG George E. Turnmeycr on I Oct 75. The PLO will brief MG Turnmeyer on 
the ICIF during the next reporting period after coordination has been 
conducted with COL Lange, CofS, nSAMICOH. 





CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 



a. Location: Sierra Arnoy Depot (SIAD) , US Army Materiel Comnand) 
Her long, CA 

b. Confidential Source Utilization: One 

c. Infomation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e> Operational Status: One confidential source was recruited during 
Che reporting period. In addition* three conventional sources are 
currently being used to provide coverage In the target area. The quarterly 
progress report to SIAD officials has been delayed until 28 October by the 
direction of the Comnander, 525th HI Group. The Comraander, SIAD, continues 
to be interested in suitability information especially about the illegal 
use of drugs among SIAD personnel and has requested the Project Liaison 
Officer to continue to emphasize such requirements to Sources. In addi- 
tion, the commander was provided support to augment depot security during 
exercise Golden Gloves which terminated 29 September 1973. 
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5. CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Te Leccmnunications Center (PTC), US Aray 
Communications Command (USACC) , The Pentagon, Washington, DC 

Confidential Source Utilization: One 

c. loformation Obtained or Reported on Non-Affiliated Civilians: 

Hone 

d. Useful Information Obtained: The Coranander, PTC, has reassigned 
the civilian employee reported in the Fourth Quarter FY 1975 Quarterly 
Report as having questionable suitability characteristics and conduct to 
a new J|ob within PTC requiring iDiniiiiuiD contact with classified informa- 
tion. Supervisors will continue to monitor his conduct and activities. 
An Amy NCO assigned to FTC attempted to commit suicide by slashing his 
wrists. The NCO reportedly did so in a moment of deep despair and de- 
pression over personal and financial problems. Local police officers, 
investigating the suicide attempt, reported that the NCO denied being in 
financial straits and produced his wallet for the officer showing him 
about $2,000.00 in $100 denominations. The investigating officer observed 
a screen in the HCO's apartment, of the type believed to be used by mari- 
juana dealers- All information regarding the incident was provided PTC. 
The KO's access has been suspended and the Security Officer of PTC has 
requested that a limited investigation be conducted. 

e. Operational Status: 

(1) On 18 July 1975, COL Donald E. Clark assumed conaand of PTC. 
COL Clark formerly had been at Site R, Ft Ritchie, one of the primary 
targets of the ICIP CANARY EFFORT. In his initial briefing on CENSUS 
TIKE on 1 August 1975, COL Clark indicated to LTC Chad B. White, CDR, 
PCF/NCR Field Office, 902d MI Gp, that he desired to have an evaluation 
of the current security posture of PTC. During the period 8-12 August 
1975, a courtesy Security Vulnerability Analysis (SVA) was conducted and 
provided the supported coimnand. 

(2) During the reporting period, PTC was directed by its higher head- 
quarters to eonqily with Amiy Regulation 50-5, Human Reliability Program, 
in conjunction with their storing of two-man control items. The PTC 
Security Manager requested Implementation assistance from the PLO. The 
FLO, by means of liaison with the US Army Nuclear and Chemical Surety 
Group, Fort Belvoir* VA, provided FTC with the requested direction and 
guidance. 




(3) On 18 September 1975, the FLO presented the Quarterly Briefing 
on the progres of the icrp to COL Clark, CDR, PTC, and Mr. Daniel E. 
Thompson, Technical Director, PTC. 




CENTAVO KID: (OACSl Revalidation - 4 Feb 75) 



8. Location: Harxy Diamond Laboratories (HDL), Washington, DC 

b. Confidential Source Utilization: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: None 

d. Useful Information Obtained: 

(1) During the reporting period no additional information was developed 
since the previous quarter concerning the visits of the First Secretary » 
USSR Eooibassy, Vaehington, DC to oeetings of the Institute of Electrical and 
Electronics Engineers, a professional society for engineers, which were held 
in the HDL auditorium. COL Einsel, Cotnmander, HDL, made a determination that 
the society could no longer hold meetings at HDL in order to preclude any 
potential security threat and any potential for a repeat of the Incident. 

(2) The Security Officer, HDL, took several actions in response to 
recommendations contained in the Courtesy Security Inspection report sub- 
mitted during the last q\iarter. These included a pilot 100% inventory of 
SECRET material to determine feasibility of a complete inventory at HDL, 
guard force personnel were shifted to new areas and security routines were 
considerably tightened because of laxness; a study was completed or possible 
new badges for HDL and security lectures were presented. 

(3) On 5 and 17 September 1975, unidentified light aircraft flew 
over the test site, Woodbrldge Research Facility (WRF), HDL, where a series 
of tests on foreign equipment under the ROyCE-EMORY program was in progress. 
In both instances the aircraft circled over the ROUGE-EMORY test site for 
about 5-7 minutes. During the years WRF has been at its present location 
no known overflights of this type have been reported. The overflights are 
being investigated in coordination with the FBI. 

(4) On 8 Aug 75 a civilian employee, HDL, was referred to the PLO by 
the FBI. The employee claimed that she was being followed by members of 
the HDL Security Office, who were involved with a homosexual group at the 
Van Ness Aveniies Facility, HDL. She named a number of persons at HDL as 
being involved in the group. After investigating her story the Commander, 
HDL, believed that she is suffering from psychiatric problems. The 
Commander plans to have employee visit a psychiatrist for a complete 
evaluation. 

e. Operational Status: 

(1) A final decision has not been reached by the Secretary of the 
Army on the creation of the Harry Diamond Developmental Center, a decision 




had been expected by the middle of September 1975, Criticism by a state 
congressional delegation to the move, which would result in the loss of 
1200 jobs in the state, has delayed a final decision. 



(2) On 17 September 1975, COL Thomas McGregor, Commander, HDL, who 
replaced COL Einsel, MAJ Kenneth F. Keller, HDL, and Mr. James F, Yeick, 
Security Officer, HDL were briefed on the quarterly progress of the ICIP, 
COL McGregory, an MI Officer showed considerable interest in the ICIP. It 
Is expected that the excellent attitude toward the program that was shown 
by COL Einsel will be continued by COL McGregor. 
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7. ^»^r GOfTOOTA STAR: (QiCSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Ground (AFG) , Aberdeen, MD 



b. Confidential Source Utilization: Eight confidential sources 

c. iDfottaation Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Infotoation Obtained: 

(1) Sources reported that on 13 August 1975, an unknown number of 
Svedish citizens visited the DS Anay Ballistic Research Laboratories (BKL) 
The PLO determined that the visit had been fully coordinated with the 
proper officials. A Source reported on 26 September 1975 that seven 
Swedish cltlsens visited the US Army Materiel Systems Analysis Activity 
(AMSAA), APG, The PLO determined that the visit had not been properly 
coordinated, but that AMSAA had taken steps to insure that the visitors 
would not be given access to classified Information until guidance was 
provided by HQ, US Army Haterlel Command (AHC) . 

(2) Sources reported three instances of foreign travel during the 
period. A civilian pharaacologist employed at the Biomedical Laboratory, 
Edgewood Arsenal, attended the Sixth Congress of the International Union 
of Pharmacologists (lUPHAR) in Helsinki, Finland, held from 20 to 25 July 
1975 and attended a luncheon during the Congress hosted by a representative 
of the USSR, After the Congress, the employee took part in a five-day 
tour to Leningrad, USSR, sponsored by lUFHAR* This information is being 
exploited as a DOMEX lead. In another Instance, a civilian employee of the 
Development and Engineering Directorate, Edgewood Arsenal, visited Poland 
and Czechoslovakia for about one month in June and July 1975. The employee 
and his spouse allegedly visited relatives in both countries. The employee 
will be debriefed by USADTEA. In the third instance, a civilian employee 
of the Human Engineering Laboratory (HEL^, APG, planned to take part in a 
National Geographic Society tour of the USSR in October 1975, The employee 
will be debriefed by USADTEA after his return. 

(3) A source reported three instances of alien enlistees who were 
assigned to the Human Engineering Laboratory (HEL) , APG. Follow-up action 
by the PLO determined that the Installation Intelligence Officer was aware 
of the status of the three, that they did not have security clearances and 
had no access to classified Information. In the case of one of the 
enlistees who allegedly suffers from periods of amnesia, action i*as taken 
to deny him a security clearance. 




(4) Source reported three instances of civilian employees of 
Edgewood Arsenal and one employee of AMS^, APG, who allegedly engaged 
in extramarital affairs with other civilian employees. The situations 
are being discreetly monitored to determine if there is any substance 
to the allegations before investigations are conducted. An official 
source reported that an Army officer assigned to AHSAA was allegedly an 
alcoholic a vas cohabltating with a female secretary of AMSAA and had 
engaged in sexual relations with an Israeli female captain assigned to 
act as the officer's interpreter during an Oct 74 TDY trip to Israel. 
Follow-up' action disclosed that the officer had been transferred to the 
US Azmy Concepts Analysis Agency. A Summary of Information has been 
prepared and will be forwarded to that Agency. A source reported that 

a physical scientist employed In the Chemical Laboratory, Edgewood Arsenal, 
displayed indications of mental and emotional instability. Follow-up by 
the FLO revealed that the employee had been directed to undergo a "fitness 
for duty" {Aiysical examination which Includes a psychiatric evaluation. 

(5) An official source reported to the ?L0 rumors that a civilian 
eiaployee of the BKL, APG, was involved in difficulties with the police. 
Follow-up revealed that the Havre de Grace Police Department, Havre de 
Grace, MD has seven charges on file against the employee ranging from 
possession of marijuana to grand larceny and assault and battery. The 
employee is absent without leave. An investigation for suitability of 
the employee is underway. 

(6) A source reported that a high ranking civilian employee of the 
Human Engineering Laboratory (HEL), APG, brought his eight-year old son 
in a controlled access area where a classified test was being conducted 
and remained overnight. The incident was reported to the APG Security 
Officer and the employee was admonished and counselled by his supervisor. 
The same source reported that within the HEL classified reports were 
being typed on one-time typewriter ribbons and carbon that were not being 
handled as classified waste. The Security Officer, HEL, has stopped the 
practice and these items are now being disposed of with the classified 
waste. Another source reported ten separate situations at AMSAA which 

fonstituted security hazards or violations. Brought to the attention of 
the AMSAA Security Officer, all have been corrected. 

e. Operational Status: 

(1) Following revalidation of the ICIP on 11 July 1975, both the PLO 
and the PCO concentrated their efforts on reactivating and expanding the 
ICIP. During the latter half of July, the six confidential sources which 
had been used previously were recontacted and reactivated, one CIKL whose 




recruitment had been postponed when the project was suspended was recruited 
on 5 Aug 75; a Source Lead Development Report on another CIRL was approved 
and this source was recruited on 4 Sep 75. These two sources were the first 
ones recruited in the DS Army Materiel Systems Analysis Activity (AMSiA) , 
a critical sensitive activity at APG. The FLO reestablished liaison contacts 
with local, state, and federal agencies in addition to nalntenance of 
contacts with ICIP coordinators and security officers of those activities 
receiving ICIF support at APG. The FLO also established new casual sources 
In critical areas of the ICIF -supported activities at APG and vetted two new 
GIRLS who are under initial assessment. 

(2) On 22 Aug 75, CCS. Kenneth L. Stahl, CDR, Bdgewood Arsenal, was 
provided an up-date briefing by the FLO on the status of the ICIP and 
infozmed that the ICIP would require revalidation in six n»nths. COL Stahl 
named CPT Vincent J. Falconlo, Security Officer^ Edgewood Arsenal, as the 

new ICIP Coordinator and requested that he be given the initial ICIP briefing. 
CPT Falconlo was given the initial ICIF briefing and a status report on 
GCNDOLA S£kR on 22 Aug 75. CCL Stahl advised that COL Bart Dall had been 
assigned as Deputy Conmander, Edgewood Arsenal, and requested that COL Dall 
be given a briefing. 

(3) On 17 September 1975, presented the initial ICIP briefing to COL 
Dall. In the absence of COL Stahl, who was on leave, COL Dall and CPT 
Falconlo, Edgewood Arsenal Security Officer, were also given the Quarterly 
Progress Briefing on 17 September 1975. 

(4) The FLO presented the Quarterly Progress Briefing to COL Alvin D. 
Ungerleider, Comnander, AFG; and Mr. Harry A. Mencke, Installation 
Intelligence Officer, AFG. Both COL Stahl and COL Ungerleider expressed 
their pleasure that the GONDOLA STAR ICIF had been reinstated by the ACSI 
for an additional six months. 
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LENS HOLDER: (OACSl Revalidated - 4 Feb 75) 



a. Location: Vfhlte Sands Missile Range (WSMR) , NM 

b. Confidential Source Otllizatlon: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: One additional confidential source was 
recruited during the reporting period and one individual is presently 
under assessment as a potential confidential source. On 30 September 
1975 » the Project Liaison Officer presented the Quarterly Progress Report 
to MG 0. L. Tobiason, Commanding General, WSMR. The following personnel 
were also present at the briefing: LIC Charles I. Davis, Chief, Security 
Office, VSMR; UC Arthur D. McQueen, Operations Officer, 525th MI Gp, 
CPT Marcel Hull, SAIC, Ft Bliss Resident Office, 525th MI Gp and GS-13 
William F. Arket, Chief Intelligence Division, WSMR, Since MG Tobiason 
was unfamiliar with the Internal Counterintelligence Program (ICIF), the 
ICIP was explained in detail from its initiation to the present at WSMR. 
MG Tobiason was pleased with the ICIF LENS HOLDER. 





LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 



a. Location: Defense Language Institute (DLI) , Presidio of 
Monterey, CA 

b. Confidential Source Utilization: Bight (8) confidential sources 

c. Information Obtained or Reported on Hon-Af filiated Civilians: 

None 

d. Useful Information Obtained: 

(1) The temporary Instructor la the Chinese-'Mandarin Department, 
previously reported in the 4th Quarter, FY 75 Quarterly Report, who 
questioned her students about their future duties and expressed her 
displeasure at teaching Chinese to students to enable them to spy on 
the People's Republic of China, submitted her resignation on 4 September 
1975. Her last working day was 5 September and she departed the Presidio 
of Monterey area. 

(2) The instructor In the German Language Department, previously 
reported in the 4th Quarter, FY 75 Quarterly Report, who travelled to 
East Germany without notifying the DLI Security Officer, has been 
officially admonished by the Chairman of the German Language Department. 
She was advised that any future disobedience of DLI Regulations will be 
punished with a 10 day suspension in accordance with Civil Service Regula- 
tions. 

(3) An ICIF source developed Information that an Instructor in the 
Russian Language Department is a former member of the Soviet Army's equiv- 
alent to the US Army Security Agency and that he had received special 
training In the English language while In the Soviet Army. This indivi- 
dual left the Soviet Union In Apr 74 and was hired at DLI in Oct 74. This 
instructor was recently Joined by a former coworker in the Soviet Union. 
The new instructor left the Soviet Union in Apr 75 and was hired at DLI 

in Jul 75. These two individuals taught together at the Leningrad Herzen 
Feda goglcal Institute in Leningrad, USSR in the late 1960s and early 1970s. 
Messages of inquiry concerning these individuals were sent to USARJEUR and 
a request was sent to the S25th MI Group to conduct discreet checks on the 
first individual and the Civilian Personnel Office, DLI, submitted a NAC 
request on the second individual. 

e. Operational Status: 

(1) During the reporting period three sources were terminated doe to 
their graduation and five sources were recruited. Four students and a 



Technical Language Assistant are presently being assessed. 



(2) On S Sep 75, COL Samuel L, Stopleton, who replaced COL Koenig 
as Commandant of DLI, received his first Quarterly Briefing on ICIP 
IfHTIL MONKEY. As a result of the briefing, COL Stapleton directed his 
security officer to prepare a videotape security lecture to be given to 
all students on their arrival at DLI. COL Stapleton further directed 
his security officer to closely coordinate the videotape with the Project 
Liaison Officer in order to insure coverage of all aspects of the security 
situation at DLI and to determine the most expeditious was to obtain 
background investigation for all instructors who have not previously had 
such investigations. The Security Officer was instructed to investigate 
the possibilities of having bring-up investigations conducted on pre- 
viously checked instructors; in addition, he is to coordinate with the 
Civilian Personnel Office to initiate procedures whereby the hiring of 
new instructors would be contingent on their receiving favorable security 
checks. In attendance with COL Stapleton at the Quarterly Briefing was 
MAJ Richard A. Erlckson, Security Officer, DLI. 

(3) On 3 Sep 75, subsequent to the Quarterly Briefing, a visit was 
made to DLI by USAlNTA personnel concerning the ICIP. The purpose of 
the visit was to acquaint the incoming DLI Comnandant with some of the 
potential security problems at DLI which have arisen in the past from 
the varied, foreign backgrounds of the instructors and the fact that the 
students are destined for intelligence assignments. The Commandant 
indicated that he believed the ICIF would prove to be a valuable adjunct 
to the DLI security program and that he would support the program whole- 
heartedly. Key personnel in attendance were COL Stapleton; COL William 
F. Strobridge, CDR, 525th MI Group; UC Grimes, CDR, Special Operations 
Detachment, USAINTA; MAJ Richard A, Erickson, Security Officer, DLI; and 
Mr. Jeremy H- Hughes, PLO. 
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HEADQUARTERS 
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OCT 2 e 1975 



SUBJECT: Qaarterly Beporting of Internal 
ProgTEun (ICIP) Operations (U) 



Cotmte rlntelligence 



B(JDA idm-HOl-Z/mJ SBEBSCflf) 
WSH DC 20310 



During Septeaaber 19TSt at the Voodbildge Besearch Facility 
I I (WRP), Harry Dtaxnond LaboratorieB^ personnel conducted a series of 

p.. classified tests on foreign equipment tinder the R0T3QE-EM0RY Program, 

r Since HDL is 8>q)ported by the ICIP CEKTAVO KID, the Project Liaison 

Officer (PLO) provided assistance to VTRF to deteimine times when the 
air space over WRF woiild be free of satellites. The storage area was 
checked for security and the FLO loade several suggestions concerning 
the camouflaging of the test naterlal Midle it itas in the open. VHF 
adopted the sriggestions. Oft 5 September, a light aircraft identified 
only as a Piper Cherokee lliO, flew over the test site at which the BDUOE- 
EHOJiY material was located, circling and hovering over the site from 5-7 
minutes. On 17 September, an unidentified light aircraft again flew over 
the WHF, particularly circling over the area \Aere the KJCGE-EMOHT test 
equipment had been set up previously. Light aircraft normally avoid the 
WRF because of the numerous antennas and towers at the Jkctlity, During 
the time WRF has been at its present location, no known overflights of 
this type have been reported. The overflights are being investigated in 
coordination with the FBI, 

2.^*^FT The ICIP providing support to activities located at Edgewood 
Arsenal and Aberdeen Proving Ground was reactivated during the reporting 
period as a result of revalidation action by the OACSI on IL July 1975* 
raising the total number of active iClPs in COKDS to nine. The ICIP OPLAN 
at Fort Ritchie was revised on 1$ September to reflect target area re- 
alignment resulting from reorganization of the US Arnsy Communications 
Command (t]SACC). 

DSaiNTA is monitoring an ICIP started on about 1 July 1975 at the 
Aimy Security Agency (ASA) Augsberg Field Station, Fedeial Republic of 
Qezmany. USAIl>n!A reviewed the operations plan for the ICIP, coordinated 

. cqif \£0 Classified by ^I>«:...USAJjl(//9 „ 

cr I EXEMPT ERCM GE1,T7.^L DECI -'.v-PICATION 

^^icofMSo***- ^^r/^^'ljlif^:::::. _ 



f 



1 

concerning the ICIP. ^ « ^ 

for each ICIP opei^tion reportea upon are 
(D) Brief status reports for eaon xux. y 
attadied as Inclosures, 



as 



WtlilAK I. JSN1IIM3S ' 
10 Ind Special AaBistant (OPS} 



OCT 2 £ 1975 



mUKti ^artwa jf ly orttai of Xstoawl OMBt^xiBUUlgMiM 
fiugjmm (SSP) O^rfttSttM (V) 



9u-Ut S^ptMter 1975* At tha liMdbildg* teMftrah ftoility 
(nr). luny OUadnd LabomtoxiM^ iwnoBMl oao daety l a mmi±t» of 
f'^f r***** tMt« M tbrm^fk aqaipMaivadbr th» lOUQS-KMOEX Pzogna. 
asot n la vvpartad tha ZCZP CsmfO IID* tha Pxvjaet Lt^aon 
CtfXtaar (PLO) piwiM aaaiatanea to ¥HF ta datandaa tlaaa iihan tha 
air ipftoa oYor HBF aoald to ftaa of aatallltaa. ft» atoraga am aas 
ahafilrad for aaovzltgr and tha FLO aada aaraial aaggaatlona ooDoaxnlBg 
Ika eaaaafla(ti« af tte taat aataxial iMJLa It «m in tha op«n, VRP 
adaptad tba snaaatiaas. Cto 5 9apt«ater, a llfbt aireimft Idaotlflad 
mOj aa a M^r Gharokaa IbO* ilav awr fha taat ilta at itO^th tha IDaHi:- 
■RSCr satatlal «aa leeatad, tSjftHiag and iMnvaxisi ofr %t» alta tnm $-7 
Mtttaa. Da 17 Saptaaibar, an aaidaotlfijad liffat alraia ft ag ain ilav orar 
tha W« partloalaiAy draLiag «r«ar tiM ama vhaxe tha ID0QB->tli3]Ct taat 
aqaiiMat had toan aat «p pravlavaly. Ii|^t alnsttft aamanj cfoid lha 
VST to o a aa a of tha taoMrona antaanaa and towaxa at tha Ikeillty. Doxiag 
tha tiM W haa toan at Ita p raa t n t loeatiosia ao kaoan orarflli^ta of 
thla typa hanra baan voportad. Tbm ovarfllghta axa toiag Invaatigatad in 
" «ith tha nr. 




^^v) Aa ZtSF pivfidiqg aspport to aotlvitiaa laektad at Ugaaeod 
nd 4 1>a r da« i Froviag Ozoxakl «aa xaaetiLvstad AiilBg tha rapezilng 
paiiod aa a vaaalt af validation aatiaa tha encc anllllaly IfTS, 
ndMjiK tto total oaihar af aol&w XBIPa in CONS ta adm. tha fiSP fiPlJUr 
at fcA ftt«dLa «u iwiaad en 15 aopt«Aar to rajlaet taxiat ajM j»- 
maHltliWg fRMi vaoifaolBatiatt of tha Vi Amf 



•MSRA ia aaaitoxliv « ZeZP atartad a» ahoat 1 inij 191$ «t tha 
itotailtgr igaaiar {Uk) Aa«ib«ft Raid Statiaa, Mxal of 
SBIURA l af i aaa d tha opavatloaa plaa fk>r Uka IICZP« oeotdiiaatad 



Qossi&ed by 

. ,»iQLASS\r\t^ EXET.TPT FROM GTT-vTHf^L DIC' A'-oinCA'nON 

"^"^ 





Tngimm (Id?) Ofc>»i»tlfl«i» (H) 
«. flltb Ali. vMUA OBCK, 

1^. 00 irt.f mt«. n«»rt. Ibr .^li rwort^ «P« .« 
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ACTION 



^ 




COMTINM. MUMMH 



DAMI-DCHI 



11 September 1975 
To furnish ACSIt PA. approvai of subject OPIAM to CDR, PSAINTA, 



Internal Counterintelligence Program (ICIP) Operation 
tANA-RY EFFOIEIT (UJ 




"^ti^^ a&CKGRCTJHD: By letter dated 9 September 1975, subject as above (TAB B) , the 
Dtr^or of Operations, tlSAINTA CMIIA-GPC-SO) forwarded to C&CSI (DAMI-DOH) for 
review and approval, a revised operations plan for CANARY EFFORT (U) which provides for 
continuation of the existing ICIP at Fort Ritchie, Maryland, Revision of the existing 
OFLAN was necessitated by the reorganization and redesignation of the US Army Comnuniea' 
tions Coomand (US&CC) - CONUS as the 7th Signal ComnaDd effective 1 July 1975. 



PISCOSSIOH: 



a. Major changes in the revised OPIAN are as follows: 

(1) Realignment of target areas and increased coverage to the Teleccmmunl cations 
Directorate, the Alternate Joint Coomand Center (A JCC) » the Alternate National Military 
Cojnnand Center (ANMCC), the Alternate National Command Center Support Directorate 
(&NMCCSD), and the Bast Coast Teleconmunications Center (ECTC) . All are considered 
priority I for the purposes of counterintelligence support. The ECTC is located at 
Fort Detrick and the other activities are all at Fort Ritchie. 

(2) The Execution Phase of the revised OPIAN remains essentially unchanged except 
for the addition of a Project Case Officer (PCO) at Fort Detrick to assist in providing 
coverage for the ECTC, 

(3) The OPIAN provides that each source and individual involved in the conduct 
and control of the operation will sign a certificate stating that he has been briefed 
and understands the provisions and constraints imposed by AR 380-13. 

b. There is no significant change in the objectives of the OPIAN, 

3. (U) RECOMMENDATION ; That the ACSl approve the revised OPIAN and sign the Ist 
Indorsement to the USAINTA letter at TAB A. 
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KIIA-GPC-SO(SA) 



SUBJ>:cr: Internal Counterintelligence Procram (ICIP) Operation 
CANARY EFFORT (U) 



liQPA (HAMI-DOI-C/LTC IIAENDLR) 
WASH DC 20310 



1. "^W^ 'flie 1 Jvily 1975 rcorpanisalion and redesignation of the US 
Amor/coninmnicationc Conrniand (UGACC) - COHIK as the 7th Signal Command 
resulted in a realignment of tarpet areas of the ICIP CANARY EFFORT (u) 
at Fort Ritchie, Marylanil. Attached as inclosure 1 is a revised opera- 
tions plan for CANARY EFFORT (U) which provides for continuation of the 
oxistinc ICIP and reflects the chanf^os brought about by this reorgani- 
sation . 



shan^e i! 



The new 7th Signal Command roorfranization has necessitated a 
change in the ndssion ol" the ICIP to provide increased coverafje for 
the Alternate Joint Command Center (AJCC) and those activitiec desig- 
nated by the Commander, 7th Signal Command, as listed in paragraph it, 
belowj and Annex A. There is no significant chanRe in the objectives. 
The activities listed in Annex A will bo considered Priority I for 
purposes of counterintellif once support. TTie Execution Riasc of the 
revised OPLAN remains essentially unchanged except that an additional 
PCO vd.ll have a base of operations at Fort Dctrick, MD, to assist in 
providing coverage for the Fact Coast Teleconunxmications Center (ECTC), 
•yjhich is located at Fort DctricK. Ihe revised OPLAH provides that each 
source ajid individual involved in the conduct or control of the opera- 
tion vdll be thorouchly briefed on the provisions and constraints of 
AR 38O-I3 and additionally vfill be required to sign a certificate stat- 
inp that they have been briefed and understand the limits imposed by 
AR 380-13. 

i. (U) Four organisational charts which shovf the former and present 
command and staff organisation by line charts of the 7th Signal Comrnand 
are attached as inclosirre 2. Tliese charts illustrate the principal 
internal changes occurring as a result oI\ the 1 July 1975 reorganization. 

ml 
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miA-GPC-SO(SA) 

SUBJECT: Internal CounterintelliBencc; Profjrairi (ICIP) Operation 
CANARY EFFORT (U) 

U, iS^ The Telecommunications Directorate, primary target for the 
present ICIP, w&z formerly under the operational control of the 
Comruajider, Fort Ritchie. With the reorganization, the Telecommunica- 
tions Directorate, as well as W5ACC Glte R Teleconanuni cations Center 
and all other USACC Telecomiminiciitionc Centers in COWS, arc xmdcr th^- 
operational control of the newly established USACC Operations Command. 
In addition to the U5ACC Operationr. Command elements Indicated, the 
foUotfint^ additional activities will be supported by the rcvir,ed opera 
tions plan: 

a. Alternate National Military Command Center (AHMCC). 

b. Alternate National Military Commruid Center Support Directorate 
(AHWCCSD) . 

c. East Coast Telecommunications Center (ECTC). 

5. (u) Recommend approval of revised plan at inclosure 1, 
FOR THF COMMANDER: 



as 



2 Incl 
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Internal Counterintelligence Program (ICIP) (U) 



DAMI-DOH 



DAT* 



3 Sep 75 



To obtain approval of the quarterly ICIP Report 



1. (U) Background ; By memorandum dated 8 February 1972 (TAB B> the Under Secretary 
of the Army requested that the VCSA provide a quarterly report on all ICIP operations. 



2.^ 



Discussion: 



a. During the past quarter, in response to a request .from the Commander Aberdeen 
Proving Ground, the ICIP which had been terminated at that installation was revalidated 
for six months. This operation will be reexamined during the first calendar quarter 
1976. 

b. Memorandum at TAB A provides the infomoation required by the Under Secretary 
of the Army for the remaining eight ICIP operations. 

3. (D) Recomnend a t ion t That memorandum at TAB A be approved and signed. 
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EPARTMENT OF THE ARMY 
HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



mha-gpc-so 



JUL 1 7 tS75 



SUBJECT: Qwarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (U) 

i 

HQM (DAMT-DOI-C) ' 
WASH DC 20310 



f. l.V SS^ lEbiree incidents of counterintelligenee interest involving 

k ' Soviets or persons tentatively identified as Soviets were reported 

i upon during the fourth quarter of FY 1975. One such report was that 

a First Secretary of the USSR Embassy visited an auditorium in the 
Harry Diamond Laboratories (HDL), on two occasions to attend evening 
' meetings of the Institute of Electrical and Electronics Engineers, 

' Inc., (IEEE), a professional society for engineers. The Soviet 

official attended one JKKf: meeting, "but "was refused entrance to a 

second meeting. Although only unclassified matter is presented at 

these meetings, the potential seciirity dangers are self evident, ! 

Details of the incident were reported to the FBI. i 

Two other incidents involving persons tentatively identified ] 
as Soviets occujrred in the Fort Ritchie area. The first report, which ! 
was in April 1975j concerned an individual bearing a strong reseiiiblance I 
to a KGB member who paid an unusual amount of attention to a shipment j 
of sensitive equipment destined for Fort Ritchie. The second incident 
concerned an individual assigned to Fort Ritchie who reported that a 
man representing? himself as a contract employee attending a DOD- 
sponsored confei'ence in Pennsylvania claimed extensive contact with 
Soviets in Hagerstown, MD. Although the latter incident occxirred in 
197'+, because of the sensitivity of Ft Ritchie, both incidents have 
been reported to the FBI with a request for an investigation to include 
a determination if there is any relationship between the two incidents. 

Correspondence -was submitted on the ICIP GONDOLA STAR at 
Aberdeen Proving Ground vhlch was reported in the 3d Qtr, FT 75, as 
scheduled for termination, requesting that the Operation be reconsidered 
for continuation. Excluding this ICIP, there were eight active ICIPS 
at the close of the reporting period. 

CTorsifled by . Cl^K^ U:^.AJ^...T/.? ^ 

Ex; ?.:?T FRoi.: c-'z-ri nrc ' "'Tic/noN*^ 
r;T:;r?:c" cr-~:.:^oi?x ^ 
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MIIA-GPC-SO . X 

SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (u) 

k. (U) Brief status reports for each ICIP operation reported upon 
Eire attached as inclosijres. 



FCR THE COJMMinER: 



3 ALBERT N. VJEHHAS 

^ Colonel, MI 

Director of Operations 



4ti 




r 



M8H0BAHIHJH lEKU: VICE CHIEF OF STAFF, UNITED STATES ASHY 
FOR: PWMB SKBTAHY OF THC Amg 
SUBJECT 



6£? i375 



NOTED BY 

IH£ UWUER SECRETARY OF THE ARMV 
Internal Counterintelligence Program (ICIP) (U) ~ INFORMATION 
IffiHORANDUM 



During the past quarter, three incidents surfaced as a result 
of hCtB operations which involved known or suspected Soviets. One 
report concerned a USSR Embassy official vho visited an auditorium at 
the Harry Diamond Laboratories on two occasions, to attend evening meet' 
Ings of the Institute of Electrical and Electronics Engineers. The 
official attended one meeting, but was denied entrance on a second 
occasion. The other two incidents occurred in the Fort Ritchie, MD 
area. One concerned a report of an Individual bearing a strong 
resemblance to a KGB member vho was particularly concerned about a 
shipment of sensitive equipment destined for Fort Ritchie, while the 
other involved a man representing himself as a contract employee 
attending a DOI><- sponsored conference in Pennsylvania, who claimed 
extensiveydontact with Soviets in Hagerstown, MD* All three Incidents 
were reo(»'ted to the FBI. 




2. \^^5- In response to a request from the Commander, Aberdeen Proving 
Ground, MD, I have revalidated GONDOLA STAR for a six-month period. I 
plan to closely monitor the results of this operation, and will make a 
final determination in January 1976 as to whether or not it should 
continue. 

3, CD) Sunanaries of the eight on-going ICIP operations are Inclosed. 

S£P 1975 ^^wtJsJ^sji^Gsllii/Vy' 



8 Incl 
as 





HAROLD R. AARON 
Major General, GS 
ACofs for Jntelligenc« 



WILLIAM 6. 

Kajor. GS 



oO^^^ toNS^? y^sistant to the Director 
^^^^"^^^ Of the Ar^ Staff 



MAJ EberBole/56159 
Typed by G. Rivera 




CANARY EFFORT: (OACSl Revalidation - 4 Feb 75) 



a. Location: Fort Ritchie. HD. 

b. Confidential Source Utilization: Three confidential sources. 

c. Information obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Done. 

d. Useful Information Obtained: 

(1) Information was surfaced pertaining to the alleged abuse of drugs 
on the part of seven (7) individuals assigned sensitive/critical duties. 
Additionally^ adverse suitability information concerning nine (9) individuals 
vas reported. This information involved indebtedness, alcohol abuse, moral 
lnq>roprietieB and mental instability. As a result of the information 
furnished, four individuals had their access to classified information 
suspended; investigations were requested on three individuals; and the 
activities of the other individuals are being monitored. 

(2) Information was reported concerning an individual who resembled a 
suspected KGB member. The Individual has paid an inordinate degree of 
attention to the activities of a US civilian firm and a sensitive ship- 
ment destined for Fort Ritchie. Another individual reported conversations 
that occurred in August 1974 in a bar in Waynesboro, PA where he learned 
that an individual believed to be a contract employee claimed to have 

had contacts with Soviets who worked in Hagerstown, MD. Both incidents 
were reported to the FBI with a request for investigation. 

e. Operational Status: 

(1) On 25 June 1975, the PLO briefed COL Harold G, deMoya, Cdr, 
Fort Ritchie, and COL John J. Plosay, Jr., Deputy Cdr, Fort Ritchie. 

(2) COL Donald E. Clark assumed coinnand of the 7th Signal Connand 
(which Includes the Pentagon TelecoaHsunications Center) on 18 July 1975 
and was briefed on CANARY EFFORT. The 902d MX Group which is conducting 
the ICIP at Fort Ritchie prepared a revised operations plan reflecting 
changes in mission and target areas which resulted from the reorganization 
of the US Army Communications Command (USACC) into the 7th Signal Coinnand. 
Prior to the reorganization. the Telecomnunications Directorate, located at 
Site "R" and the primary target for the ICIP, was under the operational 
control of the Cdr, Fort Ritchie. Under the new organization, the 
Telecommunications Directorate, as well as the telecomnunications centers 
throughout CONUS, are under the operational control of a new established 
activity, the USACC Operations Command. 





2, ip^ CAKIKE PLATE: (OACSI Revalidation - ^1 Feb 75) 

a. Location: Seneca Amy Depot (SAD), Rcanulus, NY 

b. Confidential Source Utilization: Hone. 

C, Inforrnation Obtained Off -Post and/or Eeported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Statiis: On 6 May 1975, COL Alan A, Nord, recently 
I assigned as Ccnmander, Seneca Aiwy Depot, was provided an initial 

5 briefing on the ICIP Operation CAIJINE PLATE (U). COL Hord stated that 

p he favored the expansion of the Operation and the PLO shoxild be allowed 

full, unescorted access to the Directorate for Special Weapons and the 
Special Weapons Storage Area. The last change vrould permit spotting 
and assessing potentiEuL sources in areas not open previously to the 
PLO except by peripheral contact. During the rei>orting period, con- 
tact was Eiade with four conventional sources. Additionally, initial 
assesBBjents were mside of two potential sources, one in the Transporta- 
tion Division and one in the Directorate for Quality Assurance. The 
PLO has been involved with providing informal counterintelligence 
assistance to the Military Police Company responsible for the physical 
security of SAD, Since the initial briefing on the ICIP was presented 
to the Commander on 6 May 75, a siibseq^ueiit Quarterly Progress Report 
was not given. With the expanded latitude and favorable attitude toward 
ICIP operations evinced by COL Nord it is anticipated that development 
of the operation will be accelerated. 




CANIER RIDE: (OACSI Approval - k War 75) 

4. Location: US Amny Missile Command (USAMICOM), Redstone 
Arsenal, AL 

"b. Confidential Source Utilization: One. 

c. Infoimtion Obtained Off -Post and/or Reported on Non -Affiliated 
CivillanB : None . 

d. Useful Infoimation Obtained: The ICIP confidential source 
provided substantial information on security wealmesses within the 
s-ugpported ccomand to include poor housekeeping practice, lack of 
control of reproduction facilities, lack of proper control of area 
access^ lax security attitudes and possible ccmrpromise of security 
badges throiigh continued loss. As a result of the infonnation pro- 
vided by the source, the Director, US Amy Missile RD&E Lab, directed 
that poor housekeeping practices be corrected prior to 1 July 1975 
subject to his personal inspection. Source vdll continue to monitor 
the secvirity posture of the target area. Additional infonnation has 
been obtained on the personalities involved in the previous investi- 
gation under provisions of AR 15-6 -which led to the initiation of 
the operation for the insertion of a Confidential Source into the 
target area. Information provided has resulted in the initiation of 
credit checks and local agency checks to confirm or refute allegations. 

e. Operational Status: On l6 April 1975, confidential source, a 
Military Intelligence warrant officer was inserted into the target area 
as an administrative officer. This source appears to be very well 
received within the target area and has provided substantial informa- 
tion to include infoimation noted in paragraph Id above. His outgoing, 
friendly manner coupled with his professional intelligence background 
will increase the potential of the ICIP operatioHt COL Arthur G. Lange, 
Jr., Chief of Staff, USAhaCOM, was briefed on the implementation of the 
operation on 7 April 1975- He was subsequently briefed on 9 Ji^ne and 
will be briefed siibsequent to each meeting with the confidential source. 
The briefing given COL Lange after each meeting with the confidential 
source will be given in lieu of the Quarterly Progress Briefing since 
this will keep USAMICOM inforoed of the progress of the operation on a 
more current basis than .rould be the case if briefing were confined to 
Quarterly Prepress Reports. The PLO's briefing was well received by 
COL Lange, who indicated that he would inf oim MG Ellis . 
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CANVAS TAX: (OACSI Revalidation - h Feb 75) 



a. Location: Sierra Anmr Depot (SIAD), US Amy Materiel 
Command, Herlong^ CA 

"b. Confidential Source Utilization: None. 

c. Informsition Obtained Off-Post and/or Reported on Non -Affiliated 
Civili ans : None . 

d. Useful Infonsation Obtained: None. 

e. Operational Status: Four conventional sources are currently 
being used to provide coverage in the Priority I Targets which are 
Exclusion Area I, Storage Area for Special Weapons; and Exclusion 
Area 11, Maintenance and Calibration Facilities for Special Weapons. 
Recruiljnent of one confidential source is pending and a second poten- 
tial source in Exclusion Area II is undergoing initial assessment. 
The Qtiarterly ]?rogress Report was presented by the PLO on 3 July 1975 
to the following SIAD officials: COL Robert HawUc, Conaaander, SIAD; 
LTC Bernard Render, Dep CDR, SIAD; MAJ John Jolley, Provost Marshal/ 
Security Officer, SIAD; CPT Wayne Herringer, Intelligence Officer, 
SIAD; and Mr. Anthony Tomabene, Asst Intelligence Officer, SIAD. The 
Ccmmander, SIAD, requested that the PLO brief him on the nature of the 
EEI levied on isources in the ICIP. The Commander indicated that he is 
interested in detennining if the remoteness of the area and the type 
of duty has any bearing or influence on the number of suitability cases 
among SIAD personnel. The Commander feel5 that there may be a nuniber 
of stdtability cases among his present personnel involving such factors 
as sexual promiscuity, alcohol or drug abuse, or excessive indebtedness. 
By identifying these individuals, the Conmander will strive to reduce 
personnel problems at SIAD, COL HawUc indicated that he was satisfied 
with the progress being made in efforts to develop the ICIP and make 

it a more viable operation. 





CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecomnunications Center (PTC), US Array 
CoDnninications Comnand (USACC) » The ?entagon> Washington, DC 

b. Confidential Source Utilization; One. 

c. Inforroation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. Useful Information Obtained: An ICIP source reported that a PTC 
civilian eii^loyee's effeminate gestures and high pitched voice were respon- 
sible for office gossip that the employee was a homosexual. The employee, 
who is currently employed as a relay operator, was transferred from the 
coding and decoding section because he allegedly coded an obscene message 
that was to be sent to an overseas user. The ICIP source provided other 
infonoatlon concerning possible security violations involving the employee. 
The employee's dossier was examined and it was noted that during a back- 
ground investigation conducted approximately ten months ago, there were 
recopvnendatlons that the employee not be considered for positions of trust 
and responsibility. Investigative efforts are continuing to verify or 
refute allegations concerning the employee. 

e. Operational Status; The reorganization of the US Army Communica- 
tions Command at Ft Ritchie into the 7th Signal Command has had an effect 
on the operational status at the PTC. COL Clark, who has a positive atti- 
tude toward the ICIP assumed command of PTC in July, and was given a full 
progress report of this operation. All personalities in the operation 
have changed. In addition to the new commander who is amiable to the 
program, there is a new security manager, CPT Richard Pederson, who gave 
the program support previously when he was assigned to the Defense Language 
Institute, East Coast, Washington, DC. A new PLO has also been assigned to 
the operation. With the above personnel changes and COL Clark's encouraging 
attitude, this ICIP is now afforded an excellent opportunity to expand and 
be more productive. 





CENTAVO KID: (OACSl Revalidation - 4 Feb 75) 



a. Locationt Harry Diamond Laboratories (HDL), Washington, DC, 

b. Confidential Source Utilization: None. 

c. Infonoation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians - None. 

d. Useful Information Obtained: 

(1) It was reported that a First Secretary at the USSR Embassy in 
Washington, DC had attended a pieetlng of the Institute of Electrical and 
Electronics Engineers, a professional society for engineers, which was 

held in the HSL auditorium. The subject matter presented during the evening 
vas unclassified. When the Soviet official attesnpted to attend a second meet 
Ing of the society, he was denied entry. Both incidents were reported to the 
FBI. The Comsander, HDL was advised that the use of the auditorium by out- 
side groups would render it insecure until appropriate security checks were 
conducted. 

(2) The PLO noted and called to the attention of the HDL Security 
Officer several minor security problems during the period. These were 
either corrected on the spot, or recommendations for correction were made. 

e. Operational Status: The final report for the reorganization of 
HDL into the Harry Diamond Developmental Center (HDDC) was submitted to 
Congress and the Secretary of the Army. It was expected that the 
Secretary of the Army would make a final decision by September 1975. The 
consolidation of various electronics facilities under the control of HDDC 
will make HDDC the prime center for electronics research and development 
in Department of the Army. If approved, the consolidation at HDL would 
begin in October 1976. COL Einsel, Cdr, is scheduled to depart HDL 
about September 1975. His replacement will be COL Richard H. Sawyer, 

who is now serving as the Commander of the Watervliet Arsenal, Watervliet, 
New York. On 11 June 1975, COL Einsel, Cdr, HDL, and Mr, James F. Yeick, 
Security Officer, HDL, were briefed on the quarterly progress of the ICIP. 




J.V^flf LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: Vhite Sands Missile Range (WSMR) , NM. 

b. Confidential Source Utilization: One confidential source was 
utilized during the reporting period. 

c. Information Obtained Off-Fost and/or Reported on Non-Affiliated 
Civl liana : None . 

d. Useful Information Obtained: The following infonsation on WSMR 
personnel reported by the confidential source in this ICIP was reported 
to the Chief, Intelligence Division, WSMR, who took action as indicated: 

(1) A report to the Security Officer, Army Missile Test and Evalua- 
tion (ABMTE) Directorate that an ARKTE eoiployee frequently left his 
security container open and unattended resulted in a special briefing 
on WSMR Regulation 380-5 (Security Regulation) for all ARMTE employees 
who also were required to sign certificates that they understood the 
requlrenkents of the security regulation, 

(2) The civilian firm which contracts for security guards at WSMR 
permitted an enlisted man to work part-time as a guard in the Exclusion 
Area of TRASANA without having the proper security clearance for that 
area. The Security Office, WSMR, has now insured that the enlisted man 
has been processed for the proper clearance by the contractor, 

(3) Reports of several instances of laxity on the part of TRASANA 
security guards at night and instances of classified material left in 
in/out boxes after duty hours. The Security Officer took immediate 
action upon receiving this information to re-orient guards and personnel 
on their security obligations. Source has reported a noticeable improve- 
ment in security since the earlier reports. 

(4) Reports of an Army Officer assigned to the Office of Missile 
Electronics Warfare (OMEW) who allegedly was misappropriating computer 
and electronics equipment to build his own con^uter at home were passed 
in a Summary of Information to the Sixth Region US Army Criminal Investi- 
gation Division Conmand for action by that agency. 

e. Operational Status: One confidential source was recruited early in 
the reporting period, A second confidential source is in the final stages 

of assessment in the Office of Missile Electronics Warfare, On 17 June 1975, 
the PLO presented the Quarterly Progress Report to MG R. J. Proudfoot, Com- 
manding General, WSMR. The following personnel were also present at the 
briefing: COL William F. Strobrldge, Cdr, 525th MI Group, LTC Charles I. Davis 



Chief, Security Office, WSMR, and Mr. William F. Arket, Chief, Intelligence 
Division, WSMR. MG Proudfoot indicated that he was pleased with the pro- 
gress of LENS HOIDER and stated that WSMR needed this type of program* 
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LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 



a. Location: Defense Language Institute (DLI) , Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Six (6) confidential sources. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) A Source in the Chinese-Mandarin Language Department furnished 
information concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and expressed her displeasure at teaching Chinese to students 

to enable them to "spy" on the People's Republic of China, A DCII 
check, made to review the Instructor's USAIRR Dossier, revealed no 
dossier in the files. The Instructor who was born in Canton China and 
is a British citizen, will not have her employment contract with DLI 
renewed when it expires in September 1975. 

(2) Information was reported concerning the travel of an instructor 
of the German Language Department to East Germany without the required 
notification to the DLI Security Officer. The DLI Security Officer 
plans to permit the instructor to perform the travel and upon return 

to DLI will question her concerning non-compliance with DLI regulations. 

(3) A Technical Language Assistant in the Russian Language Depart- 
ment reported a visitor to that Department in late May, The visitor 
requested copies of training material used in the Russian Dept, claiming 
he wanted it for training purposes in his reserve unit. The visitor 
was given two training exercises which were unclassified and taken 
largely from Russian language periodicals. The visitor, who was told 

to return later because additional material was not readily available 
did not return. Sufficient identifying data was not obtained on the 
visitor but an attempt is being made to obtain fuller identification. As 
a result of the incident the Director DLI, at a staff meeting placed 
special emphasis on the responsibilities of all staff members to be 
alert for unauthorized visitors. In addition, visitor requirements and 
restrictions were published and distributed throughout DLI. 
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30 July 1975 



To provide approval/disapproval to an operation plan 
(DrmiatMtlfyll^ 




B&CRGRODND: Inclosure to TAB A is an operations plan for an ICIP submitted 
inftrtrmally by the Pentagon Counterintelligence Force. The plan calls for an ICIP in 
the Q^CSI Conmunications Center. 

2. DISCUSSION: Vhile the Q&CSI Coimunications Section is a sensitive element 

of (aCSI, it is eictremely small and confined. Security would be difficult to maintain 
as evidenced by the fact that several individoala in the Q^CSI administrative office 
were ware of the proposed ICIP. 

3. (D) MCCWMENDATION: That the proposed ICIP be disapproved and the memorandum at 
Ij^B a be signed and forwarded to the Commander, Pentagon Counterintelligence Force. 
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OPERATIONAL PUN 

SUBJECT: Operations Plan, Internal DATE: 5 November 1974 

Counterintelligence Security 
Program, Office Chief of Staff REPORT NO: 
for Intelligence, The Pentagon, 
Washington, DC PROJECT NO: 

R^ERENCES: (U) 

a. Chapter 5, Section 111, USAINTC Regulation 381-100, 1 March 197A (C) 

b. - Chapter 2, USAIKTC Regulation 381-100-1, 8 February 1974 (S) 

c. DOD Directive 5100.49, dated 3 December 1965 , Subject: Pentagon 
Counterintelligence Program. 

d. AH 381-115, dated 2 July 1969, Subject: Counterintelligence 
Investigative Agencies. 

e. AR 381-130, with changes 2-4, Subject: Counterintelligence 
Investigations, Supervision and Control. 

f. FM 30-17, dated January 1972, Subject: Counterintelligence 
Special Operations. 

g. FM 30-17A, dated February 1973, Subject; Counterintelligence 
Special Operations (C) ■ 

h. AR 380-13, dated 30 September 1974, Subject: Acquisition and 
Storage of information Concerning Non -Affiliated Persons and 
Organizations. 



MISSION: 



a. Requirement : The mission of the OACSI, Administrative Office, 
Communications Section is to process incoming and outgoing mail; provide 
mall pick-up and delivery; world wide attache pouch support via coordl^ 
nation with the State Department. The Communications Section also main- 
tains a registered mall record; a TOP SECRET Control Office; and operates 
NATO, SEATO and CENTO sub-registry. There are approximately twenty 
thousand messages per month up to and including collateral TOP SECRET 
handled by this section. 




tXEHPr FBCM QENrRAL PCClASSinCAnOH 
8CII.-.^UU: or CX-CUilVE OKDLR 



b. Objecttve ; This operation will provide the ACSI with a concen- 
trated, aggressive security service within the confines of the Pentagon 
Reservation, and will provide a fast factual reporting system of any im- 
minence of activities which would necessitate Imniedlate comnand action and 
possibly pose a direct threat to the security of OACSI Conmunicatlons 
Section. In order to accomplish the objective of this operation, an 
effective and coordinated use of overt and covert counterintelligence 
sources and techniques will be implemented which are designed to detect, 
neutralize, and eliminate the following elements and factors which pose 

a direct threat to the security of the Comnunlcatlons Sections. 

(1) Acts of espionage, sabotage, or subversion. 

(2) Bostile foreign intelligence activities. 

(3) Disloyalty, disaffection, and other threats to the security 

of OACSI. 

(4) Character weakness, habits, or improper conduct which makes 
personnel assigned to the Communications Section vulnerable to coercion or 
blackmail. 

(5) Acts of the Communications Section personnel affiliated with 
anti-Army dissident organizations which seek to disrupt the maintenance of 
good order, discipline, and morale within the Pentagon. 

c. Base of Operations ; Special Operations Section, Pentagon Counter- 
intelligence Force/National Capital Region Field Office, 902d MI Group, 
Room BE 800, The Pentagon, Washington, DC 20310. 



PERSONNEL: 



a. Confidential Source Personnel : To be selected from personnel assigned 
to the Coitimunlcatlons Section, OACSI. 

b. US AiRMY IntelllRence Personnel ; The following personnel of PCF/NCR 
Q O will function in the capacities indicated: 

it ^cv (1) Project Officer: CPT Kenneth R. Schlag 

CO o: *• 

CO w Q 
^ o 

^^jr'^o (3) Alternate PCO: CW2 Leonard NMN Gross 

S '^S^ Project Liaison Officer (PLO) : CPT Kenneth R. Schlag 



^ (2) Project Control Officer (PCO): CW2 Shawn M. Sandlln 



S S?? Alternate PLO: SFC George E. Perry 

ir 3. (C) COVER AMD DOCUMENTATION: (SEE ANNEX A) 




• a. The ICIP rroject Officer and PLC will funvtion In a completely 
overt manner. No attempt will be made to conceal their affiliation with 
military intelligence. 

b. The PCO will employ shallow cover in his contacts with confidential 
sources. He will not disclaim affiliation with US Army Intelligence, since 
to do otherwise would alarm prospective sources. 




EXECUTION: 



a. Concept of Operations : 

(1) The ICIP will be implemented by using the coordinated employment 
of overt liaison contacts and confidential source{s)- Only confidential 
sources will be used in this operation due to the small size of the target 
area, 

(2) A concerted effort will be exerted towards the collection of 
information concerning military personnel assigned to the Communications 
Section. Collection will not extend to non-DoD personnel. In the event 
any individual not affiliated with DoD is Identified as posing a threat 
against the Cables Section, the provisions of reference h will apply and 
prompt coordination will be effected with the appropriate authority. 
Each Individual and source involved in the conduct or control of the 
Operation will be briefed on current policies and constraints pertaining 

to counterintelligence activities as they concern persons and organizations 
not affiliated with DoD, reference h. 

(3) The PLO will be the point of contact between the ACSI and PCF. 
The PLO will present to the ACSI or his designated representative, a 
quarterly briefing on the progress of the operation. In the event the 

PLO receives information requiring immediate action by OACSI, the information 
will be released to the ACSI and the Commander, 902d MI Group. Such 
information will be sanitized or otherwise protected to Insure continued 
operational viability and source utilization. 

(4) Specific EEI to be pursued are: 

(a) Determine the exlstance of espionage, sabotage, or subversion 
within the target or directed against the target. 

(b) If espionage, sabotage, or subversion is known or suspected, 
identify the perpetrators, the nature and scope of their activities, their 
methods of operation, and the foreign or domestic organization controlling 
such activity. 

(c) Determine the prevalence of dissident activity within the target 
area, identify military or civilian personnel Involved, and resolve whether 
such activity is supported or directed by elements outside the OACSI. 




.eGBADEOUKCUSS-BED 




(d) Detect and report adverse suitability information, 
foreign contacts by Cables Branch military tnembers, and other 
significant matters which may be exploited by hostile intelligence 
services. 

a. The following activities and types of individuals will be sub- 
jected to continuous and intensive counterintelligence coverage: 

(1) Known or suspected security risks. 

(2) Persons who are known or suspected to associate with persons 
\Aio are known or suspected members of hostile Intelligence or subversive 
organizations. 

c. Implementation ; 

(1) Overt Phase: The overt phase will begin immediately upon 
approval of this plan. Close liaison will be maintained with selected 
OACSI Staff and security personnel. The PLO will be primarily responsible 
for the spotting and assessment of prospective confidential sources. The 
spotting will be continuous throughout the operation so as to assure an 
adequate bank of prospective sources for possible covert utilization. 

The PLO will conduct the overt functions as necessary to Include invest- 
igative activities and quarterly briefings concerning the status of the 
ICIP. 

(2) Covert Phase: The covert phase will be the responsibility 

of the PCO with the assistance of the Alternate PCO. This phase will include 
the exploitation of confidential sources who have been recruited from among 
the military personnel. The PCO is also responsible for vetting, recruit- 
ment, targeting, training, and disposition of confidential sources. The 
objective of this phase will be the development of, timely reporting of 
credible information relating to the detection, neutralization, or exploit- 
ation of factors or individuals who pose a direct threat to the security of 
the Cables Branch, and thus the United States. 



COHMUNICATIONS: (SEE ANNEX B) 



a. Communications between the Project Officer and FCO/PLO will be 
conducted almost exclusively through personal meetings; telephone will 
serve as an alternate. 

b. Primary connunicatlons with confidential sources will be through 
personal meetings at pre-selected safe sites in the Washington Metropolitan 
area, or the Pentagon, 

c. Alternate means of communications with confidential sources will 
be via US Mall, using Post Office boxes in the Arlington, Virginia area. 
A Post Office box may also be used by the confidential source, if circum- 
stances at his residence indicate a possibility of other persons gaining 
access to his personal mail. .. 
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d. Emergency means of communications from confidential sources to PCO 
will be by telephone to an existing unlisted telephone number located 
in the office of the Special Operations Section, PCF/NCR. After duty hours, 
the confidential source vill leave a message for the PCO at a telephone 
located in the PCF. This telephone is manned 24 hours a day, and night peraonni 
will be briefed concerning their actions should a source telephone and ask 
to speak to the PCO. The source will be asked to leave his name (cover name) 
and ii telephone number where he may be reached. PCF night personnel will then 
Immediately pass the information to the PCO, or if the PCO is unavailable the 
alternate PCO. From PCO to source, emergency communications vill be by 
telephone call to sources borne or office, as appropriate. 



TRAINING: 



Training of confidential sources will be continuing process and a 
portion of each meeting will be devoted to instruction, finphasls will 
be placed on security of the operation and the source and reporting 
procedures. Observation and description, targeting, and related subjects 
based on source's role will also be included. Each indivudual and source 
involved in the conduct of the operation will be briefed on current 
policies and constraints pertaining to counterintelligence operations 
and activities as they concern persons and organizations not affiliated 
with DOD, Reference h. The training administered to source (s) will be in 
the quantity necessary to develop the maximum information from the target 
comensurate with the previous intelligence and experience of source(8). 



FINANCE AND LOGISTICS: (SEE ANNEX C) 



b1 



TERMINATION: (SEE ANNEX D) 



a. Confidential sources recruited under this plan will be terminated 
when their usefulness to the plan ceases, when they show indicators of 
insecure security practices which would jeopardize the operation, are no 
longer amenable to control, or when the operation Is terminated by proper 
authority. Circumstances under iirfilch termination is effected will deter- 
mine whether termination is with or without prejudice, 

b. The only commitments made to confidential sources employed in 
this operation will be assurance of personnel and job safety through 
anonymity, and of reimbursement of any legitimate expenses incurred during 
the operation. 



COMTiC 



43^ 



c. Knowledgeability of confidential sources will be limited to the 
following: 

(1) Name and physical description of the PCO and Alternate PCO. 

(2) Location of meeting sites as well as that of PCF. 

(3) Means of alternate and emergency contact with PCO: Namely the 
Post Office Box number (s) and the telephone number (s) where PCO may be 
contacted in the event of an emergency. 

(4) The approach method used by the PCO in his initial contact with 
confidential sources. 

d. As a control factor, confidential sources irf.ll be required to 
sign a statement evidencing their willingness to cooperate and attesting 
to the fact that all facets of security will be strictly adhered to. 
This will not be construed to be a contractual agreement > but will be 

used as a physhological Instrument to enhance the security of the operation. 

e. Security considerations are contained in ANNEX E. 




COORDINATION AND LIAISON: 



Liaison with designated OACSI officials and other appropriate Pentagon 
Agencies will routinely be effected the PLO. 

10. (U) REPORTING: 

a. Formats for operational reports are contained in Chapter 5, Section 
III, USAINTC Regulation 381-100 (reference a.) 

b. Production reports will be in Agent Report Format. 
ANNEX A-Cover and Documentation 

ANNEX B-Coramunications (pf) 

ANNEX C-Finance and Logistics ^ 

ANNEX D-Termination ^ 

ANNEX E- Security Considerations pE^ 

ANNEX F-Knowledgeabllity List (U) 
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PROJECT OFFICER 



ANNEX B - Communication 




Conmnunlcation: 



a. Primary: The prlniary means of communication between the PCO and 

the 80urce{s) will be personal meetings at selected safe sites in the Pentagon 
building or in the surrounding area of Northern Virginia or the District of 
Columbia. Personal meetings will be held to the absolute minimum consistent 
with operational requirements. Details of future meetings will be established 
at each meeting or through telephonic communication Initiated by either the 
PCO or source (s) to previously exchanged telephone numbers, 

b. Bnergency: To establish an unscheduled meeting on a priority basis. 
Source will call the PCO through an unlisted commercial number on the 
PCF/NCR FO call director. Source (s) will identify himself through a pre- 
arranged code name (cover name) and ask to speak to the PCO. If the PCO is 

not in available at the time of the call, the message will be transmitted to tht 
PCO by PCF personnel as soon as possible. The PCO, to establish an unscheduled 
meeting with source(s), will contact 80urce(8) by a pre-established telephone 
number In conformance with source (s) work schedule or off duty habits. 
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ANNEX D - Termination 



Termination of the operation: Termination will be accoiupllshed 
base^upon an objective evaluation of the effectiveness of continued 
utilization of source towards the accomplishment of the goals of this 
operation, with the final decision to terminate resting with OACSI, 
Department of the Army. 

2.\*'Wt Termination of 80urce(s) with prejudice: In the event source(s) 
violate basic security practices and are terminated for that reason, they 
will be prosecuted for violation of the appropriate statute or directive, 
should such an action be deemed feasible and advisable in connection vith 
the nature of the violation and their activities in support of the oper- 
ation. Should prosecution be inadvisable, source (s) will be required to 
execute a debriefing statement, and detailed instructions will be given 
regarding the possible consequences should they reveal their MI affiliations 
^ and activities. 

^" si^^^'^n Termination of 8ource<s) without prejudice: Dpon termination of 

g- ' thl&r operation or at such time as source(s) are considered to be of no 

& further value within the scope of this plan, and provided source (s) have 

, committed no flagrant violations of security, they will be paid all out- 

'. standing reimbursable expenses incurred. A detailed security briefing con- 

r cemlng disclosure of information concerning their Ml affiliations and 

activities will also be administered. If deemed advisable at the time 
?i of termination, 8ource(s) may be presented a properly sanitized letter of 

commendation/appreciation or other appropriate recognition for their co- 

4. Commitments: No cotnmitments other than those relating to reim- 

bursement of legitimate operation expenses incurred during the course of 
the operation will be made. Source (s) will be given assurance of personal 
safety and protection of careers and reputations. 



Knowledgeabllity: Source(s), during the course of the operation 
will be knowledgeable of the following: 

a. PCO: by name and status as Special Agent, US Army Intelligence. 

b. Facilities: Source (s) will not be routinely exposed to facilities 
housing PCF during the course of their covert activities. However, the 
existence of PCF is coimnon knowledge throughout the Pentagon, and the 
likelihood that source(s) will, at a minimum, know the location of PCF is 
unavoidable. 

c. Modus Operandi: Source (s) will be exposed to modus operandi only 
in direct relation to the requirement levied by the PCO. 

> 

d. Location of meeting sites. 

REGRADED UNCLASSFIBQans of alternate and emergency contact with PCO: Post Office 
ON SEP -8 7997 ^ " ^ ii^ 

AUTH PARA 1-603 DoD *200.1-R --W^WfeJirat 



Box numbers and locations and telephone numbers where PCO can be reached 
In an emergency. 



ANNEX E - Security Cousidcrations 



I. 4e>^Thc activities engagcii In by Individuals assigned to OACSl which 
may^Citr considered to be disruptive of military operations, contrary to 
Siood order and discipline, and posinK a threat to military security are 
unknown at this time. The number of military personnel engaged in activities 
relative to active and/or passive resistance to the military is also unknovm. 

a. The inter-relationship of military and civilian community in 
the National Capital area is such that it can be expected to present a 
degree of security risk in that confidential source(s) covert activities 
could be revealed through indiscretions on the part of source (s) in devia- 
ting from normal routine of activities normally associated with the work 
environment. This risk will be substantially limited by extensive training 
of source(s) in the areas of personal security and operational security. 
Further, close monitoring of all activities of source(s) for the purpose of 
deteimining the presence of or lack of derogatory security indicators will 
preclude unexpected security developments and will provide a means by which 
souTre(s} may be further trained, guided, and controlled in their activities. 

b. Project Control Of ficer /Confidential Source relationship could be 
reve.iled inadvertently by the passive element of the military establishment, 
thus posing a threat to the security of the operation. This possibility 
will be reduced by close adherence to fundamentals of security in the 
conduct of personal meetings, telephone calls, and all other contacts between 
PCO iind source(s). 

2> In the event that either source (s) or this operation are compro- 

mised^ USAINTA will not confirm the existence of such an operation, the 
employment of &ourcc(s}, or interest in organizations/personalities in- 
volved in alleged subversive activities. Should source (s) be compromised 
PCO will immediately instruct source(s) to cease all operations; activity, 
and will debrief in detail concerning all aspects of the possible compro- 
mise. Based upon an evaluation of the situation, source (s) may be termi- 
nated and the operation may be suspended pending an analysis of the com- 
promise and its ramifications. All sources so terminated will be adminis- 
tered the appropriate security debriefing. 



Security measures must assure: 

a. Strict need-to-know restructions concerning the existence of this 
operation and the methods by which it is Implemented will be applied. A 
PCF Knowledgeabllity list will be maintained. (See ANNEX F) 

b. Briefings on the existence of this operation will be given only 
to the ACSI or his designated representative. 



to the ACSI or his desig 




Commander , PCF 

Operations Officer, PCF 

Operations NCOIC, PCF 

PCF 

PCF 

PCF 

PCF 
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ANNEX F - Knowledgeabillty List (U) 



1. 


LTC 


Byron W. Hunt 


■J 


MA 7 


Kennecn u* ticLzex 


3. 


MSG 


Daniel W. Leber Jr 


t*. 


CPT 


Kenneth R. Schlag 


5. 


CW2 


Shawn M> Sandlln 


6. 


CW2 


Leonard NMN Gross 


7. 


SFC 


George E. Perry 
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SHEET 



Retention of Internal Counterintelligence Program 
(ICIP) (ll> 









DAMI-DOH 




(MT« 




3 July 1975 





To respond to a request from the Coomander » AFG for continuation of ICIP. 




wtmitd. JMbtr W mmcimmll, AtuTaV to UmUf, 



BACKGROUND ; During the last quarter, calendar year 197A, the ACSl conducted 
ICIP, and based on the results of this review, he directed the termi* 

The operations terrnlnated were those which 

Among the 



« review of the 

nation of 12 of the 19 on*going operations. 

vere less productive or conducted at Installations of lesser sensitivity, 
operations terminated vas GONDOIA STAR which had been conducted in the Aberdeen Proving 
Ground (APG)/Edgevood Arsenal (EA) area. At RED TAB B is a recoraroendation from the 
Conmander, APG indoraed by the Consnander, Test and Evaluation Command (TECOM) and the 
Conmander, Aruiy Materiel Comnand, that the ICIP be continued at APG/EA. 

DISCUSSION: 

a. The APG request advises that they recognize information developed In GONDOIA 
STAR has been of limited CI value in the past, however, they consider even negative 
reporting to be significant. The TECOM indorsement emphasizes the probable significant 
increase in travel during the Bicentennial period and the proximity of APG/EA to New 
York and Washington would make those facilities more vulnerable to hostile intelligence 
agencies. 

b. The ACSI reexamined the operation and- advised that he would consider continuing 
the operation for a six-month trial period to determine if any more significant infor- 
matlon can be developed to indicate a hostile threat to APG/EA, On 2 Jul y 197 
D eputy Und "^ «-t,^ ^^^^^^^^ ^^^^ y^rnpA.;a1 

c. Letter at RED TAB A advise# the Commander, APG of the ACSl»s decision to 
continue the operation for another six months and then reassess its progress. 

3. (U) RECOMMENDATION ; That letter at RET) TAR A be approved and signed. 

audfled h v ACSl, DA 

EXEMPT FROM GEXERAI. I>ECLASSIFICATIO*f 

(Continu. on pi«in bond) SCHEDULE OF EXECUTIVE ORDER 11652 
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ACTION OPPICKR f Atna*. grmdm, pAeMOMf »igmatmi 

R. EBERSOLE, MA J/56074/ jl 




ACSl FORM 28, 13 S«p 71 



- CONriDCNflfT 



WHEN »E^*ltATmO rMOM CLASSmSD 
DOCUMENT 




SUBJECT; R*t4n)tlon of Iijt«ni*l Cg«int«rint«lllg*nc* Prograo {ICIP) (U) 



THRUt 



US Azay M*t«ri*l CobhihI 
500 IL BlMnhviMr A-««nit* 
AUate4rU» Vfrglnls 22333 



Coonandcr 

US Axay T«at and BvaluAtion ConpMnd 
AterdMn Proving Ground, Maryland 21005 



TOi 



Caanandar 

Abardatn Proving Ground 
Maryland 2 1005 



1. (U) Rafarance lattar, STEAP-IH, aubject aa abova, 17 April 1975, 
wliib indora«Mnt** 



2.''T*t During tba pa«t »«v«ral yaars, th« ICIP affort has grown rapidly, 
Unf^tunataly, aufflclant raaourcaa co conduct thaaa operations have not 
alwaya baan available. In erdar to aaka optlnun uaa of these scarce, 
highly trained raaourcas. It becaee nacetsary to conduct a total review 
of the prograa and attka adjuataenta. ,-Thla review revealed that GOKDClA 
STAS tiaa a ■argliwl operation «nd I directed its tantlnatlon. 



I iilXf" IIHTin I III I I illlilllll 



Classified by. 



ACSI, DA 



EXEMPT FROM GEXERAL DECL.\SSIFICATIOV 
SCHEDL-LE OF EXECUTIVE ORDER 11652 
BXEMraON CATEGORY £ 



2005 




4 



U JUL 1975 



fUWECT: Ijtt^ntlpn of Intornal CauBtorlnt«lllf*ne« Progran (ICIP) (U) 

3 (U) In light of y«ur recast tli«t tbl» afxration b« contlnu«d« «nd 
c^l«»rl«t tht r«cc that tb« C w iii ih r. UI4m4 ba* aiviMd m that 
wm a«irc«* vith i^pr»v»d *cc*«s tev« bMn ncnltad, I will rovalldate 
OanxOA mR f«r • «is-MaCh frimA. In Jteusry 1976« I viil ««Mst the 
prmgr—t of tklf op«i«tloo aad wltl thtn dotocwlM tf «• vlll b« obU to 
coRtlBB* tbl« offort. 



(sgd) HaroW R. Aaron 



HAROLD R. AARON 
Major General, GS 
AColsforlntelligenca 



REGRADED UNCIA.SSIBED 
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" CQJITOTIAL 



AMCSS (17 Apr 75) 2d Ind (U) 

SUBJECT-. Retention of Internal Counterintelligence Frogram (ICIP) 
29 April 1975 

HQ, US Army Materiel Command, 5O01 Eisenhower Avenue, Alexandria, VA 22333 
29* April 1975 

TO: HQDA (DAMl) WASH DC 20310 

Forwarded for your consideration. This headquarters supports the requests 
and recommends favorable consideration be given to the continuation of the 
program. 

FOR THE CCWMANDER: 




ROBERT L. KIRWAN 
Brigadier General, USA 
Chief of Staff 



„»onc£^ GONFIDfcNTIAtr ^ 

CE*"^fi?MEIHODS TtmMi) ^ 



mmm uHcuissiftED when separated 



AMSTE-SE {17 Apr 75} 1st Ind 

SUBJECT: Retention of Internal Counterintelligence Program {ICIP)(U) 



Headquarters, U, S. Army Test and Evaluation Command, Aberdeen 
Proving Ground, Maryland 21005 8 S APR B75 

TO: Commander, U. S. Army Materiel Command, ATTN: AMCSS, 
5001 Eisenhower Avenue, Alexandria, Virginia 22333 

1. (U) 1 recommend that GONDOLA STAR be continued as an active 
counterintelligence operation in the Aberdeen Proving Ground area. 



2. \S>^ The conditions set forth by the Commander of Aberdeen Proving 
Ground I feel support this' continued operation. The recently revised 
ACSI EEI reveals that the weapons, tanks, and chemical defense 
RDT&E conducted in the Aberdeen Proving Ground area, to include 
Edgewood Arsenal, are of interest to Communist Bloc intellif^ence 
agents. With the advent of the Bicentennial year, Aberdeen Proving 
Ground will be open to significantly more tourists visits commencing 
on 14 June and extending throughout the Bicentennial period. During 
that year, the closeness of Aberdeen Proving Ground and Edgewood 
Arsenal to the New York City and Washington, DC areas make it vul- 
nerable to hostile intelligence gathering agencies and their desire to 
exploit the situation to secure EEI. I conclude that security of USAAPG 
will be vulnerable and that ICIP will be of greater importance than 
ever during this coming period, I intend to maintain all normal in- 
ternal security measures and ICIP support on a continuing basis would 
be a valuable supplement to these measures. 




REGRADED UNCLASSIFIED 

BYCDR USAFNSCOM FOI/PO 
AUTH PARA 1-603 DoD f9200.1-R 




CHARLES P. BROWN 
Major General, USA 
Commanding 
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METHODS 
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Exempt from" General Declassification 
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Declassify on 31 Dec 2005 






"Commander 

US Arcqy Test and Evaluation Command 



meeting 



►This headquarters has been advised by your Security Officer at a 
^ing held on 9 April 1975 that the Internal Counterintelligence Program 
for Aberdeen Proving Ground, Operation GONIOLA. STAR (u), is scheduled for 
termination. It is \inderstood that the AMC Security Officer desires a 
review of the. impact of such an action upon this installation. 



2. "^•^It is recognized that specific information of counterintelligence 
value developed by Operation GONDOLA STAR has been somewhat limited in 
the past; however, it must be acKnov;ledged that even negative reports are 
significant provided that effective coverage of critical target areas has 
been maintained. In some cases, reports received from ICIF sources have 
served as useful early warnings of developing situations on which cor- 
rective action could be promptly initiated. If this operation is termi- 
nated, the sensitivity and espionage potential of this installation would 
remain whereas one tool for building a strong security posture would be 
removed 



removea . 



3. ^^8^ The importance of Aberdeen Proving Ground as an espionage target 
is obvious. Research eund testing programs generate information of world- 
wide intelligence interest, and scientific personnel have frequent contacts 
with foreign nationals. The diversified missions of several tenant activi- 
ties include projects which have been reported to have high priority among 
Soviet intelligence collectors. Therefore, ICIP support would be a useful 
suBpiement to our normal internal security measures. 




h.'^Jf^ It is recommended that GONDOLA STAR be continued as an active 
counterintelligence operation and strengthened with such resources as may 
be feasible. 



REGRADED UNCLASSIFIED 

ON SEP -5 1997 
BY CDR USAlRseOM FOI/PO 
AUTH PARA 1-603 DoD §200.1 -R 




AlVIN D. m 
Colonel, Armo 
Commanding 
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Internal Counterintelligence Program (ICIP) (U) 



OFFICE STMOOL 

EAMl-DOH 



tSUSPEKSE 



14 May 1975 



AcnoH KEauHiao 



To obtain approval of the quarterly ICIP report. 



KM Rseam. (Dntrib* trHtr (U nqmin m m. l«Aj>niMrf amtl sclwa laktu or ncomm««atrf. Matt k tmKtitmUr Jlma*J to UmlSfy 

BACKGROUND: 



a. By meiDoranduin dated 8 February 1972 - ( BLUE TAB B> . the Under Secretary of the 
Army requested that the VCSA» US Army, provide a quarterly report on all ICIP 
operations. 

b. A report covering the fourth quarter, calendar year 1974 submitted in February 
1975 reflected the results of a review conducted by the ACSI. the 19 ongoing 
operations, 12 were identified for termination. 



DISCUSSION: 



a. During the past quarter, 11 operations were terminated. This leaves one 
operation pending termination. One new operation was approved by the ACSI on 4 March 
1975. This operation, CANTER RIDE (U) at the US Army Missile Comraand, Redstone 
Arsenal, AL, raises the number of active ICIPs to eight at the close of the quarter. 

b. Memorandum at BLUE TAB A provides information required by the USofA. 

3. (U) REC(M1ENDATI0N ; That memorandum at B LUE TAB A be approved and signed. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF C»» STAFF FOR INTEUJCENCC 
WASHINGTON. D.C. 20310 



EAMI-DOH 2 7 BAY 197S 

MEMORANDUM -THBU: VICE CHIEP OF STAFF, UNITED TTflTnr ^ TI HY i<^7^ MAY 1975 
FC«: -SEG8E?A«¥-eF-Tlffi~Aiaf¥- KCTED • L'i4 

SUBJECT: Internal Counterltitelligence Prograo (ICIP) (U)— INFORMATION 
MEHORANDDM . 

During the past quarter, action was initiated to terminate 
12 ICIP operations that were considered to be relatively unproductive 
or located at less sensitive installations. Eleven operations have 
been teminated and the twelfth will be terminated in the near future. 

2.0^1^ A new operation, CANTER RIDE, was initiated at the US Army 
Missile Command, Redstone Arsenal, AL, raising the total number of 
ac^ve. operations to eight. 

S.vSc^ Three of the ongoing operations continue to provide infor- 
roat^n which serves to enhance security at the facilities concerned. 
LENTIL MONKEY, at the Defense Language Institute, continues to be 
the most active operation, surfacing security weaknesses involving 
both instructor and student personnel at that facility. 

4. (U) Status reports for each operation are inclosed. 

8 Incl _ HAROLD R. AARON 

as (C^gfSStrfSS!) Major General, GS 

^^^^^ ACofS for Intelligence 



oH ^\^iSCO^ onO ^ exempt from general declassificaticw 

ftV COB fi03 OoO sr,Hi:nn.E of exeo'tive orper ii652 

I iTH PA^B^ EXEMfTlON CATEGOnV I 

AkUV"^ l>T?r.i AsftiFY OK 31 December 2005 

Aji^Q MAJ Ebersole/74087/19 May 75 
^ Typed by J. Lukasik 



' COMriDENTIAL - 



DEPARTMENT OF THE ARMY 
orricc OF tw under secRCTAiT 



10 Jun 75 



H6 Harold R. Aaron 
ACofS for Intelligence 
Km 2E4&4 
Pentagon 

Noted and returned. 



.0 



R.P.S. 




DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. 5. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



1 7 ArP. 1975 



MIIA-SO 



SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) Operations (u) 



HQDA (DAMI-DOI-C) 
WASH DC 20310 



Internal Counterintelligence Program (ICIP) operations during 
the third quarter of Yi 1975 were characterized by a large scale slow- 
dowi of activity in all operations as those operations selected for 
tennination early in the quarter were phased out. By 31 March 1975, 
11 ICIPS, with supporting confidential sources, were terminated and one 
additional ICIP is scheduled for termination , 

(W 

2^ y^E-H Upon completion of the termination actions described above, 
seven ICIIS remained active. One new ICIP operation providing for insert 
of an agent in a covert status in the US Arsay Missile Command (USAMICOM), 
Redstone Arsenal, AL, was approved on h Maarch 1975. The USAMICOM opera- 
tion, which has the nicfcname CAHTER RIDE (U) raises the total of active 
ICIPS to eight at the close of the quarter. 

3. (u) Brief status reports for each ICIP operation reported upon, 
including both those teminated and those continued, are attached as 
inclosures. 

FOR THE COMMANDER: 

20 Incl AIBERT N. WEIEHAS 

as qCjy Q ^ Colonel, MI 



Director of Operations 



<K<€>> EXEMPT FRCMGT'--t : .5:'T:oN 

BO^iSr/oiriJj ...j)(.U..^cKu 



450 




CANARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Port Ritchie, MD 

Id. Confideiitial Source Utilization: Three sources were used during 
the reporting period. 

c. Information Cfbtained Off-Post and/or Reported on Non -Affiliated 
Civilians: None, 

d. Useful Infonnation Obtained: Information surfaced pertaining 
to the vee of drugs and moral improprieties on the part of a civilian 
einployee assigned to the Office of the Comptroller prompted a suitability 
investigation of the employee. The employee's access to classified in- 
fonnation has been suspended. Adverse suitability infonnation consist- 
ing of drug abuse, indebtedness, moral misconduct and mental instability 
on the part of six military policemen assigned at the Alternate Joint 
CommEind Center and Fort Ritchie was provided the Provost Marshal and the 
Director of Security, US Arny Communications Canmand (USACC)* Investi- 
gations of the allegations are being made. Information reported on an 
Army NCO assigned to the Engineering & Installation Office, USACC, 
alleging excessive gambling and unexplained affluence is being checked 
prior to requesting that a limited investigation be conducted. 

e. Operational Status: On l8 Mar 75, the PIO briefed COL Donald E. 
Clark, interim Director, Teleccomunications, on the ICIP. COL Clark is 
scheduled to become Commander, USACC Operations Command, after the re- 
organization of USACC on 1 Jul 75. On 20 March 1975, the PLO presented 
the Quarterly Briefing to COL Harold G, deMoya, Cojnmander, Fort Ritchie, 
and COL John J, Plosay, Jr., Deputy Ccamnander, Fort Ritchie. COL deMoya 
expressed his appreciation for the support provided by the ICIP at Fort 
Ritchie. 




2i^^^\^/^MmE PLATE: (OACSI Approval - l8 Sep 73) 
a. Location: Senecs Arnjy Depot (SAD), Kcoiulus, NY. 
t. Confidential Source Utilization; None. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Infonaatlon Obtained: None. 

e. Operational Status: On 13 Jan 75, COL Alan A. Hord assumed 
command of Seneca Anny Depot, The Camnander, 902d MI Group, had 
scheduled a briefing on the ICIP CANINE PLATE for COL Nerd in mid-March 
1975. Ihat briefing was cancelled and is now scheduled for the follow- 
ing quarter. Operational progress has been stalemated during this re- 
porting period pending the briefing of the new Depot Commander. Subse- 
quent to that btiefing, it is anticipated that development of the opera- 
tion can be accelerated. 



L 



_j:0MFiDEM1 . AL 




CANTER RIDE: (QA.CSI Approval - A Mar 75) 



a. Location: US Army Missile Command (USAMICOH)» Redstone Arsenal 
(RSA), AL. 

b. Confidential Source Utilization: None. 

c. InfoTnnation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: During the past year several significant 
security weaknesses surfaced at USAMICOM, prompting the USAMICOM Chief 
of Staff to request an ICIP operation at that facility. These weak- 
nesses included mishandling and loss of classified documents and alle- 
gations concerning suitability of some employees. Considering the 
sensitivity of the facility and the evident security weaknesses, a 
degree of urgency in initiating this operation was apparent. Unlike 
previous ICIP operations, the planning for this operation envisioned 
the use of a trained military intelligence warrant officer, a "Great 
Skill" officer, as the principal confidential source in order to ex- 
pedite the initiation of this operation. The source has been selected 
for insertion in the target area (the US Army Missile Research, Develop- 
ment and Engineering Laboratory (USAMRDEL)), and has been provided 
administrative and operational training to enable him to function in his 
cover capacity as an administrative officer. The source will be assigned 
in the target area in April 1975. On 14 March 1975, the Commander, Red- 
stone Resident Office, 902d MI Group, briefed COL R, A. Axelson, Director, 
USAMRDEL, informing him that the requested counterintelligence special 
support had been approved on 4 Mar 75 and it was proposed to Insert an 
agent by mid-April 1975. 





4. ( to? ** CAMVAS TAX: (OACSI Approval - 8 Mar 7^+) 



a. Location: Sierra Ain^r Depot (SIAJD), Herlong, CA. 

b. Confidential Source Utilization: None. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians; None, 

d. Useful Infomation Obtained: None. 

e. Operational Status: A new Project Liaison Officer (PLO) was 
assigned to this operation and arrived on station in Janixary 197?. Hlie 
PLO viH perform the functions of both the PLO and the Project Case 
Officer (PCO), Uie PLO has been engaged in familiarization and orienta- 
tion with SIAD and will perform spotting and assessment of potential 
sources in the eoDiing weeks. On 20 March 1975, the Quarterly Briefing 
was presented by the PLO to the st^jported coumand. Those in attendance 
at the briefing were COL Robert Hawlk, CDR, SIAD; LTC Bernard Render, 
Dep CDR, SIAD; and MAJ John JoUey, Security Officer, SIAD, 
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CENSUS TIME: (Q^CSI Approval - 5 Feb 74) 



1; 




a. Location: Pentagon Telecomtminlcations Center (FTC), US Army 
Conuninl cat Ions Canmand (USACC), The Pentagon^ Washington, DC. 

b. Confidential Source Utilisation: One source was used during 
the reporting period. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: This operation is conducted by representa- 
tives of the Pentagon Counterintelligence Force (PGF). Early in the 
quarter, it was necessary to divert virtually the entire strength of 
PCF from their normal functions to a files screening project at the 
Counterintelligence Analysis Detachment and the Spvecial Security Group, 
Both the PLO and PCO vere assigned to the files screening project and 
were able to devote only a limited amount of time to this ICIP operation. 
This precluded any significant expansion or development of the ICIP. The 
supported command requested that an attempt be made to obtain information 
on several persons assigned to PTC suspected of drug abuse. Sources have 
failed to surface any concrete information to date in this connection. 

On 1 April 1975, the PLO presented the Quarterly Briefing to COL Joseph 
T. Adinaro, Commander, PTC. 







CEKTAVO KID: (OACSI Approval - iS Oct 73) 



a. Location: Hanry Diamond Laboratories (HDL), Washington, DC. 
Confidential Source Utilization: None. 

c. Information Obtained Off -Post and/or Reported on Non- Affiliated 
Civilians: None. 

d. Useful Infonnation Obtained: Investigation of allegations of 
misconduct on the part of a DAC eniployee of HDL ^Adle the employee was 
on TDJf were inconclusive, but the HDL Security Officer and the enrployee*s 
supervisor are continuing to laonitor the employee's activities. The PLO 
called the attention of the HDL Security Officer to several minor se- 
ctcplty problems diiring the period which were corrected on the spot. 

e. Operational Status: During the period approximately UOO HDL 
personnel were moved from the HDL offices at Connecticut and Van Ness 
Avenues, NW, Wash, DC, to HDL facilities in White Oak, MD, The move 
is part of a reoi^anization and centralization of US Army electronics 
research facilities into one organization which vd.ll be named the 
Harry Diamond Developmental Center, On 5 March 1975, the PLO presented 
the Quarterly Briefing to COL D. W, Einsel, Jr., Commanderj HDL, and 
Mr, James F, Yeick, Secvirity Officer, HDL. 





7. Vj^^IENS HOLDER: (OACSI Approval - 7 Aug 7^+) 



a. Location: White Sands Missile Range (WSMR), NW 
Confidential Source Utilization: None. 

c. Infonnation Ctotained Off- Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Infoznaticoi Obtained: None 

e. Operational Status: The Project liaison Officer (PLO) for this 
operation ^*ill also perform the Project Case Officer (PCO) function 
yihen Sovtrce assets are obtained. One prospective source has been identi- 
fied in the Missile Electronic Warfare Technical Area (MEWTA), and re- 
cruitment is planned for the next quarter. On 18 March 19753 the PLO 
presented the Quarterly Briefing to Mr. William F, Arquette, Chief, 
Intelligence Div, WSMR, Mr. Arquette, speaking for the Comniander, WSMR, 
ejcpressed satisfaction vith the progress of the ICIP to date. 





8. f«y LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 



a. Location: Defense. Language Institute (DLl), Presidio of 
Monterey, CA, 

b» Confidential Source Utilization: Five confidential sources 
•were utilized during the quarter, 

c. Information Obtained Off- Post and/or Beported on Non -Affiliated 
Ci vlli ans : None . 

d. Useful Infonnation Obtained; 

(1) An instructor in the Chinese-Mandarin Language Dept may have 
had contact vith personnel of the Peoples Bepublic of China diiring a 
business conference in Jan- 75« The instructor, who has several conmercial 
enterprises, allegedly attended a conference in Dallas^ Texas, where the 
Chinese were present. An effort is being made to obtain further details. 

(2) Sources of the operation provided information vdiich established 
the existence of contacts between an instructor of the Arabic Language 
Dept and officials of the Palestinian Liberation Organization, The in- 
structor , who is a US citizen, allegedly' utilizes a Lebanese passport 
when he travels in the Middle East, Summaries of Information containing 
details have been passed to the FBI and the Immigration and Naturaliza- 
tion Service. 

(3) / Sources in the project surfaced a series of reports on a USA" 
student, •■.'ho, through his Czech language instructor, has socialized 
with citizens of Czechoslovakia, By USfiS' regulations, the KCO was to 
h&ve reported promptly any contact with citizens of a Canarrunist Bloc 
coxintry. The NCO failed to make the necessary report. The infornEtion 
was passed to the OSI by Summaries of Information and the OSI is no*- 
conducting an investigation of the USAF student, 

(h) Suitability information concerning DLI students v»-as passed to 
the Security Officer, DLI. 

e. Operational Status: Of the five confidential sources used in the 
operation, two were teiminated during the period due to their graduation. 
Tiie remaining three provide coverage in the Russian, Czech, and Serbo- 
Croatian Language Department, Prospective confidential sources are being 
assessed in the Russian, Czech, Polish, and Chinese-Mandarin Departments. 
In addition to the confidential sources, 21 conventional sources are pro- 
viding coverage in ten language departments. All sources are concentra- 
ted in the Priority I language departments. The PLO provided the q.uarterly 
Briefing on 21 March 1975 -in the Office of the Director, DLI. Those 
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attending the briefing were COL James R, Koenig, Director, Dli; 
COL Avery Ray, Deputy Director, DLI; and MAJ Richard Erickson, 
Security Officer, DLI, COL Koenig stated that he believed the ixifor- 
EjatioD gained from the ICIP had been particularly helpful and had been 
largely responsible for several conmand letters ptfclished by DLI in an 
effort to ijnprove internal security at DLI. The Director also stated 
that as a result of infbrmation provided by the ICIP, the teaching 
texts and materials of all DLI courses are being reviewed to eliminate 
politically contentious materials trcao. the language courses. 
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REMARKS 

The attached is forwarded for your information. This 
is the result of a 9Cend MI Group review of five key 
facilities in the Canal Zone to determine if the 
security posture at a^y of the facilities warranted 
initiation of ICI? operations. After reviewing the 
package, I concur with the USAIKTA recommendation that 
ICIP operations are not ^propriate* 

Do NOT uae Hii (onn ta a RECORD of oppiovab. concurrences. 


L. XT'^mo, c«L, Gs AhQ 

Chief, HUMINT Division ~^ 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



2 6 APR (375 
MIIA-SO 

SUBJECT: Evaluation of Selected Installations an Panama Canal Zone (U) 



HQDA (DAME-DOI-C) 
WASH DC 20310 



During a I9 Feb 75 visit \>y the ACSI to the 902d MI Group, the 
902^ was tasked to eacplore the possihility of the need for an ICIP 
operation in the Panama Canal Zone. Hie S02d MI Group has •onducted a 
review of five key installations/units for evidence of past and present 
Hois threat indicators. 

2» > Itie five installations/units -which were assessed are U70th MI 
Grou$ {TAB A); 193d Infantry Brigade (TAB B); ISASA Det, SOUTHCOM, and 
koSth ASA Det (TAB C); Armed Forces Courier Station - Panama (TAB D); 
J-2/3 Directorates' Warning and Operations Centers - SOUTHCOM (TAB E}. 
A threat assessment ccgmnon to all activities, units, or insta.Ilations 
in thej^anal Zone is attsiched as TAB F. 

3» (09 Commanders of the installations concerned in each instance have 
stateo. that current cotmterintelligence support is adequate to maintain 
a proper security posture and an ICIP operation is not warranted at this 
time. The Comnander, 902d MI Grovg> conciirs in this position ajid recommends 
that an ICIP operation not he initiated at any of the five units assessed, 
USAH^ITA also concurs in this recocuaendation. 
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1. il^-^G: 



470th MILITARY INTELLIGENCE GROUP 



GENERAL ; The 470th Military Intelligence Group (MIGP) is a sub- 
ordinate unit of the 193d Infantry Brigade {Canal Zone). This unit con- 
slstB of 67 iBllltary and 18 civilian personnel. There are 80 personnel 
assigned to the Group Headquarters, Fort Amador (FA), Canal Zone (CZ), 
on the Pacific side of the isthmus, and 5 stationed at the Atlantic Field 
Office, Building 214, Fort Gulick (FG), 02, on the Atlantic side. Due to 
the importance and sensitivity of Its mission, the 470th MIGP Is considered 
a CRITICAL SENSITIfl activity. 

2. (0) HISTORY : The 470th MIGP was bom on 12 July 1944, as a Counter- 
intelligence Corps Detachment. It was first picked up on the Amy's active 
duty roles on 31 July 1944, at the post of Quarry Heights, CZ. The 470th 
Intel Corps Detachment was redesignated and reorganized into an Intel Corps 
Group in September 1964, with a Security Service Detachment, the 508th HID 
in support of the 193d Infantry Brigade, the 610th MID, and the 471st MID 
in Puerto Rico. TVo years later, in 1966, the unit was renamed' the 470th 
MIGP, its present designation. 

MISSION ; The mission of the 470th MIGP is to detect treason, sedi- 
tion, and disaffection; to detect, prevent, and neutralize espionage, sub- 
version, and sabotage directed against the United States Amy, its personnel 
and Installations; to conduct counterintelligence (CI) operations; and to 
collect intelligence through conduct of HUMINT operations. 

4. (FOUO) SECURITY HISTORY/PRESENT SECURITY POSTURE : Building 47, FA, 
where the headquarters, 470th MIGP is located, is a two-story nasonry 
structure tised for administrative office space. The 470th IQGP has a 
photographic laboratory located on the first floor of Building 46, a motor 
pool located in Buildings 96 and T95, a Liaison Office located at Build- 
ing 49, all at FA, and an Atlantic Field Office located at Building 214, 
Ft Gulick, CZ, A Counterintelligence Survey was conducted on the 470th 
MIGP on 12 December 1966, to establish basic security requirements. Sub- 
sequent CI inspections disclosed no major deviations from requirements 
established in the survey. Security Assistance Visits are utilized by 
the 470th MIGP in maintaining a good security posture. There have been 

no acts of espionage, sabotage or subversion detected in the unit. 

5. (Jlo,, SECURITY SUPPORT ACTIVITIES ; There are several US military and 
civilian activities in the CZ that render direct or Indirect irttelligence 
and CI support, external physical security support, security aEisistance, 
and police services to the 470th MIGP. These support activiticis augment 
the internal security procedures of the 470th MIGP and assist it in accom^ 
pllshlng its mission. The units or activities which provide direct or 
indirect support to the 470th MIGP are as follows: 

Ex\ vT;::,.: -:rp\.. r-LA-nnr vhon REGRADED UNCLASSIFIED 

EXEMFi-ivs rAiEv.C'iiY .JT....^ BY CDR USAINSC^OM FOI/PO 
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a. Canal Zone yield Office (CZTO). 902d MIGP. Fort Anador. CZ: 
Conducts Persotmel Security Investigations (PSI) In the CZ. Provides C2 
based surveillance and counter-aurvelUance support operations. Provides 
Security Assiatance services In support of the 470th MIGP's .dssion. Con- 
ducts CI BUrveya, tuspectlons, technical surveys and inspections. SAEDA 
lectures, penetration Inspections, and CI related advice and assistance 
1b support of the Crotqp's security objectives. 

b. Pnlted States A»-v Security A »encv fPSASA) Detachaent-USSQDTHCOM, 
Fort Clayton fPC). CZ ; Provides advice and assistance on capabilities 
f^A n»4»nt-i»n« of gW and SIGIMT, Evaluates intelligence requlreaents in 
terns of OSASA ■Issloo capabilities and aalotalns a continuous estimate 
of the local CRmOLOCICAL situation. Provides CQMINT during contingency 
attuations. 

^f lLiVitl iHtellieence Service. PA. CZ t Provides Infomation of iatel- 
llgence CI interest on local hostile activities and potential threat $ 
la functioning as a aember of the Delinltatioo Cowaittee. 

d. r pffice of Si>eclal Investigations. US Air Fo rce. Howard Air Force 
Baae. cZ t Provides intelligence and CI infomation regarding hostile 
organisatlooB and their activities as well as threat infonaation of in- 
terest. Functions as a local aeBiber of the Delimitation Connittee. 

e. Provost Marshal Office. 193d Infantr y Brigade. FC. CZ; Assists 
in preventing unauthorized vehicle and personnel entry in and adjacent 
to DS Army Installations and structures In the CZ. Provides addxtional 
security guard and personnel restrainment force when required. Conducts 
Physical Security Surveys and Inspections. Maintains criminal investi- 
gation files for review and use during the conduct of PSls. Assists in 
preventing overt acts of sabotage by having nohile and foot HHitary 
Poli ce Mtrols. 

f. \c.Ti«inn1 In vestigations Detachaent. Cororal. CZ i Provides infor- 
I nation of intelligence interest uncovered during crlninal investigations. 

I Maintains files of all investigations conducted vhich are available for 

II use during the conduct of PSIs or for intelligence purposes. 

g. Internal Security Office. Canal Zone Gove mneot. Balboa Heights. CZ: 
Maintains fUes which are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraiote of DA policies, pro- 
vides Inforamtlon regarding intelligence aatters of mutual benefit on DS. 
Panamanian, Central «od South Americans, as a local security agency - 

h. Y tomlgratlon and naturalization Servi ce flK). District Court House. 
Ancon. CZ: Provides infomation regarding citizenship status on US natu- 
rall«4d el tlgens who are DOD-affiliated and of intelligence interest or the 
subjects of PSIs. Provides possihle threat Hiformation of interest uncov- 
ered during normal IK functions. 

6. (D) THREAT ; See Tab F which is classified SECRET-NO FOREIGN DISSEM- 
MATION. Jfo 
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7. (U) COMMANDER'S EVALUATION ; The A70th MI GP advised that current 
CI support rendered by the CZFO, 902d MI GP is considered adequate in 
maintaining a good security posture. In" the event a problem develops 
which falls within the purview o£ the Internal Counterintelligence Pro- 
gram or any other security support operation, a request for that service 
will be submitted. 



of the files of the Security Manager, A70th MI GP, as well as our own 
files, failed to disclose any history or current trend of bad security 
practices, disaffection, espionage, sabotage or subversion within the 
unit. Administrative security deficiencies found during the course of 
routine CI inspections had been corrected. The main threats, as pointed 
out In paragraph 6 above, are external rather than Internal in nature 
and are targeted against by the entire intelligence community in the CZ- 
The commander clearly feels that current CI support rendered is adequate 
and has no desire for an ICIP operation at the present time. Based on 
the facts presented above, it is believed that an ICIP operation is pre- 
sently neither warranted nor justified in the 470th MI GF. Recommend 
that an ICIP operation not be instituted In the 470th MI GP at this time. 




A detailed and minute search 





193D INFANTRY BRIGADE (CANAL ZONE) 

1. GENERAL : Withis the Headquarters, 193d Infantry Brigade (Canal 
Zone), Fort Anador (FA), Canal Zone (CZ) , and its subordinate units or 
elements, only the Brigade Connnand Group (BCG) , the Directorate of Intel- 
ligence (BINTEL), the Directorate of Operations, Flan and Training (DOPT) , 
and the 470th Military Intelligence Group (MI GF) , were considered as 
falling in the category of CRITICAL SENSITIVE. BCG, DINTEL and DOPX are 
all located at Building 1, FA, and will be dealt with in this Tab. The 
470th HI GF is located at Building 47, FA, and is addressed separately 

in Tab A. 

2, (0) HISTORY ; On 1 July 1917, US Army personnel in the CZ were formed 
into a separate command and designated as the "Panama Canal Department". 

Y- With the formation of a unified Caribbean Command in November 1947, the 

£ US Army element in the CZ was designated the US Army Caribbean Command 

\ with its Headquarters located at Quarry Heights (QH) , CZ. In 1949, the 

f- Headquarters was moved to FA, its present location. On 6 June 1963, the 

US Army Caribbean Command was redesignated the US Army Forces Southern 
Cosnand (USARSO), and remained so for 11 years. With the disestablish- 
ment of USARSO on 31 October 1974, the 193d Inf Bde assumed all command 
functions and was redesignated Headquarters, 193d Inf Bde (CZ) . 



3. (U) MISSIONS ! 



a. BCG: The BCG, under the direction of the Commanding General, US 
Army Forces Comsnand, (FORSCOM) , Atlanta, Georgia, commands all subordinate 
US Army units and activities in the CZ; maintains a combat-ready operational 
posture; provides support to the unified command as directed by CINCSO; and 
exercises operational control over USACC Agency-Panama. 

b. DINTEL: The DINTEL, manages the collection, evaluation and proces- 
sing of information into intelligence and the establishment of required 
intelligence, counterintelligence (CI) and security programs in support 

of the installation command's mission. 



\■..^.x.^\.l i. 



c. DOPT: The DOPT prepares, maintains and supervises the execution 
of policies and directives for the tactical security and defense of the 
Brigade's area. Plans, directs and coordinates for the Commander all CZ 
defense operations required of the Brigade including joint operations. 
Monitors and reports operational readiness. Formulates and coordinates 
estimates, plans, policies and fimctions pertaining to force structure, 
organization, equipment, and training of subordinate units. Supervises 
and coordinates reserve cooponent matters within the Brigade. Advises 
on and supervises all Anny Aviation matters. Supervises the activities 
of the Emergency Operations Center (EOC) . 
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4(1X^6^ SECURITY HISTORY/PRESENT SECURITY POSTURE .' Building 1, PA, 
where the BCG, DINTEL, and the DOPT are located, is a three-story 
inasonry structure used for administrative office space. Counterintel- 
ligence (CI) surveys were conducted on Building 1 in J\ily 1961, and 
during the months of August and September 1970. At that tlm<^. Building 
1 housed USARSO'S Conmand Group, &-2, and G-3 offices, nov the BCG, 
DINTEL, and DOPT respectively. Subsequent CI inspections have dis- 
closed no major deviations from the security requirements established 
in the CI surveys. Additionally, Security Assistance Visits are pre- 
sently being conducted on the activities as requested, vlth formal 
security inspections for CI purposes scheduled locally for the remainder 
of Fiscal Year 75. There have been no acts of espionage, sabotage or 
subversion detected in the BCG, DIBTEL, or DOPT. 



SECURITY SUPPORT ACTIVITIES ; There are several US military and 
civilian activities in the CZ that render direct or indirect Intelligence 
and CI support, external physical security support, security assistance, 
and police services to the 193d Infantry Brigade (Canal Zone). These 
■ support activities augment the internal security procedures of the Brigade 
[ • and assist It in accoioplishing its mission. The units ox activities 

which provide direct or indirect support to the Brigade are as follows: 

'f 

[ a. Canal Zone Field Office (CZFO). 902d MI GP, FA. CZ : Conducts 

X:. Personnel Security Investigations (FSI) in the CZ. Provides CZ based 

surveillance and counter-surveillance support operations. Provides 
Security Assistance services in support of the Brigade's mission. Con- 
ducts CI surveys, inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, and CI related advice and assistance 
in support of the Group's security objectives. 

b. 470th Military IntelliRence Group. FA. CZ ; Provides intelligence 
operations and services to detect treason, sedition and disaffection and 
to detect, prevent and neutralize espionage, subversion and sabotage 
directed against the US Army, its personnel and installations in the CZ. 
Conducts CI operations and collects intelligence through conduct of 
HUMINT operations. 

c. United States Army Security Agency (USASA) Detachment-USSOUTHCOM, 
Fort Clayton (FC) . CZ : Provides advice and assistance on capabilities 
and limitations of £U and SIGINT. Evaluates intelligence requirements 

in terms of USASA mission capabilities and maintains a continuous esti- 
mate of the local CRTFTOLOGICAL situation. Provides COHINT during con- 
tingency situations. 

d. Naval Intelligence Service, FA, CZ ; Provides information of intel- 
ligence and CI interest on local hostile activities and potential threats. 

e. Office of Special Investigations, US Air Force, Howard Air Force 
Base , CZ : Provides intelligence and CI information regarding hostile 
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organizations and their activities as veil as threat iofonwtion of 
interest. 



f riA Vovast Marshal Office- 193d Iofa ti*rv Brigade. FC. CZ; Assists 
in preventing unauthorized vehicle and personnel entry In and adjacent 
to US Aiwy installationB and structures in the CZ. Provides additional 
MCUTlty guard and personnel restrain«mt force when required. Conducts 
Physical Security Surveys and Inspections. Maintains crialnal invest 1- 
lation files for review and use during the conduct of PSIs. Assists in 
preventing overt sets of sabotage hy having Bobile and foot MUltary 
Police patrols. 

(TTi >./r^rljKln al Investigations Detachaent. Coro zal. CZ: Provides inf or=" 
■atlonof intelligence interest uncovered during criminal investigations. 
Maintains files of all Investigations conducted which are available for 
during the conduct of PSIs or for intelligence purposes. 

h flNnt emal Security office. Canal Zone Go vernment. Balboa HelRhts, CZ; 
MaintXe files which are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraints of W policies, pro- 
vides infonaation regarding intelligence matters of mutual benefit on 
Panaaanian, Central and South Americans as a local security agency. 

< l>lWgration and Naturalization Service <W). District Court House.- 
Aneon?X2: Provides information regarding citizenship status on US natu- 
calized citizens who are BOD-aff iliated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of interest 
uncovered during normal IN functions. 

6. (U) THREAT i See Tab F which is cUssified SECRET-NO POSEIGN DISSEMI- 
NATION. 

7, (y) COMMANDER'S EVALUATION ; The 193d Infantry Brigade (Canal Zone) 
advised that the current support rendered by the CZFO, 902d MI GP, is 
considered adequate in maintaining a good security posture for the Brigade. 
Should a problem arise which falls within the purview of the Internal 
Counterintelligence Program, or any other security support operation, a 
request for that service will be initiated. 

g/uW CONCLUSIONS AND RECOMMEHPATIW . To gather the information 
n^ssary to make a recomendation, a complete review of the files of 
the BCG, DINTEL, and DOPT was asde. It vas determined that there was 
no evidence of any security problems which could not he corrected by 
routine CI support. The review did not disclose any trends which might 
lead to weakening of the security posture. Based on information and 
facts already stated, and the feelings of the connander that his security 
posture is adequate, it is felt that at the present time, an ICIP opera- 
tion is neither warranted nor Justified. It is recomended that an ICIP 
operation not be instituted at this time. 
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us ARMY SECURITY AGENCY DETACHMENT SOUTHERN COMMAND 



AND 

408TH ARMY SECURITY AGENCY DETACHMENT 



GENERAL ; The US Axmy Security Agency Detachment Southern Com- 
ttand (USASADSC), which includes the 408th ASA Detachment is a subordinate 
unit of the US Army Security Agency, Arlington Hall, Virginia j and is a 
tenant unit in support of the 193d Infantry .Brigade (Canal Zone) . USASAD5C 
has its Headquarters In Building 220, Fort Clayton (FC) , CZ. Due to the 
extrme sensitivity of Its mission, the USASADSC is considered a CRITICAL 
SENSITIVE activity. 



4 



2 



^ 1:5 



\ 



1^ 



(D) HISTORY : Headquarters, US Army Security Agency . Southern Conmand 
established in the Canal Zone in June 1949. The headquarters was 



2. 
was 

located in Building 220, FC, CZ, with an operational site located at 
Chiva Chiva, CZ. On 31 March 1971, it was redesignated USASADSC, and 
the site at Chiva Chiva was closed. All operational functions were con- 
solidated in Building 220. With the redesignatlon, the 408th ASA Detach- 
ment was formed to enable the headquarters to assume its Increased tactical 
role 

3. ^ftiF MISSIONS: 



oie- V 



a. USASADSC: The USASADSC operates as the senior USASA element in 
Latin America for conanand and control purposes. Conducts liaison between 
local forces and USASA elements in the CZ and higher USASA Headquarters. 
Operates and maintains a CRITIC^tM terminal station, and coordinates 

and furnishes advice and assistance to US Military Forces in the CZ on 
capabilities and limitations of EW and SI6INT. Evaluates supported com- 
mand intelligence requirements in terms of USASA mission capabilities, 
and maintains a continuous estimate of the cryptologic situation. 

b. 408th ASA Pet ; The 408th ASA Det. provides a separate US Army 
Brigade with direct communications intelligence (COHINT) during contin- 
gency situations and issues intelligence information reports to SSO, 
Panama. Provides, within the limits of its capabilities, COMINT infor- 
mation to an ASA Battalion, Group, or Theater Headquarters in support 
of the national intelligence effort. 

4. (FOUO) SECURITY HISTORY /PRESENT SECURITY POSTURE ; The USASADSC 
and its subordinate unit, the 408th ASA Det^.are administratively and 
operationally located in Building 220, FC, CZ. Counterintelligence 
Services support is primarily the responsibility of the Technical Services 
Activity (TSA), US Army Intelligence Agency (USAINTA), Fort Meade, Mary- 
land. Locally, the Canal Zone Field Office, (CZFD) , 902d Military Intel- 
ligence Group (Ml GP) furnishes routine investigative support and emergency 
technical support. The last CI Inspection/Technical Service was conducted 
during December 1974 by TSA and disclosed no major security problems. A 
check of local files and those of USASADSC did not indicate any weakness 
in their security posture, or trends which could lead to security weak- 
nesses. It was found that USASADSC CQPU ^jft U B j 1 Ch eck and upgrade the 
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Integrity of their security program. There have been no acts of espionage, 
sabotage or subversion detected' in the unit's history. 

5, (c) SECURITY SOFPORT i^IViTIES ;. There are several US nilltary and 
civilian activities in the C2 tHat render direct or indirect intelligence 
and CI support, external physical security support, security assistance, 
and police services to the OSASADSC. These support activities augment the 
internal security procedures of the Agency and assist it in acconplishing 
its mission. The units or activities which provide direct or indirect 
support to the Agency are as follows; 

a/u Wo. 902d MI GP> Fort Amador (FA). CZ ; Conducts Personnel Security 
Investigations (PSI) in the CZ, Provides CZ based surveillance and counter- 
surveillance support operations. Provides Security Assistance services in 
support of the USASAD's mission. Conducts CI surveys, inspections, technical 
surveys and inspections, SAEDA lectures, penetration inspections, and CI 
related advice and assistance In support of the Agency's security objectives. 

b fi)t70th Military lotelllRence Group. EA, CZ ; Provides intelligence 
operations and services to detect treason, sedition and disaffection and to 
detect, prevent and neutralize espionage, subversion and sabotage directed 
against the US Amy, its personnel and installations In the CZ. Conducts 
CI operations and collects Intelligence through conduct of HUMIHT operations^ 

ciU ^aval Intelligence Service. FA. CZ ; Provides information of intel- 
ligent and~cr"ijiiteresir^nTxJc^^ and potential threats. _^ 

d/u bffice of Special iDvestigations. US Air Force. Howard Air Force 
Base. CZ ; Provides intelligence and CI inforiDation regarding hostile organ'; 
zations and their activities as well as threat Information of interest. 

e£< )provost Marshal Office. 193d Infantrv Brigade. FC. CZ ; Assists in 
preventing unauthorized vehicle and personnel entry in and adjacent to US 
Amy installations and structures in the CZ. Provides additional security 
guard and personnel rescrainnent force when required. Conducts Physical 
Security Surveys and Inspections. Maintains crimi n al Investigation files 
for review and use during the conduct of PSIs. Assists In preventing 
ov ert acts of sabotage by having mobile and foot Military Police patrols. 

I (tJ)t/t M;rialnal Investigations Detachment. Corotal. CZ ; Provides infor- '~~ 
I 1 nation of intelligence interest uncovered during criminal Investigations . 
I I Maintains files of oil investigations conducted which are available for 
I ^ — during the conduct of PSIs or for intelligence purposes. 

h.M. \ntemal Security Office, Canal Zone Government. Balboa H eights. CZ: 
MaintaW files idilch are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraints of DA policies, pro- 
vides information regarding intelligence matters of mutual benefit on US, 
Panamanian, Central and South Americans, as a local security agency. 
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h.^^ ImalRratlop and Naturalization Service (IS). District Court House, 
Ancon. CZ : Provides information regarding citizenship status on US natu- 
ralized citizens who are DOD-af filiated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of interest 
uncovered during normal IN fuoctlon&. 

1. United States Army Security Agency, Arlington Eall Station. 
Arlington. VA : CI and technical Security support is provided USASADSC 
by scheduled visits from its higher headquarters in Arlington, Virginia. 

j . TSA. USAIKTA. fort Heade. Maryland : Provides technical and oounter- 
intelligence services to field activities of ASA by programslng and scheduling 
inspections worldwide. Responding to field eleoients In senl-crltlcal case, 
to Insure proper security measures are being cos^lled with, in order to main- 
tain field elements in a high state of operational readiness. 

6. (U) IHREAT t See Tab F which is classified SECRET-NO FOREIGN MSSEHI- 
NATION. 

7. (U) COMMANDER'S EVALUATION : The Commander, USASADSC, advised that 
the CI support received from TSA, the CZFO, 902d MI GP, and his own in- 
ternal security personnel Is considered adequate in naintalnlng a good 
security posture- In the event a problem develops which falls within 
the purview of the Internal Counterintelligence Program or any other 
security support operation, a request for assistance would be submitted 
through his Headquarters. 

B.C^tO CONCLUSIONS AND RECOMMENDATION ; A detailed search of the security 




files of USASADSC, to include the 408th ASA Det, failed to disclose any 
weakness In their security posture or indicate a trend in that direction. 
Past CI services by TSA indicated some minor deficiencies, but those had 
been corrected shortly after the service was completed. Due to the extreme 
sensitivity of the \inlt, the Commander maintains a constant check of his 
unites security program. This program is felt to be adequate. The main 
threats, as pointed out In paragraph 6 above, are external rather than in- 
ternal lA nature, and are targeted against by the entire intelligence 
community In the CZ. In evaluating the ICIP program, the Comniander asked 
for guidance from his Headquarters In the US. The guidance he received 
agreed with his determination, that he had no desire for an ICIP opera- 
tion at the present time. Based on the facts presented above,i it is 
believed that an ICIP operation is presently neither warranted nor justi- 
fied, and it is reconmended that an ICIP operation not be instituted In 
the USASADSC at this time. 
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UNITED STATES ARM? COURIER STATION - PANAMA 



1. <^ GENERAL ; The United States Army Courier Station - Panama 
(USAdS-P) is a subordinate activity of the Office of the Adjutant Gen- 
eral, Washington, D.C., with its office located at the Air Freight 
lenninal, Howard Air Force Base (HAF6) , Canal Zone (CZ) . This activity 
consists of only two individuals, one officer and one NCO. Because of 
the activity's continuous mission of handling extremely sensitive Depart- 
ments of State and Defense documents and material, it falls in the 
CRITICAL SENSITIVE category. 

2. (U) HISTORY ; On 15 January 1966, the United States Army Courier 
Service was organized under the jurisdiction of the Office of the Adjutant 
General, Washington D.C. At that time, the United States Army Courier 
Transfer Station, United States Army Forces Southern Command (USARSO) , 
Fort Amador, CZ, was disestablished and the USAC5-F created and located 

at HAFBt where it has been to present. 

3. 1^ MISSION ; The mission of the USACS-P is the secure and expedient, 
transportation of material authorized protected handling by courier; to 
provide facilities for receiving, safeguarding, processing, delivering, and 
dispatching such material; to provide transportation facilities for TOP 
SECRET and CRYPTOGRAPHIC material to US Forces in the Panama Canal Zone, 
the Panama Canal Coiq>any, Federal Aviation Agency, Oceanographic Repre- 
sentative, ^TJISJ . Bnbassy - Panama, ships or units of the North Atlantic 
Treaty Organization, the Southeast Asia Treaty Organization, and the US 
State Department. 

A. ^■^^ SECURITY HISTORY/PRESENT SECURITY POSTURE ; The Air Freight Ter- 
minal, HAFB, where USACS-P is located is. a one-story concrete block office 
and warehouse structure used for the storage, maintenance and administra- 
tion of in-transit freight and related material. USACS-P has a steel- 
teinforced concrete vault facility which meets the physical security 
requirements for storage of TOP SECRET material. An initial CI Survey 
was conducted on 28 April 1966, with recomnended security requirements 
subsequently Implemrated. USACS-P's most recent CI inspection was con- 
ducted on 13 April 1973, with no major deviations from recommended 
requirements recorded. A search of the activity's files failed to reveal 
any history of security violations. There is no reason to believe USACS-F 
personnel have been involved in any security infractions. There are no 
reasons to believe the security objectives of USACS-P are not being met. 
USACS-F is scheduled for a routine CI Inspection in 1975 by its parent 
organization. Headquarters, Armed Forces Courier Service (AFCS), Washing- 
ton D.C, 20314. 

5. '^) SECURITY SUPPORT ACTIVITIES : There are several US military and 
civflian activities in: the CZ that render direct or indirect intelligence 

EXOIFV r^^O-; i;n/:^::AL DECLASSIFICATION nJi^OHf) //MrM 
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and CI support, external physical security support, security assistance. 
Ti pouS 8ei;ice8 to the BSACS-3P. These support activities a«e«ent 
X internal security procedures of the USACS-P and assist it in accoift- 
SLhJ^g^s mission! The units or activities lAich provide direct or 
indirect support to the USACS-P are as followsi 

, aV...i Tnn. Field Of fi ce ( CZ FO), 9Q 2 d HT GP, Fort toador <FA) CZ : 
Conducts Personnel Security Investigations ^PSI) in the CZ, Provides CZ 
J:::r.urv.in«»ce and co»»tar-s«rveillance support o^^ Provides 
Security Assistance services In support of the "SACS-P^slon^ Conduct^ 
CI surveys, inspections, technical surveys and inspections, SAEDA lectures, 
pL:?nS; Sspections: and CI related advice and assistance in support 
of the USACS-P security objectives. 

Kf( Xk7Qth Maitarv Tn.^llieence Group. FA, CZ; P'^"*;,^;"^^^^^^ 
oneratiSs and services to detect treason, sedition and disaffection and 
jrSJeS! ^vSrand neutralize espionage, subversion and sabotage 
SJr^cJS agJISrthe US Anv* its personnel and Installations xn the CZ^ 
CoSS^W S o^ratlons and collects IntclllBence through conduct of HUMINT 
operations . 

Ju\n.<r.6 States Arm y Wnrltv Aaencv (BSASA) Detachment-USSOUTHCOM ^ 
Fort S inon (FCy^: Provides advic e and assistance on capabilities 
I^A llitHSo^ ot and SIGIOT. Evaluates intelligence requirements 

SsASA Bdsston capabilities and n^lntains a contlnous cstlmte 
Ti Snocal^l^SSL Stuation. Provides COMIliT during contingency 

situations . 

dflilNaval T^r'"^B^"^^ Si^rvlce. FA. CZ: Provides information of Intel- 
ligel^e^fl^inter: it on local hostil ri c tivities and potential threats. ^ 

Ju\.,f,.. Snecl M l«vesti«ation.s. US Air Force . Howard Air Force 
line/ CZ- Provides Intelligence and CI information regarding hostile 
-iS^Uons lid JhSr acSvlties as well as threat information of Interest 

f flV^ r H,r«t».l Office. 193 d Infantry Brigade. FC. CZ; >«si"8 

in pr S^g Authorized - v ehicle and persomiel ^^^ry in "and adjacent to 
ES^s?!llations and structures in the CZ. ^'«>'"«^«^^"*?":J„,,, 
sectSSy^rd and personnel restrainaent force vhen required. Conducts 
J^vsIcS ISurity Surveys and Inspections. Maintains criminal Investiga- 
S:^1ilen« Review use during the conduct ofPSIs Assists in 
preventing overt acts of sabotage by having ■obile and foot Wilitary 
Pglice patrols. 

^.■r„i..l inv.»rt fii.tlons Petar.h«nt. Coro »al, CZ; ^'^"^^des infor- 
«atiS intelligence Interest uncovered during criminal investigations. 
Z^^s fnes of all investigations conducted which are available for 
u^rduring the conduct of PSls or for Intelligence purposes. 

Regraded UNCLASSIFIED on ^ 
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h. Internal Security Office, Canal Zone Government, Balboa Heights, C2 : 
Maintains files which are available for review during the conduct of PSIs or 
for intelligence purposes. Ulthln the constraints of DA policies, provides 
infomatlon regarding Intelligence matters of mutual benefit on US, Panamanian, 
Central and South Americans as a local security agency. 

1. Inmigratlon and Naturalization Service (IN), District Court House, 
Ancon, CZ ; Provides Information regarding citizenship status on US natu- 
ralised citiEens vho are IXUHaf filiated and of Intelligence interest or 
the subjects of FSXs. Provides possible threat Information of Interest 
uncovered during notaal IH functions. 

J . Headquarters. Armed Forces Courier Service, Washington. D.C.: Pro- 
vides CI services and support in forms of surveys, inspections, and visits. 
Provides intelligence and security information and guidance through direc- 
tives, regulations, and staff visits. Coordinates with local commands for 
additional CI and security support when required. Provides assistance in 
natters of security as a higher headquarters. 



6. (U) THREAT : See Tab F which is dessified SECRET-NO FOREIGN DISSEMI- 
NATION 

7. (U) COMMANDER'S EVALUATION ; The Commander ,USACS-P, advised that 
USACS-P consists of only two persons and that the present counterintelli- 
gence services provided USACS-P are adequate and meets his security re- 
quirements. USACS-P does not desire additional CI support at this time. 

8. (FOUO) CONCLUSIONS AND RECOMMENDATION : An examination of security 
and adndnistrative files failed to disclose information that USACS-P 's 
security posture was anything but sound and secure. In addition, security 
checks provided by Headquarters (HQ), AFCS, revealed that USACS-P was per- 
forming its mission, to include maintaining a good security posture, in 

an Outstanding manner. An in-depth study of the local hostile threat and 
the mission of USACS-P conducted with the Commander, USACS-P, failed to 
indicate that an on-going or potential internal security threat exists. 
There are no reasons to believe that the normal CI support and service 
provided USACS-P by HQS, AFCS, in conjunction with local intelligence and 
security agencies, CZ, is not adequate coverage to identify and neutralize 
any CI threat to USACS-P. In view of the existing CI coverage of the 
USACS-F, and that there are only two persons assigned to it, additional 
CI support is not recommended for USACS-P at the present time. 



f. 
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GENERAL ; The J-2/3 Directorates' Warning and Operations Center 
(J-2/3 DWOC) is a subordinate Joint activity of the. J-2 and J-3 Directo- 
rates » Dcited States Southern Cogaaaod (USSOUTHCOM) , Quarry Heights (QH) , 
Canal Zone (CZ). The J-2/3 DWOC 1b housed in Building 81, "The Tunnel", 
a bxillding that is tunneled into a hillside in QH, and is a cotabined 
service activity matmed by US Army, Navy, and Air Force personnel. Be- 
cause of its conmunication capabilities and functions within USSOUTHCOM, 
and its support to the JCS, the J-2/3 DWOC is considered a CRITICAL 
SENSITIVE facility. 

2. (U) HISTORY ; Caribbean Command* a Unified Conmand under the JCS, 
had Its genesis in the World War II Caribbean Defense Conoand which was 
organized in early 1942 and was composed of the Panama Canal and Puerto 
^ Rican Departments of the Army, the 10th and 15th Naval Districts of the 

^ Navy, the Trinidad Base Command, and the Panama Canal. The Caribbean 

f- Conpand was eBtabllahed at QH, CZ, on 1 November 1947, by authority of 

^. the JCS. The Component forces assigned to Caribbean Command consisted 

'f: . of the Army and Air Force elements of the Caribbean Defense Command and, 

with the exception of certain fleet facilities and bases, of the Navy's 
Caribbean Sea Frontier > On 6 June 1963, the Caribbean Command was re- 
designated US50DTHC0H. 



(feoo? MISSIONS ; 

a. J-2 Warning Center: The J-2 Warning Center supports the Direc- 
tor of Intelligence through the operation of the Warning Branch by pre- 
paring and disseminating current intelligence and warning Indications 
and through the preparation of current and long range estimates, studies 
and assessments. Provides supervision and personnel for the J-2 element 
of the Battle Staff and the Emergency Relocation Sltf (EES) when activated. 

b. J-3 Operations Center: The J-3 Operations Center implements JCS 
emergency action procedures within USSOUTHCOM; prepares, coordinates, and 
disseminates USSOUTHCOM Emergency Action Procedures (EAP) in support of 
the JCS. In addition, prepares, coordinates, disseminates and implements 
USSOUTHCOM Control of Civil Disturbance Posture, USSOUTHCOM EAP» VOL III. 
Supervises the manning and operation of the emergency actions section of 
the Joint Operations Center and the ERS. Prepares, reviews, coordinates 
and supervises plans within the USSOUTHCOM comnand and control system to 
insure interface and capability with the Worldwide Military Command and 
Control Systems. 



T^^ 



j'eue^ SECURITY HISTORY /PRESENT SECURITY POSTURE : Building 81, the 
el, where the J-2/3 DWOC is located, is constructed of steel rein- 
forced concrete embedded in sub-strata rock in Ancon Hill, QH, CZ, with 



i-^Jjf REGRADED UNCLASSIFIED 



luORV 



CQhil iPEi n lAUu-m para 1-603 dod 6200.1-R 



the building extending through. the hill- The entrance to the tunnel Is 
manned by armed guards and unauthorized access to it could result in 
exceptionally grave danger to the US. The J-2/3 DWOC is a highly sensi- 
tive operational activity and is the coordination nerve center of USSOUTH- 
COM. A CI Security Survey was conducted on the tunnel in 16 June 1961, to 
determine the security measures necessary to limit or deny unauthorized 
access to it. Subsequent CI inspections and Security Assistance Visits 
have been conducted to insure con^llance with the procedures established 
In the Security Survey. There are no known on-going internal threats in 
the J-2/3 DWOC. 

s/ti)tC^ SECURITY SUPPORT ACTIVITIES ; There are several US military and 
civilian activities In the CZ that render direct or indirect intelligence 
and CI support, external physical security support, security assistance, 
and police services to the J-2/3 DWOC. These support activities augment 
the internal security procedures of the J-2/3 DWOC and assist it In accom- 
plishing its mission. The units or activities which provide direct or 
indirect support to the J-2/3 DHOC are as follows: 

a. Canal Z one Field Office (CZFO) , 902d MI CP. Fore Amador (FA). CZ ; 
Conducts Personnel Security Investigations (PSI) in the CZ. Provides CZ 
based surveillance and counter-surveillance support operations. Provides 
Security Assistance services in support of the J-2/3 DWOC mission. Con- 
ducts CI surveys, inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, and CI related advice and assistance 
in support of the Group *b security objectives. 

b. 470th Military Intelligence Group. FA. CZ ; Provides intelligence 
operations and services to detect treason^ sedition and disaffection and 

to detect, prevent and neutralize espionage, subversion and sabotage direc- 
ted against the US Army, its personnel and installations In the CZ. Con- 
ducts CI operations and collects intelligence through conduct of HUMINT 
operations . 

c. United States Army Security Agency (USAS) Detachment-USSOUTHCOM. 
Fort Clayton {FQ. CZ : Provides advice and assistance on capabilities 
and limitations of EW and 5IGINT. Evaluates intelligence requirements 
in terms of USASA mission capabilities and maintains a continuous esti- 
mate of the local CRYFT0L06ICAL situation. Provides a)MINT during con- 
tingency situations. 

d. Maval intelligence Service. FA. CZ ; Provides information of 
intelligence and CI interest on local hostile activities and potential 
threats . "* 



e. Office of Special InvestlRations, US Air Force, Howard Air Force 
Base. CZ ; Provides intelligence and CI Information regarding hostile orga- 
nizations and their activities as well as threat Information of interest. 
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4i\..^.r Marshal nff^... 193d Infantry Brigade. FC CZ : Assists 
in pr^tilng unauthorized vehicle and personnel entry In and •Jjacent 

InstallaticmB »d structures In the CZ. Provides additional 
i^cSiiHuirf iirJeS^l restrataioent force vhen required Conduct 
SJurit, surveys and Inspections. Maintains J^^^^^^^-f ^ 
MUon files for review and use during the conduct of PSla. **JJ«ts in 
Jiev^tlig Svert acts of .abotage by having -oblle and foot Military 
Pol ice patrolB. 

rrn M**"^-'-^ T„v...M f..tons Petachipent. Cor o»al. qZ: ^'J^^^J^f"'" 

SiSn^Et^Ulgenc. iiterest -«>^««V"r;'«JlSr«i iilSaiSl^ 
MalntainB files of «11 InveatliationB conducted which are available tor 
^ilriig the conduct of PSIs or for intelligence purposes . 

'({\\ ^ .1 c^.,*itv Office. r--«« i zoftfe Govemnen t, Balboa Heights, CTT 

M.. ?X nrf!I^\.^b I S avallable^r review during t^ e conduct of PSIs or 
i;«Uig«ce1urJo":. Sithin the constraint, of DA policies provides 
Soriltion regarding intelligence natters of mutual benefit on US. Pan- 
Sn"S and south Americans as a local security agency. 

1 (\\\rmUT naturalization ^>rvlce flK^. mstrict Court House, 

ib^co^l cl" P^Ses^ormation rega rding citizenship status on US natu- 
Ancon,\CZ . ProviMS inx ^^.-ff mated and of intelligence interest or 
l^l'^ilTri ftl"?^^^^^^ threat information of interest 

uncovered during noraal IN functions. 

6. (0) threat : see Tab P which is classified secret-no FOREIQI dissemi- 
nation. 

Program or any other security support operation, a formal request tor 
assistance would be submitted. 

(k ^iW- CDNCLUSIOHS AKD MCQMMEMDATIOH ; After completing a review of 
8,^Ujt6^ C»»CLUMU«& ftH» »^ secu rity situation, it was determined 

the flies concerning *f ^^^^J"^ »o aapionage. 

^"T '""lA'^^'^lt.T.Ul^^ ^ 5"e^t*e3. and no tr^ds seem 

rs::irp»^ ^on. 

Taking into consideration f ^ It^ffSt that the routine 

trols utilized ^^f j!2/3^"^iJe;:atl 1^^ on the informa- 

CI .«OTort mow ^ Jhe DHOC at the present time 

tion not be instituted in the J-2/3 WOC at this time. 

is 
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XSyil^t)) THREAT : A current assessment of the threat to the Canal Zone (CZ) 
Is as follows: 




e. 



b1 

I 

£. The ever-present controversy over Canal negotiations provides a 
hostile threat from dissatisfied US employed local nationals. Their dis- 
satisfaction might cause disaffection and subversion aiaong US personnel 
sympathetic to the Panamanian cause. 
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CANTER RIDE (U) 



OWICa •VMBOL 

DAMl-DOI-C 



ISUSrEISE 



OATS 



6 March 1975 



To inform the CDR, USAINTA subject OELAN (ICIP) approved by AGSI, DA. 



BACKCROUWD ; 

a. By letter dated 25 February 1975, subject as above j[ORANr.E TAB CDR, USAINTA 
(MIIA-SO), forwarded to DAMI-DOl-C for review and approval 902d Ml Group Operation 
Plan OP-OOl-75-902, subject: Internal Counterintelligence Program (ICIP)(U), (Project 
Canter Rlde)(U). 

b. By Memorandum Thru DAM1>D0 for ACSI, DA, subject as above, dated 28 February 75 
(ORANGE TAB C^ ^ DAMI-DOI reconmended that the be approved. On 4 March 1975, the 
ACSI, DA approved the OPLAN. 

2. (U> DISCUSSION ; By 1st Indorsement to USAINTA letter, DAMI-DOI advises the CDR, 
ISAINEA that the ACSI, DA approved subject OPLAN on A March 1975. 

3. (U) RECCMMENDATICW ; The attached 1st Indorsement to USAIOTA (ORANGE TAB A) be 
approved and signed. 
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SUBJECT: CANTER RIDE (U) 



b1 



I 



2. ^C) Most of the personnel assigned to ASD are scientifically oriented, 
and it is this scientific orientation that has been considered the primary 
cause for an uncooperative and lackadaisical attitude toward security. 
This attitude, coupled with prevailing unfavorable opinions of intelligence 
personnel in general, results in an environment not suitable to a conven- 
tional ICIP operation. | . ^ I__ZIZZ_Z_____^ \ 

f ■ bl I - 



A Sensitive Activity Vulnerability Estimate dated 5 February 1974, 
conducted at the US Army Missile Comnand, surfaced a number of security 
shortcomings. Other investigative efforts at this facility have revealed 
alleged questionable suitability activities on the part of some individuals 
assigned to ASD - 

A review of the Sensitive Installation listing reveals that all 
activities at Redstone Arsenal (with the exception of the US Army Missile 
and Munitions Center and School) are considered "highly sensitive," A 
review of the Hostile Intelligence EEI maintained at CIAD revealed that 
information on missile technology continues to be a high priority Hostile 
Intelligence EEI. 
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DAMI-DOI-C 

SUBJECT: CANTER RIDE (U) 

3. It is reconnended that the attached OPlan be approved. 




Disapproved 



See He 
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TOt frwilir, W Amy Iitt«lllg«»w« ifucj* "W- HIIA-fC, Fort HMdc, 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U.S. ARMY INTELLIGENCE AGENCV 
FORT MEADE, MARYLAND 20755 



£ 5 FEB 1975 

MIIA-SO 

SUBJECT: CAMTER RIDE (U) 



HQDA (DAMI-DOI-C) 
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iJ-'^fS^ Forwarded for your review and approval is 902d MI Grottp Operation 
Plkn OP-001-75-902, siabject: Internal Coimterintelligence Program 
(ICIP) (U), (Project CAHTER RIDE (U)) (TAB A). 
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_1 This specialized coimterintelligenee support 

was requested by CG, USAKECOM, to enhance the security of the Directorate 
and determine the extent, if any, of hostile intelligence penetration of 
Redstone Arsenal. A feasibility study is at TAB B and provides additional 
detailed background information. 




2 Incl WILLIAM'S. WO; 

as Colonel, MI 

Commajiding 




Cleiasified by ...J£.jtl.t./.&Z^ _ 
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DEPARTMENT OP THE ARMY 
HeAOQUARTCRS, *OZD MILITARY I N T EI-LI G ENCE GROUP 
FORT MEADE. MARYLpAND 20735 



KIIA-GFB-AC{SP) OPEBATIOH PLAN DATE: 

SUBJECT: Internal Counterintelligence Program (ICIP) (u) 

REPORT NO: OP-001- 75-902 
PROJECT: CARTER RUE (o) 

(U) INFERENCES: 

a. AR 380-13, Acquisition and Storage of ^Difonnation ConoerninR Non- 
affiliated Persons and Orgaixizatlons, 30 September 197^ • 

b. UBAIRTA Regulation 381-IOO-I, Counterintelligence Special Opera- 
tlons, 8 February 197^. 

c. ■ Memorandum, Redstone Resident Office, 902d MI Group, Subject: 
Request for Counterintelligence Special Operations, 23 Septenber 197^- 

d. LTR, AMSm-X, Headquarters, US Arny Mssile Cammand (iBAinCOM), 
Subject: Request for Special Counterintelligence Support, 30 Septenber 197^* - 

e. Feasibility Study, MIXA-IA-O, Subject: CARTER RIIE Feasibility 
Study (U); 12 Kovenber 197'+- 

f . See Annex A (Doctrinal References for references relating to doc- 
trine, nodus operandi and operational restrictions.) 



WA RNING NOTICE i — SENSITIVE IHTBLLIGiaJCE SOURCES AND 1-I3TH0D6 DTTOU/SD ■ 

1. ^<;T MISSION: 

a. Requirement: The 902d MI Group, with the assistance of the Composite 
Intelligence Activity (cCS-IPXA), USAINTA, wil l develop and implement an Inte rnal 
Counterintelligence Progran (ICIP) operation 
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. The 

operation is designed to provide special counterintelligence support to the 
Commanding General, US Army Missile Command (USAMICOM), Redstone Arsenal (rA), 
Alabama, in response to reference d above. The 902d MI Group will be respon- 
sible for the planning, operation al control and monitorshlp of the operation 
vhlle CCMPIA vill provide for the| ~ 




EXEI.IPTiC?J CATEGCHY ^ ^ 

DECLASSIr-Y ON .Sf.M<r..^^-^- 



ap-ooi-75-9oa . 

SUBJECT: Internal Counterintelligence Program (iCIP) 
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I Further information jkertaining to the target is con- 

talned at Annex I (Target Informtion). 

b. Objective I 

(l) To enhance the security of the directorate by identifyihg those 
activities, practices and personnel ecrployed vithin the target area which 
have been, and nay continue to be, involved in the existent security 
veaknesses affecting the security of classified defense Inforsiation vithin 
tBAMRDEL. Further information pertaining to existent security weataiesses 
of the target area is contained at Annex J (Security Veaknesses }• 

(2) To determine the extent, If any, of Hostile Intelligence Service 
(HoIS) penetration of Redstone Arsenal. Any inforination pertaining to this 
subject developed by the operation vill be expeditiously passed to the 
appropriate office of the TJS Amy Intelligence Agency for possible exploita- 
tlcm under the provisions of AR 38l-l*^7. 

c. Base of Operation : Bedstone Arsenal, AL 

d. Each individual and source involved in the conduct or control of the 
operation, vill be briefed on current policies and constraints pertaining to 

counterintelligence operations and activities as they concern persons and 
organizations not affiliated with the Department of Defense. 

e. The scope of the operation vill not be expanded to cover off -post 
targets not affiliated with the Depeurtraent of Defense without prior approval 
lAW provisions of Appendix B, AR 381-13* dated 30 September 197^* Acquisition 
cmd Storage of Inforration Concerning Nonaffiliated Persons and Organizations. 

2, FERSOICTEL : 



a. Agent Personnel; [See Arjiex B (Agent Personnel)} 
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b. US Amy MI Personnel: [See Azmex C (Knowledgeability List)] 

(1) Case Officer: A "Great Skills" member of the Military Intelligence 
Officer Excepted Career Program (kiOCP) utilized under the provisions of 

AR 6llt-115, dated 1 November 197^, is required. 

(2) Alternate Case Officer: Commander, Redstone RO, 902d MI Group. 

_CGwnOSi1iH[ jif 

2 



op-001-75-902 

SUBJECT: Internal Counterintelligence Pl-ogram (lCIP)(u) 

3- ^G) COVER AMD DOCUMESSmraON: [See Annex D (Cover and DocuBientation)) 



To. 



p^) EXECUTIOB: 
a. Itinerary ; 
fl) 



i2iJ 



in 
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OP-001-75-902 

SUBJECT: Internal Counterintelligence Program (lCIP){u) 
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C. Security Consl derations : 



(1) 
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(2) 
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COMMUNICATIONS: 



a. This OPlan provides for the use of personal meetings, US Postal 
Service and telephonic contacts to effect necessary cotnmunications . The 
conimunications system vill be designed to assure a continuous and secure 
means for the transmission of information and will provide for a prinary, 
alternate and emergency channel as follovs: 



op-001-75-902 

SUBJECT: Internal Counterintelligence Program (lCIP)(u) 

(1) Primary; Used for normal requtlreicentE . 

(2) Alternate: Used to' prever.t overloading of the priirAry system or 
In the event that the primary channel cannot be used. 

(3) Etaergency: Used only in such instances vhich require the urgent 
transmlBsIon of information when the primary or alternate systems vlll not 
suffice. 

b. Details of the communications systems are contained in Annex E 
(Communications} to this OPlan. 



miNIKG: The source will he trained Jointly ty the 902d MI 
Groiip and COMPIA in the skills necessary to accomplish his assigned tasks 
In a secure and effective manner. Source training will be continuous and 
vlll be dictated by the experience and background of the source and the 
operational situation within the target area. Specific minimal training 
requirements to include the provisions of AR 38O-I3 and standard Essential 
KLementB of Information (EEI) are contained in Annex F (Training) to this 
OPlan. 



7. (C) 
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) TERMINATION: 



a. Termination with or without prejudice : The source recruited for 
this operation will be terminated when his usefulness to the operation 
ceases, he shows indications of insecure practices which could conrpronlse 
the operation, he Is no longer amenable to control, or the operation is 
terminated. Circumstances under which termination is effected will 
determine whether termination is with or without prejudice. The terms 
"with or without prejudice" do not indicate the manner in which the source 
will be terminated, but rather whether or not the source would be considered 
for use in future operations of this nature. Circumstances under which 
termination le effected are outlined in Annex H (Termination) to this OPlan. 

b. Commitments ; The only commitments to be made to the source will be 
assurance of personal security and reimbursement for expenses Incurred at 
the direction of the c/O- At termination a severance statement will be 
obtained from the source in the appropriate format and will include a 
provision that the source has no further claim. 



c. Khowledgeab ill ty ; 
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OP-OOl-75-902 

SUBJECT: laternal . Counterintelligence Erogram (lClP)(u) 
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9.|u)«i- COORDINATION AHD liftlSOH: 

a. Cooraination between Beadquarters, 902cl MI Group; the Atlanta Field 
Off ice; Red8toD« Re&ident Office; COHPIA., USAINTfl and appropriate personnel 
at RA hae been established and vlll be maintained on a continuing basis. 

b. Coordination and llalBon between CCMPIA and M personnel asslgnnents 
branches has been established to ensure the Identification and procareiseRt 
of a suitable agent for utilization In the operation. 



c. Coordination with additional personnel at RA. nay be determined 
to be necessary In the accoEplishroent of the operation. Consideration is 
Snresently being made to the possible briefing of the Chief, CO!-IFACT, im, 
to ensure proper assignment of the agent. However, as the operation will 
be conducted under strict "close-hold" rules, the briefing of additional 
personnel at Sk will be accomplished only when deemed absolutely necessary, 
and upon the approval of the 902d MI Group Commander. 

10 Reports: 

a. Source administration, operational reports and periodic status 
reports vlll be submitted In accordance vlth reference b. 

b. Appropriate UoAKICCW representatives will be Informed of the 
Information gleaned from the operation as it is developed. 



AMEXES: 



A <- Doctrinal References 

B - Agent Personnel 

C - Khowledgeability List 

D - Cover and Documentation 

S - C^mDuni cations 

F * Training 

G - Finance and Logistics 
H - Temlnatlon Plan 
I - Target Information 
J - Security W eaknesses 



K - b1 Plan 



Annex A (Doctrinal References) to OPlan QP-001-T5-902 

(jSj References contained in this Annex are those which affect the .e,-i:::ir.is- 
•^ration and conduct of the operation, as.oppose;d to those vliich escftr.r^-Jsh 
the requirements for the operation and are listed under KS?ERi:i;ci3 lu the 
beading of this OFlan. 

1. Defense Intelligence Agency Manual (DIAM) 58- 11, Vol II. 

2. Field Manual (FM) 30-17* Counterintelligence Operations, January 1972. 

3. FM 3O-I7A, Counterintelligence Spe<?ial Operations, February 1973. 

. Army Regulation (AB) 38i-1I^1, Provisions for Adn:inistr:,ticn, Zav.-r- 
' vision. Control and Use of Intelligence Contlnj^ency Funds (CJ), 2k iicv-::ber 
1965 vith changes 1 through k. 

5. AR 61U-II5, Assignments, Details £tnd Transfers - Military Intelligence 
Officer Excepted Career Program (u), 1 November 197'+. 

6. USAINTA Regulation 38I-I, Provisions for Adr.inistration, Super-U/.on, 
Control and Use of Intelligence Contingency Funds (u), 20 August 197=^. 

7. USAIHm •Regulation 38I-IOO, Counterintelligence Activities and Pro- 
cedures, 13 February 197^. 

8. 902d HI Group QPlan QUIZ 'SktK (U). 

9. LTR, AGAM-P(m), ACSI, DSCI, Subject: Availability of Special Co-^nter- 
int6lligence Support, dated 17 Septeraber 1965j and Chapter 5> Subject: 

b1 I p') to AR 581-102 Subject 

Intelligence Cover and Operational Support Activities (U), November 197^. 



Annex C (Knovledgeabillty list) to OPlan OP-001- 75-902 

1. US Artsy Missile CoEsnand: 

a. MG Vincent H. Ellis, Commanding General 

b. COL Artbur G. Lange, Jr., Chief of Staff 
;c. T3r John L. McDaniel, Director, IBA^StSEIL 
d. COL R. A. AxslBon, Deputy Director, USAKRDEL 

2. 9C^d MI Group: (Additional personnel of the 902d MI Group will Tje tr 
oA ;4ihe operation only upon the approval of the Group Cocsnander) . 

&. COL Albert TH. Stubblebine III, Cosmauder 

b. Lie Dale L. Eartig, Deputy Commander 



c. Lie Alton R. Weetrick, Operations Officer 

d. MAJ Hugh W. Fltzpatrick, Jr., Asst Operations Officer 
e* CVk Edward F. Clark, Special Investigations Desk 

f . CW2 Benjamin W. Struchen, Special Operations Desk 

g. QT Rodney J. Sollenherger, CDR, Atlanta Field Office 

b> CPT Bobby Gipson, CDR, Bedstone Arsenal Resident Office 
3* Case Officer Personnel: 

ft. Primary: (to be determined) 

b. Alternate: CPT Bobby £. Gipson 



t - 
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APPENDIX I to AfJNEX C. OPIAN OP 001-74-902 MTE: 29 January 1975 

PROJECT HAflE: CANTER PJD£ CJ) *. " ' 

SUBJECT: Knowled£cability List 

1, The following personnel have full Imowledge of the operatioii: 

.. ft. 902d MI Crou:; Per^ rnnel 
■ •' . 

' . (1) OW William Johnson, Chief, Liaison Branch, Pentagon Counterintelli 
gencc Force. 

(2) SGT Dave Horn, Liaison Branch, Pentagon Counterintelligence Force, 
b. USMNTA Persor.nel 

(1) CQL William S. Wolf, COR. 

(2) COL Hasscl L. Parker, DCDR. 

(5) COL KilliaTi T. Sin?leton, Chief , CI Div. z' 
(4) LtC Donald B. Grmus, Chief, Special Ops Br. 
. (5) James Hession, GS-IS, Chief, Intel Div. • - . 

C^) Gordon Itiff, GS-15. Exec Asst to Chief, CCMPIA. 
C7) Les Hijne, GS-12, Civ Adv to Chief, Special Ops Br. 
(8) Ftocco Melo, GS-13, Civ Adv to Chief , Special Ops Br, 
C9) .MW Joseph S. Kief £er. Chief , Ca-IPIA. 
... CIO) CPT Lawrence A, Edell, Chief, Svcs Sec, CCrpiA. 

(11) CPT Richard A. _Govcfni. Chief, Ops Sec, CCMPIA. 

(12) ILT Jautes A. Hollida>', Svcs Sec, CCMPIA. 

(13) Of2 Jtellberth Bowling, Alternate Project Officer, CCMPIA. 

(14) 0*2 John MoK'ulla, Ops Sec, COMPIA. 

(15) KDl Donald J. Rander, Project Officer, CCMPIA. 



APPENDIX I to ANNEX C, CPLAN OP 001-74-902. ' .29 January 1975 

(16) Dolores J, Croimse", Adidii Sec, CCMPIA. 

(17) Judy C. Hotvard, GS-5, AdniTi Sec, Ca!PLA, 

i 

(18) SFC James D. Blessing, Adnin Sec, CQ.IPIA. 
\' (19) Robert J. Snyder, Ops Sey, CCMPIA. 

I" ■ • . : ' • • ■ 

1 • ■ (20) SSG William R. (^inton, Svcs Sec, COiPIA. 

^1 . • (21) SP5 Douglas B. Mdller, Svcs Sec, COT-IPIA. - . ^ • 

I c Other ^ g Persmmo l - 

J. . - 

. 0<3 Ralph iV. Ochs, Assignments Officer, MI Br, OPD, MILPERCEN'. 

2. -Ihe following personnel have limited kno vledge of the operation: 

♦ 

• - -. ■' 
USAINTA Personnel 

w • • • 

I " 

[: (1) AatSier Ackley, Jr., GS-l2,|b1 kc>Tit Officer. 

L / ^ 

(2) OPT Noel Jones, Special Ops Br. 
» • _ ■ _ " . • 

. (3) CW3 Robert J. Finch, USAASD: 

■(4) 0« Paul B. Maison, USAASD. ' - 

b. Other Personnel 

(1) COL Ransoni Barber, Chief , MI Br, OPD, MILPERCEN. 

(2) CAPrDonald B. Polatty, DSN, Dir, Personnel 5 Adninistration Div, iri\. 
." (3)- LTC C. P. joiner, Jr., CDR, 9oist MI Det./ 

(4) LTC Floyd rf. Cox, Jr., Chief, Adnin Services Div, ENA. 

• (5) MaJ David A. Harrison, Chief, Mil Pers Div, ENA, 
I " (6) CPT.Doneld Hoivell, Chief, Mail ^ Records Br, H^A. 

i (7) 01(3 Darrell Graf, Assifi^iments Officer, AG Br, OPD, ' • 



APPE©irv I to ASNSC C, OPL^K 0? 001-74-902 ■ "29 January 1975 

■ (8) Diaries B, Decker. Deputy Chief. US Aimy Staff Officer Personnel 
Div. TAG. 

(9) sa.I E&^atd J* Coucctte, Jr., US Aw Staff Officer Personnel Div. 
TAG. , - ." 

(10) MSG Larry C. Dul:e, F^AO, Fort ^fye^, VA. . 

"(ll) LTC C. F« Fry, USAIKTA Liaison officer .to the Army Material Comcand. 
■ . ■ » ■■ . 

* Inclosurc . " 

Securit)- Oaths • ' .• 



BYUS/ 
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Annex ri Cover and 1 anentation) to OPlan 0P-CX)l-7. 02 
X* ijs) c/o Cover cod Socuaentation: 
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e • Doe ome ntatlo n : 
III 
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Annex D (Cover and Documentation) to OPlan OP-001- 75-902 
2. ' _M' I 
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Annex E (CoomuBicatloas) to OPlBn OP-001-75-902 
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Annex F (Training) 1 OPlan OP-001-75-902 
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Appendix 1 (standard Essential Eleaents of Infonaation) to Annex F 
(iSrainlng) to OPlaa OP-001-75-902, 
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Appendix 1 to Annex F to OPlan OP-001- 75-902 



-Appendix 2 (Spscif? issentjal ElerientB of Informa-* a) to Annex F (Traitii-r) 
to OPlan OP-001-75-.-^2 - 
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3. 
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Freedom of Information Act/Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 

Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

5 use 552 (b)(1) 



It is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 

Information originated with another government agency. It has 
been referred to them for review and direct response to you. 

Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 



DELETED PAGE(S) 

NO DUPLICATION FEE 

FOR THIS PAGE. 



Page (s) 



lAGPA-CSF Form 6-R 
1 Sep 93 

1 
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.Annex H (Tenainatio- Plan) to OPlan OP-001- 1^-902 
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£.^J)tcX The source oay be terminated with or without prejudice, " which 
.-i|idlca'tes a recommendation for fut'^ire utilization only. 

A source say he teziainated with prejudice for any of the following 

reesons: 

(1) Ccmtrol hy HolS. 

(2) Complete ineptitude. 

(3} Unvilllngneas to accept direction or guidance from the c/o> or 
continuous disregard for security instructions. 

(h) Cooprooise as a result of his own actions j In violation of the 
C/0*B instructions* 

(?) Dellherate distortion or fabrication of iofomation. 

(6) Eabitual lav violation. 

(7) Inahllity to give satisfactory e^lanatlonB for long absences or 
BuspleiouB actions. 

b. A source may be termin ated vithout prejudice for any of the 
following reasons: 

- (l) Comproaise through no fbult of his own* 

(2) Xoss of placement and/or access. 

(3) Desire of the source to temlnate for non-operational reasons. 

{k) Deterioration of health of the source to a degree that he cannot 
continue his efforts. 

. (5} Kecrulbnent of other assets who have better placement and/or access. 

(6) Termination of the operation. 




F"reeciom of Information Act /Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 



Information has been withheld in its entirety in 
giccordance with the following exemption (s) : 

J use 552 (b)(1) 



It is not reasonable to segregate meaningful f>ort ions, of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 

Inf oritiatibn originated with another goyernment agency. . It has 
been referred to them for review and direct response to you. 

f ■ ■ ■ . 



Information originated with one or more government agencies': 
We are coordinating to determine the releasability of the 
information under their pur-v^iew. Upon completion of our 
coordination, we will advise you of their decision. 



DELETED PAGE(S) 
NO DUPLICATION FEE 
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Azmex I (Target Information) to OPlaii OP-OOl- 75-902 

lA The initial specific target of the operation is the Optical 

Guldfince Technology Office (OGTO), which is en office within the Advanced 
ScBBor Directorate (ASD) located in Building 5*^, a restricted area located 
C»i Redstone Arsenal (RA). Mr J. Ducote is the director of OGTO and 1-hr W. J. 
linberg Is the director of ASD. Neither of these persons ir aware of the 
operation. ASD is one of several directorates under the US Amy Missile 
Research, Development and Engineering laboratory (IKAMEIDEL) which is 
responsible for developing concepts for new missiles. Dr J. KcDaniel, 
Director USAMRD2L, and COL R. A. Axelson, Deputy Director USAMRDEL, have 
been briefed on the operation, U5AMRDEL Is, in turn, one of nine directo- 
rates which are collectively responsible for the developing, testing and 
procurenent of missiles for the US Army Missile Cramand (USAMICOM). Tne CC, 
OBAHrcOM, Ka^or General Vincent E. Ellis and the CofS, COL Arthur G. lange Jr., 
are aware of the operation* 

2. (O) Further inforaation pertaining to RA, USAMICOM, Huntsville and a 
nap of RA are provided in Appendices to this Annex. 
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U^. Arniy Missilj Commarxit ('-nCO>.0 

U5. Armj' MissHc snd Muniliens Center ar.J School (?vrMCS) 
U.S. Army Nboital Ucpartms;nl Activity {.MECDAQ 
BallisUc MiK^!.^ Defense Systiir^s Com:niind {iJ.MDSCON'!) 
VS. Army Eii::inccr Di^-ision. Hun?sv!lle 

Ballistic Mis?;in Defnnsc Advnnc-.*d TccJinolngy Center (B>tDATC) 
Redstone Readiness Group 



Ksdstono Anmal i$ a rombinatian m' lu-o VS. Amy ^-cnals cstif blished ia IMl. for Ihe production of artillftty shells. Today il -j -1 
Stfve cer.tF.r cfiiis Arniy'< a:is»:I.-: a.-:-! .-ooicl pr:^;^r3r»£. 

The 3t^Q i>crtii ncra desigr.'iicJ center of rc>vnrrf» and dex-elnpsienl ■ctMtics for rotkcts ir.A related items in Cktcber. Is-i 
Becniltment of tcJiiiical and prcfcs-ca?! pcncnnoJ l-e^jri in Januciy, 1S-19, and a Research and Dcvcbpnisnl Division %vjs Es'-abUilj 
the next moath. « 

Kodstonc .^rcenal waj dec!ared,-?n -.sllvc irutellstjcn by ihc Department of the Army on lune 1. 1M9. Some of Ihe Army's racxf. t.v- — 
wliatad b6<:n '.voiking at Ft. Clfsi. T^xas u'm n:&i-cJ to Redslona ;n Apiil, 19S0. This included Ihe lean of scientists anJ tzi'^tv. 
^sadj^d by Dr. V>'t:rt):i<r von B.xan. 

• Six Aimy a.-'eadea aie now kcr-lKl on Ke-J^lo.-.? end in nci^hboj-inj Huntsvilb. U-.iserd on tiie ur^ensl a:s the U.S. Atniv Mlf r. 
'Coenund and &<» If.S. Amy Mi><:iit! «nJ Muniitcjns '.*jt::l»r and Schuot. Tha Ceorfc C Marshall Space fiigixl Canlsr of the N'lttz 
Aeronautics -^od Sipare Admini^sra'.: > : is alsositeJ or t'.r. anenil as we'.l ai a goveni:ncn(-ow-ned,CD:3ba;:ior-operat«.i facility en;:j;*d : 
tP^uA pmpeiUnt rcichrch and Diar.L..';s-JiTrc — the P.ur.biV-ille Dhisini; of Thiokol Onv-nicai Corpcrr;lion. 

In nearby !(>j>)tsTill)s an Ihe .Ariiy's Ei!iisticMi«<i!«; CcFeiuc Sy^t'Mis Command and nsUiittc Missile Drfen^e Advanced Techiict.'-; 
''ORiter. Tha U.S. Army Engineer ;«:-.n. HutiUville. act! thz Recistonc lUodincs; Croup. 

The meoar* Und «tm. incIuHts 'A-.-^fs minor inn>r:t:!ins. 94 miles of tsitroads. more ihan 330 nllcs of roads and mere ika tXf. 
bulldlnss. Tfccr-j M n jet length ;trfi jr\if tnodttrn rsrvi (iocks tn the Fertneuce Siver.tlio arsenal's aoul I icni boundary. Ar=y builil:; 
cod rq[uip.'nciit 2t rTiislone are vqlj'."! ct more th.'in jitl-t million. 

An artTLKC of 'iiO.OO«l vehicles !h.~;ush Rcd>tsi.-"'i gates each day. l.n an aver.ife month, somt; a.OOO transient v:sitors eie ba-:;-' 
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Freedom of Information Act/Privacy Act 
Deleted Page(s) Information She«t 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 



Information has been withheld in its entirety in 
accordance with the following exemptioh (s) : 

J use 552 (b)(1) 



it is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of yoiir request. 



I™J Information originated with another goyerninent agency. It has 
been ref erred to them for review and direct response to you . ' 



Information originated -with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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Annex J (Security Wealaiesses) to OPlan OP-001-75-902 , .. , 

Colonel Arthur G. lange, Jr., Chief of Staff, J3S Ainy Missile 
Cominand (usAMICCM) has requested e. counterintelligence opercition be 
Initiated vithin IBAMICO:^ to ensure the security of that cocsjEand with 
emphasis on security of classified defense information. The. chain of 
event, list of persons involvedj and allegations which fostered the 
request are as follovs: 

a* Chain of Events: 

(1) Qq 11* May 197^, a SECRET document entitled "Vuneralility Assessrsent 
"of Army Electro Optical Missile Systens (U)", copy 7, dated 7 Deceaber 1973, 

deternlned to be nissing and has not been found. Canprontse was not 
ebiasidered remote* 

(2) On 16 May 197^, a COHFIDENTIAL document entitled "Internal Technical 
Kote R£72>35> Blgital Simulation of the Tfexas Znstruaent's Cannon launched 
Guided Rrojectile (u)", dated 2k October 1972, vas found in a desk drawer of 
Mr[ 



b6 



^ a Deaber of OGTO. The document vas found in the desk during 



en after-hours check for SECRET material referred to in para la(l) above. 
She classification narkings had been ex cised from the document. Durlns the 
Investigation for this incident, ! b6 jadnltted in his svora statement that 



he liad found another COIFIDZIjTIAL document In Mb desk on 12 June 197^* 

(3) During tbe veek of 20 Septecber 197^^ another SECRET docunent entitled 
"laser counterceasures/counter counter, neasures (u)". Progress Report, Pi teen 
Dunn laboratory, Frankfort Arsenal, was found to be nissing Jind could not 
"be accounte d for. Itoe investi^tion is ongoing and it is anticipated that 

b6 J vlll be considered responsible and nay receive a iLetter of reprisaad 
and/or a day*s loss of pay. 



Include 
(i) 
(2) 
(3) 

(5) 

(6) 

(7) 
(8) 

(9) 



Personnel vithin OGTO and ASD vbo nay be of counterintelligence Interest 
the following: 



b6 



b6 



, GSI5, Supervisor, OGTO. 
GS12, n«ysicist, fonserly assigned OGTO, 



b6 



b6 



p GSl^, Aerospace Engineer, OOPO. 

CSh, l^ist. 



neet 



b6 



b6 



, GSi^ Engineer, OGTO. 



b6 



, GSl?, Physicist, OGTO. 



b6 



b6 



b6 



GSI2 (formerly 113?), Engineer, 0G3O. 
\, Kee: [b6^ GS5, Clerk, OGTO. 

, GS11> Electronics Technician, OGTO 

■5If 



COllltCd!!!:^ 
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Annex J (Security Weaknesses) to OELan OP-OOl- 75-902 



• c. During an investigation into the loss of docunents lis-.ed above, 
certein aUeg^tions vsre nade vhich reflected adversely on persjons assigr^ed 
- JTSto, ASD and USAI-HCOM. In general, the allegations are as follows: 



b6 



and b6 



had a romance althougli each was 



<1) 
mrrled. 

(2) I b6 I conducted herself in a inanner to suggest thatiAejas 

•available" or as a practical joke hy jsitting Inl. b6 | andQe ^ap 

Soring office meetings* 



. (3) I b6 I vas so Ead that he claiiaed he would "kill' 

"ifit; "screwing his girl" In reference to | b6 | > 



b6 



I b6 I believes I b6 [ placed COMPIEEIITIAL documents ii\ b6 f 



desk because of Jealousy 



• . _(s}_rb6 [ alleges there Is a ineetlns place for sexual activities 
ty l b6 [ and other members of the office. 

(6) Pornographic films shown to this meeting place during office 
Xonch hours* 



and 



b6~lt«>k two secretaries to this meeting :place during 



(7)-rb6" 
..junch* 

(6) Office calls and contacts with a Marge Cleveland, now deceased, who 
was called '^Bucking Bronco". 

'•'-(9) Homosexual tendencies by | b6 



(10) [bS 

in) 



be 



intoxicated on the job. 

used to place persons under o'bllgatlon< 



(12) 



b6 



and 



b6 



procuring secretaries for sex. 



Xl3) S omeone p laced sugar in the gas tank of | b6 1 *8 truck and damaged 
the motor. 66 [alleges that it wasp^=^^ ' 



b6 



2. (u) Further information to include sworn statements are on file at 
Headquarters,. 902d KI Croup, and CQMPIA, OSAIKTA.. 
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ANNEX K to OPLAN 001-74-902 
PROJECT NAME; CANTER RIDE (U) 
SUBJECT: I bi 



DATE: 29 January 1975 
PROJECT NUMBER: IA-74-001 



1. (U) AUIHORITY/REFERENCE: 



OPLAN OP 001-74-902, dtd 21 Nov 74, Subject: Special Counterintelligence 
Support, and references cited therein. 



2. jCCf BACKGROUN'D/OBJECTIVES: 



'J 



b1 



b. 



b1 



c. 




b1 



3. jej CONCEPT OF OPERATION: 



a. 



b1 




CXASSIFIED BY CPn USA'J~A 
EXEMPT FRCM Ci^H^^ [j^jL/.iSViCA 



HIIA-IA-0 



12 November 1974 



SUBJECT: CANTER RIDE Feasibility Study (U) 



1. (U) References : 

a. Letter, Redstone Resident Office, Redstone Arsenal, Alabama, 902d 
Military Intelligence Group. MIIA-GPR-RS, dated 23 September 1974, Subject: 
Request for Counterintelligence Special Operation Qi), with inclosures. 

b. Letter, Headquarters, US Army Missile Command, Redstone Arsenal, 
Redstone, Alabama, AMSMI-X, dated 30 September 1974, Subject: Request for 
Special Counterintelligence Support (U), with 1st indorsement. Headquarters, 
902d Military Intelligence Groiq>, Fort Meade, Maryland, dated 9 October 1974. 

c. Discussions between representatives of the 902d Military Intelligence 
Group and the Conqwsite Intelligence Activity (CONPIA), on 27 September and 

4 October 1974. 

d. Chapter 5, AR 381-102 (S) . 

2. j^et^ Section I. Purpose of Study . During the period 16 to 17 October 1974, 
COMPIA Project Officers, Mr. Mellberth Bowling and Mr. Donald J. Rander, visit- 
ed the Redstone Resident Office, 902d MI Group, Redstone Arsena l, Huntsville , 
Alabama, for the purpose of compiling the necessary information 

b1 

I into the Optical Guidance Technology Office (OGTO) , Advanced 

Sensors Directorate (ASD), US Army Missile Research, Development and Engineer- 
ing Laboratory (USAMRDEL) , US Army Missile Command (USAMICOM) , Redstone 
Arsenal, Alabama. In addition, the study was conducted to determine the 
feasibil ity of providing assistance to the Commander, USAMICOM, through the 
use of a j b-' \ to improve the security posture of the Command. 

3. Jfff Coordination . ] 

b1 



WIA-IA-O 

SUBJECT: CANTER RIDE Feasibility Study ' 0^3 



12 NOYember 1974 



b1 




4.jU.J^ Section II. Findings. 

a. USAMICCH4, a subordinate command of the US Army Materiel Command [AMC) 
Is cosBtanded by Major General Vincent H. Ellis, and has been classified as a 
"Highly Sensitive" Class II Installation by the Department of Army. In 
Edition to the requisite Table of Organization and Equipment, logistical, 
and administrative support elements, USAMICOM consists of various US Army 
Nissile Systems project offices, a contingent of missile systems Liaison Offices 
with foreign allied military forces to include Senior Staff Technical Repre- 
sentatives stationed at CONUS and OCONUS installations, a complement of special 
activities, such as the US Army Metrology and Calibration Center and the 
Missile Intelligence Agency, and six sensitive Directorates, three of which 

are considered "critically sensitive" by USAMICOM. This category applies to 
the USAMRDEL, the Directorate for Procurement and Development (DPPJ, the 
Directorate for Product Assurance (DPA), and the Missile Intelligence Agency 
OlIA). The mission of these Directorates is directly related to the crucial 
phases of- research and development of all current and future missile systems 
in the US Army and to the contracting to ^propriate firms for production. 
The Advanced Sensors Directorate (ASD) of the USANffiDEL is of specific interest 
to this study as indicated in references listed in^aragraph 1, above. 

b. USAMICOM has a significantly large number of civilian employees and 
assigned military personnel, who by the nature of their duties, require access 
to critically classified defense information and material. Suitability short- 
comings such as drug and alcohol abuse, possible homosexuality and immoral 
activity, and excessive indebtedness, all of which have been alleged against 
USAMRDEL personnel, serve to create a fertile field for Hostile Intelligence 
(HoIS) offensive intelligence operations against the Command. The human 
element of USAMICW, therefore, must be considered particularly vulnerable 

to the security of the Ccnnraand. The desirability of advanced knowledge of 
the US Army missile systems must be considered lucrative to HoIS. By obtain- 
ing this type of information, the efficiency of these systems in a future 
battlefield environment could be impaired and thereby adversely affect the 
national defense of the United States. In a Sensitive Activity Vulnerability 
Estinate [SAVE), dated 5 February 1974. conducted at USAMICOM » a number of 
violations and shortcomings were noted in the above critical directorates. 
A synopsis of the SAVE and other incidents which have occurred in USAMRDEL 
subsequent to the SAVE, follows: 
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(1) In MIA, SECRET material was discovered in containeri; which also 
contained unclassified material. SECRET documents were also stored in un- 
authorized security containers. Accountability for classified documents in 
MIA is maintained on Automatic Data Processing (ADP) equipment which is also 
used extensively for routine office functions. This practice has been 
continued despite the fact that the classified document custodians are not 
properly trained in ADP security procedures. 

(2) Most document custodians are not knowledgeable of the provisions 
of OoD Regulation 5200. 1-R or AR 380-5 and other AMC and USA^^[ICOM security 
regulations . 

(3) Personnel of USAMICOM are not receiving proper security indoctrina- 
tion instructions in accordance with applicable regulations. There is a 
general lack of security consciousness throughout the Command, but is especially 
evident amongst the civilian, scientific-oriented personnel, who refuse to 
properly wear and display their security badges or assist in soiuid security 
practices and procedures. 

(4) Conference rooms utilized to discuss classified information are not 
properly secured and maintained. No record of CI Technical inspections for 
sensitive areas and conference rooms was available. 

(5) There is an inadequate number of qualified Security Support Special- 
ists assigned to USAMICOM. USAMRDEL shares such a /support officer with three 
other Directorates or project offices. 

C6) Classified Document Custodian duties within USAMRDEL are normally 
assigned as an "extra duty". This practice fosters resentment of the responr 
sibility on the part of personnel assigned the task. This has resulted in ' 
poor administration of the control of classified documents, a factor which 
significantly contributed to the loss of seven SECRET dociments in USAMRDEL.; 
In each case, it was determined that the fault was an administrative error 
on the part of the custodian. Subsequent to the above incidents, on 14 May 
and 20 September 1974, two more classified documents were discovered missing 
from OGTO, the office within USAMRDEL referenced in la, above. The 14 May 
violation was discovered during a non-duty hours check. In this instance, 
a CONFIDENTIAL document was found in a desk. Hie classified markings had 
been removed. The 20 September incident occurred after a 100% inv entory 



and resulted in a reprimand and possible loss of one day's pay for | 56 



b6 GS-15, upon whom the responsibility for the loss was fixed. 
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SUBJECT: CANTER RIDE Feasibility Study (U) 

(7) Uncleared personnel have access to Building S400, a RESTRICTED AREA, 
which houses in part USAMRDEL and in particular, the Advanced Sensors 
Directorate and OGTO. The Building's Cafeteria employees do not have secur- 
ity clearances yet they have entrance badges. These badges do not identify 
the bearer since they have neither the picture nor the name of the individual. 
Jio roster is maintained of these personnel. 

Singularly, the above infractions and violations do not justify the use of 
a SCOPI asset. Collectively, however, these security problenu; constitute a 
serious threat to the security of the Command as similar situations exist in 
»ost of the other critically sensitive Directorates. In addition to the above 
security problems, the Request for Special CI Support, reference in lb, above, 
outlines a serious suitability problem which allegedly involves the entire 
office staff of OGTO. 



a. Based upon the Findings as outlined above, a SCOPI is believed to be 
the Biost advantageous investigative tool to assist the requestor Command 
because the local Military Intelligence personnel are highly visible in the 
area and do not have at their disposal the resources necessary to provide the 
Cbmmander of U5AMIC0M indepth CI support. The RRO has two enlisted agent 
personnel- and one MI Officer present for duty. This office conducts 36 CI 
Inspections and Checks of USAMICOM and the US Army Munitions School and Center 
units annually. The inspected elements have an aggregate of over 100,000 
SECRET documents and ^proximately three linear mifcs of CONFIDENTIAL material. 
About 350 Classified document custodians routinely maintain these documents. 
In addition to being tasked to conduct SAVE studies, the RRO is tasked with 
normal liaison contact, suitability investigations, incident investigations, 
occasional PSI investigations, and security indoctrination briefings when time 
permits. Even though these accumulative services benefit the Commander in 
terms of CI Support, RRO personnel have noted that corrective follow-up actions 
concerning reported infractions have proven to be of a temporairy natiu:e. This 
has 'been evidenced by the recurrence of similar violations and infractions dur- 
ing a short period of time following the conduct of CI service*;. The local 
CI effort has been hampered by the existence of a large number of uncoopera~ 
tive and apathetic scientifically oriented persoiuiel in the Comand. The 
attitude of these personnel toward sound security practices and procedures can 
only be described as uncooperative and lackadaisical. It is therefore 
considered hi^ly unlikely for the RRO to be successful in conducting an ICIP 
operation in the area. Additionally, past intelligence related investigations 
concerning USAMICOM personnel has fostered an unfavorable attitude toward 
intelligence personnel in general. The following details the procedures 
through which personnel are acquired in USAMRDEL. 





BY US AieJSQOM FOMPA 
Aafi Pea 4-162 DC© 520aiR 



MIIA-IA-0 

SUBJECT: CANTER RIDE Feasibility Study C^D 



12 November 1974 



b. There are 162 civilian personnel assigned to the Advanced Sensors 
Directorate. The director is Mr. Nilliam J. Lindberg, GS-1J>. Seven of these 
civilians normally perform duties in the Optical Guidance Technology Office, 
tdiich is the specific target area of the requ ested support i ts outlined in 



above references, under the supervision of Mr. | b6 |GS-15. The 

General Schedule rating of the Directorate's employees rang«r~^om GS-1 to 
GS-16. The majority of ASD personnel perform duties related to research 
and development vrtxich are highly technical in nature. When deemed necessary, 
all personnel of USAMRDEL are subject to being required to perform functions 
in other Directorates and Offices to fiilfill specific project requirements. 
However, in instances wherein additional manpower must be procured from 
resources outside of USAM1C<»<, the request for Personnel Action (SF Form 52) 
may be initiated by the respective office supervisor or the Director of the 
Directorate concerned. The request mist be staffed through the appropriate 
chain of cosmnand within the Directorate to the Civilian Personnel Office (CPO), 
USAMIOGM. The request is then reviewed by the CPO Technical Services Branch, 
where it is recorded in the Personnel Control Roster. Following this action, 
the request must be reviewed by the CPO Position/Pay Management Branch, where 
it is closely reviewed to determine the correctness of the pay grade and job 
description. From that Branch, the request is forwarded to the Recruiting 
and Placement Branch for recruitment action. In any event, positions are 
normally filled from personnel listed on the DoD Stopper List, local RIF 
lists> internal promotion, lateral transfer or direct hire. 

c. Requisitions for military and civilian personnel for assignment to 
USAMICOM are unique in terms of routine requisition assignments in other 
commands of the US Army. All assignments to USAMICOM are dictated on the 
basis of current and future project requirements which fluctuate according 
to the mission, necessity, and special qualifications of desired personnel. 
This system is known as Project REFLEX. It provides authority to fill 
teaqwrary or permanent positions for the duration of a specific project at 
the co]iq>letion of which the individual may be reassigned or shifted to another 
office within USAMICOM. 

d. There aire only three authorized military positions within the Advanced 
Sensors Directorate. One of these positions is a LtC, MOS 2157 (Research 

and Development Coordinator), located at White Sands Missile Range, New 
Mexico. The remaining two, a 2LT, MOS 7502 (Physicist) and a CPT, MOS 7601 
CElectrical Engineer) are assigned to Redstone Arsenal. These positions are 
currently filled. Requisitions for US Army personnel assigned to ASD or the 
USAMRDEL are submitted by the Consolidation of Military Personnel Activities 
(COHPACT), USAMICOM to AMC on a Projected Requisition Authority (PRA). The 
need for personnel is determined by COMPACT, who subtracts or adds gains and 
losses using current personnel strength figures which are coD;)ared with the 

BY USAMSGOM FO!/PA 
Asdi Fsa 11-102 DOD SlQO.l^ 
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SUBJECT: CANTER RIDE Feasibility Study (U) 



12 Novaaber 1974 



PRA account. Should it be determined that a shortage of personnel exists, 
COMPACT may then submit the requisition to AMC who, in turn, submits the 
request to DA. Personnel can be assigned either directly to the USAMRDEL, 
or to COMPACT on DA orders for further assignment within the Command. 

e. As a idninum, a SECRET security clearance is required for all 
civilian and nilitaxy personnel assigned to USAMRDEL. Upon arrival of 
■ilitEiry personnel in the Comnand, the Clearance and Intelligence Branch, 
Internal Security Division, COMPACT reviews the individual's 201 file, 
Ifedical and Dental Records. Tliis is a routine procedure conducted to 
determine the person's eligibility for a security clearance. The individual 
■ust fill out a locator card, a request for security clearance stateoent, 
and a local office personnel data card. CC91PACT determines the degree of 
clearance required, based on the sensitivity of the position to which the 
individual is to be assigned. If a valid DA Form 875 CCertificate of Clear- 
ance and Security Determination) is in the individual's file, and no derogatory 
information is revealed in the files review, a SECRET clearance is normally 
granted. Should the file not contain a valid 873 form, appropriate action 

is initiated for verification of security clearance data through USAIRR. 
Although contrary to routine procedures, the USAIRR Dossier may be requested 
for review. 

f. Due to the highly technical nature of the civilian pos itions within 
ASD it is not considered feasible to | " l into any of 
these positions. Because the three authorized military positions within ASD 
are currently filled, an a lternate military position must be considered for 

f bi \ The viability of utilizing a SCOPI asset in ASD 

under the guise of a Classified Document Control Officer (CDCO) appears 
highly favorable since the Command plans to centralize the classified docu- 
ment control unit within ASD and acquire a properly trained classified docu- 
ment custodian to maintain the documents. This position has Command sanction 
as it would serve to decrease the recurrent difficulties experienced by the 
Command in the control of classified material and would be widely accepted 
by ASD personnel because of their dislike for performing the extra duties as 
a CDCO. Through the use of Project REFLEX,j 
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b1 



(1) Age: 35 to 40 years. 

(2) Marital Status: Unmarried. 

(3) Race: Caucasian. 

(4) Ethnic background: Preferably bom in. the Southern region of the 
United States. 



(5) 
(6) 



b1 



b1 



(7) Rank: WO, CW2 or CW3. 



CS) Training and experience:! 



b1 



_\ As most of the local 



personnel are Caucasian and from the Southern region of the United States j 
these characteristics are deemed beneficial to mission accomplishment. 
Operational control of the SCOPI will be executed by the 902d MI Group, who 
will be responsible for writing the Operations Plan. A CI Inspection of ASD 
is currently in progress by the RRO, 902d MI Group. Significant findings 
will be reported to COMPIA if deemed relevant to the proposed requested 
Special CI Support. 

6. Conclusions . In view of the collective security shortcomings noted 

in the Command, the highly sensitive nature of the mission of the Command, 





c- 
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MIIA-IA-0 12 November 1974 

SUBJECT: CANTER RIDE Feasibility Study (U) 

and the severely limited options ava.il3ble to local MI activity in tbe area.^ 



b1 



7. tCT Reconopendation. r 



b1 



^lOiARD Ai GOVONl" ' 
CPT, MI 

Chief > Operations Section, COMPIA 



5^ 




lanst, CE Ut OFFlLi: SYMBOL 



I ' CASTER RIDE DTJ 



TO 



b1 



Rander/dic/6364 



Chief, CC'TIA 

ATTN: Mr. Ackley 

1, Your attention is invited to paragraph Si Annex G; and paragraph 6, Ar*i3cx IC 
of OP001-7S-902. .. .... 



2. Request your concurrence and reconmendacions. 



,1 Irtcl . . ". - • 

Ltr 902d HI Gp 21 Nov 74 w/incl 




nteiligence Activity 



Tern 



FROM: 



rChief, CO«PIA ■ . FROM: [^Office DATE: 4 Feb 75._ CMT 2 

I, Concur with the proposep utilization ot I 



a. 



1?^ 



b. If payment of partial per diem Is considered essential in this instance, 
then It oust be authorized by classified orders and paid through CPT Denny's 
office. 

. c. It la true that partial per diem is authorized for duty in excess of 
10 hours per day away from a persons normal duty station; however, it is suggested 
that the daily training time be adjusted so as to'reduce the overall time to. 
less than 10 hours per day. 

2. Funds are available to support this project for the remainder of FY 75. 



iJkc/ Regraded COSEIBS>nlAL ^ 

By:a)|t USAINSCOM FOI/PO ' 
Autb PlEUll <iK601 DOD SmiR 




AU"raEK ACKLEY J#f. y 
DAC, GS-12 

|^bi j Management Officer 



0 4 FEB 1975 



mwuimm mut vxci chief of n*Fr, tmiKD mns Aimr 
MDfiBiiiMii rati on BonuLT or the ashy 

fVUKTi Z«t«nial OBuHfc«riKe«lltcMM Prvgrw (ICIP> (V> 



1. (0) ThU 1« in rMpeoac t* your Maoerandw on 17 Jmitxy 1975 to 
Um Cht«f of Staff in r«£«rd to subjaet and Bcrvas th« Quarterly 

ICXF Bapert for tha 24 Qitartar, FY 2975. 



2*^«^ On 2 Octebar 1974, 1 dlraetcd a laviaw o£ tha antira ICIF pro- 
gran vlth a vlatf towarda tha allnlnaclon of th«se no longer considarad 
of aaff Idant oarlt to warrant ratontlon* Th« erlcarla uaad In evalu- 
ating aaeh ICIP oparatlan waa: (a) Th« aanaitlvity of th« Ituitallatlon/ 
activity It aueh that aona type of apacial eauntarintalllganea tuppert 
la raqulrad or (b) Tbara la a knoim thraat af auff ielant nagnitude to 
tba Imtallatlon/aetlvity to warrant a naad far aooe typa of apccial 
Gountarlntall Igance aupport and (c) Tha Information litoairad cannot be 
obtained exeapt through tha uaa of confidantial aourcaa. 

Sr* fC) Baaad on this review and concidaring your 17 January guidance » 
I diraetad the teminatien of 12 ICIP operations at the following head- 
quartara: 

a. Hq« 1)5 Army Conunicationa Coowand, Fort Huachuca, Arlsona 
(CkVkh ROPE). 

b. Di^way Proving Ground, Utah (GMtUtY STONE). 

c. VS Axiqf Air Dafanaa Cantar, Fbrt Bliaa, Taxaa (CAMTINA AKCH). 

d. lltetilU Az^y Dapot Activity* ■axnlataa, Oragon (CAmON B06TEK). 

«• US Ai»y Mability Eqvipnant Saaaarch and Davalopnant Cantar, 
Part Balvolr. Virginia (CEHlAtt SALS). 



Regraded CONrlDENIIAL- e-nen 
Separated f roo CLASSIIIED 



Inclcsures 
REGR 
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ON 



Al^ UNCLASSIFIED 
5 



BY COR USAINS^Sm FOI/P' 
AUTH PARA 1-603 DoD «200.^: 




p-<.,rfr,.' --___nAMl-ZA__ 

... ..... --:::-7:r":"^^ 



0 



DAKI-ZA 

SUBJECT} Internal Counterintelligence Progreir' (ICIF) (U) 

f . Hq, US Array Electronic* Cownmnd, Port Hcnnouth, N«w Jersey 
(CENTRAL TAXI). 

g. US Army M^nAgenent Syetams Support Agency, The Pantagon, 
UaahingtOM, DC (CEMTllLY SQU^D). 

h. US Any Ilactronlcs Proving Ground, Fort Huachuca, Arizona 
(GOHDOLA FLAC). 

1, Abardaan Proving Ground, Abardaan, Maryland (OONDOU STAR). 

j. Dafanaa Language Inatltuta Mat Ccaat, Waihlnfton Navy Yard, 
Washington, DC (LAmARD MOD). 

k. Picatinny Araenal, Armanent Command, Pover, New Jersey 
(LEND TONE). 

I. US Army War Collate, Carlisle Barracks, Pennsylvania (LEJ'IE!"7 
CLOUD). 

ii, (U) The remalnlnn seven ICIPe are worthy of retention as they rr-ee 
your criteria. Keviafwa of these seven operations are attacher! at Incl 
Reviews of the 12 to be terrninatec! are at Incl 2, 



2 Incls 



MROLP Pv. AARON 
Major General , CS 
ACofS for Intel llrence 
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ACTION SHEET 



Internal Counterintelligence Program (ICIP (U) 



OfflCI CTMSOL 

DAMI-DO-l-C 



DATI 

31 January 1975 



AcnoM nowMO 

To respond to tasking from the USofA pertaining to ICIP, 



Km ncoAD. fOitthhi hrimflf rt< n«atr*m*/it. tMckgnnd and arlio* taWmit ot ncommtndtJ Mutt hm w/ZicWJ/ »• Ufmtify 

1. BACKGROUND: 



a. At the direction of the USofA quarterly reporting of ICIP has been furnished 
to him through the VCSA since February 1972. In a memorandum to the VCSA (RED TA£ B) ^ 
the VSofA suggests that in more than half of the ongoing operations, no useful infor- 
mation was developed. He directed a detailed review of the benefits derived through 
the program over the last two years* 

b« On 29 January 1975, the ACSI directed the terrr-ination of 12 of the 19 ongoing 
operations. They will be terminated on a time phase basis with all 12 beins- ter-ii- 
nated by 31 March 1975» 

2. DISCUSSION : At RED TAB A is a memo through the VCSA to the I'SciA replying to 
the comments of USofA and providing the requested infor-nation pertainine '.o tiu- 
program, 

3. R£C0MM£NDAiION : That the memo at. HEP TA'- A be approved and signed. 



tCoilltnuf on pj«i:t Londj 



IMPLICATIONS 



vcs □ NO PBiM pnoGs 
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¥E» □ WO f~] 



COORDINATIONS 
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ACTION OFriciP (Nam*, gradt, phont and lignalu/t J _ _ > 

MAJ EBERSOLE/56074/th ^i^-^ . ■ C A ■ j - i ' ' ' t'' ' " '-^V^ 



WHfh SiPAHATtO FPOM CLASIIFItO 

OOCuMiNT 




DEPARTMENT OF THE ARMY 



OFFICE OF THE UNDER SECRETARY 
WASHINGTON. D C. 20310 



17 January 197 3 



MEMORANDm FOR; VICE CHIEF OF STAFF, U.S. Al 




SUBJECT: Internal Counterintelligence Program (ICIP) 



I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging froir. this 
report, the program has grown considerably and includes Installations 
that I did not appreciate were considered sensitive. A cursory review 
of the data presented suggests that in more than half the cas^.-s. nc 
useful information was obtained. 

It would appear to nie appropriate to review thj. results of thit 
experiment to date in order to estabHsb chat the prcgra- if in r"ac : 
of such a value that it should be continued in the future. 

1 would therefore- appreciate a detailed report docund-nting all of 
the benefits, information, etc.. that have been obtained through tl-:;; 
program over the last two years. It would also be helpful to have s 
statement for each listed installation of thv. sensitive character o; 
the Hiission that necessitates an ICIP operation. Finally.. I would 
appreciate an indication of your subjective judgment as to how triany 
of the issues that arose from these ICIP efforts would not have othc. r- 
wise come to our attention. 




Inc losure 



Memo, 29 Kov 74, 
Subj: ICIP Operations 



Hennan R. Staudt 
Under Secretary of the .Ar-nv 



REGRADED FOR OFFICIAL USE ONLY 
mEK SEPARATED FRO.M 
CLASSIFIED INCLOSl'KE? 




DEPARTMENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
\V • ■ ' WASHINGTON. D.C- 20310 

v,' y •. • 29 November 197-:' 



MEMORANDUM FOR: UNDp^^CRETARY OF THE ARbPf 

SUBJECT: Internal Counterintelligence Program (ICIP) Opera:. 5 f^nc i 



1. (U) Reference is made to memorandum, Under Secretary of the Ai 
datgj A February 1972, subject as above. 




2. XSpn During the third quarter or CY 1974, the ICIP at Edr-0-..-r-<.'5 
Arsenal Maryland (CANAL LOOP) was coml>ined vix.\\ the Aberdeen Trov ; : 
Ground JCIP (GONDOLA STAR). The nickname GONDOL'^ STAR was re'niM- ■■ 



round 

m 



3 , ^HI^ With the subsidence of ant i -mi 1 i tary activity n'„ Fm L'-- 
Washinptcn and in the absence of a specific on-pcst tln'e-nt, tiio 
mandinp General, 9th Infantry Division requested that the Tori 
ICIP (CENTAUR RACE) be terminated. This lCIPv:as inacvi va-' o-i 0,5 
Ih. During the same time frame, LEN'S HOLDER, a new KIP devet 
Wliite Sands Missile Range was approved on 7 Anj; 7A, With tbe i-'; i 
tation of this ICIP, the total numl^er of active ICIP opcratio-'i .1' 



Brief status report^ are atrta-'"' 
After briefing you on 2ij '^optOT.i^er 1^7^ m the sin'--: 



close of the quarter was 19. 

prorram, the Assistant Oiief of StrnT for ] nl <■ 11 i r:<?nce per^i^i-'"!^ 
viev.'od and reval 1 dri c er.l each on-poin;; Opi?ratir'n, Each opr r-i i i '-i- 
r'?validated on an annual basis heronftor. Addlt ■ior.-ill v, A--' 
initiated a systeinatic review of all source do-^fipTP to jji-'.n- ■ 
sources possess sufficient maturity and str.i-ility to t-uailo tb'^' 
function efficiently and effectively in ICIP opcrar i0Ti=;. 



1 



1 Incl 

a<i (CONFIDENTIAL) 



Con<?ra1 , Unitpd i'->\ 
Vice Chief of Staff 



< l.v^^ifird hv jnAMI 

nmn Tm\ r^^iERAL Drcussir^ Aiiori regraded unclassified 

S' i'FnULE OF EXECLITiVE OPvDEIi llfi52 ON SEP -81997 

r XciliPTION CATEGOHY, 2 gy CDR USAINSCOM FOI/PO 

DECLASSiPy 0N._3i_De££mbfr_2004 , ^ , AUTH PARA 1-603 DoD §200.1 -R 



MAJ Ebersolr /'•■••• 




WASHINGTON. IXC 2031*1 




mamiary 197 



fMf"" MEMOKASDm TOR". VICE CHIOT OF STAFF 

SUBJECT: Internal Countertntelllgence Program (ICIP)- 



I have received and reviewed the latest quarterly report of ICIP ^^^^N 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program "^f f "S/^^^.^^J^^^^^^JL^jal 
report, the program has grown considerably and includes installations Q]f>^4|4^ 
tSt I did not appreciate were considered sensitive. A cursory review 
of the data presented suggests that in more than half the cases^ no 
useful information was obtained. ^ 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 



I would therefore appreciate a detailed report documenting all 
the benefits, information, etc., that have been obtained through this 
•program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally. I would 
appreciate an indication of your subjective judgment as to how. many 
of the issues that arose from these ICIP efforts would not have other- 
wise come to our attention. 



Arts/ 




Inclosure 
Memo, 29 Nov 74, 
-■j c.-u *..,..Tr'tP, OneraHnna 



Herman R.^ Staudt 
Under Secretary of the Armj?^ 
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I 1 PROVIDE ASSIstANCe AS REQUIRED 



THIS MUST REMAIN TOP DOCUMENT 



DOSSIER NO. 2FOii9' 4fe 



Vol 3 of 7 Vols 



As of 1^ 35 
(Date) 



all matenal included 



in this file conforms with DA policies currently 



in effect. 




8 Sep 85 
^Date Signed) 



gnatureT 



Dp 1 mar Smi rh 

(Printed Name J 



GS5 
(Srade) 



Crttajta UP AR 381-10 
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THIS MUST REMAIN TOP DOCUMENT 



lA (HQ) Form 221A 
(1 Sep 78) 



Replaces MlIA Fm 315, 1 Jun 75, which may be 
used until supplies are exhausted. 
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20 Jan 76 


1 




25 Fob 76 
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ICIP Qaarterly Report 


1 Apr 76 


D 


ICIP Cta«ry If fort - Teralnat»d 


U Kay 76 


1 


KIP Canter lidto - tParminatad 


U May 76 


? 


ICIP Unnamed OPIJUR USAXBtR to HQOSASJl for Beview 


12 May 76 


A 
U 


TCTP CftralAsa Tok«n to HGDSiSA for C<Mmnt- 
Donearrenoe 


12 May 76 


H 


ICIP Careless Token (USjUtEni} Ibrmlnatad 


27 May 76 


I 


ICIP (tuma»Bd OPLAH) (USAMTOR) Approved 


27 May 76 


i 


BJIP'S Canine Plato (U), Census Tine (O), and Oentavo 
Kid (11) - tsTttlnated 


8 Jiane 76 


% 


ICIP - QuarterljlKJ^ Report 


2 June 76 


L 


ICIP - USA3STA Ltr (MIIA-SO-SA) 


25 June 76 
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ICIP - Careless Token (U) various items 
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JOINT MESSAGEr M 



FACE 

O1OFO3' 



BOOK 



ACT 



INFO 



RE 



LMF 



CLASS 



cccc 



SECURITY CtASSincATtOfJ— ^^^1^ 



CIC ! FOB MESSAGE CENTER 'COV IMUNI C ATICNS CE.NTEB ON LV 

DATE - TIME 1 MONTH I \R 



MESSAGE HAHOUna IKSTRU^TIONS | \ 1 y 



SSO ACSI DA WASH DC 
m SSO HEIDELBERG GEBMANY 
INFO: SSO INTEL AGENCY FT MEADE MD 

- ' ' ^ T OPIC 

DCSI, DSAREUR FOR COL lADEROSA, CH CI DIV; USAIKTA FOR UC GRIMES, 
CDR SO DEI 

FROH COL UEISSy CHIEF HOMXNI DIV 

SUBJECT: INTERNAL COUNTERINTELLIGENCE PROGRAM (ICIP) (U) 

A. HBG 1691 TOPIC 021525Z Apr 76. 

B. HBG 0072 TOPIC 061755 Jan 76. 

C. AEAGB-CI (SO) OPLAN 1-75, 5 May 75, with 5th Ind, ACSI, DA, 



XXXXXXXXXXX 
IXXXXXXXXXXX 
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XXXXXXXXXXX 
XXXXXXXXXXX 
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XXXXXXXXXXX 
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XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 
XXXXXXXXXXX 

_ XXXXXXXXXXX 

tt^ The inmact of Executive Order 11905 on Counter IntelligeTic^^^^^^^^^^^^ 
^ 'XXXXXXXXXXX 

XXXXXXXXXXX 



25 Feb 76 (ICIP CARELESS TOKEN (U)). 

no 



operations and the Army General Counsel's interpretation of the SO' 
by memorandua dated 5 Har 76, has temporarily delayed implementa- 
tion of DA policy on the Internal Counterintelligence Program 
(ICIP). The OACSl and USAINTA staffs are currently preparing 
reconmendations for the ACSI to consider whether any or all of the 
various ICIP projects should be continued. 



XXXXXXXXXXX 
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DRAFTER TYPED NAMED, JUIX. OmCE SYMOOU AMD FHONC 

K.V. Haendle, LTC(P), DAMI-DOH/56159 



Ttna NAME. TtTu. omce symbol and phone 
J. U HEISS III, COL, GS/DAMI-DOH/560^ 
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DD, 



JUL M 



I / ^ RCfLACES DO FORM IJ% I NOV U AND DD FORM 171-1. 1 NOV 63. WHICH ARE OBSOLETE. 



02 of 03 

Of the operations cited in Ref B above, only CARELESS 
TOKEN (U) appears to meet the concept of the ICIP as a security 
service in support of an installation's (or command's) security 
program. Ref C forwarded the ACSI' s approval for this ICIP. We 
concur with the views expressed in Ref B that CARDINAL FLIGHT (U) 
and CAREFREE TALENT (U) are defensive CE operations which are not 
within the scope of the ICIP. 

Request you provide a susinary of the ICIP CARELESS TOKEN 
(0) for the next ICIP quarterly report by 20 Apr 76 in the follow- 



ing format: 

CARELESS TOKEN (ACSI Revalidation 25 Feb 76) 

A. LOCATION: 

B. CONFIDENTIAL SOURCE UTILIZATION: (NUMBER OF 
SOURCES USED) 

C. INFORMATION OBTAINED OR REPORTED ON NON-AFFILIATED 
CIVILIANS: (NORMALLY "NONE") 

D. - USEFUL INFORMATION OBTAINED: 
(1) 

(2) ETC ' 



^GRADED UNCLASSIFIED 

ON SEP -5 \ 

BY CDR USAINSCol FOI/PO 
AUTH PARA 1-603 DoDS200.1-n 

S37 



03 of 03 

(Contains a suniiiary of infonnation obtained in the opera- 
tion which should not exceed two pages. Content varies by prpject, 
but numbers and types of incidents /occurrences reported by Bources 
such as poor security practices, suitability of personnel, 8»spl- 
cious activities and other CI indications are nor«lly includeA, 
Names of individuals are not included unless particuUrly Signifi- 
cant.) 

E. Operational Status: (Source lead developnent, results 
of briefings to supported conananders, anticipated or past changes 
in the operation, etc). 

4. (U) A copy of the summary as rewritten by this office and 
approved by the ACSI will be returned to you for future guidance. 
XGDS-2 31 Dec 2006, AR 381-47, 




01 02 U U 

m 

9m Acsi at s4fli »c 



I lIMIi WKm TOPIC 



COL mis, CUV HMur bit 
nuicT: nmcnm. cowmiiiTH i tctitf fbocum (icit) (o) 

A. D6 U91 nPlC 021f>2S£ Ayr 76. 

B6 007? lOPlC 06X755 J«& 76. 
C. AUCS^CI (SO) OfLMi l-7:>. ^ tUtf 75, vich :>cti lad, ACSl, DA, 
25 feb 76 (ICIF CASKU5S TQflEK <U)). 

Tbc iapact of Ix«ctttiv* Order 11903 on Contsrlotalllgancc 
Op*r«tlen« Bttd the Anqr CaMxal CounMl** lntcrpr«ft«tlon of tb« tO 
by MMorAttdufi d«t*d Iter 76, has temporarily dmlMjmd tmpleaeata- 
ttoD of policy K tb* lBC«rcaI CoMtvt«rlnt«lIls«Be* Frogras 
(ICZP). TW OACSX aB4 SSAIMTA •e«ffi ax* eiimtttly pra^rin^ 
m nwitatl»na t»r Ua AOtl 0» comUmr nfMmx any mr all of the 
Wlew ICD p«»J«cU ahoaU h« 



REGRADED UN(5LASSIFIED 

ON SEP -5 jQQ. 
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2^!^ Of th« •rcricioM elt«i U &«f » aWva. mly CAEKUSS 
tons (i) If urn t* «Mfc titt «0DMrt •< tte KB »» • Mcwrity 
mnif IB Mffort •€ lB«t«lUtl«i*» III m 'O ••e«rity 
Mr « fM«w4^ Cte ACSX'» amww^l M tki* Kir- 

Mi C*nrUI tUfV (i) «*f CI friU— < «ldch «r» not 

Ktitt aes^ tha ICZF. 
ftaqMMt you prorii* a mmA7 of tb* ICIP CAXCLESS TOKKK 
d) f»t cte oat ICIP ^»»rt«rly raport by 2C Apr 7L in the follov- 
iBC fMra»t: 

CAEELKS TOKEN (ACSI Reralldatlor. 25 F«b 76) 
A. UKATia;: 

». OOKTIDEKTIAi SOORCE UTILIiAnOi;: (WWBEF- OF 
SOfJkCES VSBD) 

C. IKFOBMATIOB OBTAIWKD OS RZPOKTtD (»« fOti-AfTILUTEP 
CmUAKS; (XMBIALLT "SOME") 

D. DSBTUL XWDBHATIOB OStAIMSD: 

(I) 
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(CMit«lM « ■WITT Of lafMwfttlCb *btAlB*d In Um «p«ta- 
Clan «bK)l •hMld BBC ■Ml tmH em OtntMt wrlM by prvj^et. 

tat MitiiTf «M tff ■ fff i MclA— f/ wi tmt m r t frf < ky •mxvu 



fMM »f lattTlAMiti aac «b1ms pcrtlnUrlj vli^lf £• 

t. Or«r*tlni*l ttatmi <t«irc« U»i dcvcLopMnt, rMults 
•f lirlafltt^ •» Mipportad eammaS&n, aBticlpatad or ft dtwosx 
la tte ofcratiaci, ate). 

4. (V) A of tlM fmrnaxj «• zvwrlteon by this effle* Mid 
Apprevad by cbo ACSI will b« taturwd to you tox futsr* gald«fic*. 
IBDS-2 31 Doc 2006, AB S^I-^A?. 
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D'HI-DOH (10 Jw 75) 

SQKJECT: XntcniBl CouAt«riiitclllg«ne« Progr-m (ICIP) <tJ) 

1. D\ Offlca 9f Ch« fcCofS for I«t«lllt«BC«, VMbtagton, DC 20310 

TO: CtwiamUr, 05 'ray Inropa mnd Swratb ^rflgp, 'TIM: DCS for Incclllgence, 
tpo itev York 0»403 

lA Tbe Op«ratioiui PIcb for ICIP C^BUSS TOSUT (0) in tvpport of 

tmtnbmmt V, US ^rwy Sscurity *c*A^yi Station, *»t*^urii, FBC It 

2. (U) ladlcatAd In •arllar comfpondanet, a Mataorandus to tha 
1hid«r Sacratary of tha "my la prap«t«d ^uxrtarly Vy cha Offica of tbe 
^aslatirnt Chtaf of Staff for lotelllgcnca, Staff vbich tnc'Ltidaa a 
kri«f auaoAry of m»ch oegoiog ICIP. Flald Input ia v% uaatad by the 
IStb of tha nonth folloviag. tha ood of tb* ^u*rtar, ' copy of tha 
prevlooa ^^unrtarly raport la attached ^a •& addati ancloaurc to thia 
cor rtapondsnca . 
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iSUSPEUSi 



Internal Counterintelligence Proeram (ICIV) (V^ 



12 JmIy i976 



To obtain^A^SI^ approval for termination of three and retention of on e ICIF. 



1. (U) Backaround ; 



— Para 3, DAMI-DOB Itr, 8 June 76 (TAB and USAINTA reply, MlIA-SO-SA Itr, 
25 Jun 76 {TAB C>^ 

2. 



Discussion; 



902d MI Group reviewed ICIP, GOKDOIA STAR and requested termination 
effective 30 June 76. 



Confidential sources used in GONDOIA STAR terminated. 

o (U) Supported commanders, Edgewood Arsenal/Aberdeen Proving, briefed and 
concurred in termination. Commanders will be supported by 902d MI Group under DSCGP. 



Cdr, 525th MI Group revieved CANVAS TAX (Sierra Army Depot), LENS HOLDER 
(White Satids Missile Range), and LENTILE MONKEY (Defense Language Institute) to 
determine possible termination and/or replacement with a program similar to DSCC?. 



Cdr, 525th recommends termination CANVAS TAX and LEHS HOLDER effective 
on 31 Aug 76. A DSCCP will be established for Sierra Army Depot and White Sands 
Missile Range by them. 



Present techniques used by LENTIL MONKEY best suited to provide required 
support to Defense Language Institute. LENTIL MONKEY continues to be productive. 

LENTIL MONKEY revalidated effective 1 July 76. 

3, (U) Recommendation ; That Itr fTAB A) t o USAINTA be approved and signed, 

(Continue on plalfi bon<5) 
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ACH FORM 28, 13S«p71 



M9IIAOCO 

WHCfi ui>*nAiio pmoM cukMirao 
Documrrr 



mJSCri XDt«m«l CottDtcrlntcIliBence Frogran (XCIF) CO) 



Cooeuodcr 

Qt kxmj latclllgence Agency 

«m: laiA-to 

fbrt Mea^e. MD 20755 



1. BeferenceB; 

a. Letter, MIIA-SO-SA, OSAHJTA, dated 25 June 1576, subject aa abov . 

b. Letter, DAMl-DOH, datec? n June Vilb^ subject as abov;-. 

2. Your recomrarndatlo! ; rr 'crfncr a, paragraph , to temilracr IClP , GOl^'DOLA 
StAR (U>, effective 30 June 1976, is approved. 

3. Your recoraKitr.datio; , roffrcrcf a, paragrapl- 6, to terminate ICIP, CAIs^AS 
TAX (U) ani LENS HOLDER (U) ffffectlvc 31 Au^at 1576, la approved. 

^. ICIP, LEl^'TIL MOliTEY (U) is revalidattct tffectlvr- 1 July 1*^76. 




ON 

BY do 



Aw I lOH 




ET 



DAMI-DOH 



IMTI 

2 June 1976 



Tn ohr^^Tn formpi ACST ai^proval for termination of three ICIP opera ti Dns_. _ . 




Background: 

Contained in USAINTA' s 3d Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations; CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (H) at 
Harry Diamond Laboratories. 

" USAINTA recommendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive CI program. 



2. 



Discussion; 



— After a thorough review of the ICIP report on these operations, it is deter- 
mined that they can be terminated with no adverse affect on the installations served. 

Increased overt liaison with additional security support will be provided the 
installationsby the 90.2d MI Group. 902d MI Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) ( TAB C) 
outlines overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CEKIAVO KID (U) are 
attached at .TAB 

— With the termination of these ICIP's, there remain/ four active CONUS ICIP 
operations. ' 

— Ltr to USAINTA atJt4B_A_* furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 

(Centim* en plBla taon4. 
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3. TO a,,^.^: «Bt Itrl^ ->e approved the AC.SI and signed 
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8 JU'ii 'i37S 

DAHI-DOO 

SUBJECTt Xnceraal ConttteritttsUiSAnee Froftraa (ZCIP) (U) 



US Amy lotelllstnc* hgniKj 

ATTKi MIIA-SO 

Fort KBA<ie» tUtyUnd 20755 



1. (0) E«fer«ice, 3d Quarter, FY 1976» ICIP Operations Report, 
iraerftin you r«cOBMiwUd teTolaatlOQ of three ICIP operaclon*. -* 

2. ICIP opsratloae, CANtKS PUTB (U), CENSUS TIKE (U), Atut 
CElflAVO KID {U} ftre formally tcrcinated «• recORneoded. 

I 

f 

3. (U) Request that a full review of the renalnlns four a&tiive CONUS 
ICI? operations b« conducted to decerclne the need for their cODtlQu&ric^ 
or discoctinuance, and the results, with your recomendatloos, be forwarded 
to thla office KUr 2gJuc8 76. 



' ' •. -O 



ACSI,.D«L 

_- . - . . 



ICIP Kl'PORT 




1 April 1975 to 31 >tarch 1976 
CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 



a. Location: Seneca Army Depot (SAD), Romulus, ""NY-- 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Infonnation Obtained During Period 1 Apr 75 to 31 

Mar 76: There va.s no significant infonnation obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CA^'I^'£ VIATE was firsc approved by OACSI, 
DA, for i-plenentation on 18 Sep 73. During the reporting period 400 
canhours v:ere expended In the ICIP. Howevar, there were no reports 
sub^zitced, no funds expended, neither TDY nor ICF. There were no confi- 
dential sources utilized, only conventional sources. ' 

e. Cosiuents: The installatioa 's mission r^r.ains ::he sa:ne, a supply 
depot for nissile and artillery -..-aapons sysce-s vith a nuclear capability. 
The Depot is considered a critical ar.d sensitive inst = liatior.; therefore, 
re~airis as a potential targat for HOIS. Ho'.vever , thsre ':as no infornation 
reported to indicate the presence of any ovi^rt threat to "he installation. 
The MI Group has been conducting a thorough review of trie ICIP to detenalne 
the advisability of tennlnatins the operation. 

f. Recorjnendaticn: That the ICIP CA::IN'£ PLATE be ter»iinated but that 
increased ov-^rt liaison v7ith additional security support be provided the 
installation connnander. 
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ICIP REPORT 




1 April 1975 to 31 Ilarch 1976 
CEKSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecomnunications Center (PTC), US Array 
Coamunications Command (USACC) , Ihe Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians; None 

c. Significant Infontiatioti Obtained During the Period 1 April 1975 
to 31 >larch 1976: 

(1) An ICIP source reported that a PTC civilian enployce was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola- 
tions involving the employee. Because of the exployee's questionable 
suitability characteristics and conduct he v.'as assigned to a job in VT(f 
requiring miniiriu::; contact with classified infor-Lation. Supervisors will 
continue to nonitor his conduct and activities. 

(2) An Army %'CO assigned to PTC attempted to comnit suicide by 
slashing his v.-rists. As a result of the inf or.-aticn gained concerning 
the suicide atteinpt a Liniited Investigation vas initiated. The NCO v:as 
assigned to the Logistics Branch. PTC, pep.ding results of the inves-iga- 
tion. The investigation revealed that the KCO has a large nu^iber of 
oui;standing debts, has lied on loan applications, and had ordered a 
1976 autonobile v?hich cost in excess of five thousand dollars. Incer- 
vievrs concerning the NCO revealed alleged drug usage and h:)r.o sexuality. 
The Limited Investigation was conpleted and referred to PTC for adjudica- 
tion. The decision was made not to revoke the ^iCO's security clearance 
since he left the service on 9 April 1976 and vrili nor be allowed to 
re-enlist. 

(3) Adverse suitability infomation was reported on two additional 
KCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one ^>C0 vas released froni the Army by board action. The s.^cond .NCO 
after a night of heavy drinking began hitting his v.'ife when she tried 

to arouse him after he had "passed out." The V7ife filed assault charges 
with the Military Police but vithdrev then later. The PTC coirjnander 
counselled the NCO on his drinV.ing. and marital problems nnJ assigned 
hirii duties whore he has no access to classified information. 



ELCiJ:..^;. ; c:; J?/:CCik 



(i) Durinp the course of an invescigaclon of an enlisted WAC 
member of PTC who wcis away-v.-ichout-leave (K^V.-.'OL Investigation), it was 
discovered that the CTD was also investigating her for theft and 
trafficking in drups. 'Hie MI representative and CID agents coordinated 
their mutual investigations- PTC has suspended the VAC's access to 
classified material pending completion of the invest"±gation. 

d. Operational Status: 

(1) CENSUS TIME was first approved fay OACSI, DA» for itnpleuientation 
on 5 Feb 74. 

(2) During the period of 1 April 1975 to 31 :-Iarch 1976, 726 

manhours were expended, no TDY nor ICF funds were used. The operation 
produced seven information reports. One confidential source was used 
during the period but was terminated during the latter part of the period. 

e. CoT?jnents: The PTC operations include an eiitremely high volume 
of multimedia ultra sensitive conip2rtr.ented classified traffic processed' 
at the highest level of the rr.ilitary es:.-biishr£p.?: cor-?and group being 
served, and includes the cryptographic operation, maintenance and logis- 
tical mission and support rendered to the JCS, the :C!CC, departnents and 
executive agenciiis of thtj gcvernrient allied er.bassies, and the United 
Nations Building in i;ev York. The installation rei:r.ains as a potential 
target for HOIS ; ■ hovrever, there was no inforr.aticn reported to indicate 
the presence of any overt threat to tb.e installation. The MI Group has 
been conducting a thorough review or the ICIP to deternine the advisability 
of terminating the operation and ir.pl.enenting an overt direct support 
comprehensive counterintelligence prograni. In view of the above the 
continuation of an ICIP is not v.'arranted at this time. 

f. Rscon-.r^endation; That the TCI? CENSUS TIMZ be terminated and an 
increased overt liaison v;ich additional direct security support be pro- 
vided the installation cosrjander . 



REGRADED^CUSSIFiEO 

BYCDRUSAINSCOMFOVPO 



ICIP REPORT 



1 April 1975 to 31 March 1976 
CEOTAVO KID: (OACSI Revalidation - 4 Feb 75) 
a. Location: Harry Diamond Laboratories, OiDL)V-Adelphia, MD 



b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 7&: 

(1) Information vas received that a First Secretary at the- USSR 
Embassy, Washington, DC liad visited HDL on tv:o occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society for engineers vhich 
was held in the auditoriuin of HDL. The subject r.atter present-ad during 
the meeting was unclassified. At a second meeting o£ the society the .« - 
Soviet Embassy official was denied entry. A rcpcrt of the incidents 
were provided to the FBI and the Conjnander, KDL, tr.ade a deterr.ination 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (V.'RF) , HDL, where a series of 
tests on foreign equipment under the Range Er.ory prograrr. vas in progress. 
In both instances the aircraft circled over the I\ange Emory test cite 
for about 3-7 minutes. The overflights are being investigated in coordi- 
nation with the FBI. 

(3) An enployee, HDL, made allegations of i.-^oral activities by 
r.er.-.bcrs of the HDL Security Office and a group at the Van Kcss Avenue 
Facility, HDL. The employee claimed that she vras being fcllowad by 
ncTTibers of the HDL Security Office. After invescicj.ting the erployee's 
story, the Coraander, HDL, believed that she vas suffering fron psychiatric 
problems and would have her visit a psychiatrist for a conplete evaluation. 

Suitability information concerning an employee o!:' the '.''oodbridge 
Research Facility (WRF) a branch of HDL located in V.oodbridge , VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 
in a rehabilitation program. 



. //^/.\' i- ..n/i.//l 
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(3) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknessiiS v.iiich vcre corrected 
by the stjpportGd command. As a result of the test a nur.ber of security 
t;u.-irds u-ere transferred ^nd guard procedures were changed. In addition 
a n.iv.- nazaetic coded badge was approved for purchase in FY 77. As- a 
foliov.'-up implemencation of "Lessons Learned" in the peneuraCion test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept. US Army .Intelligence Corps School, Fort Huachuca, AZ. 

d. Operational Status 

(1) During the reporting period 8S0 manhours were expended, IS in- 
forniation reports were submitted and 41 memorandums were prepared and 
provided to the supported conraander. 

(2) "o TDY or ICF funds v:ere expended. " , - 
a. Comments 

(1) ICIP CF.NTAVO KID vas approved by OACSI, DA, 18 Oct 73 and the 
si:p-,:ortoc; cori:nancer was briefed on the inplecientation of the operation 
cn 12 licvenber 1973. 

(2) Tne nission of the HDL includes critical sensitive research and 
i<i'/::lop.T.dr.t activities in support of tiie L'S A.rTr>y. Sci::ie of the T.crc sensi- 
tive a-tivities include research into the hardening of cot:n;unications 
£cuip*:en" against nuclear '.reapons radiation; tests of nuclear v.'arhead 

ir.c .v.is'^iiii systeT.s to decerr:ine their ability to t/ithstand nuclear 

v.-eaponsi radiation; develop fuses for use with nuclear warheads and 

cor.ciu-ts csvolopne.-it and testing of radiation hardened systems for 
Mir.j:cr.cn ar.c Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
dcvc-iop~ent activities of the type conducted at HDL, However, the amount 
of significant infornsation surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI firoup is reviewing the ICIP with a view of terninating 
tiie prosram and instead inplementing an overt direct support counter- 
ir.tali igcnce program. 

f. RecoTJT.endation: That the ICIP CEN'TAVO KID be terninatod and 
an oviirt direct support counterintelligence program be implemented. 
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Headqoarters. -9QM;.?ga|j^^rgy :^^liigeiace Group - i 



.^Fort -George G- 




^< i^'^M^^^44^-i^^^^ ,902d MI Group, has .the reGponsibility to notify 

■ r^si^^S^i fc:'yjs^s;«i^aSs^^*y^ and units in the group's area of operation 




— . . - 

;^^^{^C- (1) Any situation or condition exists that poses a threat to the 
^^^ J^jLi^ternflil,,seciu:ity of that Army element. 

-p) '^Any situation exists that might adversely affect^^^e^^^pcuiaiander's 
Tcapabilxty to perform his mission. ■ .yj^-'^^'^'-.h.^ 

(3) Information indicates a probable employsnent of roilitar3r resources 
to counter a threat to the installation. .i'^^" ' 

In order to acquire information of situations or conditions that loay pose a 
threat to the supported comoander, field elements must aggressively seek it -: 

„„and..not .wait .for it .to be reported through normal sequence of events. This 

is particularly esseintieLL for those units/installations declared jto be crit- 
ical sensitive. >^ . " ■ ' . 

- b. The riSCCP is "one of a 'ser^ies.5)f , graduated rint^sity. covmteiinte^^ 
"Z, " gence -programs designed to pr^ovide' t&Vproper cd^^rage bas^ 

> -vulnerability iof a -jpiarticaiar- iiifetailia^^ .In .relationship .t6'Othe:i^graan- 




*7fM*ffor prpgraM^pf Mjrei^ar inteifiitty isuc^;,as;^SVasjj^ or,,.in-.,other 4h-<. 




e aEproachiwith":^arovislohs^that the riMO'ft^ 
ea expeaxtxously to the responsible -cooimander . The program systematically 
focuses on providing threat information on the. most critical area within 
the target ijistal'latipn 'in^ the^x.&ivS^'^^iaioxa^ .the. 

sv^jported commander. " -- .-^ ■- ^.-^r* ■ •.<- ftL^»-r«'?-?f«* 

ED UNCLASSIFIED . -V^W^^ 555 m^.'?? :rdo.M general declassificIIj^ 
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c. Thin r.roo.L'iim is nut synarnj.Tnoni; vitli, Jior is it -i.i::-. rit i i. : m Jj.c 

with, the Interr.Hl CouJitcriauc-lliyet-'Co Progr.u>-^, Sp;:cial On.?va'^-iu::s us 

cielined in 30-17A, or the Sp-clci Covert Or-v^.tjyj:^! J-oc^oi-r-^l i:-.:.ur! ic- 
(scon) as c]c?i:.in--^J in US.MKTA Recjulatlc;: 3ol-.inO. 

4. (U) CONCEPT: 

a. Ths Direct Suppocl: Co.iv.rc-ihensive Count--:r>.J:^t'lli9''''''- i"i''-h-'f-! 
(D3CCP) is an overt, dc^cLcatod couatcrin'jolldqi'inc-^ S'- cvrity st; ;, o.: t. 
I-roqram with the- o::>1ec;tivt; of dytectiny cr anticijj:i'.-i:ig :.;itu^itiG:iv. i-.-id 
fD'Jtcrs fro". ar.y source (Kl!:-)INT/S.iGir.T/FnCTlKT) which ar^.- cr r.L:y bc-jc-rto 
d'-vtriin^rjital to the security posture of tht^- nu:.portca in'^t.-J-l.:; -'i . 7t 
cr.;:,.'loyr: a Dir^^ct Support f^pecial Ay--r!i: (DSSA) in ais ovsrt con'.-;: uv.-.u.-- 
rcle of acquiring inf ormatioii ind pro---': din:; it to tho cc'^iin^rid-?-.- 
tiiiOly nanner, while cc;ic:>>rre:-it:ly >^iOviaing ^^ovnd i vi:::':-::C'n : i^i:-;- p f -: 
th'.; rouucticn and/or cJ.iininntif-.n of r.'_'.--urily )i.ii:f,rdL;, vu1j:C iV.LJ .l. •..;>.•.•. • ori 
tl-ircats posed by ho£-.tj,ie factors. 

b. 1'hc DSSA obta3 2>s the rc-qirired inrO'T-at.' ct-. f.yx:-i ov.;.i-c i:iVftv:J- 
ya;-ive c..;tivit.:ic;o and fro:- a nun'V.'-r ir.-.P. Voricty of ■ •■;..> :r v.\ und cc::V..::ts 
within £;rid in the vicinity oJ .u j•i'^tall..•.l-ior)- ronli 
sourc;/i; arc nov uVilizi'd. K^- ii. fully r.upi ii; 11..:^ t.;-;K i.-y th:: 
iril-. rvcni ;; j cc?:-tlons .nt Field O' ri..::-."-- , t'':ov.p, iliid . 

c. The D.SCCt' is a coi-r.'io.w.Uitr.cy Z'l-.vv^ c--^ vi/ovid^.d to th-j 
c'''..:..'nd&r to eir^i^ist hin in iTci-ro^iLj thf; sc;cnvity ]j.>rituri^ ol hiv 1 - 
].c;'.-^"o-i. It is JKJt intcnci-d to d:- >Ti -..ti; :iOr Lc^ osuvp th-.': fanctio::? 
rt:,:p;j:iyibilii.j^--o of ths G-2 or oy. tjv:> .^c;.-:urity ;:?.:uKji-r . 

5. (U) REK5'0.;f;:!lUI-:n'IEi: 

a. The Cu;:.T.ar.dir , 9>">2d Groiri, iic t.he cij-iyro-.-irig .-^uthoriiy for a.l 1 
D;;cC?' op^^ratioiiii co'iduijtod within thv yrovp':; aro^ of op^r-ilJo-;. 

b. The S3, £f02d HI GrouiJ is rr^spon-jiblc for th-.T f olio-.vi).;J : 

(1) Coordinating the se.ltction of units/installations p.:-: canaL- 
drttcs for DSCC? with tha iippropriate US.AIWTA staff olci-isnts. 

(2) Monitoring DPCCP oparations on a co!'t.inain:j bsr-is r.-vd ;;r ioJic- 
<illy informing apriropriatc VSk'.C','X','s staff cl^:r:-.i-E;nr.K of their projrovo. 

(3) Conducting an anm5.-;l x-ovLev.' of each DiCCP ouoratioi; to dc-Vcr- 
rcinc if it is still necc-ssary and if so, to asure that it ro~.ii:5;^ viable-. 

c. Field Office Cominanders arf. roJi-'OMLiiblo for tlic fo] jov.-i? 

(1) Initintiny proposed D^-JCCi' operations for itiK'j.n 11a Lien;; .hr-ia'cd 
v.'i^.liin their artas of opsr.ntion. 
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- -7 vzi ~'i2),^Ccmdn approval by 

operation, providing follow- 



m 




Brief iJMWf'^^-^jqilw^tedsrC^ .DBOCP 

**pera'ti£>nxat regularrijat^^ ^ i — ^ 

<Si !^Bs€&Bl3Lsh-i»roe^ of the program 

v~ — .DBSA will be 



a*' "(I?!) -The designationof' installations or Army elements as can- 
f^^^^r^^ctidates ^io'r^tiie fDSCCP. will be a coordinated action between the Field 

In some caseB, the action 



'^V'i'Office Conwander and the sv^ported c omnan der. 

. . r.- '.r- '•-ricrrj'-'.- - ^'^ Sj^- 



i44£|-';^^may^^>i»' dix^61^^^y the.^S^lpup. CoiDmuider or DSAimA following a request for 
Bpiecial «>tinterinteiiigence support from a major comnander. Regardless 
".^.v./." of the origin of the request, OSQCP operations will always be_,eonducted_^ jti. 
- •^■•'•*wath full consent «ina. knowledge of the supported oome^udAj:.. 




^h'-f... 



b. The selection of installations to be considered^iior the 

DSCX^P muse be diEcriminatory and based on a genuine nejS3l.£3X'^;t):4$ man- 
power intensive service in order to avoid over-conmd-tment 
aie' target installation must be one' that is on the ACSI fiehsit3,ve 
Installation and Unit Lisfi (5IDL) . and one. that is a potenti.i^:.cir actual 
target of hostile .intelligence' services. It is recognized that: some 
field offices and resid^t offices have numerous sensitive inst-alla- 
tions in their area, .iftajiy.^_which_inay,be-.categorixed- as critical. — ■ • 
tTherefore, it is essent'i'iCL that eacfilFO/RO maintain a listing of these 
installations in orfler o'f -priori ty^.,^ . In deib^^ order -of .priori ' 

ity, "factors" such "asjraissibn sehsit^ ijopact -of cut nug uiiiiseaon >?g- 

the security of the uhited'StatesV^.ete., ^will alJl-jhave' to .be'aiialyzed •■ 
'.and_ a-v^ue jiidgetoent 'imistfbe'n^d^/^iiased ttpoS- ^c'tual knbwledg'e of 
lpc.«4. condition ;Va^ to jW^ch ""instn l^atlon -l»s:-ar:gr€satBr 'need 
support'/ %he'ins^ailat3£^ 




the 

speoxal 



"TV-* ■ 



^j^Prowsed^'^concept^id.'ll^^^ .the. Groim ftiksnmamderi;^^ 



may pose. a^^lSreat to^'tlie^jl^si^iiatio^ humiin sources. 
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coir.niunications intorc&pt, ovc-rh'sad c.nd cj.tou..;; 2.-:c tojr.:: h/ , a.-;:; 
priate technical/scitntif ic factcrn v;i31 h-: i i:c:lU'5rc': if '::io--n, Thi;; uif'^.- 
mation will be extracted fro;?, t'::^ target ar;uly;:is (P>=;i'-; "/.n) or frr-- liio 
SVA if one Jias been completed. concejit r=u;-.t r.dcrr--f: -iCt.io.;-^ Vo be 

taken to detect and coun-fcr thes^-: threats. 

d. (U) Occasional expeiidituri;?- ol ICF in fupp'-'- 1 t-f lJ:ii: prcvr.r- i:-, 
BUt};oriz»id and v/ill bo procosser- in conipli ,;:.<;.:: v.-.ith yiovir-ionfj o^. AX 
35]— 141 and USAlNTi\ Reonlation 3S1-1. Rccir^'incj o-.tr.vr-.wit-ir^i vill he 

poi ..c-d by a forn>ttI recjussL for auiliority if .-..uci: c:;;-=-.-^;..Jitu-"CK arc- ftr.i.ic.i- 
patsd. 

e. (U) Ths conduct of iav'istiyati'-.i'ii; of ar.d .oii^c,'^; (. f >-:;:,u':i//n 
Cvi:iO-':rr:ir!g p'^rsons asid organi'-i'-lorii: r.ot af I'iZ i ■.■ti..': '..-it:! r;i^= D:,;-'.- -!.' int 
of ur-'fense arc: nro;iibited unley;; .-;i-i-;:_>riz'.-d unt-i-r tlvr r-.rii-.is.Lo.:'.- i./ 
jft0--l3. 



GUIDiJLlAiiS ; 



Vnt- Mictions lisLi-il b::lo-./ arc; con.-idjiT-d If b.- rdniirz-i-n c;.".:js: .ti.il To: : 
.i rr:'.7A::.!i?ntatic):! of this jiroqiffi^ arc not to be co?i?. uV^r .-.I „.M-ii!."or.i- 

p;;r: •i^ln-';; . They ^.hould bo inoui ii-?d £ir.i appri^iTiati' tu in--'?-t situ-:; L; c:;..-; fin'' 
r::o..;v. pccul j I'-r to thi- sup^j'jrtew isrstaliiition . Ct'::jT/j!;! sen.-a: l-ii.'; c:-:p.-; .i.cr.co 
v.'i.i 1 liksly dictate additional or suriplfci.-onl-vry r.u.'an« to bi- cwployc-d --r: 
orc'.;;-.- to succec;:;f ully attain tlia objective. 

a. (U) Conduct a tsr<i:>t. .Tii-;Iyi;is of th.L- u:ixt/''.f st'^l.ly. ^ to i;'-v!:- 
tiiy, in orccir of priority, t:ie rv.o;-- criticfil snd vel n-7:-,;b.lG ai ;-:*-. thc- 
i-iul ti-disciplinv.- threatr. to \?hiwh th-y cixi: e;-:jjO:;:-d. fiof <.rrc;i; ;-? '."Ill b^ 
i^n;!; th:^ follou-ino : UoMKTA Secii^rity ?up;:o;-V In:!!':-^ "':}:^^.\.; " K^^n- 
v.-iIl;, co:v:;:;letc'd SVA/SAVIl R-_'portij, CI Survey and Insp-:.-i.;tiun fi-fport.--, i;:/;;:- 
Criii.L- St<\tistii.;'j and incident Ktsjorts, and Car.-TsunitTi'-.ioi-" S>.!cv.[-i t-/ j-.-.-jJor l s , 
v-hc-n avaiJabl-3 and applicable. origii;al copy of i.he ;in::\ysAS 11 b-:.' 

ir.aiiitained at the FO/RO level. Appropriate data v.'ill hi c;;-: crc-.cted ;-.i;d 
i.'ioludci.l in thcj initial piiijrtorly Progress Report. The c'.r.;*.3yj:ii; i.:-u.i.:ld 
be revj.oiwed and updated periodically in substsquent Quarttrly rrogci^ss 
Reports. 

b- (U) Assign ^. mature, p?:pftrioiicGd Ml Sp-.^cial 7»cjfnt ::=; a n-. iL->.:t-. 
Support Special Agent (DS£A) to provide all-ijouucc! direct supp-irl tu t\\j 
£;iipportGd cormander or his dGsigj-.ated rop:-:c;sentativo . Th..- D".:irt i.ra-.t: b:- - 
ccrr.o intimately knowledgeable of thc; supported co n d ' ;j :i'i;.:si<.n , fi-.n:-- 
tiojis, security status ajid vuln-^rabilities. As the juogj-'o-n \.-.ill l^j 
ovisrt in nature, the DESA v;ill be l::;ov.-r! ns tiiO prin-ary l;:;.Mr;TA p.'-iiiL of 
contact to all v;ithin the supported units/instalJ.ci Lions • The DSS". ".:.! IJ 
rc-nuiro a TOP SECRJ-JT clearance aiid an SI/SAO si.iociLl accc:.-;s. 
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c. (lyugir The task of the DSSR is to develop a sufficient number 
of sources of information to provide the best possible coverage to' the 
_ unit/installation and personnel of the element to detect security vul- 
c- / r-. -nerabilities, and uiajte sound'recanmendations for their reduction Emd/or 
"-?r.\i.. " elimination- The 1>SSA should work closely with the seciurity iminager to 
Incoordinate appropriate natters and to avoid duplication of effort. How- 
^ ever, care^sJtouid be taken riot to di^plicate or usurp functions and .re- 
J^'%:sr7iT- rspons±l>ilitifiS rightfully assigned to the security managerT 

.- ' ... v'^^i"?^ -R-i^A-.; ^ - • 

.-i "{ij 5"^fiuman OTiifi^sVof Infon^ include Conventional Sources 

z^ '^^p;^^(li^i|en€al^^ as described in 

,,;^^^r^^^C}ia|pt^^67*H^ -<»nfiaential Human Sources will not be utilized. 

^4 -^I^^^pnsi^ the provisions of the Privacy -Act of - -^^'^ 

V vr^ 'P^^^^* requests J ■ The association between the DSSA and 

5^^-<:'^?'^^Corxvcmt^ or Ideusoif^'Cbntacts will not normally be classified- 4^ 

,?£. '-i :' -(2) "Maxlfflum use' will also be made of Documentetry and Technical/ 



Materiel Sources to incliider but not be limited to, SATRAN Messages, ■•^XS^. 
Department of the Army intelligence publications and/or bulletins; 
USAIMXA Security Support Bulletins and "THREAT" Manuals; SAVE/SVA re- 
ports; Military Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor- 
ies or weirnings concerning events or situations affecting the supported 
connnand. , ^ 



d. (Mtfi) A contact card file will be maintained at th«! supporting . '.r--^ 
office to identify conventional sources and liaison contacts. This file 

will be integrated into the existing contact card file already established -3?;=J 
for use in the routine ntission of the FO/RD. it must be readily available 
for DSSA personnel at all times. Individual cards will be annotated ''^M 
when the contact is in support of a specific DSCCP operation. lACs will 
be conducted on casual sources with the results reflected in the contact 
card file. _ 

e. (i^TO^ Consideration should be given to conducting a system- 
atic review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if \mresolved security matters exist. This issue »»ill 
be discussed with the supported comander if such a review is deemed 



necessary, the DSSA should reconnnend that the conanander undertake the ^j'ly 
action. -If^bft conunander requests that the review be -conducted by the ^^7^ 
DSSA, then the matter will be referred to 9zx}up headquarters where re- . 
solution; will be made in conjunction with the appropriate USAINTA staff 
elements. The DSSA may assist^the svflpported ccmmand in the review of 
^ssiers but may not take any investigative action to resolve issues. ' 
He wiXl advise the' 'supported command to submit requests to USAINTA when- 
ever investigative action is indicated. 
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Kdportiny of Irjfonr.ation: 



To the locai corman^er: Infornotion of couni_ovirit-:-.ll.i rjc-n- 
tinj the security posture of the unit/in-tallation v.i.l"! b'' 
rfp:>rted to tho supported coKvrriander or his dsoignatcd roprc-:T-:-n:..i\'^.iv; ivi 
c: tir.ely a:-c2 co.-nplete manner. The ijiforroation n-ay b'i rci^ort'.;d ci;:,-l.ly, 
by Ayent Report format, or by S-jj^enfiry of Information (SOI) fuirar, a-; 
apr^ropriate. v;hllc ir.ost items of inforir.ntion v;ill ba par^rjid on an 
oral, basis only, there may be certain inr>t^ncso vhcni the corrjji.'vr.uorr •.■.■il.L 
desire written repor.s from thi DSGA to be later nttach'^d ar. Ljci-.up 
information to his P.equest for Investicjation. In thoos i nstarsci;;, t.r-i 
containing the adverse allegation may ba passed v/hen the full co?!-..-.":!: of 
tlic sources of the information has been obttiined. Kowsvur , v.;.-?;. 
source of information desires confidentiality, to proti-ct the f^ou-';;o, 
th.e DSS7\ can then pass in the infcroation oiily on an oral bsjis or hy 
EOI format. Rerj-nrdl ess of tlie nnnr.er in v;hic;i '^he i nf -•>>—■-! " •o' \;2r; 
pf::ised to tho. siipportt-d coT^t^and, a report of the inf on.-.ation provide,-- t'- 
tho supported cor:c:^.a:id vill L?; su:;!i?.fjri2eJ in ths Qurirtt-rly rrotjr-:-:;.'* 



}<•; 



-t to this h-'jadauarters", with an indicalion 



tlie a^-tioris 



tlv;- support^id corrjnand (seci J'ara 7jj bolo*'.") 



(2) (U) Other: Informeitio;; of cour.tc-ririL'jilifjtn;;'; iritorc-oi ir> 
tlv' iiiLc;lli(j:;ncc: corjriuni ty or othc:r agencies v.ill hv. reported in a_ ''r- 
dr;ri';e with establir.hfJd prorrodures utili/.ing nor'Ti.-il reporting vehicle^ 
FU-h as oral rcporLs, AjcT.t Pe^^crL;. , Spot iv-jpor t;.; or £\x:v<r:.if.Liis:i of 
Information as a^jpropriate. Information tet'Ortrs v.'ill b& cla;.;jif I:-:: 
according \.o thf.ir content. Su~h reports v;ill indicate when ana to 

ti o infonr.ation v.-a^ passod ut'd vrhat action tht conrr-.aiid has ta?:cn ov 
plan;j to tahe. Subjwct bloci.s, special warning notices at-d t'riv.icy 
cavojti;, etc., will be thos-:.- utiliKL.-d in esi:abliGh',-d invc-stig-itivc- 
activity proctduros. (/d-i 361-20 and UGAIl-iTA P.og 3yi--lt)J) . 

(3) (U) Khon f ragiTientary infomation of counterinto] ligcjicc* in- 
terest is initially surfaced, the DS'bA will c;rtpr.-,pt to c",-: ermine -.."-.oty'.oi' 
or not the information is credible prior to reporting it to the auppovtod 
Consnander. Preliminary checks may be made only to the extent authorized 
in para 3-G, USAIliTA Keg 380-100. Should this prove to be insuf f icl-jrt 
to establish the credibility of the information, the DSSA v;ill tl-r.=n 
refer the natter to group headquarters for coordi.uation v:ith L"5.MK'rA. 
Credible information concerning a insmbir of th;; supper L:.'d co-.-r-.and siiould 
be used to support a formal Request for Investigation to USA.IKTA. 

(4) The supported coriT;;and?r or his designated representative- 
will be or^llly briefed on all iter.^.- of throat information coi,ceriii ng i.is 
corciar-d, or be provided written repiirts a*; appropriate. Exap-ple:-; of t'l ■ 
types of threat information incl<adi' satellite overflights, Scv.ic-t \->Z<.'" 
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coLiati-y coinKiercial overf lights, coi.raunicationr. interc-jT-.t capiibili ti-js/ 
v(ilnerabilities from nir, cjround or water, psrsoniisl s-rcuriLv vv.LiJfer- 
r,hilities and otiierE eis listed b^ilow. D2p-3:i:^ing upon flie sour:-.- r-f the; 
inforraation and its previoUii clistribution •.•.•ithin the int^ i.llicj^nci ecu- 
ir<u{uty, the inf onr.atiOii r.ay ba passed Jaterajly or to hiyhc-r cch.-xon.-. in 
accordance with established reportii-jg requircir'.iiiits. All inioir.u'cLori 
gle^ined fi'oir. the operation will ba briefly su-Tiinarizod .ii. tho Qaa r i"-.cr ! y 
Progress Report, 

g. (U) A list o£ EEI v;ijl be develo:?-:d by the in ovdr-r to 
focus specialized coverage on the specific rc-quireinejity of tht: 1';t=1 
situation and the supported coranander. I:y.?.rr=ples of i£:l ar~ attjcnsd i.t 
ApPKNDIX B. It should he noted tliat the ESI contain items of .;: jcif ic 
interest to the supported comrna-tder and other items that part.-.Li; to lead 

-r.tttcrial for use by tlie US Ariny intelligence co^-iunity. A cc-y.y c-f. tho 
developed EEI list wilJ be attached to th£ initial Qunrterl^ Progress 
Report, 

h. (U) A Quarterly Status Ueport in the format cciit^i i.ni;cl at. 
APPEHDIX C V/ill bs subrriitted to Group Headquarters no Liter tii-;: 10 
v.'orking day? followir-g each caleiu^ar fjii.'irtcir. Th3 fir-^t r<_-p-">r'; v.:il hi 
due after the completion of the first full q'j.srtcr of ope\^;tio:) a/Ler 
initiation,- The report should reflect tiie drrv-.i.lopn!:;; aijd pvc-jrcii j o.v 
the operation, probleiiis encountered, inforrrrition obtaivjid dui.'iu'; 
reporting period, future actions cojr-tcinplr. Led and leL'-ons .1 n''.-.": or 
reconmendations as appropriate. 

8. (u) Redacincj Vul nerabili i'.i'.^i^ ; Once a cicurity v;?aT-.iiess c. hujiaL-d 
has been identified, th's DSSA tbvn lirts Hie ref.ponsibility to ruaV.-j: <;our:d 
recoxTiiendatjons for corrt?ctivo ac; tions to be- taken by the suprortoc 
coiijiander to reduce or eliminate then. In iria]cing these reooii'jr.rJivJrtjtions , 
the DSSA must use good judgement based upon his background ajid c>:peri- 
ence, cost versc-s absolute security, hnowlndye of simiilar inst^.:::c<.'." , 
ccirjiion sense, and an intimate knowledys of those technical aiK:/-.'-' 
specialized security services and/or invest igations available i'.-- the 
supported coix-nander from oth-^r U3Ali:TA oler.-ents. Each correct:. pel ion 
Kust ba viable, made on its own nierit, bs practical and be v;iti;i:"i th:' 
capability of the i^ux^portud coirjiiu.^d. USAIIJTA Secxjrity ' Suppor;, Bulletins 
contain excellent cxatriples of "quick-fix" solutions. In tho^e r.;iu 
instances vjhen corrective actions cannot be accorr.plished due to cost 
restrictions or limited resources available to the cor?j,tan3, the co-van- 
der must be made aware of, and accept the possible security rif^k (s) 
involved. 




9. t<f) It is visualized that situations, incidents or conditions ~3y 
be uncovered which could have serious deleterious effect on the security 
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pv-f.ii-ui-e of ti:s j-r:£^-::;llation aiiJ could not: be- rv;:. :>lv;?(3 IhriMigh thc; t.- S.^- 
111:^1:0-3 of ti-ii !;i:cCv. In th'^-:.-.-. orh'jS-. V.ib iMitUn sliouja u 1 o\::av 

referred Gioup HcaJnuar L-r v::K!re it vill b:- {rrouy^-^ i;^..',!:?:;. ' r. 

or olhrr raore soivhi^tlcatcd methods. 

10. (U) The a}vljLc:al.io;i t.;- USCCP to a -upport&d i'iPtall::tio" i;; v: 

effort InJ v:ill probribly require tlu^ ^--vic^ri of tl:o hh^-' o-.. 
r!<:c-- tin^e b:i.-.i'^ v.i.th r.dditioT>nl ir.anLo.-:^ o^^ E;upr..:>rc f ui'ii.Lf^i:-<' by 

i:r^u:: Head^iuac tors. Consequently, FO Corr-^^na-cs ar.d KO ^ATC:^ -l.o.--^ 
rrL.::.:-ec^ with cau-ir..i in offering this s^rvicu to coinmanasrs to prw^^/n^ 
over- -xt-ndinc tn. j r resource:-.. lleverthelcs? , the UliSA spproich of thj 
DS':.:-P sound ir.-u coMld well be applied to ot!:--;:: iii;il-..llatio:j-i iu th- 
ar-^.=i of Oi.ernCio::s but to a Ku:;h losuvr dcqr::v thf^ii ii. V-'CC!'. Thir; 

shi>\:lJ be doud. a;^ a loutins n-ttor and f^-; ,:i^il cipi-m-V:! i.; vo-rLil •■•u. 
Thu-:, oni; MI S]j-c:ial A^oiit c-onld bocon- thu : ro ;y v^-cil iu^^mil;.- 
tio:-.s of lovvCir priovity. 



]1. (ii) Thi*; pti-v^;:l<^t provid,::; jir^lJcy ciu'2 yuijin:.:;;- f'l-.- :;i ::uoi;p 

p-^r^.'..:-!^! in tht: c;i^'i:ii;;:;t of ^^ll-c;^:>urc:'J , !-;a.\-disc;jp;.i - ; ../u:ilt^ • v 

J 'IcT-.;-:.- r;uprovt viVhJi! ths area of ro:v,on<;ibili ty of ti-.. -:'j2.l MI C:-<.-,.-. 

U-.-T::!'/, policy an.l yui::i:;n.:.:; . i:othi:.r: in thi.^ p;:i.\p::] sh.ai I:- "ou- 
Lo co-itrcvoiu or to bo :n roj-i'iict th u£; i".rri 

policy. :.i the cvtiit tiitl i.o^;.?Wc- coiii;l\c;:-; t ...y £:ri!-.-. the- 
:^-c-.\J :i-:on5 of ' cviii.:. L:!^ l--^ i^^^^y a::0/or iiKJiINT/: ;-:.licy apply. ;ii:y 

i.irtJiLni;;-;! to po£;3iblc; ccn^J.ict: of tb^ nv^'visions L'f Lhi.. 
'!L;'t w:iti, oiiKl uij policy vill arittrc-siio;! to thiy hafl<lq\jav!:;:r:., 
:;1IA-GP^-AC, fo?- furtiic:- ;:l;-fiin3 vith apprcpviatc l>S;a:.;A rl^:;' 
ol; ;.:.; ::t:i. CoT-itnt:: a::d rc-ccntinsr.lcj^ic-;.?: aro &!:Cvi;i:-;.:c;?c; cir^u shoL:l.-i Lk- 
iStil t ten o.i DA i.^rn ;^U23 (Kocc.::".ii:d^ ci Ch<ina-s to r ■•bl.i crl.i.or:-^ "<> t.}-:.r: 
)) :oc3 ■■.inrt'.'rE foi: (.:cn;sidoratioii d:v.-; st.-j Cf inc: . 
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1. Army K.icjulcjtions: 

a. hiK iy-7, Amy lJ!forr-:?.tiG- :ir:c. DalH Syfi-c-ins, DaVa vrot;- s:-^ 
Installation r-;=inagerr.^nt, Proce'dv.res, ajid Staiio-irt:^. 

b. A!< 150-13, the Arny I'hysical Seci'ciLy P'otir-.i;-.! 

c. AR 340-21, Office i-iariagfeinfent , Tiit: Arr:>y Privacy r.-orjrar . 

d. AH 3S0-5, Security, Uepartm^inL of ths An,.y S upj" Vrr r:; • t to i.O.'J 
5200. 1-R CDODISPrc) . 

e. (V^ AR 390-10, Dcpnrtnent of the Ar>..y Pc.}icy ;^>r bio-; ).-•■ o 
Hilitary iriformntion to Foreign Go\'ernmTrntf. (u) . 

f. Ak 3G0-13, S-.-'Curity, Ac-.iV-iyilion £:;d 5:o>Jc'.c- 'jf j r.f -;V > 
i:oi:cei:iinc; !von-Af f iliatc/c: POA.oon;i h-:"! Orya:":! i;^ Lio:-; . 

g. A!-'. 380-liSO, Acc'-ss to ari5 DisBei.. i p?-tio;: oC ."■-■.■it; -.1 c:l- .•: Dai . 

h. (S) A?v 351-3, Sic:nrtlj Intel.! ifiv^co (S-ICJivT) (:.:). 

i. /.K 3bl-ll, ;;.-ilitciry ^i:t£-llicjt-rit:t , Tj-iVi-p.t A;v.ily = is. 

j. A:-; 3S1-12, S»jLv'.-:":"£;io:i i:i-Ci Lsp.io;i-J^;=.- Iuroc;tv;n Ag.-iisist US 7'.; ir.y 
;'.:,cl D-L-lib:-i:<;:to Security Vlcilatioiis (Short Title: SAV;D.:0 - 

k. ^ Ai: 38 j -12-1, Proc-rrC-siricj of S7,:-;;A Ir!ciov":'.tJ; CO. 

1. (Of AK 3fil-]':, Coi.iitijrinlfliiyo'icc - Techni-T;: S-irv.-i n;^;::;^; 
■iintfarr.o>asuvoi; (U) . 

m. (of AK 3E51-15, j-.il-itary Intelligoace, Don-;.:tic Kxp] ci L-.tio.-i 
rograi:! (u) 



n. AR 331-20, Military Intelligsncc- , US Amy c:ov.::tC'ri5i':c;UiMeni; 
(Ci) Activities-.. 

o. AR 381-1-^1, I-:.-ilitary Intell incencrc , Provisi'^::: Jor AC':-.i-- 

istration, Supervii^ioii , Control and use of ] ntelliyonce TonvJ ;-].jc:n.y r 
(ICF) (C) 



AJ 



p- 



q- 



r . 



s. 



t. 




ItifoiTaation onCi Material. 

u. AR 604-10, Military p.-jrsonr.Dl Secu-ity Procjr.-iT*. 

2. DOD Publications: 

a. DOD 5200. 1-K, Infr>vfnation Security IVogra.^ P/.ij-:lal.io!:, . 

b. (SI) POU r.20D.ir (M-2) special Security N.-inual 

c. UO:j 5200. 2:VM, A5>? Security Hanu.*! 

d. DOL^ j;:20-22-M, iKdurstrial Sf-curity linnvLil for n^f r .v^li^i.j U'o=-if?ed 
IniTonriatio:! . 

e. DIAM ^0-3, Physic;ul ::urity Stim^-ra.: fcA S-nsitivc; Co -::-:r-:itori 
InforiratioJi Pac-ili tie;> . 

3. Fielti .'Januals: 

a. FM 19-30, Phyr-ical Sc-cuvity. 

b. F:: 30-17, Counter Intel li j'ince Operoticr/.;. 
ACSI, DA Publications. 

a. OACSI Sensitive Installation and Unit List (SI'JI-? - 

b. AAUGRA-io (as exjplicr.ble) . 
5. USAJIiTA Publiccitions- 

a. US7iIKT7i Key 10-2, Ocganization and runctici;-iS ."nnu.:il. 

b. USAIHTA Reg 3B1-1, ICF (U) 

c. USAIIJTA Reg 381-100, Counlerintelligence Activil i--.- :'.iiJ l f^-.c^-ou.-.-'i;-; . 




e. ^) USAIKTA Ssicurity Support Procrricn r-;..:::::il "Ti:~;:AT" (U) 

f. ^ USAIKTA SecuL-ity Siip:Xjrt PrograiT. Mar.ual "Oj-c^r^itiona" (U) 

g. l!S;.ir:TA security Support J'xcnjyasc. Co-iuut-r S-curity :.:iinufil. 

h. US.MU'TA Daily Operational P.fiports (as applicable ) . 

i. USAIUTJi Supplerrient .to AR 380-5. 
6. 902d Group Publications: 

a. (;?) 902d KI Group Pair.phlRt 3S0-2, Scicurity, £,Vi>--.tN 
Reports (U) . 

b. 902d Ml Group Dsily Oj----rcitioral Reports (as ctp:>lif;5bi ..) . 
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latioM, each one of the nolti-diccipline thref-.ts mxict be C/-.5r.i::--d ir, 
conjunction vith the mission and situatic;; of tlis p£>r ticul.ru: target. 
T!-,c actual or potential vulr-.'-.-rabilities thc-rtby co:i;:eiv?j:^ b.'-co.v.e E' l 
effactiny thc: supportec'i in-jtallntion. Since each .iDrntallation hai; .it:; 
ova sx^ecific situation, it is inpex-ativs that ths V'S^I^ vor]-. vt.-ry clo-.',.I:' 
v;ith a representative of the sopportod instalJ.stion in oi'<2.c2- to arrive 
at an EEl listing tailored to the specific needs of th-a cc:rrn=::id. Tho 
references listed at APPENDIX h provide bjschground information and 
guicance in cl&vising l:eI> Many of ths areao covered by thss-:? r'-'ftrtiic-'-r., 
v.'hich hcrcitolore have becui of little conc-jrn to th"j Special //j-rit, arc 
now essential clcment.'i of kn^^wledgc: to thi- DSSh if ha iv. to su:; ,•-■>,:•^•^:l"ly 
ac;c•omplish his mission U!!<iir t]ic DSCCP concept. Tp.i^ i? pdTLlcul:r3y 
nece.5sary in thu area.s of niGlKT, PiiOTIKT, OPSKC aii:l Cu..'i'-Jl.'.-:^ Svcuj-.^ty. 
Listed below are sanipJe EEJ for encli cat«"-c:c'ry . Tnc-.e EK'l ;n-;i- arcl 
arc only a ;-;-.rtial li stin,; provided as an aid in clove J.:>piiiCj fj .i. i.s^ 
peL-uliar to the supported coriL-nand. Sor:.e of thv- iiv: 5 rr.?y 1:0 L 
to every DS^-h but are inclnc;-:Ci a?; nuclei f-'^r possiM-.. dcvclo:.'-.. ;n~. of ik-v 
or related ideas. The £in;;l ViLl lir-t prcpr.rcii by th? OSSA i.ho;:jc; ii,r]t.;do 
tiic source or sourcGu that can provid>.- triC- required infoi.v?'::'-.;;;. 



collc'ction or exploitation by hvj.ian intcllicjonc.-.r i-,ourc2S. Tli.. infr.j '. iit.io:: 
will usually be obtain!.'d by various llUi'.li'.'T KO\i.rcos, personal obr.srv.;"..io:. 
by ths and liaison contact:-.: 

a. HOIfJ subscriptions or regular acjiiis-..! tion of local an:! po?t 
jif^v.'spaperiJ and periodio-.ilB . Sources: hKO contacts and US.MKiV.. 

b. Deliberate coitiproird .Sc; of classified inforMntion or u3;.--'\^thor- 

ized relca.";:.- of rr.ilil ary inforiTiatio;i to roprc-sontii ti ve.^ of fore.iijri 
yovornments (AT<i 330-r>, 3S0-1O, 383-12 n'.sc 3l!3-12-l) 

c. Public inforiT.ati on rcilcasec and loc-jl ue^rspap-zx arti cJ eu 
revealing unclassified bat u.^eful (to HOIS) information rpyarding 
the coinmand. 

d. Theft, suspsctod theft, or unauthorized reproductio.-! of 
classified documents and or r.atorial. 

e. Reported or su.si:^t:cted blackitiail or coercion of iiidiv iduaJ y 
employed v.-ithjn the supported coiainand. 




■.'i'Ao p.len.z-.ni^. ^re thoiic- norma 11 \' at':. 



to 




f. Actual or attempted .physical breaches of restricted area 
perimeter security, external or internal. 



g. Early detection of persons whose activities and/or character 
.-. • ^leatkriesses- may render them vulnerable to hostile intelligence exploit- 
ation. Suitability factors may include: 

(1) Excessive indebtedness' or recurring financial difficulties. 

■ (2);^^Uttexplaineavaffluence. 

?T^^ -ir<3)" :;CSM>duct ren^xlhg the individual vulnerable to pressure, such 

Ir^as homosexual, -criJiilJUil or immoral acts. 



(4) iBxcesslve use of alcobolic beverages or improper use of drugs 
or -narcotics. 

- (5) Mental or emotional instability or history thereof. 

(6) Those who attempt to bonmit suicide. 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to besu:. 

h. Personnel who regularly and voluntarily wrk during non-duty 
hours when unobserved access to classified data is jxsssible. 

i. Sudden unexplained or inadequately explained absences from 

work. 

j. Membership in, or association with members of organizations 
constituting a local threat against the US Army as defined in AR 380-13 

k. Unsolicited correspondence frtwt individuals, organizations or 
addressees known to be a threat to the US Amy. 

1. Allegations or denunciations of espionage or sabotage on the 
part of sensitive installation personnel. 

3. PHOTINT: This pertains to intelligence obtained by means of 

photography, mainly through HOIS satellites or HOIS commercia]. aircraft 
Also included must be threats posed by hand-held cameras oper^ited from 
low-flying private aircraft and ground-level photography conducted frcsn 
areas outside the perimeter of the installation. Photography from sea- 
borne platforms should be considered at installations located near 
international waters. Sources of information for this type of data are 
documentary sources such as SATRAN messages, schedules of tests, opera- 
tions and troop movements, as well as results of liaison contacts and 
personal observations- Some sample EEI are as follows: 
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a. Fol] ;^v;iri-3 acf-.tvitio:^ durinc; pcriodr. of sc-hcdulc-d D\ -..r.riic.rit.;. by 
HOIS Eiitc'l] ites and con^nerci al aircraft: 

(1) Largo and significant training e>:L-rci;.cs. 

(2) Testir.y of equip:nent ond/or tc-chniqii:;.^ in t!:_- c.:.>cn. 

(3) Uncamouf 3 aged new or sensitive equinrrinnt. 

(4) Other significant Dovenents and activities. 

(5) Concentration of transportation eqaii->rr.^.nt , i.'-., ir!tr.;;i -rt.'.-, 

b. Buil>-1 up of major item stoclcpiles in the? oivi.-i. 

c. Gradual build up of facilitiu.s at a test sitci. 

d. JJci'cjated violatioji of air re;;tiicted /.ones by c^:^.'.:.-:-L-ci?.l/'..\ ^v^t-:: 
planer. 

c. Appsiaranco of private aircraft, durinci classxf ic.d , or :;.i'j;...f J us.n" 
to . jt i; /demon str at ions . 

f. PJriciny, operotiii^ or tt^r-stincj of nev.-, significant or c;l."4:.-j.;ifio:l 
c.:ji.iip::.cnt in arvar. G>:t>opfcc to tfie public. 

g. Suddsi! appearance- of cari^ra-carryin^ "tourists" in t.hc- vicini c;. , 
coinciding v.-.ith tho sclsiiclulinc of unuiuril and/or clai-^if .ied aetivi^. y. 

h. Unob£;'-.ructsd v.-indov;^; and aparturo^ in arcar. v;;u=r<.' c} ^icC 
niattcr^; arc ha:;dlcd, pcrnittiny observation and photography fron iiV;:ro:.tioI.l ec^ 
ar&ai;. 

i. Foreign vessels, particularly from East Bloc Countrios, .appear- 
ing ^ff-coast of installations near international watoj.t;. 

4. 7** SIGINT: Sigrial intelligence is derived fro.Ti the intercept cs;.^l 
ana^'sis of coirjuunicationc, COMIt-JT, and frorr; co.TJuuni cation.-. e].c cl ro;r.;uir.:- 1 'i c 
radiations, ELIKT. HOIS SIGINT collection against US facilitic-s is 
accomplisliGd from air-borne, sea-borne;, and land-bai'-ed platform.^. HOIS 

capabilities in this field arc described in the U5Air,'i7\ Tiirtiot na.'Kinl a:,;; 
additional infomnation as to s!:>ecific threat to the Biipported .i nKtsl ] = i j 
nay be found in reports of SVAs and SAVEs and/or ri'.-niastcd frf-..:i i;F.M::x;i. 
Ths field of SIGIKT is a very complex and specialized one. 7>cio;;'.!;, ; c 
protection of a cciuirtand/installation froni HOIS SIGJKT collectioii r<.x:ijii-.-.. 



'^UTH PARA ,-603 OoD S20 0 1-R, : : i . ■ - . - 
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f:r- apolication of Siyual S-curity (SIGSiiC) v:;uch in-Iuuc:' Co::, . -i 
f.-cui-ity (CO::Si:c) , and El ectx-onic; Security (ELSEC) . COMr.i-C n.e.,:;-.u:.c-3 - 
i- :,aiod to tGlccorrr-.u-.iication^ r-ystc-Ttis and Im:; four cc.T.p'jn^nts; cryjyj.'.. 
sVcurity, physical security, tr.irunissie:: stcu-xty ana c-,..p,i3;io;. 
LT,sr,C pit.:c£-,ir;5 to protcctivtj measures applic-cl to e3ec:ti0.r:i'-;n:;L i f r.-.^liai 
of no)i-co"--:unir.ations equip:?.ent £>rid systens to previ-n- the inc'-rcci-.-ion , 
a'i=lvsis or cwloitation of those radiations by foreic.-.^ i.ntol l:! U'--^ • The 
DSc;.-/r.u-.t. becol^e sufficiently fairdliar with the AU->ve 5Atbject.^; i;.- orrter to 
^ecogr.ii:^ vulnerabilities, and know vhsn to rcco-iu.-,^;nd i rec;ue:-.!: for teci;..-r 
a-iKistancc. Rfeferencc-s Ih, 1, p. q, r, S, and 53 hnd e in ;.?P£?;DiX --. v:j .11 
p-c-'ide additional infortT.ation . Tur thertcore, the DS.%i\ f.vJ-t work cl'.^;.-.-ly 
witU the staff eleiseat having responsiblity for SIGSEC of the r-unportei. 
installation. The EEI selected v.dll be the type t>:ut c.^;. be ful;-iil--f- 
by hu-T.an source.9, preferably loccitod in corT'-jUuication/el-.-ctronicK '.•.•..■.'].: 
areas. So:r;e EEI cornmon to SIGIKT are located in para Ic, .-.:.>? end J x to 
AH 530-1. Other sample EEI follov;: 

a. Cor.dur.tir.o tests on new or senssitive radnrs aijd oth:.-:- non- 
cc:"-!unication onciitters within range of land b.i5;cd, air-b.>i.r.:- or - 
ilOXS EiilMT platforiTtB. 

b. iJiKtalling and operaLii.:.! elt-ctri cilly op.-r:-.Lc-d , iii-^oi.-r.ritjo.- 
r)i-c.cesci;:c eyvir-ent v;hich hiiiid^es clans i f:)!^d infornit'do;! \-:\.t':\oa'i i-'r 
'ai:piic^.tion of coir.pro:r.i;;incj eir.inations control raenrjure.-.. 

c. Fcor telcpho;:s securi'cy to incliide : 

(1) Discussion of clar.uif ied mntters ovo.v Autovon and co-i::^•. -iril 
tole;3hone sv.siteins. 



(2) rdscussioiis of \3pco:tiiv:.j evcntsi which cnn provic-.: tipofrrj to 
c?.v.auified st.tivitie.=5. 



If 



(3) Use or double tal): in reference to classified nc::?-:: .!■••:" . 
4) Readir.g/oKoting verb:;tii:: portion.^J of classified r^ntlerr. - 



. \ Tfl")-. OTHER EEI: The f ol lov;ing items are of interest to th:/ UF uy 
intelligence community and v.-ill be fox-^vcirded to this heaciquiii t oi-s by 
/laent RGr.^ort format for appropriate action. A statein.ent. in r.^r:^vitii •■;--ti.L 
will indicate if and how the information hai; be.^n repcrl-i-.-d throu-y)! oflivr 
appropriato chaniielfi. hs t'nz- ir.f ormntioji will b'j pas.^^cd to US.^ai;'"- tor 
po;:sible exploitation bt the Special Operations Detachr.i-^]it or the Uiiccloj- 
of Operations as appropriate, the Agent Reportr. v.'i31 be claoKified 
CO;-:? IDEii'TIAL-KG FOIiEIGN DISSI;M. Korn'.ally this infortrat ioi: i.s not; pa.-sed 
to the local cc.Torisnder other than to insure tliat oti-.or prci'cr rei-orti;;';; 
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proccdurcir. are bein^ follcwcl by thi; cornRond. 



a. Identification and extent of foreiyj; contacts of irii.lit-iry ancl 
DOO civilian p-i-rsonnel , with eipphasis on Roviet bloc cousiLric:-:. 

b. Intended foreign travel of railitsry or DOVj civiliati pc-rKon:;-- 1 
to Soviet bloc; countries or ettendancc at L:o:.ial or off.icia] fui-sctio-is 
at which Soviet bloc coun tries; sre present. 

c. Foreicjn business ox prcfessionnl connect ior.r- and tho c:-tv,nt 
thereof of military and DOD civilian personnel and th&ir fiinii lies , v.'it>i 
eniphasifj on Soviet bloc countries. 

d. Solicitation by foreign nation^.tl or organic-:. ticn-> of pirrscna"' 
or official inforiuation through official or unofficial c-h.-inneJ;;. 

e. Invitation!; by non-U3 Govc-rmnent orgsninations or inci. vid;'.' 1.-.- 
to mcrnbers of thfi ssxipported co:™.i:ind to Porticipntc in conffc-.-cncc? or 
f.>wxjsia or to subnit papers for pviblic?,tic=n5 in profession:'' ;irvr3:-i"' 
on activities rfi.-'.'Jd to thoir ciovjrnrr.int cr.:o]o\-,:--inl. 




■•?••■;!'•-':;< c to vou^'ai groj:' r;\'i]^HLET 381-3 

DSCCP OUAHTr;i<LY PRO^'JRESS K£i'0::T 

1. (U) Ii.)i:;;rir V: {^iar;:■=■ of 902d la Group Fiel d rl:,;i!-nt pruvidii y F\.::.p<Ji:t) . 

2. (u) SU-'POT ii^D COM;:Ai;iJ: (The- act ivi ty (j cs ) rocoivino the sui-p:'--;. ;.:)•:• 
:r-2jor corrj,r..-ind (s) involved.) 

3. ( ) TARG.-vT A;;>.LyS3 5; : {In the iiiit.lrJ report su;T:;:rri:;o the rasultL; 
or target aualy;-.(;s coiiducted for ell activities, inst»-\llcitior:s, or 
i;--'paratf: clc-ir.ontr. dssicjuiitcd and included in tho i>TO",i:o:-^ , by crd^r of 
priority of support, Si:b:>rdinav.i clcrr.entc laryt c-nough to bo d.--:;iono,t.-d 
sub-targetr, v;ill be listed in £.ii:3paragrap!i5. In Bubcoqucint ropur t-. , 
indicate only chanoos as thoy occur.) 

4. ( ) 0TJA-KT7-.1-J..Y BRlh^l-inC O? SUPPOP"rKD COMM'.WD 

a. circup-stanucs: In bi-i&f n^irrative fonr., citr- dcitod:), idcjiititi 

of all porsons present, £uid s-obj-cts discur,£;cd and rosults of th;- bricfii!'".; {s) • 

b . }<iX£a:4_vail£;^^^ -I'l = I 
ari inanv suby.- rc^jrar-hs as may bi rtr^uiro'i, cite siv-Jiificnnt oc-zlc: ::::-v)\.r 
r;; liortiiin to dv:VG loii.:if:Jit of the pro^jv::^, ;ii'r"o,v^.:iC!!Ls t^^rijct covv:\ 
nnd any operational rcj<=»d;'(U5jU:i£i;it::. iRad^r during the period. Iii c:iti:;t: 
(;-':;iiic; il'.i-.u; of intij.cc:;^:, jdc-:iti'^y tncii by n^Miiy rff-: -■ to th.: 
i-ilpropri^it'- roiortr; madv d.irinc; tho rcpo;:t.Lnr; poriod vluch coi-Lnin^.; 
do:;fiils of ths tojiic disc:usst;d vritii t}:v co:Arrisn/?orr; , if appli-C:clc, 

c. Siynj^cantJ^ou; 

i-uny f^ubplv:r2rr:phr. iis may 'bcT r-_-quirod , cite iu-:;l.i tio.v of por tiOi-.^.li tic-i; , 
ii.cldcnt.s, or group:.: diL-c:u:.:sod v;ith rofcncnce to th? report prc:viou5i y 
s<ib:'!ltt-od. 

i>. ( ) ir:i-jy;£/j2io: : sue: j }P.l 

To tho local '_-o:-..T.ardCir d.-d actio:!;; ip.iplc-r:er.tc-.'; or t.ik-. n c.::- ci 



a 

result 



iii^UO^ Type^iifoi:i22l.\££LJ2i-^^ ficti on Ta V^-n Da^Lc_of^ Actio r. 

b. To th-i intelligf-nce co?CTunity; 

Subiect: T^^aJCnf orinoti ori PJve3o pod 1° _^lL'^'_J.iLi'j2Il5:5l 

6. ( ) C0[1:-;EKT S. REI-lARKi:-. 7-v?;D RH CO M'-CTUAT JOi'JS : 

In this paragraph, indicate any general remarks or indicaLionF. of i^'^-ci^^ 
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■. rest sijov:-. hy th-c supported cci-u-^'.ajicl tl'„=it ern nol c--jv Jrod in .-1 o 
vi.gvciphfi- Th^^.^ retpurka i^houici r?;floct t!ic» co".;- ;r ' :■ rn;..: 51:; of 
ti„-- viability of the progrim, vh-th^-r it i'; -e'^tiny t-L.. Dbj^jr;: i v a-r! 
r chJov:?:nentf.; a:i hj rees ther., and any proV.i-: an<i/''i" r!T;o-:;..v.t;r. -.10;.;^ . 
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MIIA.SO-SA ^ JUW^O'm 

SUBJECT: Internal CounterinteUlgence Program (ICIP) (U) 



HQDA (DAMI-DOK/Miss Bratman) 
WASH DC 20310 



1. (U) References: 

a. Letter, MIIA-SO-SA, USAIKTA, subject: Report of Internal 
Counterintelligence Program {ICIP) Operations (U), 11 May 76. 

b. Letter, DAJ.U-DOH, siibject as above, 8 Jua 76. 

Recoffimendations concerning the current four active ICIP 
operations are STobniitted in compliance vdth paragraph 3, reference lb. 

The 902d MI Group requested that its sole remaining ICIP at 
Aberdeen Proving Ground, GONDOLA ST/sj? (U) be tenninated effective 
30 June 1976. Confidential sources utilized in the ICIP have been 
terminated. Supported comiaanders at Edgewood Arsenal and Aberdeen 
Proving Ground were briefed on the termination of the ICIP and the 
concept of direct, overt, all-source counterintelligence support 
■vMch the 902d will provide under the Direct Support Comprehensive 
Counterintelligence Program (DSCCP). 



k. (u) Recommend that GOIffiOLA STAR be terminated effective 30 
June 1976. 

5. The 525th MI Group reviewed each of its three active ICIPS, 

CAWAS TAX (Sierra Arn^y Depot), LSNS HOLDER (White Sands Missile 
Range), and LEHTIL MONKEY (Defense Language Institute) for considera- 
tion of possible replacement with a prograc sijailar to the DSCCP of 
the 902d MI Group, As a result of this review the CDR, 525th MI Group 
believes that a program similar to the DSCCP can be established which 
would provide requisite support to Sierra Army Depot, CA and White 
Sands Missile Range, M, which will permit termination of ICIPS at 
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1. (U) References: 

a. Letter, MIIA-SO-SA, USAIKIA, subject: Report of Internal 
Counterintelligence Prograc (iCIP) Operations (U), 11 V&y l6. 



> ^ 



Letter, DAl-lI-DOH, subject as above, 8 Jun 76. 



2. Reconmendations concerning the current f-wu: active ICIF 
operations are subniitted in conpliance with paragraph 3, reference lb 

3. ^i^The 902d W Group requested that its sole remaining ICI? at 
Aberdeen Proving Ground, GOKDOIA STAK (u) be temiinated effective 

30 June 1976. Confidential sources utilized in the ICIP have been 
terndnated. Supported commanders at Edgewood Arsenal and Aberdeen 
Proving Ground were briefed on the termination of the ICI? and the 
concept of direct, overt, all-source counterintelligence support 
which the 902d vdll provide under the Direct Support CoEprehensive 
Counterintelligence Program (DSCC?). 



Oo U. (U) Recommend that GOKDOLA STAE be terminated effective 30 

^ U- O 5,l|3r The 525th MI Qrovcp reviewed each of its three active ICIPS, 

<f) 2 g CAm'AS TAX (Sierra Army Depot), LEKS HOLDER ('/fhite Sands Missile 

£1 Q CO Range), and LENTIL MONKEY (Defense Lajiguage Institute) for considera- 

O C/) S tion of possible replacement with a program similar to the DSCCP of 

^ ^ the 902d MI Group. As a result of this review the CDR, 525th MI Group 

Q 23^ < believes that a program similar to the DSCCP can be established which 

UJ ^-D ^ would provide requisite support to Sierra Amor Depot, CA and White 

§ 1 CC Sands Missile Range, DM, vAiich will permit termination of ICIPS at 
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MIIA.-SO-SA 

SUBJECT: Internal Covaiterintelllgence Program (ICI 



those locations. Because of the transitorj,' nature of the ffiilitar:^' 
commun-'ty and the makeup of the civilian community at DLI, the present 
techniques used in ICIP lENTIL MONKEY are believed best suited zo 
provide the necessary support to the commander. LENTIL MONKEY has 
been very productive under existing operational concepts and should 
continue to provide significant developments in the future. 

6. 525th ^^I Group recommends that^ based on the above, 
CAMTOS TAX and LSNS HOLDER be terminated on 31 Aug 76 at which zxme 
a substitute support program will become effective. The 525th l-J. 
Group further recommends that, based on the above and the yearly 
analysis submitted with reference la, lENTIL MONKEY be revalidated 
and permitted to remain in effect. 

7, (U) USAINTA concurs in the recommendations of the 525th MI Group. 
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INFOflHATtOM 



NOTC AMD 

ncufMN 



SUBJECT: lUsepoziae to DiJ(I-Zi qQesrtioii, 
*Wh7 so mdb TDJ for Cantor 
tide?* 



SIMATURt 



REMARKS 

1" Th© (kmamtiw, ^Ofd MI Group wide the decision 
that the Project Control Offloer (the IndlvidQAl who 
bandlee the eooroee) for Canter Kide be located at 
BQ 9Ced MI Group at Fort Meade, Marjland, and not 
at Badstooe Iraenal* 

2. The Operations Han for Canter Hide specif icallj 
^cified fnnding for the Project Control Officer 
to be located at Fogrt Heade, Marylaid* The OFLAI 
wae approved at this level* 

3« The OcMnander'a decision undoabtedly based on 
aeneitiTity of certain actiTitles of eamlorees at 
KIOOM. ' 




Do _NOT use this fonm as a RECORD of approvals, concuricDce», 
<lisa[>provals, clearances, and similar actions 
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ACTtOH SHEET 



TnrPT-nal PnimrpriT>r^ T 1 i Pt>nre Program aCIp-> fm 



DAMI-DQH 



DAT! 

2 June 1976 



•^p nhtain annrnval of the Quarterly ICIF Report. 



tint i* tmKtimUr H 



1. (U) Background ; On 8 Feb 72, the Under Secretary of the Army requested that the 
VCSA provide a quarterly report on all ICIP operations. On 1 Apt 76, the Under 
Secretary of the Array requested, "On next quarter's review, please provide an analysis 
(of each ICIP for the past year) to include statistics." (TAB B) . 



2. 



Discussion: 



— During the 3d Quarter two ICIP's were terminated, CANTER RIDE at Redstone 
Arsenal and CAKARY EFFORT at Fort Ritchie. USAINIA will continue to provide overt 
CI support to these installations. 

~ At close of 3d Quarter, seven ICIP's were active. Sunnnaries of each ICIP, 
plus the two which wece terminated, attached as Tnrlngtirf 1 . TAB A. 

— In compliance with the Under Secretary's request, an analysiis of each ICIP for 
the past year is attached as Tng?n<;ti re 2. TAB A . Attached ag Tyir1r>giirp . TAK are 
the statistics for the ICIP's referred to in Inclosure 2 . 

— DSAINTA recommended in May 76 that three more ICIP's be terminated: CANINE 
FLAIE (U) at Seneca Army Depot, CENSUS TIME (U) at Pentagon Telecommunications Center, 
and CENTAVO KID (U) at Harrv Diamond Laboratories. Formal ACSI termination i^ i^^}^^ 
handled by separate action //j^ti-tah Ju^-li^ ^*i«l(ir*#7*#i^ -fcvr -fe Ptr /'/l^>rt.97i^' "R; 

Information Memorandxim at J[^J^t transmits sunmaries of ICIP operations through 
the VCSA to the Under Secretary of the Army for third quarter FY 76, 



3 . (U) Recommendation 
signed by the ACSI. 



That the Information Memorandum at TAB A b e approved and 
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MEMORANDUM THRU: VICE CHIEF 07 STAFF, US ARMY 
FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 
INFORMATION MEMORANDUM 



;he tin-Bi 



l.X<g> IXirlng the 3d Quarter, January-February-March 1976, two of 
the bn-going ICIP operations, CAHIER RIDE at Redstone Arsenal., Alabama, 
and CANARY EFFORT at Fort Ritchie, Maryland, were terminated effective 
31 March 1976. Although these operations were terminated, the United 
States Intelligence Agency will continue to provide overt counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. 



2, The total number of active IClP operations at the close of 

3d Quarter was seven. Summaries for each of these operations, plus 
two which were terminated, are attached as Inclosure 1. 



the 
the 



3. y^ff* The Under Secretary of the Army commented on our 1 April 1976, 
2d Quarter ICIP Information Memorandum that an analysis of each ICIP 
operation for the past year, to include statistics, be provided with 
this quarterly review. In compliance with this requirement, an analysis 
of each ICIP operation has been made for the past year and is attached 
as Inclosure 2, Also, attached as Inclosure 3, are the statistics for 
the ICIP operations referred to in Inclosure 2. These statistics provide 
a recapitulation of pertinent production, costs and manhours for these 
operations . 



ik.y^t^ After reviewing the 2d Quarter ICIP Report, I have directed that 
three more operations be terminated: CANINE PLATE CU) at Seneca Army 
Depot, RciDulus, New York; CENSUS TIME (U) at Pentagon leleconmunications 
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DAHI-DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 
INFOBMATION MEMORAM)UM 

Center; and CENTAVO KIP (U) at the Harry Diamond Laboratories, Adelphi, 
Maryland. Overt counterintelligence support will continue to be provided 
these installations by elements of the appropriate Military Intelligence 
units. Before the end of June 76, the four remaining cases will be reviewed 
again for retention. 

5. Our goal is to assist the Army commander in improving the 

operations ^security (OPSEC) posture of his installation through the use 
of the complete spectrum of counterintelligence services. I atri expanding 
the use of overt counteri.ntelligence services and want to use the ICIP 
very selectively to ferret out espionage activities of hostile intelli- 
gence services. 




3 Incl 
as (C) 



HAROLD R. A^r?i 
Major Genera). 33 
ACofsforlni=.;;-o; 



r.ce 




Miss Brannan/53501 
Typed by: G, Rivera 
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a. location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three 

c. Infomation Obtained or Reported on Non-Affiliated Civilians: 
None . 

d. Useful Information Obtained: 

(1) On 15 January 1976, the Project Liaison Officer (PLO),, as a result 
of a liaison visit with the Baltimore Division of the Federal Bureau of 
Investigation obtained data on the presence of Sino-Soviet Bloc personnel 
travelling within the environs of the target areas and information on 
those Sino-Soviet Bloc personnel residing temporarily in the environs of 
Che target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 
Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, HD, who claimed to be employed at Site R. 
The individual described Site R in general terms, but made no .ittempt 
to elicit information from the soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Hagerstown Resident Office of the FBI. A USAINTA investigation of the 
incident is continuing. 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele- 
commjnications Center (USACCECTC) and requested a tour of that facility. 
The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOM/DSL) . The 
request for the tour was denied. All available information was provided 
the Hagerstown Resident Office of the FBI. USAINTA investigation of the 
incident is continuing. 

(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) en^loyee who is a bartender eiiq>loyed at the 
Ft Ritchie NCO Club. The bartender allegedly told the patrons that she 
was in the employ of both "Military Intelligence" and the 'CIA. " An 
investigation is being conducted by USAINTA. 

<5) On 18 March 1976, a US Army NCO assigned sensitive duties in 
the Alternate National Military Command Center <ANMCC) volunteered 
information concerning his entering into correspondence with an agency 
of the East Gennan Government. The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 






11C52 




J 



Germany (FRG) Ambassador in Washington and the FRG Government, he was 
advised to contact the German Historical Central Archives in East 
Germany. The NCG volunteered the information to make it a matter of 
official record. He was given a SAEDA briefing under the provisions of 
AR 381-12 with special en^hasis on reporting procedures. The NCO will 
inform Army Intelligence should he be contacted by any East Germany Agency 
and will provide copies of any correspondence he receives. At present the 
exploitation opportunities are unknown^ pending any East German Intelli- 
gence Service overture. The Chief, ANMCC was briefed on the incident. 

e. Operational Status: 

(1) Tn February 1976, the 902d MI Group selected Operation CANARY 
EFFORT for termination. Supported commanders were briefed on the termination 
in conjunction with the scheduled quarterly briefings. All confidential 
sources used in this ICIF have been terminated. The effective termination 
date for CANARY EFFORT Is 31 Harch 1976. 

<2) During the quarter, the FLO presented 21 SAEDA/Threat /Security 
Awareness briefings to personnel assigned to supported activities at 
Fort Detrick and Fort Ritchie. 

(3) The PLO presented the Quarterly Progress Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC, on 30 March 1976. 

(4) The PLO, on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S. Eberle, CDR, US Army Communications Command 
(USACC) Site R. 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported coamand, HQ, 7th Signal Command and Fort Ritchie, with the 
following officials present: COL Harold G. deMoya, CDR, Ft Ritchie; COL 
John J. Plosay, Jr., Deputy CDR, Ft Ritchie and Mr. Joseph J. Carroll, 
Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
Cospnand and Ft Ritchie. 






CANINE PLATE (OACSI Revalidation - A Feb 73) 



a. Location: Seneca Amty Depot (SAD), Romulus, NY 

b. Confidential Source Utilization: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

Mone 

d. Useful Information Obtained: None 

e. Operational Status: 

Five conventional sources are contacted on a recurring basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retirement in July 1976. One newly contacted official source is m a 
position to assist in spotting potential new sources. No threat infor- 
mation was surfaced during this quarter . On 5 Marcb 1976 the PLO pro- 
vided the Quarterly Briefing to LTC Earl Haln, Acting Depot Commander. 
LTC Hain was designated by COL Alden Cox, CDR, SAD, to receive the 
briefing during the absence of COL Cox 
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CANTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Ann^ Missile Command (USAHICQB) , Redstone 
Arsenal* AL. 

b. Confidential Source Utilization: One 

c. Information Obtained or Repotted on Non- Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status; 

On 18 February 1976, COL Hassel Parker, CDR, 902id MI Group, with 
the Project Liaison Officer (PLO) in attendance, provided a special 
briefing on this operation to MG Turnmeyer, CDR, USi>ifMICOM. COL Lange, 
USAHICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of compromise. The 
CDR, DSAMICOM expressed his deep appreciation for tbie information provided 
by the operation and concurred with the suggested termination,, The source 
used in this operation has been debriefed and reassiLgned. Xh<> effective 
termination date for CANTER RIDE is 31 March 1976. 







CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 



a. Location: Sierra Anay Depot (SIAB) , Her long, CA 

b. Confidential Source Utilization: Two 

e. Infomation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

(1) The two confidential sources are providing coverage of the 
Priority I activities of SIAD which are Exclusion Areas I and II. Two 
conventional sources and one casual source cover the Priority II activi- 
ties which are the staff and security organizations of the Depot. One 
individual assigned to the Special Weapons Section, Exclusion Area II 

is under assessment as a potential source. 

(2) The Quarterly Progress Report fot the 2d Qx»arter, FY 76, which 
had been postponed at the request of the CDR, SIAD, was presented by 
the Project Liaison Officer (PLO) on 13 Feb 76 to the. following SIAD 
officials: COL Robert Hawlk, CDR, SIAD; LTC Robert Render, Deputy CDR; 
MAJ Robert Folster, Security Officerj CPT Wayne Heringer, Intelligence 
Officer and Mr. Anthony Tornabene, Assistant Intelligence Officer. The 
following personnel from the 525th MI Group also attended the briefing: 
COL Donald Bradbury, CDR; LTC Arthur McQueen, Operations Officer, and 
HAJ Trevor Blssey, CDR, San Francisco Field Office. 

(3) ICIP Sources have been tasked to report any significant counter- 
intelligence EEI or indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U) , a special weapons project presently in 
progress at SIAD. 

' (4) The Quarterly Progress Briefing for the 3d Quarter, 76, will 
be presented by the PLD on or about 30 April 1976 to the SIAD officials 
listed in paragraph 4e(2), above. 





CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Teleccnnntunications Center (PTC), US Amy 
ComaunicatiORS Connand (1ISACC), The Pentagon » Washington, DC 

t>. Confidential Source Utilization; - None 

c. Infomation Obtained or Beported on Non-Affiliated Civilians: 
Rone 

d. Useful Inforoatlon Obtained: 

(I) The Limited Investigation reported in the last quarter on the 
PTC BCD who had atteinpted suicide and allegedly had involved himself in 
financial troubles, drugs, and homosexuality was conpleted and referred 
to PTC for adjudication. The decision was made not to revoke the NCO's 
security clearance since he left the service on 9 April 1976 and will 
>«» alloifed to re-enllst. 



<2) During the course of an investigarlon of an enlisted WAC member ^ 
of PTC who had a SECS£X security clearance and who was Absent-Without-Leave, if: 
waa discovered that Criminal Investigation Command (CID), Ft Meyer was also 
investigating her for theft and trafficking in drugs. The Project Liaison 
Officer (PLO) and CID agents coordinated their inutual investigations. Drug 
charges are pending the results of laboratory tests of substances purchased 
from the WAC by CID informants. PTC has suspended the WAC' 5 access to 
classified material pending completion of the investigation. 




(3) The PLO arranged with appropriate 902d MI Group elements to 
present formal SAEDA briefings to all PTC personnel, including the PTC 
alenents in the Hoffman and Forrestal Buildings. This project is scheduled 
for completion in the next quarter. 

e. Operational Status: 

(1) The Hoffman Teleconmunicatlons Center has been brought under 
coverage of this ICIP, as requested by COL Donald E. Clark, PTC Commander, 
in the previous quarter. 

(2) On 24 March 1976, the PIO presented the Quarterly Progress Briefing 
to COL Clark, CDR, FTC* CW2 Leonard Gross, Alternate PLO, was also present 
At the briefing. 



Regraded UNCLASSIFIED on 

by USAINSCOM FOI/PA- 
Auth para 4-102, DOD 5200-lR 




a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD 

b. Confidential Source Utilization; None 

c. Infonnation Obtained or Reported on Non-Af filiated Civilians: 

None 

d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons ILearned" in the 
courtesy penetration test conducted at HDL* s Adelpki Facility in the 
previous quarter, the Project Liaison Officer (PLO) and the HitL Security 
Officer prepared and delivered a series of lectures and class€is to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thwart attempted, penetrations, A 
new HDL Badge and Pass System, utilizing a magnetic coded badge and a 
cooputer control device, will be started in mid- 1976. 

(2) The PLO delivered lectures on the penetratiLon test conducted 
at HDL to the faculty and students of the'Counterinttelligence Dept, 
US Army Intelligence Corps School, Fort Huachuca, A2, on 20 and 21 
January 1976. 

(3) The PLO, assisted by other 902d MI Group personnel conducted 
several technical inspections at HDL. The FLO proviLded advice and 
assistance at several design meetings concerning new buildingi; at HDL. 

(4) Other security advice was provided by the PIO to the Woodbridge 
Research Facility (WRF) , Woodbridge, VA, and the Gaithersburg Test Site 
(GTS), Gaithersburg, MD. The PLO assisted in devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. 

^ e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL^ and Mr. JUames F. Yeick, 
Security Officer, HDL. 
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7. GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 



a. Location: Aberdeen Proving Ground (APG), and Edgewood 
Arsenal, Aberdeen, HD 

b. Confidential Source Utilization: Eight 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

A confidential source identified an individual in the Biomedical 
Laboratory, Edgewood Arsenal, as an alien enlistee. Project personnel 
briefed "the appropriate security personnel and a background investiga- 
tion, to include a polygraph examination, was initiated. The investi- 
gation bad not been concluded at the close of the quarter. 

e. ■ Operational Status: 

(1) On 23 March 1976, the PLO presented the Quarterly Progress 
Report to COL Alvln D. Ungerlelder, CDR^ APG, on those activities 
pertaining to the Aberdeen area. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was present also. 

(2) On 25 March 1976, the PLO presented the Quarterly Progress 
Report on Edgewood Arsenal activities to COL Kenneth L. Stahl, CDR, 
Edgewood Arsenal, with CPT Vincent 3. Falconio, Chief, Security Office, 
Edgewood Arsenal, also present. 
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LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: White Sands Missile Range (WSMR), NM 

b. Confidential Source Utilization; Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

Hone 

d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to entei: the 
TRASANA Compound. These incidents were reported inmediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second Incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and tlie 
personnel involved. 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth ELegion, US Army 
Criminal Investigation (CID) Command for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
that such devices as radios, tape recorders, and "pocket" digital calcu- 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could affect the 
computers used in the area, some of which have classified data in storage. 
The' Activity Security Officer has been briefed on these alleged practices 
and ICIP project personnel have been tasked to provide follow-up reports 
on action taken by the supported command. The infor»ation contained in 
the reports has been provided to the Counterintelligence Services and 
SAVE Team elements- at USAINTA as a matter of interest. 

e. Operational Status; 

(1) The two confidential sources provide coverage of TRASANA and 
the US Array Electronics Command, Office of Missile Electronics Warfare 
(OMEtf), VSHR. One individual assigned to the US Amy Missile Test and 
Evaluation Directorate is under assessment as a potential source. 
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(2) The Quarterly Progress Briefing, postponed at the request of 
M6 0, L. Toblason, CDR, WSMR, will be presented during the next quarter. 
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LENTIL MONKEY: (OACSI Revalidation - 4 Feb 73) 



a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA 

b. Confidential Source Utilization: Eight 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None 

d. Useful Information Obtained: 

(1) • The female instructor in the Czechoslovaklan Language Depart- 
aent reported in the last quarter as preparing to resign her position 
and return to Czechoslovakia now is reportedly having serious health 
problems. It is unknown if her health will cause a change in her 
original plans, and the FBI to date has not indicated whether or not 
that agency has a continued interest in the instructor or her spouse. 

(2) A Polish Language Department instructor plans to visit his 
mother and a brother in Warsaw in mid-l"976, a confidential source has 
learned. The instructor has submitted no formal request to DLI for the 
trip yet. The instructor *s activities are monitored as a matter of 
Intelligence interest because of his and his brother's travels. His 
brother, a medical doctor has visited in the US and Canada frequently 
over the last 20 years and was once detained by US Customs s.t the 
Canadian border for attempting to smuggle Communist propaganda into the 
US. During a 1974 visit to the US, the instructor's brother visited 
DLI, attended Polish Language Department functions, talked with and 
photogr^ed the students. USAINTA is monitoring the instructor's activities. 

(3) A Czech language instructor is continuing his efforts to obtain 
the release of his children from Czechoslovakia. A confidential source 
surfaced the most recent information that the Czech Govemmcint has in- 
formed the Instructor he could get his children out of the cotmtry if he 
pays the Czech Government $66,000. ($6,000 for the cost of his time in a 
Czech prison and $60,000 as an educational tax on his and hj.s wife's edu- 
cation.) Source did not have further information on this particular as- 
pect, but reported that in mid-February 1976 the instructor gave many of 
the DLI Czech students a list of newly published books in the Czech 
language. The books are distributed by a Canadian firm, "Sixty Eight 
Publishers," Box 695 Station A, Toronto, Ontario M5W 1G2 Canada. The 
Instructor told his classes that the Czech military had officially changed 
their method of counting for example, using "21" Instead of "1 and 20." 
Insignificant in itself, this last item indicates that the Instructor is 
maintaining ties with Czechoslovakian officials. USAINTA i;; monitoring 
the instructor's activities - 
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(4) Information developed from official sources during the 
period disclosed that an instructor of the Russian Language Depart- 
ment (RLD) apparently is suffering from mental problems. The instructor 
has written letters to a California senator, a nationally syndicated 
column ist» and the FBI, alleging that he is under surveillance of 
Soviet and OS intelligence constantly and that his life is in danger. 
The Connaander, USAINTA, provided a summary report on the instructor to 
the ACSI. The instructor later seiit a telegram to the President of the 
tFhlted States. Both the FBI and the Secret Service have made inquiries 
into the matter. On 23 March 1976, the Commandant, DLI, took administra- 
tive action directing the instructor to undergo psychiatric evaluation. 
The instructor refused initially and was administratively suspended 
from teaching. At the end of the quarter, the instructor agreed to 
the examination and final disposition of the matter is pending. 

e. Operational Status: 

(1) As a result of the RLD incident described in d(4>, above, the 
DLI Commandant has directed that the Civilian Personnel Office and 
Security Office screen records of faculty members for indications of 
mental problems. Once identified, action will be taken to obtain treat- 
ment for the individuals concerned. 

(2) Eight confidential sources were utilized during the quarter; 
three sources were terminated due to graduation. Four new confidential 
sources were recruited, including one Technical Language Assistant (TLA) . 
Fifteen individuals are under assessment as possible sources, including 
one instructor and one TLA. In addition to the conf identia."L sources, 
there are 16 conventional sources providing coverage of seven language 
departments and the DLI staff. 

(3) On 29 March 1976, the PLO presented the Quarterly IJriefing to 
COL Samuel L. Stapleton, Connaandant, DLI. Also present at the briefing 
were COL Donald K. Bradbury, CDR, 525th MI Group; MAJ Trevor Bissey, CDR, 
pan Francisco Field Office, 525th MI Group; CPT Brendon A. :Xiques, SAIC, 
Ft Ord Resident Office, 525th MI Group; and Mr. James Green, Asst Security 
Officer* DLI. 
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ICIP REPORT 
1 April 1975 to 31 March 1976 
CANARY EFFORT: (OACSl Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, MD 

b. Information Obtained Off-Post and/or Reportesd on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 April 75 - 
31 March 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced Information or. adverse suitability pertaining to 86 employees 
at Fort Ritchie, all of whom had security clearances and access to one 
of the sensitive activities supported. The suitability information 
Included the entire spectrum in this category - alcohol and drug abuse, 
moral improprieties and mental instability. In these instances investi- 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified Information. About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Command (CID> for action. 

(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and interest in the activities of the supported 
Installation. Details of these reports were provided the FBI in May 1975. 
In one instance an individual resembling a known KGE agent paid an unusual 
amount of attention to shipment of sensitive cargo to Fort Ritchie; in the 
second instance an individual assigned to Fort Ritcliie reported that a 



in Hagerstown, HD. 
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(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was tasked to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con- 
tained fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of ti*e equipmeriit when the 
messages were recorded. This latter condition was not discovered until 
processing to make the systems compatible took place j after the tape had 
lain unsecured, in open storage, for about six weeks. A command investi- 
gation of the incident followed and a determination was made that apparently 
a eonpromise had not occurred, but as a result of the incident, changed 
securitjr* procedures were put into effect for the handling and storage of 
computer tapes, reels, and discs. 
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(A) Two possible SAEDA approaches to soldiers staicloned at Fort 
Ritchie In January 1976 are currently under investigaltion by USAINTA 
and the FBI. Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the "CIA" and "military intelligence" are currently 
being Investigated by USAINTA. 

(5) In March 1976, an Army NCO assigned sensitive duties at Fort 
Ritchie volunteered that he had contacted by letter aen agency oi: the 
East German Government. The NCO desired to make the miatter of the 
contact part of official records in the event he shouild be later con- 
tacted by any agency or person from East Germany. Thiough the NCO' s 
action was part of his research of his family history- and ostensibly 
Is an overt', sincere effort on his part, the East Gemnan Intelligence 
Services (EGIS) often take such opportunities to make: intelligence 
approaches, especially if the US soldier-target has special clearances 
and access to sensitive Information. The NCO is under instructions to 
report any responses to his letter. 

d. Operational Status: 

(1) CANARY EFFORT was first approved for implememcation by OACSI, 
DAy on 11 June 1965. 

(2) Operation CANARY EFFORT to be terminated effective 31 March 76. 
Supported commanders were briefed on the termination action during the 
quarter ending 31 Mar 76, All confidential sources used in the ICIP have 
been terminated. 
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(4) The Operation yielded 69 information reports and 116 other 
reports which were chiefly verbal reports provided to the supported 
conn^nders . 

e. Comments: The ICIP at Fort Ritchie clearly has been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the ccmmandiers concerned has 
served to strengthen the security of the installation. The 902d MI 
Gruop will continue to provide counterintelligence su5>port to the installa- 
tion under an overt comprehensive counterintelligence support program. 



ICIP REPORT 
1 April 1975 to 31 March 1976 




CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 



a. location: Seneca Army Depot -<SAD) , Romulus, NY 

b. Inforraation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 7t> to 31 
Mar 76: There vas no significant information obtaimed during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE FIATE vas first approved hy OACSI, DA, 
for implementation on 18 Sep 73. Five conventional sources are contacted 
on a recurring basis by the Project Liaison Officer (PLO) . One official 

i sources Is In a position to assist in spotting potential nev sources. During 

the last year, the PLO expended a total of 400 manhours in the program. No 
funds were expended. No information of counterintelligence significance was 
surfaced In this period. Only conventional sources "have been utilized in this 
Operation. 

e. Comments: The installation's mission remaims the same,, a supply 
depot for missile and artillery weapons systems wichi a nuclear capability. 
The Depot is considered a critically sensitive installation and a potential 
target for HOIS. However, there was no information reported to indicate 
the presence of any overt threat to the installatioci. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 



CANTER RIDE: (OACSI Approval - 4 Mar 75) 

a. Location: US Army Missile Coramand (USAMICCBM) , Redstone 
Arsenal^ AL 

b. Infonoatlon Obtained Off-Post and/or Reported on Non-M filiated 
Civilians : None 



C. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) An inserted covert confidential source was employed in this 
operation to attempt to learn the existing sltuatioin In the Optical 
Guidance Technology Office (OGTO) , Advanced Sensors Directorate, 
TJSAMICOM, when reports received in 1974 alleged that lax security 
practices had led to loss and possible compromise of classified informa- 
tion and that several employees were engaging in sax orgies in offices 
during the day. In Sep 74, the CG, USAMICOM, condiacted a Conmand 
Investigation as a result of these reports under tiae provisions of Army 
Regulation 15-6. As a result of that investigatiom, the CG, USAMICOM, 
requested that an ICIP operation be conducted In OGTO. The Source, 
doce In place, had to rely chiefly upon elicitatiom to obtaiti his infor- 
mation because of his covert status, but during the period, did succeed 
In surfacing adverse suitability information on a civilian physicist 
with access to sensitive, SECRET information which indicated that he was 
probably the catalyst for the sexually-oriented actzfl-vltles oil the OGTO 
employees. The employee, apparently obsessed with sex, had nximerous 
extra-marital relations during the last five years ^ The Comoander, 
USAMICOM, was provided a stmimary of information on the employee for 
appropriate conmand action. The employee transferred to another office 

in USAMICOM, which apparently broke up the clique amd Source could uncover 
no new evidence of continuing activities among the remaining employees. 

(2) In addition to the above, the Source provided substantial 
Information on security weaknesses in the supported coTonand to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lax security attitudes, and 
possible compromise of security badges through cont:lnued losses by indi- 
viduals. Source provided such security weakness and hazard details to 
the Project Case Officer who relayed It to overt ME project personnel 
at Redstone. The Project Liaison Officer provided these reports to the 
USAMICOM Commanding General and appropriate security personnel who have 
taken actions to remedy the security weaknesses. 
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erational Status: 



(l)\ttj^NrER RIDE was first approved by OACSI, DA, for implementation 
on 4 Mar 75. 



(3)(U^he operation yielded one Sumuary of Information and several 
oral reports on security weaknesses. 



(4)(j^l^s the result of an 18 Feb 76 briefing presented to thei 
USAMICOM Commanding General, the MI Group conducting the Operation, 
the project personnel, and the supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated. The CG, USAMICOM, declared that the operation 
was a success. The insert Source used in the operation has betin with- 
drawn and reassigned. The CDR, USAINTA, a,nd the ACSI verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, Tespectively with an 
effective date of 31 Mar 76. 



e.(|JJComments: Counterintelligence support contimues to be provided 
by elements of the MI Group stationed at USAMICOM. 
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ICIP REPORT 
1 April 1975 to 31 March 1976 



J/ej CANVAS TAX: (OACSI Revalidation - '4 Feb 75) 

a. Location: Sierra Array Depot (SIAD) , US Army Materiel Development 
and Readiness Command (OARCOM) Her long, CA 

b. Information Obtained Off-Post and/or Reported on Non>Al:filiated 
Civilians:' None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) Reports alleged the use of illegal drugs by military personnel 
at SIAD. However » no details were available. 

(2) Information was reported that an 'exclusion area personal identi- 
fication badge was missing and that an inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident^ new 
identification badges were issued. 

{3} An enlisted man assigned to SIAD was charged with malicious 
damage of a generator at SIAD and his security clearance was revoked by 
the Conanander, SIAD. 

d. Operational Status: 

(1) During the reporting period 616 manhours were expended and 14 
Agent Reports were submitted. 
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(2) T DY funds totalling $29.35 were expended; b1 



(3) At the end of the reporting period two confidential sources were 
being used. 

e. . Conments; 

(1) This ICIP was administratively implemented in April 1974, 
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(2) The mission of the Sierra Army Depot (SIAD> is the operation of 
the Depot for the receipt^ storage, issue, maintenanace, and disposal of 
missile and artillery weapons vith a nuclear capability. Included in the 
items handled by SIAD are ammunition, special weapoics materials, propellants, 
explosive components of guided missiles, supplies, jjetroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD also maintains a capability for 
systems modification in support of the joint AEC/DOtt test firing programs, 

(3) Sierra Army Depot is the major storage area for special weapons 
in the western part of the US. The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are Aow at SIAD, which elevates it to one of the most important 
special weapons repositories in the US. The Depot is located in a re- 
note area and its contents make it not only of inter<est to hostile 
Intelligence, but also a target of terrorist groups who are involved in 

I nuclear theft and blackmail. 
I 

I (4) The Department of Army Sensitive InstallatLon and Unit List, 

; January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force is in exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 
Coverage of these areas by confidential sources thus becomes necessary for 
effective CI coverage. A 20 Sep 75 report of the Nmclear Defense Agency 
entitled "Adversary View and Support - Nuclear Weapam Site Security; 
Adversary Capabilities," in assessing terrorist groujjs tactics employed 

to acquire a nuclear device and options available, cites the method most 
likely to succeed as one in which a member of the regular work force has been 
approached, recruited and is on the terrorist groups payroll. The detection 
of this type of activity among members of a work fonce in an exclusion area 
Is greatly enhanced by employing a confidential sour>ce program. At the close 
of the reporting period, two confidential sources were being utilized in the 
operation to cover the Priority I Exclusion Area. A. third individual is under 
assessment as a potential confidential source. 

(6) Hostile intelligence services have high priority collection objectives 
pertaining to such activities as those conducted at SIAD. 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears, highly vulnerable to a double threat, that prcsed by the in- 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HOIS penetration. The ICIP ijs necessary as an 
additional means to provide "early warnings" to assist the Commander in 
formulating necessary plans and taking proper actioQ to protect the 
sensitive and highly-destructive special weapons stored at this location. 



REGRADED UNCUSSlFfED 
.ON SEP -s 3997 

BVCDR USAINSCOM FOf/PO 



AUTH PARA 1-603 DoD moA.Bn!n}<nnssa^Ll 



(8) At the most recent Quarterly Briefing on 13 Feb 76, the SIAD 
Conmander indicated that he was pleased with the type of support being 
provided and requested continuation of the ICIP. 
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ICIP REPORT 




CENSUS TIME: 



(OACSI Revalidation - 4 Feb 75) 



1 April 1975 to 31 March 1976 



a. Location: Pentagon Telecomnunications Center (PTC), US Army 
Consmunicatlons Command (USACC), The Pentagon, Washiagton, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians ; None 

c. Significant Infonnation Obtained During the Period 1 /»pril 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided Information concerning possible security viola- 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Super>;isors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to cojnmit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica- 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
xe-enlist . 

(3) Adverse suitability information was reported on two additional 
NCOa assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heavy drinking began hitting his wife when <ihe tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking and marital problems and assigned 
him duties where he has no access to classified information. 
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! (4) During the course of an Invesclgaclve of an enlisted WAC luember 
( of TTC who vas absenc-wiehouc- leave (KAWOL Invescigacion) ^ it vas discovered 
I that the CID was also investigating her for theft and trafficking in drugs. 
I The MI representative and CID agents coordinated their mutual investigations 
l PTC has suspended the UAC's access to classified laaterial pending completion 
\,,,__o£jtbe Investigation. • , 

d. Operational Status: 

(1) CEHSUS TIME was first approved by CM.C5I« Dk^ for implementation 
on 5 Feb 74. 

(2) During the period of 1 April 1975 to 31 March 1976, 726 manhours 
wre expended, no TDY or ICF funds were used. The operation produced 
seven Inforoation reports. One confidential source was used during the 
period but was terminated during the latter part of the period. 

e» Coantents: The PTC operations Include an extremely high volume 
of ultra sensitive classified traffic processed at the highest level, 
wid Includes the cryptographic support rendered to the JCS, the MMCC, 
departDwnts and executive agencies of the government', allied embassies, 
and the United Nations Building in New York. The PTC remains a potential 
target for HOIS; however, there Is no Information reported to indicate 
the presence of any Identified threat to the Installation. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 



CENTAVO KID; 



(OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laborat^ories , (HDL]^ > Adelphia, MD 

b. Information Obtained Off-Post and/or Reported on Non-Mfiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Har 76: 

(1) Information was received that a First Secretary at the USSR 
Esibassyt Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society for engineers which 
was held In the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting cnf the society the 
Soviet Embassy official was denied entry. « A report of the incidents 
vere provided to the FBI and the Commander, HDL, maSs a determination 
that the society could no longer hold meetings at HBL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbrldge Research Facility (WRF), HDL, where a series of 
tests on foreign equipment under the Blange Emory prcsgram was in progress. 
In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being imvestigated in coordi- 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoiral activities by 
menibers of the HDL Security Office and a group at thie Van Hess Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee's 
story, the Commander, HDL, believed that she was su£fering from psychiatric 
problems and would have her visit a psychiatrist forr a complete evaluation. 

(4) Suitability Information concerning an employee of the Woodbrldge 
Research Facility (WRF) a branch of HDL located in Woodbrldge, VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 

in a rehabilitation program. 





(5) From 7 October to 6 November 75j a courtesy penetration test of 
HDL's Adelphi Facility was conducted. The penetrations were successful 
aod revealed several security weaknesses which were corrected by the 
supported command. As a result of the test a number of security guards 
vera transferred and guard procedures were changed. In addition a new 
magnetic coded badge was approved for purchase in FY 77. As a follow-up 
implementation of "Lessons Learned" in the penetration test the ICIP 
Project Liaison Officer (PLO) and the HDL Security Officer prepared and 
delivered a series of lectures and classes to the HDt guard force on the 
penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept> US Army Intelligence Center and School, Fort. Hoachuca, A:!. 

d. Operational Status: 



(1) During the reporting period 880 manhours were expended, 18 
Information reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 



(2> No TDY or I b1 
e. Couments 



were expended. 



(1) ICIP CENTAVO KID was approved by OACSl, DA, 18 Oct 73 and the 

supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the OS Army. Some of the more sensi- 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead and 
missile systems to determine their ability to withstand nuclear weapons 
radiation; develop fuses for use with nuclear warheads and conducts develop- 
ment and testing of radiation hardened systems for Mlnutemen and Poseidon 
Missiles . 

(3) The installation remains a potential target for hostile intelligence 
services . 



i 



ICIP REPORT 
I April 1975 to 31 March 1976 

I j/t) GONDOU STAR: (0AC5I Revalidation - 16 Jan 76) 

a. Location: Aberdeen Proving Ground (APG) and Edgewood Arsenal 
i (BA), Aberdeen, MD 

I b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

j Civilians: None 

c» Significant Information Obtained During Period 1 Apr 75 to 
! 31 Mar 76: 

I (1) Confidential and conventional sources employed in the operation 

surfaced information on adverse suitability pertaining to 13 employees 
at Aberdeen Proving Ground/Edgewood Arsenal. The suitabilicy information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. Action vas taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees who were 
assigned to the sensitive installations. The Installation Intelligence 
Officer (IIO) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information. 

(3) Sources reported three instances of foreign travel during the 
period. One of these DOD affiliated employees who traveled tc the USSR 
after attending a scientific conference in Finland is being contacted by 
OS Intelligence. In another instance, a DOD civilian employee visited Poland 
and Czechoslovakia for about one month in June-July 1975. The employee and 
his spouse allegedly visited relatives in both countries. The employee has 

i been debriefed by OSAINTA. Source reported that the employee plans to travel 

to ihese countries again in 1976. In another instance, bus baud and wife DOD 
employees took a Smithsonian Institution-sponsored tour to Moscow and 
Leningrad. The husband has been debriefed by USAINIA and the wife will be 
debriefed at her convenience. Source reported that the couple planned to 
take another trip to Russia in 1976. 

(4) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD employee at 
Edgewood Arsenal with some unexplained periods of tline in his background 
prompted ^a request for a Limited Investigation from the supported command. 
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(5) Sources reported two instances of Swedish citizens visiting 
; the Installations. It was determined that the one visit had been fully 

J coordinated with the proper officials. In the second instance, it was 

i determined that the visit had not been properly coordinated but that 

steps had been taken to insure the visitors would not be given access 
to classified Information until guidance was provided by higher head- 
quarters. 

: (6) Sources reported numerous instances of security weaknesses or 

■ poor security practices. These included unattended offices in which security 

j containers were left open, a CONFIDENTIAL document left unsecured over a three 

j day weekend, poorly controlled access to a classified scientific conference, 

Boveinent of an office into a building in which no technical survey had been 
I conducted prior to the move, typewriter ribbons and carbon papers not being 

j disposed of as classified waste, and high-ranking civilian employee bringing 

j his eight year old son into a controlled access area where a classified 

test was being conducted and remaining overnight. 

d. Operational Status: 

(1) GONDOLA. STAR was first approved By OACSI, DA for impleiraentation on 
21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 ICIPS, 
j Including GONDOIA STAR, by 31 Mar 75. After reviewing correspondence 

I initiated by the Commander, Aberdeen Proving Ground, which recommended 

! that the ICIP GONDOLA STAR be continued, the ACSI reinstated the operation 

for a period of six months on 11 Jul 75, subject to a review after the six 
months elapsed. On 16 Jan 76, the ACSI approved continuation of the ICIP 
' as an ongoing operation. The following statistics are for the period 11 Jul 

75 to 31 Mar 76: 



(a) During the reporting period 2,223 manhours were expenc^ed and 84 
written information reports and 16 oral reports were submitted. 



b1 



no TDY funds were expended. 



b1 



(b) At the end of the reporting period eight confidential sources 
were being used in the operation. 



e. Comments: The ICIP has been a productive operation at a critically 
sensitive installation. Information obtained as a result of the ICIP and 
acted upon by the commanders concerned has served to strengthen the security 
of the installation. The 902d MI Group is conducting a comprehensive review 
of this operation for possible replacement of the operation by an overt 
counterintelligence support program. 



2 



ICIP REPORT 



1 April 1975 to 31 March 1976 
LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: White Sands Missile Range (WSHR) » NM 

b. Information Obtained Off-Pos-t and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Har 76: 

(1) Several reports from confidential sources during the period 
Indicated that employees in the TRADOC Systems Analysis Activity (TRASANA) 
and the Army Missile Test and Evaluation Directorate (ARHTED) were 
following poor security practices in dally activities and not adhering 

to security regiolations for safegtiarding sensitive classified information. 
These security hazards Included leaving security containers open and 
unattended for periods during the day, failing to complete security 
forms affixed to classified material cofStainers , leaving classified 
naterial in work boxes after duty hours, and laxity on the part of 
security guards during night shifts. Security Officers of both TRASANA 
and ARMTED after being provided reports on these weaknesses briefed all 
their employees on requirements of WSMR Regulation 380-5 (Security 
Regulation) and reoriented all guard personnel on their security 
obligations . 

(2) A confidential source reported that a US Army Officer assigned 
to the Office of Missile Electronics Warfare (OMEW) was misappropriating 
computer parts and electronic equipment which he was taking home to build 
his ovm computer. A summary of available information was provided the 

US Army Criminal Investigation Division Command for investigation by that 
agency. The same confidential source reported on 4 Feb 76 that two en- 
listed soldiers in sensitive positions in TRASANA were engaged in drug 
trafficking, but in separate operations. Local on-post investigation by 
the Vhlte Sands Missile Range Provost Marshal resulted in apprehension of 
one of the Individuals, Information on the second soldier, Eillegedly 
Involved in large-scale drug transactions and with criminal contacts, was 
reported to the Sixth Region, US Army Criminal Investigation Division 
Command for appropriate Investigation. 

(3) A confidential source reported that unknown persons had attempted 
on 11 Jan 76 to penetrate TRASANA, which is an Exclusion Area. On 

12 Jan 76, the source reported an unidentified individual claiming to be 
a colonel had been permitted to enter the TRASANA Compound without the 
required identification. Investigations by the TRASANA security personnel 
disclosed that there was no substance to the 11 January report and the 




person in the 12 January incident was identified and found to be a 
legitimate entrant into the facility. The incident did serve to 
ill^lst^ate the security awareness of the source and the personnel 
Involved . 



(4) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and "pocket" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to the area. Many of the computers used in the 
area have classified Infomation storage and the above-named devices 
allegedly can affect the computers' operations. The appropriate 
Security Officer has been appraised of these practices. ICIP project 
personnel have been tasked to provide follow-up reports on actions 
taken by "the supported command. The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 



d. Operational Status: 



(1) LENS HOLDER was first approved by the ACSI, DA, for implementa- 
tion on 16 Sep 74. 

(2) Two confidential sources provide coverage of the two principle 
supported activities, TRASANA and OMEW. An additional individual in the 
ABHTED Is being assessed as a potential source. 



(3) During the reportin g period, 1,053 manhours were exi:>ended. b1 



b1 __| there were no TDY outlays. The operation 

produced 36 written information reports and 24 memorandums and oral 
reports. 

e. Cooments: 



(1) The mission of the White Sands Missile Range has remained un- 
changed since the inauguration of the ICIP and the previous OACSI revali- 
dation on 4 Feb 75. The mission of USMR is to evaluate the Safeguard 
Missile System missile vulnerability studies, missile control systems, 
and perform pre-production tests and analyses of missile systems. The 
mission of WSMR makes it a prime target of hostile intelligence. Activi- 
ties at WSMR which have Priority I requirements for support are TRASANA, 
OMEW, ARHIED, the National Range Operations Directorate, and the US Army 
Safeguard Systems Evaluation Agency. These elements develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct pre-production tests of rocket and guided missile 
systems, operate a nuclear effects facility and operate National Range 
Facilities for tests conducted at WSMR. 



60^ 



(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa- 
tion, dispersion of many of Its facilities, and the extent and nature 
of its computer facilities and missile testing ranges present a lucra- 
tive target for hostile intelligence service (HOIS) penetration. USMR's 
proximity to the US-Mexican border renders it vulnerable to HOIS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HOIS presence or penetrattion, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current interest to HOIS, The tw'o-pronged 
capability' of the ICIP, that is, extensive use of overt source.'; of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be necessary coverage at this time with uhe best potential 
for detection and discovery of HOIS activities. 





ICIP REPORT 



1 April 1975 to 31 March 1976 
(p^LENTII- MONKEY: (OACSI Revalidation - 4 Feb 75) 

a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr. 75 to 
31 Mar 76: 

(1) A source in the Chinese-Mandarin Language Department furnished 
Information concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and assignments. She frequently expressed her displeasure in 
the task of teaching Chinese to students which would enable them to 
"conduct spying activities" directed at the People's Republic of China 
(PRC). The instructor also displayed a Tebellious and uncooperative 
attitude toward necessary DLI administrative requirements. Born in 
Canton, China, she was a British citizen and no evidence of a pre- 
employment investigation could be found. DLI refused to renew her con- 
tract when it expired in Sep 75 and she departed DLI in that month. 

(2) A Confidential Source reported information on an ins:tructor of 
the German Language Department who travelled to East Germany in mid-1975 
without notification or permission from DLI authorities. Upon completion 
of the travel, the instructor was admonished officially and informed that 
any future violation of the DLI regulations on foreign travel would re- 
sult in temporary suspension. 

(3) A visitor to the Russian Language Department in May 75 requested 
copies of training material used in the Russian Dept, claiming that he 
wanted it to use for language training in his reserve unit. The visitor 
was given two unclassified training exercises. Subsequent investigation 
identified the visitor and established that he was a former f;raduate of 
Russian at DLI, and additionally, that he was a bona fide member of a 
California -based Army Reserve unit. The incident, although not of a major 
significance as proven by the later investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLI, placed 
special emphasis on this and the need for all personnel to be: alert for 
unauthorized visitors and proper procedures for handling them. New visi- 
tor requirements and restrictions were published and distributed through- 
out DLI. 
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(4) An Instructor In the Hungarian Language Department travelled 
to Himgary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel in 
Europe since 1971 and frequent contact with relatives and other persons 
t in Hungary. File checks and inquiries of other agencies failed to re- 

veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation Is evident in the continuing con- 
tacts. Monitoring of the instructor's activities continues. 

1 (5) An ICIP source reported that an Instructor in the Russian 

i Language Department allegedly is a former member of the Soviet Army's 

[ equivalent to the US Army Security Agency who while in the Soviet Army 

received special training in English. This instructor left the USSR 
in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an Instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herzen Pedagogical Institute in Leningrad in the late 1960s and early 
1970s. The sequence of these events Illustrate how quickly these indi- 
viduals are able to secure employment after leaving the USSR, employment 
in which they are placed in extremely close contact with US intelligence 
personnel. Monitoring of the activities of these individuals continues. 

(6) Two Instructors in the Bulgarian Language Department who are 
man and wife were accused by fellow faculty members at DLI of being 
connnunlsts because of the unexplained details of their emigration to 
the West and the manner in which they left Bulgaria. The allegations 
led to charges and countercharges; full details of the incident were 
provided the FBI. The wife remains at DLI as an instructor, but as of 
the close of the reporting period on 31 Mar 76, the husband was employed 
elsewhere and no longer DOD-af filiated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal dissension and bickering within the Hebrew Depart- 
ment when he maintained close contact with the Israeli Consulate in San 
Francisco. This caused associates to become suspicious of his motives 
^nd high level contacts. The employee, an alien with an impressive 
background, Including possible Intelligence activities, later applied 
for employment with the National Security Agency (NSA) , which has been 
provided all information available to USAINTA. 

(8) A confidential source reported that a Czechoslovakian Language 
Department (CLD) instructor was planning to withdraw her retirement fund 
noney and return to Czechoslovakia with her two sons, allegedl y to live 
there. 
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At the close of the reporting period possible health 



problems appeared as a deterrent to the wife's origins i rlp"*^ 
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(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia. The Czech Government recently informed 
the Instructor that he could obtain the release of his children if he 
pays the Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the Instructor and his wife. 
The instructor disclosed that the Czech military had changed its method 
of counting. The reports indicate that the instructor is maintaining 
dosef continuing ties with Czech Government officials and that a hostage 
situation with his children exists. Monitoring of his activities 
continues. 

(10) Monitoring also continues on activities of a Polish Language 
Department (PLD) instructor who plans to visit his mother and a brother 
In Warsaw in mld-1976. The instructor has not applied formally to DLI 
for approval for the leave and the trip. The instructor frecuently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Canada often during the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions at DLI, talked with the US Army 
students at length and photographed many of the students in attendance. 
US Customs once detained the instructor's brother at the- Canadian border 
for attempting to smuggle Communist propaganda into the US; US Customs 
confiscated the propaganda. 

(11) An instructor in the Russian Language Department apparently is 
suffering from mental problems. The Instructor has written to a 
California US Senator, a nationally syndicated columnist, and the FBI, 
alleging that he Is constantly under surveillance by the Soviet KGB and 
US intelligence and further, that his life Is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries Into the matter and 
conducted local investigations of the instructor. On 23 Mar 76, the 

DLI Commandant directed the instructor to undergo psychiatric evaluation. 
Initially, the instructor refused and was suspended from his duties 
administratively. At the end of the reporting period the instructor 
agreed to the examination. The results and final disposition are pending. 




d. Operational Status: 



(1) LENTIL MONKEY was first approved by ACSI, DA, for iiaplementation 
on 11 September 1967. 

(2) During the reporting per iod, 4,603 manhouirs were exjjended. 



b1 there were no TD"X outlays. 



(3) Production consisted of 360 written infonmation reports and 
220 Memorandums and oral reports. 

(4) Eight confidential sources were active in the ICIP at the close 
of the period and additional coverage of language (departments and 
administrative sections of DLI was obtained by 16 conventional sources. 



e. Comments: 



(1) The mission of DLI is to train DOD intelligence and communica- 
tions security specialists in every major foreign language. Military 
attaches, employees of the CIA and FBI, as well as other federal agencies, 
are also trained at DLI, making it an extremely ent:lcing target for 
hostile intelligence service operatives.- The majorrity of the faculty 

of DLI have foreign backgrounds, some have only recently arrived from 
Communist Bloc countries and rapidly achieved employment in an installa- 
tion where most of the students are in intelligence or destined for 
Intelligence assignments upon graduation. Many of these instructors 
are in hostage situations by virtue of close, livlog relatives in the 
ComBloc countries with whom they maintain written contact and closer, 
If less frequent, personal contact. In maintaining: contact with these 
ComBloc countries for any reason whatsoever, intelligence agencies of 
those countries in all likelihood have identified tihe instructors* 
place of employment and may have contacted them uncier one guise or 
another . 

(2) In addition to extensivsrand frequent contacts with the govern- 
ments of HoIS, many instructors who probably are completely imbued with 
the American way of life and are now US citizens oir who intend to become 
citizens, nevertheless are vulnerable targets. The instructors acquire 
personal acquaintances among many intelligence perssonnel and, in the 
course of teaching and associating with the militaiy in year-long 
classes, learn of the students' future assignments and do in some 
instances correspond with DLI alumnae after graduation. This unique 
characteristic of conditions at DLI serves to make the Institute an 
even more attractive target for HoIS approaches. 



(3) As shown by statistics in paragraph d(2), and d(3), above, 
ICIP LENTIL MONKEY is the most productive of all tiae presently active 
ICIPS \«Lth a total of 360 written reports. Though 4,603 manhour s were 
expended in the project, the actual cash outlay of b1 \^ot the 



year, the lowest cost figure for any of the active ICIPS. Viewed from 
the cost-yield ratio alone, this operation is an extremely successful, 
economical effort. 
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IMMZ-DOH 



MEMORANDUM THRU: VICB CniEF OF ST A r Ft U SITED • 0T <W!E5-A 

/ NOTED l^SA ^r.. ^ 

FOR: PWDEn DEcnmAav or ino Ampj iv Date t.v.w.-.?.^/.9 



fif-iv Date.. 



cot JolirOf. Tc:"rJ- exec, SAUS 
SUBJECT: Internal Counterintelligence Program (ICIP) (U)-- 
INFORMATION MEMORANDUM 



1. fW" During the past quarter^ six of the currently active Internal 
Countferlntelligence Program (ICIP) operations provided information on 
incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
tninor conditions were furnished the commanders of the supported commands 
who took immediate corrective action. 

2* (U) The total number of active ICIP operations remains at nine. 
Summaries of activity in these operations during the last quarter are 
inclosed. 
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HAROLD R. AARON 
Major General. GS 
ACofsfor Intelii^ence 
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DEPARtMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE A<3ENCV 
FORT MEADE. MARYLAND 20755 



MIIA-SO-SA 



(v;AY 1 1 1976 



SUBJECT: Report of Internal Counterintelligence Program (IClP) 
Operations (U) 



HQDA (DAMI-DOH/COL HAENDLE) 
WASH DC 203LO 



1. ^^^D 



During the 3d Quarter, FY 1976, two of the on-going ICIP 
operations were terminated effective 31 March 1976, CANTER RIDE at 
Redstone Arsenal, AL, and CANARY EFFORT at Fort Ritchie, MD. The 
Coroaander, USAINTA, and the ACSI verbally approved termination actions 
on 20 and 23 February 1976, and separate correspondence requesting 
formal termination was submitted to ACSI, DA, on 8 April 1976. The 
total number of active ICIP operations at the close of the 3d Quarter 
was seven. Summaries for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the quarterly 
report for the period ending 31 Mar 76. 

The former Project Liaison Officers (PLC) of the two terminated 
ICIPS, CANARY EFFORT and CANTER RIDE, are continuing to provide counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These activities now receive comprehensive assistance 
through an overt, all-source, multi-discipline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP) , A review of 
ICIP Operations CANINE PLATE, CENTAVO KID, and CENSUS TIME is currently 
being conducted to determine which of these operations should be con- 
ver^^^to the DSCCP concept. 

3. Through a comment on the DAMl-DOH Information Memorandum to the 

Under-Secretary of the Army, subject: ICIP Program, dated 1 April 1976, 
the Under Secretary indicated that an analysis of each ICIP operation for 
the past year was to be provided with the next qtiarterly review. In 
compliance with those instructions, an analysis of each ICIP operation 
was made for the period 1 April 1975 to 31 March 1976, As a result of 
these analyses, five ICIPS (TAB B) are recommended for termination; four 
ICIPS (TAB C) are recommended for retention. At TAB D are .statistics 




MIIA-SO-SA , f-rr-cr>\ 

SUBJECT: Report of Internal Counterintellxgetice Program {ICIV) 

Operations (U) 

fox each of the ICIP operations which are referred to in individual 
reviews. These statistics provide a recapitulation of pertinent 
costs, manhours, and production for the nine ICIP operations covered 
in this analysis. 

5. (U) RecomBend approval of termination and retention actions in 
TABS B and C. 

) ( / 

i. T„ri 'WILLIAM I. Innings 

Special Aaeistant (OPS) 

as 
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MIU-SO-SA 

SUBJECT: Roport of Internal Couat«TiAt«lllgenca Program (ICIP) 
Operations (U) 



HQDA (DAMI-DOH/COL RAEMDLE) 
WASH DC 20310 



During the 3d Quarter, TT 1976, tvo of the on-going ICIP 
operations were terminated effective 31 March 1976, CANTER RIDE Bt 
Redstone Arsenal, AL, and CANARY EFFORT at Fort Ritchie, MD. The 
Conander, USAINTA, and the ACSl verbally approved termination actions 
oo 20 and 23 February 1976, and separate correspondence requesting 
formal termination vas submitted to ACSI, DA, on 8 April 1976- The 
total number of active ICIP operations at Che close of the 3d Quarter 
was seven. Suamarles for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the qtiarterly 
report for the period ending 31 Mar 76. 



■eport to] 

2, V35r The former Project Liaison Officers (PLO) of the tvo terminated 
ICIPS^ CANARY EFFORT and CAKTKR RIDE, are continuing to prov:Lde counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These actlvltleB nov receive cornprehenslvc assistance 
through an overt, all-source, fflultl-dlsclpline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP) . A review of 
ICIP Operations CANINE PLATE, CSNTAVO KID, and CENSUS TIME Is currently 
being conducted to determine which of these operations should be con- 
verted CO the DSCCP concept. 



3. ImB^ Through a eonaent on the DAMI-DOEI Information Hamorandum to the 
Under Sftcretigry of the Arajt ei^ject: ICIP Program, dated 1 April 1976, 
the Under Secretary indicated that an analysis of each ICIP operation for 
the past year was to be provided with the naxt quarterly re'vlew. In 
coBpIlance with those Instructions, an analysis of each ICIP operation 
was made for the period 1 April 1975 to 31 Nerch 1976. As a result of 
these analyses, five ICIPS (TAB B) are recoMiended for term:! Jiat ion; four 
ICIPS (TAB C) are reconnended for retention. At TAB D are statistics 
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for each of the ICIP operetlone uhlch are referral to in indlvldaal 
r««lewa. These etatletlee pro^e a recapltuUtlmi of pwtlaeat 
eoet*. ■enhoure. end productten for the lilne ICIP operation. coTered 
la thla aaelyela. 

5, (D) lecowMod approval of termination and retention actios^ In 
TABS B and C. 
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CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 



a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three 

c. Infomiation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) On 15 Janxiary 1976, the PLC, as a result of a liaison visit 
with the Baltimore Division of the Federal Bureau of Investigation 
obtained data on the presence of Sino-Soviet Bloc personnel travelling 
within the environs of the target areas and information on those Sino- 
Soviet bloc personnel residing temporarily in the environs of the 
target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 
Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, MD, who claimed to be employed at Site R. 
The individual described Site R in general terms, but made no attempt 
to elicit information from the soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Hagerstown Resident Office of the FBI. A USAINTA investigation of the 
Incident is continuing. 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele- 
communications Center (USACCECTC) and requested a tour of that facility. 
The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOM/ DSL) . The 
request for the tour was refused; the soldier reported the incident. 
All available information was provided the Hagerstown Resident Office of 
the FBI. USAINTA investigation of the incident is continuing. 

(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) employee who is a bartender. employed at the 
Ft Ritchie^NCO Club. The bartender allegedly claimed to patrons that 
she was Un the employ of both "Military Intelligence" and the "CIA." 

An investigation is being conducted by USAINTA. 

(5) On 18 March 1976, a US Army NCO assigned sensitive duties in 
the Alternate Nat lonal Military Command Center (ANMCC) volur.teered 
information canceming his entering into correspondence with an agency 
of the East German Government. The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 
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Germany (FRG) Ambassador in Washington and the FRG Government, he was 
advised to contact the German Historical Central Archives in East 
Germany. The SCO volunteered the information so it could be niade a 
matter of official record in the event he should be contacted in any 
fashion by East Germany in the future. The Chief, ANMCC, was provided 
information on the above. The NCO was given a SAEDA briefing under 
the provisions of AR 381-12 with special emphasis on reportin{; proce- 
dures. The NCO will provide Army Intelligence with copies of any 
correspondence he receives in this regard. At present the opportunity 
for further exploitation appears minimal. 

e. Operational Status: 

(1) In February 1976, the 902d MI Group selected Operation CANARY 
EFFORT to be terminated and replaced by a Direct Support Comprehensive 
Counterintelligence Program (DSCCP) which is being developed by the 
902d MI Group. Supported commanders were briefed on the termination in 
conjunction with the scheduled quarterly briefings as described below. 
All confidential sources used in this ICIP have been terminated. The 
CDR, USAINTA, and the ACSI indicated verbal approval of the termination 
on 20 and 23 February 1976, respectively. The effective termination date 
for CANARY EFFORT is 31 March 1976. 

(2) During the quarter, the PLO presented 21 SAEDA/Threst/Security 
Awareness briefings to personnel assigned to supported activities at 
Fort Detrick and Fort Ritchie, 

(3) The PLO presented the Quarterly Progress' Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC, on 30 March 1976. 

(4) The PLO, on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S. Eberle, CDR, US Army Communications Command 
(USACC) Site R. 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported command, HQ, 7th Signal Command and Ft Ritcnie, with the 
following officials present: COL Harold G- deMoya, CDR, Ft Ritchie; COL 
John J. Plosay, Jr., Deputy CDR, Ft Ritchie and Mr. Joseph J. Carroll, 
Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
Command and Ft Ritchie. 
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CANINE PLATE (OACSl Revalidation - 4 Feb 75) 

a. Location: Seneca Army Depot (SAD), Romulus, NY 

b. ConCidcntial Source Utilization: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

Five conventional sources are contacted on a recurring basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retirement in July 1976. One nevly contacted official source is m a 
position to assist in spotting potential new sources. No threat infor- 
mation vas surfaced during this quarter. On 5 March 1976 the PLO pro- 
vided the Quarterly Briefing to LTC Earl Hain, Acting Depot Conaiander. 
Lie Kain u-as designated by COL .'.Iden Cox, CDR, S.\D, to receive the 
briefing during the absence of COL Cox 
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CANTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Array Missile Command (USAMICOM), Redstone 
Arsenal , AL 

b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

On 18 February 1976, COL Hassel Parker, CDR, 902d MI Group, with 
the Project Liaison Officer (PLO) in attendance, provided a special 
briefing on this operation to MG Turnmeyer, CDR, USAMTCOM. COL Lange, 
USAMICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of compromise. MG 
Turnmeyer expressed his deep appreciation for the information provided 
by the operation and concurred with the suggested termination. The 
source used in this operation has been reassigned and will be debriefed 
subsequent to his 8 April 1976 reporting date. The CDR, USAINTA, and 
the ACSl, DA indicated verbal approval of the termination on 20 February 
and 23 February 1976, respectively. The effective termination date for 
CANTER RIDE is 31 March 1976. 





CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 
Location: Sierra Army Depot (SIAD) , Herlong, CA 
Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

(1) The two confidential sources are providing coverage cf the 
Priority I activities of SIAD which are Exclusion Areas 1 and II. Two 
conventional sources and one casual source cover the Priority II activi- 
ties which are the staff and security organizations of the Depot. One 
Individual assigned to the Special Weapons Section, Exclusion Area II 
is under assessment as a potential source. 



(2) The Quarterly Progress Report for the 2d Quarter, FY 76, which 
had been postponed at the request of the CDR, SIAD, was presented by 
the PLO on 13 Feb 76 to the following SIAD officials: COL Robert Hawlk, 
CDR, SIAD; LTC Robert Render, Deputy CDR; MAJ Robert Folster, Security 
Officer; CPT Wayne Heringer, Intelligence Officer and Mr. Anthony 
Tornabene, Assistant Intelligence Officer. The following perfsonnel from 
the 525th MI Group also attended the briefing: COL Donald Bradbury, CDR; 
LTC Arthur McQueen, Operations Officer, and MAJ Trevor Bissey, CDR, San 
Francisco Field Office. 



(3) ICIP Sources have been tasked to report any significant counter- 
intelligence EEI or indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U) , a special weapons project presently in 
progress at SIAD. 

(4) The Quarterly Progress Briefing for the 3d Quarter, FY 76, will 
be presented by the PLO on or about 30 April 1976 to the SIAD officials 
listed in paragraph 5e(2), above. 



5. (C) CENSUS time: (OACSI Revalidation - 4 Feb 75) 

a Location: Pentagon Telecommunications Center (PTC), US Army 
ConniOTications Command (USACC), The Pentagon. Washington, DC 

b. Confidential Source Utilisation; Hone 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

fl) The Limited Investigation reported in the last quarter on the 
PTC NCO who had attempted suicide and allegedly had involved hxmself in 
financial troubles, drugs, and homosexuality was completed and referred 
to PTC for adjudication. The decision was made not to revoke the NCO s 
security clearance since he left the service on 9 April 1976 and will 
not be allowed to re-enlist. 

(2) During the course of an Investigation of an enlisted WAG membe 
of PTC with a SECRET security clearance who was Absent-Wlthout-Leave, it 
was discovered that CID. Ft Meyer was also investigating her for theft 
and trafficking in drugs. The Project Liaison Officer (PLO) and CID 
agents coordinated their mutual investigations. Drug charges are pending 
the results of laboratory tests of substances purchased from the VAC by 
cS informants. PTC has suspended the WAC's access to classified material 

j>ending completion of the investigation. 

(3) The PLO arranged with appropriate 902d MI Group elements to 
nresent formal SAEDA briefings to all PTC personnel, including the PTC 
elements in the Hoffman and Forrestal Buildings. This project is 
scheduled for completion in the next quarter. 

e. Operational Status: 

^1^ The Hoffman Telecommunications Center has been brought under 
coverage of this ICIP. as requested by COL Donald E. Clark. PTC Commander, 
in the previous quarter. 

f2) On 24 March 1976. the PLO presented the Quarterly Progess 
Briefing to COL Clark. CDR, PTC. CW2 Leonard Gross. Alternate PLO, was 
also present at the briefing. 
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CENTAVO KID: (OACSI Revalidation - h Feb 75) 



a. Location: Harry Diamond Laboratories (HDL), Adelphi, HD 

b. Confidential Source Utilization: None 

c. Infonnation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons Learned" in the 
courtesy penetration test conducted at HDL's Adelphi Facility in the 
previous quarter, the Project Liaison Officer (PLO) and the HDL Security 
Officer prepared and delivered a series of lectures and classes to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thwart attempted penetrations. A 
new HBL Badge and Pass System, utilizing a magnetic coded badge and a 
computer control device, will be started in mid-1976. 

(2) The PLO delivered lectures on the penetration test conducted 
at HDL to the faculty and students of the Counterintelligence Dept, 
US Army Intelligence Corps School, Fort Huachuca, AZ, on 20 and 21 
January 1976- 

(3) The PLO, assisted by other 902d MI Group personnel conducted 
several technical inspections at HDL. The PLO provided advice and 
assistance at several design meetings concerning new buildings at HDL. 

(4) Other security advice was provided by the PLO to the Woodbridge 
Research Facility (WRF) , Woodbridge, VA, and the Gaithersburg Test Site 
(GTS), Gaithersburg, MD. The PLO assisted in devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. HDL requested to be placed on distribution 
for the SATRAN II system but had not received any output from the system 
as of the close of the reporting period. 

e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL, and Mr. James F. Yeick, 
Security Officer, HDL. 







8, LENS HOLDER: (OACSI Revalidation - A Feb 75) 



a. Location: White Sands Missile Range (WSMR) , NM 

b. Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
TRASANA Compound. These incidents were reported innnediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth Region, US Army 
Criminal Investigation Division Command for appropriate action. 

(3) A confidential source reported in March 1976 in threts reports 
that such devices as radios, tape recorders, and "pocket" dig:Ltal calcu- 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could af::ect the 
computers used in the area, some of which have classified data in storage. 
The Activity Security Officer has been briefed on these alleged practices 
and ICIP project personnel have been tasked to provide follow-up reports 
on action taken by the supported command. The information contained in 
the reports has been provided to the Coxmter intelligence Services and 
SAVE Team elements at USAINTA as a matter of interest. 

e. Operational Status: 

(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(OMEW) , WSMR. One individual assigned to the US Army Missile Test and 
Evaluation Directorate is under assessment as a potential source. 

C2) The Quarterly Progress Briefing, postponed at the request of 
MG 0. L- Tobiason, CDR, WSMR, will be presented during the next quarter. 




vr,':~ — - ■ . — . — . . _ 



u (.:.[.. . 



GONDOLA STAR: (OACSI Revalidation - 11 Jvil 75) 

a. Location: Aberdeen Proving Ground (.\PG), and Edge-.-ood 
Arsenal, Aberdeen, MD 

b. Confidential Source Utilization: EighC 
Information Obtained or Reported on Non-Affiliated Civilians: 



c 

None 



d. Useful Information Obtained: 

A confidential source identified an individual in the Eioniedical 
L'^Nora'-orv, Edgewood Arsenal, as an alien enlistee. Project personnel 
bri-fed the appropriate security personnel and a background xnvestiga- 
^io^ to include a oolvgraph e:.ar.ination , was initiated. Tr.e investi- 
gation had not been concluded at the close of the quarter. 

e. Operational Status: 

fl) On 23 March 1976, the PLO preser.ted the Quarterly "regress 
Reoort to COL Alvin D. Ungerieid-r. CDR, APG, on those ac c l ■.-■Lties 
p--rcaining to the Aberdeen area. Mr. Karry A. M^ncke. Installation 
inc-.'lligsnce Officer, APG, --'ss present also. 

(2) On 25 March 1975, the PLO presented the Ou-nrtarly Prepress 
Re-.-.ort' en Edgev;ood Arsenal activi-ies to COL Kc-n-ech L. Sta-l , CDR, 
i:.;ii;vj.-i Arscaal, with CPT Vincent J. ralconio. Chief, Security Orrice, 



rod A.rsenal, also prc-sent. 



Q.^ (jn l^ENS HOLDER: (OACSI Revalidation - U Feb 75) 



a. Location: U'hite Sands Missile Range (WS>[R) , NM 

b. Confidential Source Utilization: Tjo 

c. Infortnation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) A confidential source reported that unkno^vn persons ha'd attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TR,\S:\^A> . On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
IRASA>%A CoT.pound. These incidents were reported irariediately to the 
Security Officer, TIUS.A^vA. An investigation by TRASANA security 
personr.el disclosed that there v?as no substance to the 11 January report 
and the person in the second incident of 13 January v:as identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 

(2) A source surfaced infcmation on 4 February 1976 that tv.-o 
enlisted soldiers at TRASAXA were engaged in drug trafficking, but in 
Se'^srato individual operations. Local or.-posc iri'.'esti'^ation resulted 
in a;jpr-;nension of c:ie of the individuals. All available information 
o/. the second individual v.-as reported to the Sixth R.egion, US Array 
Cri-inal Investigation Division Cor-jriand for appropriate action. 

(3) .A confidential source reported in March 1976 in three reports 
zV.^t such devices as radios, tape recorders, and "pocket" dioital calcu- 
lators vrere being brought into a TRAS.AN.^ Exclusion Area by personnel 
havin.^ access to the area. These devices reportedly could affect the 
cc-puters used in the area, so-e of '.:hich have classified data in storage. 
The Ar.tiviry Security Officer has been briefed on those alleged practices 
and ICIF project personnel hav; been tasked to provide follov-up r.aports 
or. action taken by the supported comand. The inf orr.acion contained in 
the reports has been provided to :he Counterintelligence Services and 
SAVE lea-n elen;ents at L'S.AINTA as a matter of interest. 



(1) The two confidential sources provide coverage of T?v^\SA.\'A and 
the US Anr.y F^lcctr-ci^ics Coirjriand, Office of Missile Lloctronics V.'arfare 
(0':E'.:), V.'S:-'!;. One ir.divldual assigned , to the I'S Army Mi.-sile Test nnd 
Hvaluation Director-ite is under assessment as a potential source. 

(2) The Quarterly Progress Briefing, postponed the request of 
MG 0, L. Tobiason, CDR, V.'SMR, i:ill be presented during the next qu.'.rtei' 



Operational Status: 
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9j^p^ LEX711. M():;}-XV: (OACSi ilevalidatio 



i Feb 75) 

a/^JgLocation: Defense Langu.'gc- Institute (DLl) , I'vi-sidiv-i of 



b^^Conf idential Snurce I'tilizatior.: F.i^lit 



c.fmLnforitiation Obtained or rctiorted on Non-Affiliated Civijians: 
None \ 



d. Useful Inforr.ation Obtained: 



(l^^The female instructor in the Czechoslo%'akian Lan^^uagt Dtrari 
: reported in the last quarter as preparing to resicn her posi: iov 



ment 

and retur n to Czechoslovakia nov is reportedly ha ving 
problems. 



jcraous 



Referred 



(2)[li)A Polish Language Department instructor plauf. ic visit his 
mother and a brother ir. Varsav.- In Eid-1976, p. crn 'ide:-;ti^l sovrcc 
learned. The instructor has tsulr^ittcd no fc'r::.3.I requL^t to DIl icr 
trip yet. The instructor's activities are nonitrred r.F a natter ; :' 
intelligence interest because of his and his brother's travels;, 'r.i z 
brother, a medical doctor has visited in the L'S and Canrida fri-qucr "..iy 
over the last 20 years and was once detained by US Custc:;;;; at tnc 
Canadian border for attempting to s-uggle Co~ur.ist propagnnd;; int:- the 
US. During a 1974 visit to the US, the instructor's brother visiirc; 
DLI, attended Polish Language Department functions, talked vith cr.l 
photograhed the students. USAINTA is monitoring the instructor's activities. 

(sjU^ Czech language instructor is continuing his effortF to obtain 
the release of his children frcm Czechoslovakia. A confidential t-curce 
surfaced the most recent information that the Czech Covcrnticrt hai in- 
formed the instructor he could get his children our of th; ccuntr^' if he 
pays the Czech Government $56,000. ($6,000 for the cost of his tir..--' in a 
Czech prison and $60,000 as an educational tax on his and his vift-'s edu- 
cation.) Source did not have further information on this particulcir as- 
pect, but reported that in mid-February 1976 the instructor gave many of 
the DLI Czech students a list of newly published books in the Czech 
language. The books are distributed by a Canadian firm, "Sixty Eiaht 
Publishers," Box 695 Station A, Toronto, Ontario M5K' 1G2 Canada. The 
instructor told his classes, that the Czech military had officially cha-^ged 
their method of counting for example, usin^-, "21" instead of "1 and 20." 
Insignificant in itself, this last item indicates that tlic iuptrucior is 
maintaining ties with Czechcslovakian officials. USATXIA monitorln;:; 
the instructor's activities. 
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(4) Information developed from official sourctis during the 
period disclosed chat an instructor of the Russian Language Depart- 
ment (;<LD) apparently is suffering from raental problems. The instructor 
has .^.-ritcen letters to a California senator, a nationally syndicated 
col'j~nist, and the FBI, alleging that he is under surv'eillance of 
Sovi-^t and US intelligence constantly and that hiis life is in danger. 
The Cor.T.ander , USAINTA, provided a surcmary report on the instructor to 
the ACSI. The instructor later sent a telegram to the President of the 
United States. Both the FBI and the Secret Service have made inquiries 
into the matter. On 23 March 1976, the Colanandant , DLI, took ad~.inistra- 
tive action directing the instructor to undergo psychiatric evaluation. 
The instructor refused initially and vas administratively suspended 
fron teaching. At the end of the quarter, the instructor agreed to 
the exar.inaclon and final disposition of the matter is pending. 

s. Operational Status: 

(1) As a result of the RLD incident derscribed in d(4), above, the 
DLI Cc--.2nd2nt has directed that the Civilian Personnel Office and 
Security Office screen records of faculty ne-bers for indications of 
menzal problems- Once identified, action v.'ill be taken to obtain treat- 
ment for the individuals concerned - 

(2) flight confidc^ntial sources were utilized during the cu.-irrer ; 
three .-i^urces were terminated due to graduation. Four r.tw confidential 
scur;=s ..■ire recruited, includii-.2 one Technical Language Assistant (TLA), 
Fifteen individuals are under ass-jss-.enc as possible sources, in::Iuding 
one in=n-j:tor and one TLA. In addition to the confidential sources, 
there are 16 conventional sources providing coverage of seven language 
depart-ents and the DLI staff. 

(3;. On 29 "arch 1976, the ?L0 presented the Quarterly Eriefing to 
COL 5a--_;l L. Scapl'icor. , Cor.Lmandint , DLI. Also present at th& briefing 
vere COl Donald K. Bradbury, CDR, 525th :il Group; :-L\J Trevor 3i?--r.y, CDR, 
San "rariisco Field Orfice, 525th MI Cxroup; C?T Brendon A. Micues, SMC, 
Ft I'^ri Resident Of rice, 525th MI Group; and Mr. Ja-.es Green, Asst Security 



r, DLI. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 



CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 
a- Location: Fort Ritchie, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 86 employees 
at Fort Ritchie, all of whom had security clearances and access to one 
of the sensitive activities supported. The suitability inforrratioti 
included the entire spectrum in this category - alcohol and drug abuse, 
moral improprieties and mental instability. In these instances investi- 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified informatloi;.. About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Division for action. 

(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and Interest in the activities of the supported 
installation. Details of these reports were provided the FBI in May 1975 
In one instance an individual resembling a known KGB agent paid an unusual 
amount of attention to shipment of sensitive cargo to Fort Ritchie; in the 
second instance an individual assigned to Fort Ritchie reported that a 
second person whom he had met claimed to be in contact with the Soviets 

in Hagerstown, MD, As of 31 Mar 76, the FBI investigations of the reports 
were inconclusive. 

(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was tasked to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con- 
tained fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of the equipment when the 
messages were recorded. This latter condition was not discovered tintll 
processing to make the systems compatible took place, after the tape had 
lain unsecured, in open storage, for about six weeks. A command investi- 
gation of the incident followed and a determination was made that 
apparently a compromise had not occurred, but as a result of che incident, 
changed security procedures were put into effect for the handling and 
storage of computer tapes, reels, and discs. 




(4?^^Two possible SAEDA approaches to soldiers stationed at Fort 
Ritchie-in January 1976 are currently under investigation by USAINTA 
and the FBI. Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the "CIA" and "military intelligence" are currently 
being investigated by USAINTA. 

(5)^In March 1976, an Army NCO assigned sensitive duties at Fort 
Ritchie volunteered that he had contacted by letter an agency of the 
East Genaan Government. The NCO desired to make the matter o:: the 
contact part of official records in the event he should be la:er con- 
tacted by any agency or person from East Germany. Though the NCO's 
action was part of his research of his family history and ostensibly 
is an overt, sincere effort on his part, the East German Intelligence 
Services (EGIS) often take such opportunities to make intelligence 
approaches, especially if the US soldier-target has special clearances 
and access to sensitive information. The NCO is under instructions to 
report any responses to his letter. 

Operational Status: 

(lyj^CANARY EFFORT was first approved for implementation by OACSI, 
DA, on 11 June 1965, 

(2^In Feb 76, the 902d MI Group selected Operation Cm^.K{ EFFORT 
to be terminated and replaced by an overt, direct support covnterintelli- 
gence program. Supported commanders were briefed on the temiination 
action during the quarter ending 31 Mar 76, All confidential sources 
used in the ICIP have been terminated. The CDR, USAINTA, anc the ACSI 
verbally approved the termination on 20 and 23 Feb 76, respectively. 



o/f^^During the reporting pe riod ,| b1 



b1 [ $80.00 in TDY and travel, and 3,23i) 

manhours were expended . 

(4/mThe Operation yielded 69 information reports and 116 other 
reports which were chiefly verbal reports provided to the supported 
commanders . 

e /[Adornments : The ICIP at Fort Ritchie clearly has been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the commanders concerned has 
served to strengthen the security of the installation. The ?02d MI 
Group believes that effective counterintelligence support to the installa- 
tion can be continued under an overt comprehensive counterintelligence 
support program, which replaced the present ICIP effective 31 Mar 76. 

f^^Recoramendation: None. 




ICIP REPORT 



1 April 1975 to 31 March 1976 

CANINE PLATE: (OACSI Revalidation - A Feb 75) 

a^^Location: Seneca Army Depot (SAD), Romulus, NY 

b^^J'^^formation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c(Li)signif icant Information Obtained During Period 1 Apr 75 to 31 
Mar 76; There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

^i^C^loperational Status: CANINE PLATE was first approved by OACSI, 
DA, for implementation on 18 Sep 73, During the reporting period 400 
manhours were expended in the ICIP. However, there were no reports 
submitted, no funds expended, neither TDY nor | b1 [ There were no confi- 
dential sources utilized, only conventional sources. 

e.|Ujcomments : The installation's mission remains the same, a supply 
depot tor missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was nc information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 

f ^)Recommendation: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 



Clo^ri'ied by £m:.ms^w/Jx'. _ 
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ICir REPORT 




1 April 1975 to 31 March 1976 



C.\:;TF.R RIDE: (OACSI Approval - 4 Mar 75) 



a. - Location: US Amy Missile Coiiimand (USA.MICOM) , Redstone 
Arsenal, AL 

b. Information Obtained Off-Post and/or Reported on ^'on-Af filiated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) An inserted covert confidential source v;as er.ployed in this 
operation to attempt to learn the existing situatior. in the Opticnl 
Guidance Technology Office (OGTO) , Advanced Sensors Directorate, 
US.\!'1IC0M, vhen reports received in 1974 alleged that lav. security 
practices had led to loss and possible corprc:r.i5e of classified informa- 
tion and that several er.iployees vere engaging in sex orgies in offices 
during the day. In Sep 74, the CG, VS^VMICGM, conducted a Corrjnand 
Investigation as a result of these reports •.:i';der the proviricns of Army 
Regulation 15-6. As a result of that invest ij^nt ion , the CG, USAJ-IICOM, 
requested that an ICIP operation be conducted in OGTO. The Source, 
once in place, had to rely chiefly upon alicitation to obtain liis infor- 
mation because of his covert stiitu.^, but during the period, did succeed 
in surfacing adverse suitability Lnfomation on a civilian physicist 
vith access to sensitive, SECRET information v/hich indic.ted that he was 
probably the catalyst for the se:-:ur.ll.y-ori<ir.tGd activities ol: the OGTO 
e~plcyeeo. The employee, apparently obsessed vrith sex, had nuraerciis 
e;-:tra-r.arital relations during the last five years. The CoTTjnander, 
USAMICOM, was provided a surrcnary of infomstion on the ■J!::ployee for 
appropriatn conunand action. The e-pioyee transferred to another office 

in USA2-11C0M, vhich apparently broke up the clique and Source could uncover 
no nev; evidence of continuing activities ar:ong the rer.jining e-nployees . 

(2) In addition to the above, the Source provided substantial 
information on security weaknesses in the supported cor.?.and to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lay. security attitudes, and 
possible cotripromise of security badges throu'jh continui?u losses by indi- 
viduals. Source provided such security weakness and haz.ird details to 
the Project Gase Officer v.'ho relayed it to overt MI project personnel 

at Redstone. The Project Liaison Officer provided these reports to the 
U?;"U-I1C0M Connumding Gesieral and apncopriate security pcrsonrcl '..iio have 
taken actions to remedy the secijrity weaknesses. 




] 



d. Operational Status: 

CD CAHTER RIDE was first approved by OACSI, DA, for implementation 
on A Mar 75. 

(2) Purine the period. $1.315 In TDY and travel expenses were 



b1 



incurred , 

total of 697 manhouTS were expended in the operation. 

(3) The operation yielded one Summary of Information and several 
oral reports on security weaknesses. 

(A) As the result of an 18 Feb 76 briefing presented to i:he 
USAMICOM Cotmnanding General, the MI Group conducting the Operation, 
the project personnel, and Che supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated. The CG, USAMICOM, declared that the operation 
was a success. The insert Source used in the operation has been with- 
drawn and reassigned. The CDR, USATNTA, and the ACSI verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, respectively. 

e. Comments: Counterintelligence support continues to be provided 
by elements of the MI Group stationed at USAIIICOM. 



f. Recommendation: None. 




ICIP REPORT 



1 April 1975 to 31 March 1976 



JJ^ CANVAS TAX: 



(OACSI Revalidation - 4 Feb 75) 



a. Location: Sierra Army Depot (SIAD) , US Army Materiel Command, 
Her long, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Infomatlon Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) Reports alleged the use of illegal drugs by military personnel 
at SIAD. However, no details were available. 

(2) Information was reported that an exclusion area personal identi- 
fication badge was missing and that an inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident, new 
identification badges were issued. 

(3) An enlisted man assigned to SIAD was charged with malicious 
damage of a generator at SIAD and his security clearance was revoked by 
the Commander, SIAD. 

d. Operational Status: 

(1) During the reporting period 616 manhours were expended and 14 
Agent Reports were submitted. 

(2) TDY funds totalling $29.35 were expended; there were no | b1 | 



(3) At the end of the reporting period two confidential sources were 
being used. 

e. Cozmoents: 

(1) This ICIP was administratively implemented in April 1974. 

(2) The mission of the Sierra Army Depot (SIAD) is the cperation of 
the Depot for the receipt, storage, issue, maintenance, and disposal of 
missile and artillery weapons with a nuclear capability. Included in the 
items handled by SIAD are ammunition, special weapons materials, propellants, 
explosive components of guided missiles, supplies, petroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD also maintains a capability for 
systems modification in support of the joint AEC/DOD test firing programs. 



expenses. 




(3) Sierra Army Depot is the major storage area for special weapons 
in the western part of the US- The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are now at SIAD, which elevates it to one of the most important 
special weapons repositories in the US. The Depot is located in a re- 
mote area and its contents make it not only of interest to hostile 
intelligence, but also a target of terrorist groups who are involved 
in nuclear theft and blackmail. 

(A) The Department of Army Sensitive Installation and Unit List, 
January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force is in exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 
Coverage of these areas by confidential sources thus becomes necessary 
for effective CI coverage. A 20 Sep 75 report of the Nuclear Defense 
Agency entitled "Adversary View and Support - Nuclear Weapon Site 
Security; Adversary Capabilities," in assessing terrorist groups tac- 
tics employed to acquire a nuclear device and options available, cites 
the method most likely to succeed as one in which a member of the regular 
work force has been approached, recruited and is on the terrorist groups 
payroll. The detection of this type of activity among members of a work 
force in an exclusion area is greatly enhanced by employing a confidential 
source program. At the close of the reporting period, two confidential 
sources were being utilized in the operation to cover the Priority I 
Exclusion Area. A third individual is under assessment as a potential 
confidential source, 

(6) Hostile intelligence services have high priority collection 
objectives pertaining to such activities as those conducted at SIAD. 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears highly vulnerable to a double threat, that posed by the in- 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HoIS penetration. The ICIP is necessary as an 
additional means to provide "early warnings" to assist the Commander in 
formulating necessary plans and taking proper action to protect the sen- 
sitive and highly-destructive special weapons stored at this location, 

(8) At the most recent Quarterly Briefing on 13 Feb 75, the SIAD 
Commander indicated that he was pleased with the type of support being 
provided and requested continuation of the ICIP. 

f. Recommendation: In view of the above, recommend that ICIP 
CANVAS TAX be continued. 




ICIP REPORT 




CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



1 April 1975 to 31 March 1976 



a. Location: Pentagon Telecommunications Center (PTC), US Array 
Communications Command (USACC) , The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians; None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 >Iarch 1976: 

(1) An ICir source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he hnd coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided inforraation concerning possible security viola- 
tions involving the employee. Because of the employee's ques tionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated, "he NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the KCO has a large nuir.ber of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the KCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica- 
tion. The decision was made not to revoke the TsCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist . 

(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on iTiedical reports and rebellious attitudes 
one "CO was released from the Army by board action. The second N'CO 
after a night of heav>' drinking began hitting his '..-ife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but v:ithdrew them later. The PTC coirnander 
counselled the NCO on his drinking, and iriarital problems and assigned 
him duties where he has no access to classified inforoation . 





(4) During the coarse of an Investigation of an enlisted WAC 
member of PTC who was away-without-leave (KAWOL Investigation), it was 
discovered that the CID was also Investigating her for thdft and 
trafficking In drugs. The HI representative and CID agents coordinated 
their TBUtual investigations. PTC has suspended the WAC's access to 
c^ssified material pending completion of the investigation. ^ 

Operational Status; 

(1) CENSUS TIME was first approved by OACSI, BA, for Implementation 
on 5 Feb 74. 




(2) Ihirlng the period of 1 Ap ril 1 975 to 31 March 1976, 726 



nanhours were expended, no TOY nor 
produced seven Information reports 



b1 jfunds were used. The operation 

One confidential source was used 



during the period but uas terminated during the latter part of the period. 



e. Comnents: The PTC operations Include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis- 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies > and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however, there was no information reported to indicate 
the presence of any orvert threat to the Installation. The HI Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and implementing an overt direct support 
comprehensive cotxnterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 

f. Recommendation: That the ICIP CENSUS TlhfE be terminated and an 
Increased overt liaison with additional direct security supporc be pro- 
vided the installation commander. 




ICIP REPORT 



1 April 1975 to 31 March 1976 
CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories, (HDL), xXdelphia, >fD 

b. Information Obtained Off-Post and/or Reported on Kon-Af filiated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secr-tary at the U5.SR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute ot Electrical and EU.- 
tronics Engineers, INC, a professional society for engineers wnich _ 
was" held in the auditorium of HDL. The subject matter presented -.uring 
the meeting was unclassified. At a second meeting of the society trie 
Soviet Embassy official was denied entry. A report of the mcioents 
were provided to the FBI and the Cor-iander, HDL, ir.ade a deter:.ii;iation 
that the society could no longer hold meetings at m.>L in order to i^rc- 
clude any potential security threat. 

C2) On two occasions an unidentified light aircraft flcv over uhe 
test site Woodbridge Research Facility (V.'RF) . HDL, vhere a serios of 
tests on foreign equipment under the Range Er'-ory progra": v:as m progress. 
In both instances the aircraft circled over the Rr.nge E-ory test cite 
for about 5-7 r.iinutes. The overflights are being investigated c:o.-i- 
nation v.'ith the FBI. 

(3) An employee, HDL, made allegations of imrr.oral activities by 
members of the HDL Security Office and a group at tne .on .^ess Av^r.^M 
Facility, HDL. The employee claimed that she v:as being -olloved by ^ 
nier/Dcrs of the HDL Security Office. After investigating er^ployee s 

storv, the Commander, HDL, believed that she was sutfering fio.. ps^.n.a. xc 
problems and would have her visit a psychiatrist tor a coniplote eva^.un.ion. 

C4) Suitability information concerning an employee of the v.'o.vdcri ngc 
Research Facility (WRF) a branch of HDL located in v:oodbriag., X., luvc ved 
a problem of alcohol abuse. After counseling, the crr.p.oyc-c- par....... :...cl 

in a rehabilitation program. 
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(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. As a result of the test a number of security 
guards were transferred and guard procedures were changed. In addition 
a new magnetic coded badge was approved for purchase in FY 77. As a 
follow-up implementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept. US Array Intelligence Corps School, Fort Huachuca, AZ. 



d. Operational Status 

(1) During the reporting period 880 manhours were expended, 18 in- 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 



(2) No TDY or b1 funds were expended. 



e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
Supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities In support of the US Army. Some of the more sensi- 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Minutemen and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support counter- 
intelligence program. 

f. Recommendation; That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be implemented. 





ICIP REPORT 




GONDOLA STAR; (OACSl Revalidation - 16 Jan 76) 



1 April 1975 to 31 March 1976 



a. Location: Aberdeen Proving Ground (APG) and Edgewood Arsenal 
(EA), Aberdeen, MD 

b. Information Obtained Off-Post and/or Reported ob Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 13 employees 

at Aberdeen Proving Ground/Edgewood Arsenal. The suitability information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. Action was taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees who were 
assigned to the sensitive Installations. The Installation Intelligence 
Officer (HO) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information, 

(3) Sources reported three Instances of foreign travel during the 
period- One of these individuals who traveled to the USSR after attend- 
ing a scientific conference in Finland is being exploited as a DOMEX 
lead. In another instance, a civilian employee visited Poland and 
Czechoslovakia for about one month in June-July 1975. The employee and 
his spouse allegedly visited relatives in both countries. The employee 
has been debriefed by USAINTA- Source reported that the employee plans 
to travel to these countries again in 1976. In another instance, husband 
and wife DOD employees took a Smithsonian Institution-sponsored tour to 
Moscow and Leningrad. The husband has been debriefed by USAINTA and the 
wife will be debriefed at her convenience. Source reported that the 
couple planned to take another trip to Russia in 1976. 



(A) Sources reported several Instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance 
a citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD at Edgewood 
Arsenal with some unexplained periods of time in his background prompted 
a request for a Limited Investigation from the supported conmiand. 
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(5) Sources reported two instances of Swedish citizens visiting 
the installations. It was determined that the one visit had been 
fully coordinated with the proper officials. In the second instance, 
it was determined that the visit had not been properly coordinated 
but that steps had been taken to insure the visitors would not be 
given access to classified information until guidance was provided 
by higher headquarters. 

(6) Sources reported numerous instances of security weaknesses 

or poor security practices. These included unattended offices in which 
security containers were left open, a CONFIDENTIAL document left un- 
secured over a three day weekend, poorly controlled access to a 
classified scientific conference, niovement of an office into a building 
in which no technical survey had been conducted prior to the move, 
typewriter ribbons and carbon papers not being disposed of as classified 
waste, and a high-ranking civilian employee bringing his eight: year old 
son into a controlled access area where a classified test was being 
conducted and remaining overnight. 

d. Operational Status: 

(1) GONDOLA STAR was first approved by OACSI , DA for implementation 
on 21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 
ICIPS, Including GONDOLA STAR, by 31 Mar 75. After reviewing corre- 
spondence initiated by the Commander, Aberdeen Proving Ground., which 
recommended that the ICIP GONDOLA STAR be continued, the ACSI reinstated 
the operation for a period of six months on 11 Jul 75, subject to a re- 
view after the six months elapsed. On 16 Jan 76, the ACSI approved con- 
tinuation of the ICIP as an ongoing operation. The following statistics 
are for the period 11 Jul 75 to 31 Mar 76: 

(2) During the reporting period 2,223 manhours were expended and 84 
written information reports and 16 oral reports were submitted. The 
operation cost $700 in ICF, no TDY funds were expended. 

(3) At the end of the reporting period eight confidential sources 
were being used in the operation. 

e. Comments: The ICIP has been a productive operation at a 

critically sensitive installation. Information obtained as a result of 
the ICIP and acted upon by the commanders concerned has served to 
strengthen the security of the installation. The 902d MI Group is con- 
ducting a comprehensive review of this operation for possible replace- 
ment of the operation by an overt counterintelligence support program, 

f. Recommendation: Recommend that ICIP GONDOLA STAR be continued 
pending completion of the 902d MI Group review. 




ICIP REPORT 




1 April 1975 to 31 Mirch 1976 



,ijC«^LE:;S HOLDER: (OACSI Revalidation - 4 Feb 75) 

a. Location: Vrhite Sands Missile Range (V.'SMR) , NM 

b. Infomation Obtained Off-Post and/or Reported or. Non-Af tiliatcd 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) Several reports froir. confidential sources durir.g the period 
indicated that employees in the TR;\OOC Systems Analysis Activity (TR.\SA::a) 
and the Army Missile Test and EvaluvTtion 'Directorate (AR/'TED) '.-.•ere 
following poor security practices in dally activities und not adhering 
to security regulations for safeguarding sensitive claf~ified infe-Tnation. 
These security hazards included 3. saving security containers open and 
unattended for periods during the day, failing to co:?.plete security 
forns affixed to classified material containers, leaving classified 
r..Tterial in work boxes after duty hours, and lariity on the. part of 
security guards during night shifts. Security Officers of botii nLiSANA 
and AR2ITZD after being provided reports on these v.-saVn-^.-rses briefed all 
their employees on requirements of ''S'rR rs.cc^ulation 330-5 (Security 
Megulation) and reoriented all guard personnel on their security 
obligations . 

(?) .A confidential source reported tiiat a US Ar^iy Officer assigned 
to the Office of Missile Electronics ^'arfar.: {CME") v.-a=. Tnisapprov.r iating 
co:r.putor p.-.vts and eloctronic equ!.p;?.ent i.-.-'iich he vas C.-.iking hor.:c to build 
his ov.-n computer. A suni;?.ary of available ii; formation v.-as provided the 
L'S A.rny Cri^iiinal Investigation Division Co..".-Mnd for ir-vestigatior. by that 
ig'iTicy. The same confidential source reported on !^ F^b 76 thir.t tvo en- 
listed soldiers in sensitive positions in T.'vAS.A..\".A. vorc engciged Ln drug 
trafficking, but in separate operations. Local on-post investij^ation by 
t;>c '-.hite Sands Missile Range Provost Marshal resulted in approhijuision of 
one of the individuals. Information on the second soldier, allegedly 
involved in large-scale drug transactions and v.'ith crininal contacts, v.'as 
^•jporced to the Sixth Region, US A.rny Criminal Investigation Division 
CoTTunand for appropriate investigation- 

(3) A v-onf identi.al source reported that unknown pcriJons h.id .ittcnpted 
on 11 Jan 76 to penetrate 1"R.-\SA.\A, v:hich is an Ejiclu:, ioii Area, "''(n 
12 Jan 76, the source reported an unidentified indi vid-j.'il clair.in;4 to be 
a colonel h.id been permitted to enter the T'"^-^SAXA Con'-oxinJ wit'nout the 
required i'dontif icat ion . Investigations by the TRASA'.'.\ ^ccuri.'.y personnel 
disclosed that there va.s- no substance to the 11 January report .'.-u! the 
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person in the 12 January incident was identified and found to be a 
legitimate entrant into the facility. The incident did serve to 
illustrate the security awareness of the source and the personnel 
involved. 



(4) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and "pocket" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to Che area. Many of the computers used in Che 
area have classified information storage and the above-named devices 
allegedly can affect the computers' operations. The appropriate 
Security Officer has been appraised of these practices. ICIP project 
personnel have been tasked to provide follow-up reports on actions 
taken by the supported coinraand. The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 

d. Operational Status: 

(1) LENS HOLDER was first approved by the ACSI, DA, for implementa- 
tion on 16 Sep 74. 

(2) Tivo confidential sources provide coverage of the tvo principle 
supported activities, TRf\S.-\KA and 0>5EW. An additional individual in the 
ARTIIED is being assessed as a potential source. 

(3) During the reporting period, 1,053 manhours were expended. The 



opiirarion cost | b1 there were no TDY outlays. The operation 

produced 36 '..•ritten information reports and 24 memorandums and oral 
reports. 



e. Cornmonts: 



(1) The i7iis5ion of the VThite Sands Missile Range has roT^ained un- 
changed since the inauguration of the ICIP and the previous OaCSI revali- 
dation on 4 Feb 75. The nission of IvSMR is to evaluate the Safeguard 
Missile System r.iissile vulnerability studies, missile control systems, 
and perform pre-production tests and analyses of missile systems. The 
■nission of WS^^R makes it a prime target of hostile intelligence. Activi- 
ties at WSMR vyhich have Priority T requirements for support are TRASANA, 
OML'.:, AFLMTED, the National Range Operations Directorate, and the US Army 
Safeguard Systems Evaluation Agency. These elements develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct p.re-production tests of rocket and guided missile 
systcnis, operntp. a nuclear effects facility and operate National Range 
Eacilities for tests conducted at WSMli. 



(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa- 
tion, disperson of many of its facilities, and the extent and nature 
of its computer facilities and missile testing ranges present a lucra- 
tive target for hostile intelligence service (HoIS) penetration. USMR's 
proximity to the US-Mexican border renders it vulnerable to HolS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HoIS presence or penetration, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current Interest to HoIS. The two-pronged 
capability of the ICIP, that is, extensive use of overt sources of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be a necessary coverage at this time with the best potential 
for detection and discovery of HoIS activities. 

f. Recommendation: Based on the above, recommend that ICIP LENS 
HOLDER be continued. 





T.CIP RErOKT 




1 April 1975 to 31 March 1976 



LENTIL MONKEY: (OACSI Revalidation - h Feb 75), 



a. Location: Defense Language Institute (DLI) , Trasidio of 
Monterey, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) A source in the Chinese-Mandarin Language Depr.rt-isnc furnished 
inf orrr:ation concerning a temporary instructor of that daparcr.snc v:ho 
closely questioned her students about their knov.-ledge of their future 
duties and assignments. She frequently e:-:pre?se<! her displeasure in 
the task of teaching Chinese to students which, would enable th£- to 
"conduct spying activities" directed at the People's Republic of China 
(PRC) . The instructor also displayed a rebellious and up.cocpcrative 
attitude toward necessary DLI adninistrative r-^quirer.ients . Born in 
Car.con, China, she u-as a British citizen and no evidence of a prc- 
eTnplovTient investigation could be. found. DLI refused to renev her con- 
tract vrhen it expired in Sep 75 and she departed DLI in that nonth. 

(2) A Confidential Source reported inforr-.o-tion on an instructor of 
the Gernan Language Departtnent vrho travelled to East C.:-r-.-any in :.>id-1975 
wirhouc notification or perr.ission tron DLI .-.ut:horici es , Upon co::.placion 
of the travel, the instructor v.'as admonisiied officially and informed that 
a:ay future violation of the DLT regulations on foreign travel vould re- 
sult in temporary suspension. 

(3) A visitor to the Russian LinguigD Depr.rt^cnt in May 75 requested 
copies of training material used in the Rur.sian Dept , claiming c!iat he 
vanted it to use for language training in his reserve unit. The visitor 
v.-as given two unclassified training exercises. Subsequ-rnt investigation 
identified the visitor and established tliat he v.'as a former gra'i'jate of 
Russian at DLI, and additionally, that he ■.vas a bona fi'ie n;e;nber of a- 
California-based Arny Reserve unit. The i:icidGnc, aItl:ough not of a major 
significance as proven by the ].ater investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLT, pl.-ceJ 
special emphasis on this and the need for all porsonni.;] to be alert for 
unauthorized visiters and proper j^rocedures for h.indJi'.i;^ Lhe:^. Xev- visi- 
tor requirements and restrictions i.ere publiE!u=d and illstributt.:ii through- 




(A) An instructor in the Hungarian L.myu.Tgo Deparlncnt traviilied 
to Hungary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel in 
Europe since 1971 and frequent contact with relatives and ether persons 
in Hungary. File checks and inquiries of other agencies failed to re- 
veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation is evident in the continuing con- 
tacts. Monitoring of the instructor's activities continues. 

(5) An ICIP source reported that an instructor in the Russian 
Language Department allegedly is a former laeciber of the Soviet Army's 
equivalent to the US Army Security Agency who while in the Soviet Array 
received special training in English. This instructor left the USSR 

in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herzen Pedagogical Institute in Leningrad in the late 1960s and early 
1970s. The sequence of these events illustrate hov quickly these indi- 
viduals are able to secure employment after leaving the USSR, e-ploynent 
in which they are placed in extremely close contact with l!S intelligence 
personnel. Monitoring of the activities of these individuals continues. 

(6) Two instructors in the Bulgarian Language Depnrtirent who are 
man and wife were accused by fellow faculty nembers at DLI of being 
coriHiunists because of the unexplained details of their emigration to 
the 'rest and the manner in which they left Bulgaria. The allegations 
led to charges and countercharges; full details of the incident 'v.'ere 
provided the FBI. The wife re?.iains at DLI as an instructor, but as of 
th£ close of the reporting period on 31 Mar 76, the husband v.-as en^ployed 
elsevhere and no longer DOD-af filiated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal dissension and bickering v;itr.in the Hebrev; D..-part- 
raent v:hen he maintained close contact with the Israeli Co;isulr:te in San 
Francisco. This caused associates to becor^e suspicious o:." his motives 
and high level contacts. The eo'.ployee, an alien with ra impressive 
background, including possible intelligence activities, later applied 
for employment with the National Security Agency (NSA) , which has been 
provided all information available to USAI^^TA. 

(S) A confidential source reported that a Czecho5lovaki<'?n Language 
Department (CLD) instructor '.cas planning to withd'-av.' her retirdi^ent fund 
money and return to Czechoslc'^akia with her tv;o sons, .iilegedly to live 



there . 



b1 Per FBI 
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1 At the close of the reporting period possible health 

problems appeared as a deterrent to the wife's origirial plans, but 



definite decisions, in this I'egard ar e_ i 


jn known. 


D'l 


Per 1- 









(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia. The Czech Government recently informed 
the instructor that he could obtain the release of his children if he 
pays the Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the instructor and his wife. 
The instructor disclosed that the Czech military had changsd its method 
of counting. The reports indicate that the instructor is Tnaiataining 
close, continuing ties with Czech Government officials and that a hostage 
situation with his children exists. Monitoring of his activities 
continues . 

(10) Monitoring also continues on activities of a Polish Language 
Department (PLD) instructor who plans to visit his mother and n brother 
in TJarsaw in inid-1976. The instructor has not applied fornally to DLI 
for approval for the leave and the trip. The instructor frequently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Canada often during the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions' at DLI, talked with the US Army 
students at length and photographed many of the students in attcin^Innce. 
US Customs once detained the instructor's brother at the Canad'!an border 
for attempting to smuggle Communist propaganda into the US; US CuFUoms 
confiscated the propaganda. 

(11) An instructor in the Russian Language Departmerr; apparently is 
suffering from mental problems. The instructor has '.•nrltten to a 
California US Senator, a nationally syndicated columnist, and thi2 FBI, 
alleging that he is constantly under surveillance by the Soviet KGP, and 
US Intelligence and further, that his life is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries into the matter and 
conducted local investigations of the instructor. On 23 Mar 7G, the 

DLI Commandant directed the instructor to undergo psychiatric c. al untion. 
Initially, the instructor refused and was suspended fro-n his duties 
administratively. At the end of the reporting period the instriictor 
agreed to the examination. The results and final disposition nre r nding. 
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d. Operational Status: 



(1) LENTIL "OXKFA* was first approved by ACST, DA, for iripl 
on 11 September 1967. 

(Z) During the reporting per iod, 4,603 manhours we re expended. 



b1 there were no TDY outlays 



(3) Production consisted of 360 written information reports and 
220 Memorandums and oral reports, 

(4) Eight confidential sources were active in the ICI? at the close 
of the period and additional coverage of language departments and 
administrative sections of DLI was obtained by 16 conventional sources. 

e . Comments : 

(1) The nission of DLI is to train DOD intelligersce and communica- 
tions security specialists in every major foreign language. Military 
attaches, employees of the CIA and FBI, as veil as other federal agv-'ncies, 
are also trained at DLI, making it an extrenicily cnticinj targer for 
hostile intelligence service operatives. The majority of the faculty 
of DLI have foreign backgrounds » some have only recently arrived ft-cm 
CoiTLTiunist Bloc countries and rapidly achieved emplo%Tr;ent in an install.-s- 
tioi; v.'here most of the students are in intelligence cr def^tined for 
intelligence assignrnents upon graduation. Miiny of these iny true tors 
are in hostage situations by virtue of close, living ra.l ntlvis in the 
Co-Bloc countries with whom they naintain >'.'ritten contact snd clcscr, 
if less frequent, personal contact.- In maintaining contact with r.;iise 
Con:31oc countries for any reason vhatsosver, intelligtnct- agencies of 
those countries in ail likelihood have identified the instructors' 
place of employment and may have contacted then-, under one guise or 
another. 



(2) In addition to extensiv^and frequent contactb •.•it.h the ;,./v-;rn- 
cents of fioIS, many instructors v.'ho probably are conpieLcily ir.'."-?UL i vrith 
the A."ierican way of life and are nov US citizens or v.-l-.o to becc.r.e 
citizens, nevertheless are vulnerable targets. Ihe instructors acquire 
personal acquaintances among many intelligence personnel an<!, in the 
course of teaching and associating with the military in year-long 
classes, learn of the students' future assignnicnts and do In sowe 
instances correspond -.vith DLI alumnae after graduation. This unique 
characteristic of conditions at DLI serves to iinake the Institute an 
even more attractive target for HoIS approaches. 

(3) As shown by statistics in paragraph d(2), and d(3), above, 
ICI]' LENTIL MONKEY is the most productive of all the prcsc-nt ly activr- 
ICIPS with a total of 360 written reports. Though 4,603 Tr:M-iliuurs wen.- 
expended in the project, the actual cash outlay of ICI' v/.i;-; :i;372 for Llie 



year, the lowest cost figure for 
the cost-yield ratio alone, this 
economical effort. 

f. Recommendation: In view 
LENTIL MONKEY be retained. 



any of the active ICIPS. Vieswed from 
operation Is an extremely successful, 

of the above recommend that ICTP 
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DAMI-DOH 



T»^^^r.al Ponnr^rintPniPPnr.R Program (ICTB^ fU) 



OATS 

2 June 1?I76 



Tn phfain f ni-ma 1 frCST approval for termination of three IGIP operations, 



l^iy^^ BackEround; 



— Contained in USAINTA'b 3d Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations: CANINE PIATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Teleconrounications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAINTA reconmendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive CI program. 



Discussion: 



After a thorough review of the ICIP report on these operations, it is deter- 
an be ter 



mined that they can be terminated with no adverse affect on the installations served. 



— Increased overt liaison with additional security support will be provided the 
Installations by the 902d MI Group. 902d Ml Gp Pamphlet No. 38i-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) ITAB C) 
outillnes overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U) , CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B> 

— With the termination of these ICIP's, there x^mainsf four active CONUS ICIP 
operations. ' 

— Ltr to USAINTA at TAB A,, furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 
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ACH FORM 28, 



DAMI'DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

3. (u) Recomtpendation r That Itr be approved by the ACSI and signed 



BY U5AB@ti30M FSffife^ 



e57 



SOKJBCI: XntAtMl Co«nt«rlAC«Llll*ne* Ptograa <XCIP) (V) 



08 Any t»t*lli«iw>e« ^giMey 

AXni: MtU'SO 

?»rt 1Im4«, Mazy land 207S& 



1. (0) lafaraac*. M QoarCar. n 1976, ICIF Operations Report, 
■baralii yaw racoaaaaMd tccBlcaclos of three ICIP oparscions . 

2. Sfr ICU oparstioiu, CANIHE PLATE (0), CKHSUS TIME (B) . and 
ORAVO KID <1)) are fowlly tazvloated a* raeoHMnded. 

2. CO) Ila<iuast that a full reviev of the raMlal&g four active CC>hX':> 
ICIF operation* ba conducted to detemlbc the need for their rontinuAiu: 
or ditcontlnuance, antf the results* with your racoaa<eiid«tiatLS » h« forwe 
to this office KLT 2|?Ju&e 7t>. 




ICIP REPORT 



1 April 1975 to 31 March 1976 
CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Army Depot (SAD), Romulus, 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There x^ras no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE was first approved by OACSI, 
DA, for implementation on 18 Sep 73. During the reporting period 400 
manhours were expended in the ICIP. Hax>rever, there were no reports 
submitted, no funds expended, neither TOY nor | b1 | There were no confi- 
dential sources utilized, only conventional sources. 

e. Comments: The installation's mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was no information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 

f. Recommendation: That the ICIP CANINE PL.\TE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 



CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecommunications Center fPTC) , US Army 
Communications Command (USACC) , The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Af filiated 
Civilians : None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola- 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 

slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica- 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist . 

(3) Adverse suitability Infomation was reported on two additional 
NCOS assigned to PTC. Based on medical reports and rebellious a.ttitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heai/y drinking began hitting his wife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified information. 



ByCDRUSAi'NSCO!\,irOi/PO 
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(ATl Durxng the course of an investigation of an enlisted WAC 
member of PTC who was away-without-leave (KAWOL Investigation), it was 
discovered that the CID was also investigating her for theft and 
trafficking in drugs. The MI re presentative and CID agents coordinated^ 
t their m utual i nvestig ations. IIPTC has suspended the WAG 'a access to 
•^iawrrf ied material penSS^Mmpletlon of the investigation. 



d. Operational Stattis: 

(1) CENSUS TIME was first approved by OACSI» DA, for implementation 
on 5 Feb 74. 

(2) During the period of 1 Ap ril 1975 to 31 March 1976, 726 



manhours were expended, no TOY nor b1 "^'^^ used. The operation 

produced seven information reports.^ IMfe conridential source wag used 
during the period but was terminated during the latter part of the period, 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis- 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however, there treis no information reported to indicate - 
the presence of any overt threat to the installation. The MI Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and impl.ementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 

f . Recommendation: That the ICIP CENSUS TIME be terminated and an 
increased overt liaison with additional direct security support be pro- 
vided the installation commander. 




ICIP REPORT 



1 April 1975 to 31 March 1976 



CENTAVO KID: 



(OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories, (HDL), Adelphia, >[D 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at the USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society for engineers which 
was held in the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting of the society the 
Soviet Embassy official was denied entry. A report of the incidents 
were provided to the FBI and the Commander, HDL, made a determination 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (VJRF) , HDL, where a series of 
tests on foreign equipment under the Range Emory program was in progress. 
In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi- 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at the Van Ness Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee's 
story, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 

(4) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 

in a rehabilitation program. 



.Ml)Vx...U..i^JMi'Al 




(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses v.liich were corrected 
by the supported conuiiand. As a result of the test a number of security 
guards were transferred and guard procedures were changed. In addition 
a new raagnetic coded badge was approved for purchase in FY 77. As a 
follow-up inplenientation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School, Fort Huachuca, AZ. 



(1) During the reporting period 880 manhours were expended, 18 in- 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 



e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementation of the operation 
on 12 2s-ovem.ber 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi- 
tive activities include research iiito the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Minutemen and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support CDunter- 
intcll Lgence program. 

f. Recommendation: That the ICIP CEN'TAVO KID be terminated and 
an overt direct support counterintelli.gencc program be implemented. 



d. 



Operational Status 



(2) No TDY or b1 



were expended. 
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f^o.nnrprinf^nippnr-p Program fICIP') fU) 



DAMI-DOH 



OAT* 

2 June 1976 



To p^fa^•^ form-ij Af^S:^ approval for termination of three ICIP operations. 



Background; 



— Contained in TJSAINTA's 3d Quarter, FY 1976, ICIP Operations Report, U May 76, 
was recommendation to terminate three operations: CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TDIE (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAINTA recommendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive CI program. 



:omprehe 



Discussion : .5 ' 

— After a thorough review of the ICIP report on these operations, it is deter- 
mined that they can be terminated with no adverse affect on the installations served. 

— Increased overt liaison with additional security support will bt: provided the 
installation^ by the 902d MI Group. 902d MI Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) jTAB C) 
outlines overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B. 

— With the termination of these ICIP's, there remain/ four active CONUS ICIP 
operations. ' 

" Ltr to USAINTA at j:AB_4, furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 Jum 
1976. 
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(5/;- ^-iOi. 



sSSj'eS: internal Counterintelligence Pro.ra. (ICIP) (U) 



3. (U) Rec 



omme 



ndation: That Itr mA be approved by the ^SI and signed 
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BAKI-DOB 

subject: XBteru.1 Counterint*lllg.nc. Prograa (ICIP) (U) 



OS Army Intelltg«** Ajtpcy 

ATTK: KIIA-SO 

rprt Keade, lUryUnd 20755 



1 a-i Referenc*, 3d Quarter, FY 1978, ICIP Operations Ccport, " ^ . 

^reli reSUudid «r»l..tloa of three ICIP operation.. 

ICIP operation. CAiaiS PUTE (U) . CEKSUS TIKS (U). aud 
cfcrfAVO KID (a) are foroally teratnated at recojasendcd. 

5 ^Dl Re<ju«sc that « full review o£ the reoalntn- four active COS :US 
to this office 2|f June 76. 

r--.-G:r:.:.^3 



TCIP REPORT 
I April 1975 to 31 March 1976 
yt^) G\NTN'E PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Amy Depot (SAD), Romulus, "NY-- 

b. Information Obtained Off-Post and/or Reported on N'on-Af filiated 
Civilians; None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overc threat to the installation. 

d. Operational Status: CANINE PLATE «as first approved by OACSI, 
DA, for ir:pletnentation on IS Sep 73. During the reporting period 400 
taanhours v.-ere expended in the ICIP. Kovever, chore v.'sre no reports 



5ub::;itted, no funds expended, neither TDY nor b1 There were no confi- 



dential sources utilised, only conventional sources. * 

e. Ccr.:?.enC3: The installation's cission rer.ains the S3a::ie, a supply 
depot for nissile and artillery vrespons syscer.s vith a n-.;clear capability. 
The Depot is considered a critical ar.d sensitive in3t::llat icr. ; therefore, 
r^~ains as a potential target for HOIS. Hovrever, there: v.-a.s no i.ifor-ation 
reported to indicate the presence of any overt threat to Che ir.st-;lLacion. 
The C-rcup has been conducting a thorough reviSii' of the ICIP to determine 
the advisability of cerr.inating the operation, 

f. Recc--nendaticn: That the ICIP CA::i:-:E PL.ATE be cevrainated but that 
increas-ad overt liaison v.'ith additional security support b» provided the 
installation commander. 



v. 



ICIP REPORT 



^ 1 April 1975 to 31 March 1976 

CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: rcntagon Telecomnunications Centej (PTC), US Amy 
CoTTiTiunicaC ions Command (USxVCC), The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred froa the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the TCTP source provided inforn:ation concerning possible security viola- 
tions involving the er;ployee. Because ox the er.ployee's questionable 
suitability characteristics and conduct he v;a3 assigned to a job in PTC' 
requiring niinlmun: contact vith classified inf orrr.ation. Supervisors -.■.'ill 
continue to -lonitor his conduct, and activities. 

(2) An Army NCO assigned to PTC atteTT^pted to coumit suicide by 
slashing his v.-riscs. As a result of the inforr.ation gair.-ad concerning 
the suicide attesnpt a Liir.ited Investigation vas initiated. T!:2 ".ICQ v;as 
assigned to the Logiscics Stc-nch, PTC, pending results of the investiga- 
tion. The investigation revealed that the 'SCO has a large nu:v.ber of 
outstanding debts, has lied on loan applications, and had ordered a 
i?-7D automokils v.-hich cost in e^vcess of five thousand dollars. Inter- 
vicv.-s concern Lng the NCO revealed alleged drug usage and h3~os£:-:uality. 
The Linited Investigation was cor.pleted and referred to PTC for adjudica- 
tion. The decision \:.-\s Bade not to revoke the ?."CO's security clearance 

I since he left the service on 9 April 1976 and v;ili not be allowed to 
re-enlist , 

(3) Adverse suitability infomation vas reported on tico additional 
N'COs assigned to PTC. Bosed on Decical reports and rebellious attitudes 
one '.'.CO v.'as released from the Arn'v by board action. The second NCO 
after a r.ight of hea^'r.' drinking began hitting his v.-ife when she tried 

to arouse him after he had "passed out." The v.'ife filed assault charges 
'..•ith the Military Police but vichdrev then later. The PTC co-j::3nder 
counselled the XCO on his drinking, and marital problems and assigned 
him duties v.hi?re he has no access to classified information. 




(4) i Purine the course of an invcstlgacion of nn enlisted WAC 

•-jncWer-'or PTC who was away-vithout-lcave (ILV.>OL Invcistigation) , It was 
discovered that the CID was also investigating her for theft and 
trafficking in drugs. Tlie MI repr esentative and CTD agents coonlina 
■h^ir mutu.il inveskj-gationsj rTC'has suspended the WAC* s access to 
classified 'material pendUSJ^complction of the invcscTigaclon. 



d. Opo rational Status: 

(1) CENSUS TIME was first approved bj[ OACSI» DA, for inplenentation 
on 5 Feb 74. 

<2) During the period of 1 Ap ril 1975 to 31 March 1976 » 726 



manhours were expended, no ITJY nor | b1 | were used. The operation 

fi< 



produced seven information reports* One confidential source was used 
during the period but was tenalnaced during the latter part of the period. 

e. Cosments: The PTC operations include an extremely high volume 
of multimedia ultra sensitlva conpartnented classified traffic processed' 
at the highest level of the military establish-ant co.-T.and grcup being 
served, and includes the cryptographic operation, irair.tenanca and logis- 
tical mission and support rendered to the JC5, ths IHICC, dspr.rtnents and 
executive agencies of the governtier.t allied er.bas5ies, and the United 
Rations Building in Hav York. The installation retrains as a potential 
target for HOIS; Iiovrever, there vas no inf or-atic?^- reported to indicate 
the presence of any overt threat to tha inscsLlacxon . jhe MI Group has 
been condu::ting a thorough review or the ICIP to deterrslne the advisability 
ef terminacins the operatioa and irplemencing an overt direct support 
comprehensive countorintellissnce prcgraa. In view of the above the 
continuation of an ICIP is not warranted at this tine. 

f. Recoiraendation: Tnat the ICIP CENSUS TIME be termir.ated and an 
increased overt liaison with additional direct security support be pro- 
vided the Installation co^nander. 



ICIP REPORT 
1 April 1975 to 31 March 1976 
CENTAVO KID: (OACSI Revalidation - A Feb 75) 

a. Location: Harry Diamond Laboratories, (HODV-Adelphia, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Infornatlon vas received that a First Secretary an the USSR 
Embassv, Washington, DC had visited HDL on two occasions On one 
occasi'oA he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society lor engineers vhich _ 
was held in the auditorium of HDL. The subject ir.atter presented aur^ng 
the T.eeting was unclassified. At a second neetip.g of the society the . - 
Soviet Enbassy official was denied entry. A report of the incidents 
vere provided to the FBI and the Cor.ji:ander , HDL. made a d^nerr-ination 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified lir.hu aircraft flev over the 
tes^ 5it^, Uoodbridge Research Facility (V.'RF) . liDL, where a series of 
tests on foreign equipment under the Range Er.ory program was m progress. 
In both instances the aircraft circled over the Range Eir.ory uest cite 
for about 5-7 minutes. The overflights are being investigated m coordi- 
nation with the FBI. 

(3) ATi enployee, HDL, made allegations of iir.Tioral activities by 
members of the HDL Security Office and a group at the Van ::ess Avenue 

■ FaciUtv, HDL. The employee clair.ed that she v.-as being followed oy ^ 
members' of the KDL Security Office. After investigating the e..ployee s 
storv, the Cor^mander, HDL, believed that she was sutfering fro-, psychiatric 
problems and would have her visit a psychiatrist for a complete evaxuation. 

(4) Suitability infonnation concerning an employee of the V.'oodbridge 
Research Facility {KRF) a branch of KDL locaced la Koodbr i , VA, involved 
a problem of alcohol abuse. After counseling, the employee parcicipated 

in a rehabilitation program. 



OiV "I'-^^O /Mr^, _ ti..:. . Jl ...J>/.c...(1 




(5) A courtesy penetration test of IIDL's Adelplii Facility was 
conducted and revealed several security weaknesses vrhich were corrected 
by the nupported conniaad . As a result of the tost a nu~.ber oT security 
guards u-ero transferred and guard procedures were changed. In addition 
a new r.!a~netic coded badge was .ipproved for purchase in FY 77. As a 
tollov.— up ir.ple;ner.tation of "Lessons Learned" in the penetration test the 
ICIP Trojecc Liaison Officer (PLO) and the UDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army "Intelligence Corps School,- Fort Huachuca, AZ. 

d. Operational Status 

(1) During the reporting period 830 manhours were expended, 13 in- 
formation reports were submitted and 41 mer.orandutns ivfere prepared and 
provided to the supported commander. 



(2) y.o TDY or 
e . Conments 



b1 



were expended. 



(1) ICIP CENTAVO KID vas approved by OACSI, DA, 18 Oct 73 and the 
supi^orted ccnur^ander was briefed on the itr^ple-ientatior. of the operation 
on 12 November 1973. 

(2) Tne niission of the MDL includes critical sensitive research and 
dev£lo?-;5nt activities in support of the US Arny. Sane of the -ere sensi- 
tive activities include research iiato th.e hardening of co~unications 
equipr:er.t against nuclear '-.'eapons radiation; tests of nuclear vrarhead 

and r.-.is.TiIii systems to determine their ability to v/ithstand nuclear 
weapons radiation; develop fus2S for use v.'ith nuclear warheads and 
conducts developnent and testing of radiation hardened systems for 
;;;r.atemcn and Poseidon Missiles. 

(3) The installation ra-ains a potential target for HOIS and the • 
hostile intelligence service nave an interest in the research and 
dir.veiop:r.ont activities of the type conducted at HDL. Hov.-aver, the amount 
of significant information surfaced by the ICIP does not varrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviev/ing the ICIP with a view of terrr.inating 
the prograni and instead implementing an overt direct support counter- 
intelligence program. 

f. Recon-u-nendation: That the ICIP CENTAV'O KID be terrLinaced and 
an overt direct support counterintelligence program be implemented. 
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21 May 76 






ACIiOH SHEET 



AcnoMNMtwo obtain approval/disapproval to USAREUR ICIP OPLAN on VSASA Field 



1- \/*f Background ; 

--" Since 1970, Project FILMAN has provided support to USASA Field Station Berlin 
(USASAFSB). FILMAN was designed to use sources from the local «ork ::orce and personnel 
located in establishments frequented by the work force. Problems encountered from 
peripheral nature of sources and their difficulty in becoming accepted into USASA 
circles. Sg . ^ T^B B . 

— Cdr, 766th MID proposed an Aggressive Defensive Source Acquisition Program 
(ADSAP) support arrangement for USASAFSB which would provide more direct source access 
and control of source coverage. 

-- In August 1975, Cdr USASAFSB and DCSSEC, HQ USASA concurred in proposal. In 
September 19?5, ACSI, DA and DCSI, USAREUR briefed and supported concept. In October 
1975, Cdr, USASA concurred in cancellation of FILMAN and Initiation of ADSAP. (Sefi 
JAB O Subsequently, concept discarded in favor of subject ICIP, 

-- By Itr 28 April 1976, DCSI, USAREUR forwarded subject ICIP for ACSI approval. 



Discussion: 



— Purpose of subject ICIP is to collect significant CI information through use of 
overt liaison contacts, casual sources and confidential recruited sources assigned to 
USASAFSB, Sources will be specifically targeted against Hostile Intelligence Services 
(HOIS) activities directed toward USASA and against security vulnerabilities of USASA 
personnel. 

-- On 14 May 1976, DCSSEC, HQ USASA, reviewed subject ICIP and concurred in OPLAN. 
The DCSSEC recommended deletion of coordination with Cdr, USASA Europe (Para 2b(4)(c), 
"in view of realignment of functions and need for, comparttnentation, coordination 
reflected in para 4e(2) is sufficient." CTAB A} 
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ACSI FORM 7&, 13 S«p 71 



DOCUtWMT 




DAHI-DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

— 3d Indorsement, TAB A. the ACSI, DA informs DCSI, USAREUR that subject 
ICIP approved. 

3. (U) Recommenda tion : That 3d Indorsement ("TAB A) be approved and signed. 
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SUBJiai; Project FUaaa L"*) 



1 9SEP1975 



Qozsaaier 
USASAFSB 

AFO 097^2 



'1. (U) The pxurpose of this proposed actloa Is to provide inere&sed 
' a&d ijsproved couaterlatelXlsence support to the V& Asnsy Seciirit/ 
A<;ency Field Station, Berlin (USASAFSB). 




In 1970, a CI. operations plan vas submitted "by Berlin Field 
Sfetlon, 66tli ICL Group, to correspond vlth the actiration of the 
USASAPSB site if nova as "Teufelsherg". The operations plan was 

JlT 11*"^"^ "TiT?^ Tr'^C-j- Tiafl s ne e the^ jfijgaji^ vnr Jb . f a rc e n m m i tanttm tm Bitut 
4AiiSBtia*e<«'<to>^£eeU^re27^ii»ert't^^ 

_||nn-t1tin. 3 3ffl fta«^pec >aitue ttt-«eftBogt8» i »er e HiuimmitPtttgA*^ W T tt:dl y i<luft l» 

jifno °«} , a g y;f«f*^*^»-v Hh i A fiAi p fi re n nn <i l nt l i nrn l -r rrritrrtnlTinnrit'TtTTnflT^ 
.flgntB ifftnAi At. iflgfuUnl-ri/w^tigtmw Initially through coordination vlth 
the U3ASA?5B> a list of estahlishaents frequented hy IFSASATSB 

personnel vns prepared and atteapta vere zuide to introduce sources 
into sone of the establlshBents. Ve presently have .^jsa i eewsa ' 

fiovever, to date these sources have provided Tnitfi — tortewiitiliiTi.rf- 

^Vin^^'S n^"^ ' ppt -to -IISASAF^ . In approxLmtely a gf j i-nOtWO^ -' ltttte ev 

I W, ' iJUUfliUillCj f itJWtll i i i t 

rTifi /itiitli-rfT treiTT T bu j ii ! j. i Hy^,T: CT^ ^TU ti Ue-mmu' ^ awjeei ^ 

tn n'-'^'^'-*'^-*^ *'ifr''Y "'''^ir 1rr*ti ilFifl fgl""^-^ In short, ]|»rfr^*"TT 



s b 1 




CLASSIFIED BY: Cdr, 6£t!h MI Group 
EJE-s^ FRO:.i CDS or Eo 11652 

En:^103 CATEGORY 2 



^Df^ <5B^fKK^sjh 

DECLASSIFY OSx Botlflcatlon Originator ^UTH PAfta 1 j-S^IT '^Of/PQ 

^ . n>,7H.03DoD §200.1 




SUBJiJCT: Pl-oject Tilmux C**/ 



i 9S£Pt375 



3. I proiH>«* that the ril n wn jr a jtet feci eanf ^ ille A, that penalscloa 

"be Ranted to recrtdt ASA pcrsoxuiel within USASAF3B , and ^Mtait-^tira-ATCretf* 
civ a p fL ii nlT-i P n nrn n A n rj iii t n f ^f^ l i rPr ii ni iii ii ( rt r' fiiAP)-M-^'TTr^-i--t>ft- vehi«l« 

deseriptloa of AD5AP and general ADSAP ESI is attached as Inclosure. 
TM.S vould enhance CI coverase of U3ASAFSB hy providing more flczlhlHty 
vlthln the frsnevorlc of one source progrcm*. access to the target areas 
and target personalities « a vider ranee of operations for sources, and 
iscre strecjollncd acminlstratlve procedures for the tnnmgeaent of sources* 
Current Filruin sources vlll be converted to the ADSA? prosia^* Sources 
vlll be preferably recruited within the target activity to provide tnfor-" 
station- on personalities and activltlea. Additional sources viU be 
recruited on the periphery or outside of the target sites in order to 
enhance overall CI eoverasb. Once It has been determined vhere a 
possible shortfall of Inforaation occurs, a concerted effoi-t will "be 
' aadc to obtain sources vho con provide that Inforsmtlon* .Indiscrlis* 
IcEiit selection and recrultnent of sources vlll be avoided and eaphasls 
will be placed on b. prospective source's ability to fulfiri. the require* 
neat 3 levied on hla. 766th KID will provide the S-2, VSASAFSB with tha 
desired qualifications for peraonnel to he utilized in the pro£7>aB and 
he vrlll be requested -fco screen present personnel assicned to his unit 
to determine those best qualified for recrjiltaent. AD3A? 'irill not 
supplant the USASAFSB prograat of Internal infornants, but will 
ausaeat his present activities. A target analysis vlll be prepared 
by this Detactaent in coordination vlth the S-2, USASAFSB. -ipf^ftrmafrtca 
aalcly-of-^- wi t a bn l t, y n fl t A i r a», KLLL-jut-y^porfc*^ j^fy^ff-.f^y -jp tlin fr-J^i 
All other inforaation vlll be reported In accordance with 
reportlns requlresutnts, as outlined in LOI 6-TD, 66th MI Croup. 

Prelialnary discussions, conducted la' August 1975, vlth the 
Coasander, USASAP33, the Deputy Chief of Staff, Security, USASA Head- 
quarters, Arlinston Hall. Virslnla, and the Cosjaaader, 66th MI Crouip, 
--^'.cated a favorable response to the ahove proposal. 

5> ^fr 2his Detachment request* your eostaents, recoasaMdatlons.' sad 
approval of th« above proposal. 
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AGGBESSrVE DEPE5SIVE SOURCE ACQUlSmOfl PROGRAM (j\DaAP) 

i 

1 

ADSAP concerns Itself vlth tvo categories of faioan sources a9 defined 
by 66th fll Group LOI Hvsaber 6-TD, These tvo source catcsorles are Convea- 
tlonal and Confidential. The AD2A? Is » CI threat it^oroation collection 
prosrcai and sources reerxilted under this prosraa should not he recruited 
for covcrase of a specific CE target. Sources are recruited vlthln and 
on the periphery of sensitive InstaUatlons and activities by coabinlDg 
both active and {tassivo neasures to counter the Infonaatioa collection 
capability of hostile intelllgenca services (HoIS) operatlog a(;alnst U3 
Forces. The passive aeasures are designed to protect defense informtiOtt 
Aroa unauthorized disclosure or coaproolse* iriiile the aggressive aeasures 
are desi&acd to obtain Inforsation vhlch vlU lead to the detection a&d 
neutralisation of EoXS -efforts directed against US Forces* 

General ADSAP £&It 

&• Detection of suspicious activities, undue In^xJLsltiveness or 
obvious lacJc of good seciirity praetlees .on the part of or isnrolvln^ US 
Porces pertonnel. ' ' • ' 

b. Identification of US Forces personnel vho closely and continuaUjr 
associate vlth foreign nationals having connections vith {>oviet Bloe 
countries* 

c. Identification of US forces personnel vho aake noauthorised or 
fre(;Luent authorlred travel to Soviet Bloc countries* 

d. Identification of US Forces personnel vho have co;atisaed eontaot 
vlth local national personnel. 

e. Detection of disaffected personnel. 

f . Identification of US Forces personnel vhose activities and/or 
character veakncsses either individually or in a coablnatlon constitute 
a clear and Bignificont threat to OS Forces in that they have rendered 
the US Porces connected personnel susceptible to ejcploltatlon by EoIS. 
Susceptibility to EoIS exploitation because of adverse suitability fac- 
tors should be coupled vlth at ieeist one of the foresolns indicators of 
possible HoIS interest. Specific suitability factors vhlch could render 
US Forces personnel vulnerable to fioIS exploitation vould be excessive 
Isdcbtodness or recurring financial difficulties; unexplained affluence} 
conduct such as crlmlnaT, Issaoral or homosexual sets ^diich oould reader 

I 
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the IndlTldurLl susceptible to proooure; ciunrent and pact sental and «aotlonal 
instability; unusual vork habits that do not confora to the dally pattern of 
fellov employees, sudden unexplaioed cbaases in vorking or social habit** 
seruril aisconduct. inTidelity-i oAritol problczis; tradiog on the inter soqaI 
routes or otbervise utiliziDg linGuistic capabilities vith Soviet or Other 
bloc personnol In unauthorised situatlonB. 




SUBJlICTi A^«88iv« DAfAnalT* 3eicrc« AcqBisltiott Progrca (V) 



Conkand«r ^ 
DS Army Security Agtacy 
ATTHt DCSBSC 
Arllnston Ball Station 
Arlington. Virginia 22212 

l.^fff^ Attached iB a copy of a lattar raeaiTad on 19 I«T»l:«BlHtr 1975 ^ 
froa Cotsaazider, 766tL Hllitary XstoHiemeo I>atacha«at, (tfrih ICE Group, « 
•stitlAd 'Trojvct rZLKAK**. tha lattar la aolf asrplaamtor:^ but eaa ba ^ ^ 
■u>m«ri*«d aa follows t Cotmtarintalli^e* sttpport to DSjL2A7C Barlia J • 
baa be«a cosductad ainea 1970 oadar tha proviaiona of riu;u^* AltbMfi^ * . 
rillUH %nia satlBfactory in co&c«pt» it muttmnd froa a la<sk of praclaa * 
)rt dftfinition, particularly In aotirea acQoiaitioa and raportiag* m 




s 
i 



2,X^ Cdrt 766tb KID, propoaa* aa ACSAP anp^ort arraBf«»aBt vhleli 
vould proTidft itor* direct eourca ocetaa to 13B6BX paraosnal and diract 
control of source coToraf^ of actual or potesktial axpiona^ apyoa ct taa* 
Cdr, USA5AFS Berlin concur/'e in the concept and daairaa to icpleneat ly 
the profjTtus, CCL Soldan vaa briefed on the proves durlag hie trialt "7 
to Berlin in Au^st 197^ *&d concurred in tha propoaal. 112 Aaroa, * 
DA ACSr, and KG Dillard« QSARKJB fiCSl, vara alao briefed in fiaptaabar ^ 
lQ2^ymd supported the eoaeapt. V 




3VT^ Beqneat your concorrance in caaoellatioB of Project FIUIAH 
and ed^ptlon of the ABSAP by USASAPS Barlla./7€6th HID, Appropriate 
eefeguards will be aaintained vith regard to withdrawal of USASA 
eourctt^ ehould hoatilc intelligence latereat focoa on a Ii£A£A aoldiar* 
Koqueet a reply aa soon aa poooible ao ve can b«c:in nagotiatiaff a 
new KaeoranduB of Underetaading with 66th Ml Oroop* 

FOR THE COKMAJIDSBj 



Aaat Adjotaift 




nr..;;.-. ■tr r." rv'.-- / 11552 




r 



r ■ < 

DEPARTMENl" OF THE AR^ ' 

UNITED STATES ARMY SECURITY A<SU ^ 
ARLINGTON HAUL STATION 
AtiL-iNGTON. VIRtSINIA ZZZIt 



lACG 2 0 OCT 1975 

SUBJECT: Aggressive Defensive Source Acquisition Program (ADSAP) (U) 



Conunander 

USASA Field Station, Berlin 



5 APO New York 09742 



1. CU) Reference lAEB-L Letter, dated 7 October 1975, Subject: 
Aggressive Defensive Source Acquisition Program (ADSAP) (U). 

I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 
66th MI Group. A copy of the completed Memorandum of Understanding 
will be provided to this HQ, ATTN: DCSSEC. 





WILLIAM r^ROLYA 
Brigadier General, USA 
Commanding 



REGRADED UNCUSSIFIED 
ON SEP .5 

BY CDR USAIN^^M FOI/PO 
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Oasslfied ^jUcJl^J^^^UIujJj^^ 

EXEMPT FnO:-l CrT.P-\L DECU5S^C»TI0!t 

EXE.MPTIC:i aTEGORY-2. 

DECLASSIFY 0Nx/j21&jL.^i^ 




REMARKS 



firaS^ jl^e/ 



Do NOT use this form as a RECORD of Bpprovals, concurrences, 
disapuisvals, clearances, and siroitar actions 




FROM 



2 I MAY 1975 



OPTIONAL FORM 41 

AUGUST IS67 

GSA PPMR I «ICFR| 100-11.200 



iMI-lOI-OI 




ACTtOM SHEET 



Internal Counterintelligence Program (ICIP) (D) 



ofvica sri 

DAMI-DOH 



ISUSPEKSE 



OATm 

21 May 1976 



To obtain approval/disapproval to terminate ODCSI, USAREQR ICIP CARELESS TOKEN (U) , 





•■AA Mbit i« m/tkhattf JitmiltJ I* Utmtitr 

l|«i*(K Background ; 

ICIP CAREI£SS TOKEN approved by ACSI on 25 Feb 76. 

— ICIP designed to detect and counter vulnerability to espionage by USASA person- 
nel_assigped to Det N, USASA Field Station, Augsburg, (DSASAFSA) FRiG. 

Discussion : 

— On 5 April 76, CDR 511th MI Bn recommended that ICIP be terminated^fin 9 Apr 76, 
ODCSl, USAREUR, and on 14 May 76 DCSSEC HQDSASA concurred in recommendation to 
terminate. 

— Rationale for terminationt 

o Draudown of USASA Det, Only seven USASA personnel now assigned to station, 

o .Drawdown precludes further expenditure of CI assets and efforts required by 
CARELESS TOKEK. 

o NCOIC Det N appears completely competent to accomplish duties and control 
subordinates. 

o Regular contact between PLO and NCOIC, and occasional casual contact between 
PLO and USASA Det N personnel on an opportunity basis can accomplish goals of this 
ICIP. Pertinent info derived from stich contacts would be reported promptly to 82, 
USASAFS Augsburg. 

— 3d Ind (Red TAB A ") informs ODCSI, USASEUR that ACSI, DA approves termination of 
CARELESS TOKEN. 

(Contliw* OS plalii boitA^ 



c »»o ft n NO □ { rwMii pwoo* VK« I I MO 1 1 [ ■ijo««t t«» □ wo D 
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hv^^ AQST j. DA 
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OBlltfiK 



>I0« *Dt|T«0»LCOOVII<TtOI OIJCIME net OtCOlTIIUATfiKiASPT ffSi'A GF-VE?,* " 

* — — ' i saicDULc m m^.^imv '* * 



OM omen (Itmmm, pmdt, miiitisi 



M. BRANNAN/GS-13/53501 



EXEKPTIOH CATEGCRyJJIL r ' 
DECLASSIFY 0N_2i Dec 2006 



ACSIF0nyl2B, 13S«p71 



DAMI-DOH 



SUBJECT: Internal Counterintelligence Program (ICIP) (U) jj/ 

3. (U) Recommendation: That -^A Tnd (Red TAB A) be approvfed^ and signed 



^^^^ 



2 



DAMl-DOH (r Apr 76) 3d Ind 

SUBJECT; Internal Countcrintel UgeccF Program (ICIP) (U) MAY 19/6 

HQD&, 0£fic<- of thr Assistant Chiff of Staff for Int? 1 1 Igrnc- , Thf- Pentagon, 
WaBhlngtoa, DC 20310 

TOj C<woaader-ln-Chtef , US Army Europe? and Seventh Army, ATIN; AEAGB-CI (SO) , 
APO Hew York 09403 

Your recoskaeodatlon to teralnate CARELESS tOSgJOi ie approved. 

PGR THE ASdlSTAMT CHIEF OF StAFF F0& ZKIElLlGiafCE} 



(sgd) Merrill T. Kelly 



1 Incl 



HEHRILL T. KELLY 



nc 



Act! ng Director of Intvll 3.j.«nc;':^ 
Operations 






DEPARTMENT OF THE ARMY 

HtADQUAKTEM, UNITID tIATES ABMT. tUBOPI ond tEYEKTH ABMT 
MO. 09403 



:. 9 APR '1376 

AEAGB-CI(SO) 4 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



^■w: 1. 



■ M 



1. (U) References: ;. . ■ 

a. Oneratlons' Plan, 66th MI Group, 5 May 1975, subject as 
above ^ wirth 5th Indorsement, DAMI-DOH, OACSI, DA, 25 February 
1976 

b. Letter, AflAGB-CI (SO) , USAREUR, 10 February 1976, sub- 
ject as above 



2. (U) AttachedM^s the Quarterly Status Report pertaining to 
the ICIP CARELESS TOKEN for the'' period ending 1 April 1976. 




3.VT^7 This office concurs In the recommendation by the 511th 
MI Battalion that this ICIP be terminated. The diminishing 

sensitivity of the target activity, and reduction in target per 
sonnel vjould appear not to Justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP. 
Consequently this office is directing initiation of formal co- 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN, 

(U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP, Comments in this regard by your office 
and HQ USASA would be appreciated, 

5. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith., 
AEAGB-GI(SO), HM 735^ (AUTOSEVOCOM 67^2). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 



i i 



1 Incl 
as 

CLASr.iFivD RV yf!tfi^.^A ) 

■^X-MPT fMOM O-fN^MAt. DECLASSIFICATION 

cCr.^rv.Lc Cr c:(tlC'iT"i\-;- OR3ER 11652 
EXEMPT IGK' CAT:;GOnY ( ^ ) 




J. lADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 




■: "'TO]/:-: 



? ■ ■ ; r,' 

,■3 - ......J 

"■tf--: 

.J," ' ; , ■; 



DAMl-DOH (9 Apr 76) 1st Ind i, 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

DA, OACofS for Intelligence, ATTNr DAHI-DOH» Washington, DC 20310 j 

TOr Commander, US Army Security Ageflcy, ATTN: DCSSEC, Arlington Hall 
-Station, Arlington, VA 22212 ' 



13 




lVJj^<^ This office concurs in the DCSI, USAREUR recommendation that the 
ICIP. CARELESS TOKEN, be terminated. ? n^acxon tnat the 

'i 

2. (U) Request your comments or coocurrence. 

i 

FOR THE DIRECTOR OF INTELLIGENCE OPERATIONS: 

k ■ ■ 



1 Incl 
nc <C) 



if»JO/iN L. HEISS / 
5 Colonel, GS 
Chief, HUMINT Division 



i: • :, 1 . ■ -! 



Warning Notir/?. Sor 
iyiet}ifl(ir*T(ivolved 
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CfattififJ ^y_,ACSJL»..DA 

soEDiJi.;: 07 r'' :c:!iiv: c-:::-:~i 11:32 



EXEMPTION aTEGGRY__2, 



DECLASSIFY 0N.^fPP£2-5i_-LfS.^, ' ^ 



lASEC-S (9 Apr 76} ZM Ind 

SUSJECT: Intemftl Cmnterintelllgence Progrsa (XCXP) (U) 

tfeadquarters, US AxBjr SMtirity Ag«ncy. ATTH: KSSEC. Arlinston Hall 
Station. ArlinKt(m» Vlrslnla 22212 

TO: HCPA, QACfifS for latallifMe*, Ami: DAMX^DOH. VMhifigton. DC 20S10 
QSASA cwKUua In ycownda tlcn to teralnat* CASELBSS TOKEN. 



1 XmI ^ VIUIAM B. VOLBEH 

BC Qgf COL, (8 

DCS8EC 



« 
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DEPARTMENTjOF THE ARMY 
511TH MILITARy INTFlllGENCE BAmilON 
66TH HIUTARY I^TEIUGEHCE GROUP 



AEUMI-N-CE „ 
B031 30-328-76 ?' 

i 

SUBJECT: CARELESS TOKEN (U) I 
(Quarterly Status Report) « 

I 



Commander 1 

66th Military Intelligence Group 

ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 

APO 09108 : — - - • 

■ v'l 
r .. 

?■ : 



5 April 1976 



'.Vij 



1. (U) References: ■■■i,] 

a. OPLAN, 511th MI Battalion, AEUMI-N-CE. 1-75, 1 May 1975. ■ 

b. AEAGB-CI(SO), DTG 151640Z Jul 75. ICIP. 

c. AEUMI-N-CE. B031 30-061 -76, 23 January 1976. CARELESS TOKEN (U). 

d. AEAGB-CI{SO). DTG 091510Z Mar 76. CARELESS TOKEN (U). .; 

2. (U) This Quarterly Status Report lis submitted in accordance with the' 
above references and covers the period 16 January - 1 April 1976. A one- 
time adjustment in reporting dates has been made to allow the reporting 
period to coincide with each calendar ^quarter. 



3. 



General 



a. Company B, Forward Operations_ Battal ion , terminated its oper- 
ational mission at 2400 hours, 7 February 1976. During the period following. 
Company B personnel were engaged in tr!ansporting the classified operational 
files and equipment from the site to Augsburg. A17 Company B assigned or 
attached personnel have departed the target area. Destruction of all but 
two of the former Company B operations- buildings is underway and is being 
performed by Facilities Engineers (FE) personnel from Regensburg and Graf- 
enwoehr. Both of the two remaining buildings are to be removed under the 
Regensburg FE supervision under the same contract that will provide for 
landscaping the northern end of the compound, and removal of the rock at the 
northwestern end that presently blocks a portion of the antenna scanning area. 
The dismounted communications vans were not sold at the site as 



previou^l^^ 



p.y.—. T 
q: :. .: 



12. 180ct74 

-'.:^:5FiOATION 





.-eECRADED UNCi-ASSlFIED 

S|^CcS'uSA!lM;OM FOl/PO 
2,AUtH FARA1-603 DoD S200.1-R 

SUBJECT: CARELESS TOKEN (U) 



5 April 1976 
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reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b- Two members of Company B applied for European separations since 
November 1975, but it was not determined whether or not the applications 
had hppn annrnvpd- ';inrp hnth npir t^nnnpi had been trans ferred to Auqsbur q. 

SP5 ■ " " 



b6 



b6 



fee passport b6 



b6 



in 



MOS: 98G2LRU, DPOB: 

was sche duled for discharge on 20 May 197^;^ She had a US 

issued 15 November 1973 in Boston, MA, and indicated 



her Intent to remain in Europe for a 1 2 month period for tr avel purposes 



SP5 
in[ 



b6 



b6 



b6 



HOS: 98G2LRU, DPOB; 

J was scheduled for discharge on 9 January 1976, but 

extended h is enlistment until 10 November 1976. He had a US fee passport 
b6 1 issued 6 July 1973 at New Orleans, LA, a nd indicate d hi s inten t 
to remain in Germany for 12 months to. study. Both 



were unmarried. 



b6 



and b6 



USASAFS Augsburg (USASAFSA) 

arrived on TOY at the target a rea accompanied by one or two other personnel 



c. On 10 February 1976, CW2 b6 



from the same station. | b6 | is the Conmuni cations Security Custodian for 
USASAFSA and he supervised the removal of cryptographic comtiuni cations 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Company B administrative area. On 12 Feb- 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February, 
the manager of the Kolmerhof Hotel contacted Company B to advise that an 
American guest had entered a room at the hotel on the night of 11-12 February. 
The guest was apparently extremely Intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furniture 
and bedding; evidence also indicated that the guest had urinated on the floor 
of the room. The manager presented a bill for DM 100 (approximately $40.00) 
and asked that it be passed on to the guest. The guest was determined to 
have been I 



b6 



and he readily admitted having caused the damage and sub- 



sequently paid the bill 

d. Additional information concerning the physical plant at the target 
was obtained as follows: 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, . 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck. 
The Comptroller Office, Seventh Army Training Center (SATC), Grafenwoehr 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent FrencfV Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. Agency checks are being conducted on the above- 
mentioned firms. 



AEUMI-N-CE 

SUBJECT: CARELESS TOKEN (U) 
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(2) OBAG (the Upper Bavaria Power Company) has declared the main 
power cable serving the target, the French/Bundeswehr compound and the 
nearby Bundespost (German postal system) TV. relay tower to be inadequate. 
OBAG intends to lay a new pcn-^r cable parallel to the present one, and 
has asked each using agency to contribute to the costs, on a pro-rata 
basis. As the situation now stands, loss of outside power would auto- 
matically put the LfV generator into operation. That generator is capable 
of supplying full electric power to both the operational and living areas 
of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oil and maintenance. 

(3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig Blut (UQ5258) Volunteer Fire 
Department indicated it had a 40-minute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available. 

r 

e. Due to the staggered schedules of target personnel, they had de- 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 
on their decision. 



Operational Matters: 

a. Information provided in the previous Quarterly Status Report is 
corrected/clarified as follov;s: There will be no SI area at the target. 
The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously, which was not known by target personnel. The entire area, 
including the common room, will be subjected to a technical inspection prior 
to 21 May 1976. 



b. Reference paragraph 4c of relerence c: | b6 [closed the 



Hoherbogen Restaurant in late February 1976 and moved to the Augsburg area. 
Since his departu re, the restaurant has remained closed. The entire file 
concerni ng | b6 | wi 1 1 be prepared for. transfer to Specia l Operat ions Detach- 
ment, 66th Military Intelligence Group for monitoring of | b6 ] activities 
in the Augsburg area. 
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b6 



1 owner of "T ina's Bar" in Furth-im-Wald (UQ4354), also 



IntetrQed to move to Augsburg. | b6 | reported ly was a girl friend of several 



of the Company B senior enl isted personnel . [bTn claimed to have enough 



money to purchase or lease any type of establishment in the Augs 
that she chose. Agency checks will be conducted concerning rBs 



information will be passed to Special Operations Detachment vTs 
to Augsburg. 



)urg area 
^and the 
le moves 



d. Target members have the following privately-owned vehicles 



License Number 

KS-8739 
JA-9692 
KH-8553 
JT-8306 



1975 Chev van 
1964 VW sedan 
1970 Opel 
1967 Mercedes 



Owner 




Additionally, SP5 Pack owns two motorcycles, neither of which is registered 
at the present time. He intends to register one of them and to store the 
o^^g'" for shipment to CONUS when he is discharged in August 1975. SP4 
Jbeiis buying a car from one of the civilian contractors in Augsburq " . 
and will pick it up soon. ^ ^ 

e. Target members have had contact with three Americans in the area 
at least two of whom are former Company B members. Barbara LNU was dis- ' 
charged in early 1976, is living in Koetzting (UQ4349) and is engag ed to a 
German citlZPn . — fl_clieck of recent Company B rosters identified SP4r h6 

Mr>c- 0Qf:'3i nil ^ 1 rn^ I r-;^ I — ^ 



b6 



"SP4T 
"FuTi 



b6 



MOS: 

|of the target unit 



b6 I MOS: 98G2LRU and SP4 

gJifiZLCX as two possible individuals involved. 

has been in contact with the American owner of "Futsome's Club" in Koetztinq 
A tmra American, possibly formerly stationed at the site, but not yet 
identified, allegedly works in Cham (UQ3054}. 



Source Activity: 

a. 858,786 has departed the target area for reassignment. 

b. PLO liaison contacts have revealed the following information con- 
cerning target personalities: 



WTH PARA 1-603 DOOS200.1-R 
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(1) SFC |b6 l is a dedicated NCO who appears to know his job. He 



attended nearly three months of specialized training in the LFV system 
and related activities and is very knowledgeable of the mechanics involved 
in operation of the system. His assessment of i ndividua l members of the 



team coincides with the observations of the PLO. 1 b6 | appears to enjoy a 



spirit of mutual cooperation with the PLO. I b6 [ advised the PLO that he 
has had very little trouble with the six personnel under his supervision, 
but the personalities of the six are beginning to emerge and he wished 
he had more indications of leadership qualities (i.e., willingness to 
accept responsibilities) from them. 



(2) SPS l b6 1 nominally assistant NCOIC, is a quiet follower. He 
does his job, keeps his room very neatly, but is very non-assertive. 

(3} SP5 Pack is probably the most responsible of the team, has an 
excellent personality, gets along well with everyone, and appears satisfied 
with his job and his hobby of motorcycles. His easy-going responsibility is 
attributed to his background; he is married and has one child. Prior to 
entering the Army, he had a good job in civilian life, and he knows how to 
work and to get along with others. 



(4) SP4 b6 



Jis a divorcee whose former wife is assigned to an ASA 
unit in West Berlin. He is a good worker but likes to enjoy himself after 
work. He has earned the respect of other team members because of his ability 
to separate work from play. 



(5) SP4 I b6 l is an unknown quantity, but he has not caused any 



problems and he works well with others. 



(6) $P4 | b6 l is an extrovert who enj oys being t he center of 



attention. He does not get along well with SP4| b6 



(7) SP4 b6 



b6 



b6 



is an introvert and the complete opposite of ^ 

has an acid personality and only tolerates having others 
around him. He does not like his present assignment and has submitted two 
requests to be returned to Augsburg. He appears to be able to sit in a 
room full of people and no one will notice he is there. PLO assessment of 

]are that they are typical ASA "kids". 



b6 



and | b6 

intelligent, not particularly gregarious, and sarcastic as long as they 
can get away with it. 



6^3 
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c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period. A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
6 March 1976. Four sightings were reported during a two hours period; 
three were non-PRA sightings and one was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel. 




Comments : 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation at the target, it is recommended that 
this operation be terminated at its present location. Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the 52, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for the 
recommendation is as follows: 



(1) With the departure of Company B personnel from the target area^ 
a total of seven personnel remain. The operations now being performed 
are far less sensitive and involve activity that is essentially automatic. 
LFV team members are essentially mechanics. It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to exploit target personnel. Any confidential source recruited 
to cover the target "from within" would result in one individual watching 
the other six. It is not believed that a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLC should be able to achieve the same results- 
Recruitment of another member of the team and targetting h im agai nst team 
members would necessarily include that source reporting on | b6 1 activities. 
With the close working relationship of all team members, this type of acti- 
vity c ould we ll lead to a gradual breakdown in the team effort and adversely 



affect IbS I leadership effectiveness, as it would provide for an unofficial 
complaint channel and allow team members to "gang up" on the NCOIC. rather 
than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities would 



probably lead to a complete breakdown in effective liaison between | b6 l and 
the PLO. 



REGRADED UMCIASSIFIEO ^ 

BY CDR ^Afi^S^SSw FOi/PO , , ^ 4 

AUTH PARA 1 -603 DoD S200.1-R ^ ^ ^ 
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(2) SFC I bS I appears to be cbi4)letely competent to do his job and • 
to control his subordinates. His appirent leadership and management tech- 
niques, his insights into the various personalities of team personnel and 
his indicated awareness of potential probl&n a»*eas all indicate that the 
PLO should b e able to accomplish the poals of the plan through regular 



liaison with b6 and occasional casual contact with other target personnel 



on an opportunity basis. 

t 

; ■ * •* 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of thf operation do not appear to be 
justified for the reasons stated abbv$. It is believed the same results 
can be achieved through aggressive and effective liaison. 

(4) Termination of the OPLAN (rdference a) presupposes that nothing ' 
would change outwardly regarding the PLO*s relationship to the target; he . - 
would still visit as often as before, he would conduct himself in the same 
manner and he would continue to submit detailed reports on the results of '.' . 
each liaison visit. Any information obtained as a result of liaison that 
indicated a threat to the target or its personnel, or character or person- 
ality weaknesses of target personnel would be reported to the 52, USASAFSA - 
without delay and coordination would be effected for appropriate investigative 
action. 

■■ ' . "W-- 

b. As an alternate proposal. If the recommendation in paragraph 6a 
is not favorably considered, recommend that the OPLAN remain in effect, fxif, 
but that it be changed to limit contact with target personnel to liaison, f 
that further consideration to the recrsuitraent of confidential sources be ' r: . 
dropped, and that Quarterly Status Reports continue to be submitted. 




Tel: NB6 Mil (2621) -7165/Foss 
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jCoinitanding 




DAMI-DOH (9 Apr 76) l«t Ind 

SUBJECT; lat«mal Counter inttlllgence Program (ICI?) (D) 

DA. OACofS for Intalllgence, AITH: MM-DOB, WMhington, DC 2031C 

TOi CfWlin(1»r. OS Axay SmcvcLtj A^ncy* ATIH; DCS8KC, Arlington Ha LI 
Scatl4», ArllBgton^ VA 22212 

iVSRb^ This off lev concurs In tbc SCSI, USASEUR recOBBeadatlon that the 
ICXP'TcABBUSS COSKH» hm tsnlnatad. 

2. (0) B*qu*st your co— nta or concurrence. 

FOR THE DlitlCIW V mSLLIGKRCE OPKRATIOHS: 



1 Inel 
nc (C) 



KARL V. HA.EN^Vr 
£olonel, OS. i^SH 
*JOTH L, HBISS LLL 

Colonel, GS 

Chief* SDMI NT Division 
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ACSI, OA 
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approviil of ACSI 



REGRADED UNCUSSIFIED 
ON SEP -5 iy37_ 

BY CDR USAINSCOM FOI/PO 
AUTH PARA 1-603 DoD §200.1-R 




AEAOB-CI(SO) 

SUBJECTt Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



1, (U) References: 

a. OperatloaslPlan, 66th MI Group » 5 May 1975 t subject as 
above, with 5th Indorsement, DAMI-DOH, OACSI, DA, 25 February 
1976 

b. Letter, AEAGB-CI(SO) , USAREUR, 10 February 1976, sub- 
ject as above 

2. (U) Attached is the Quarterly Status Report pertaining to 
the ICIP CARELESS TOKEN for the period ending 1 April 1976. 



3. ^^1^^ This office concurs in the recommendation by the 511th 
MI Efettailon that this ICIP be terminated. The diminishing 
sensitivity of the target activity, and reduction in target per- 
sonnel would appear not to Justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP. 
Consequently this office is directing Initiation of formal co- 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN. 

4. (U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP. Comments in this regard by your office 
and HQ USASA would be appreciated. 

5. (U) ODCSI, USAREUR, Action Officer la Mr David R. Smith, 
AEAQB-CI(Sd), HM 735^ (AUTOSEVOCOM 67*2). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: V 



1 Incl 
as 

-Cr; CATRCO.^Y v_.X:_,..._ ) 



A. J. lADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 

6^7 





AEUMI-N-CE 
B03130-328-76 



.^Ef'ARTMENI OF IHE ARMY 

66TM WtlTASY Jf^TEiLiSEna GROUP 
APO 09696 



5 April 1976 



SUBJECT: CARELESS TOKEN (U) 

(Quarterly Status Report) 



Commander 

Intelligence Group 
m%9lT'''~''' ^^'''''''^ '''' CONTROL OFFICER) 



1- (U) References: 

a. GPLAN, 511th MI Battalion, ^EUMI-N-CE, 1-75. 1 May 1975. 

b. AEAGB-CI(SD). DTG 151640Z ^ul 75, ICIP. 

^ c. AEUMI-N-CE, B03130-061-76, ^23 January ,,ye, CARELESS TOKEN (U) 
AEAGB-CI(SO), DTG O91510Z Mar 76, CARELESS TOKEN (U). 

^o.^lef^J^:i^^^ accordance with the 

time adjustment in reportinq dat^fh?. It 5*^^ " ^ ^^'^^^ ^976. A one- 
period to coincide Jtl elch^ca1e2? quartVr'!'' '° ''^''''^^ 



General,: 



ationai ^^^'^t^r^7^Xr'r^'~^ 
Company B personnel were engaged in trans do rJL th''"? ^he period following 
files and equipment from the siL Eo iSi^n "^nif^^^^''^^^"^ operational 
attached personnel have departed i-hp Sn i ^- (^omp^ny B assigned or . 

two of the former ■CompanrroDl?aJLf^.r!w destruction of all but 
performed by Facilitie^Mneers m np^ ""^'^'"^ ^"^ being 

enwoehr. Both of the Lo m"ain nrfuild.-nnf from Regens burg and Graf- 
Regensburg F£ supervision unde^Jhe same contr.r^ I". ^ 'f'"'^^^ ""^"^^ ^^e 
landscaping the northern pmH I?, ^ contract that will provide for 

northwestern end ultlreZtTy I'lclTlTuoTjf'^'''' "' '"^ '"^^ ^' 



. . MiOM 





AEUMI-N-CE 

SUBJECT: CARELESS TOKEN (U) 



April 1976 



reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b. Two members of Company B applied for European separaLions since 
November 1975, but it was not determined whether or not the applications 
had been approved, since both pers onnel had been transferred to Augsburg. 
SP5 



b6 



b6 



b6 



in 



fee passport i b6 



MOS: 98G2LRU, DPOB: 

was scheduled for discharge on 20 May 1976. She had a US 

] issued 15 f-lovember 1973 in Boston, fiA, and indicated 



her inten t to remain in Europe for a 1 2 month period for travel purposes 



SP5 
in 



b6 



b6 



MOS: 98G2LRU, DPOB: 



b6 



was scheduled :for discharge on 9 January 1976, but 
extended his enlistment until 10 November 1975. He had a US fee passport 
issued 6 July 1973 at New Orleans, LA, a nd indicate d his intent 



b6 



to remain in Germany for 12 months to study, 
were unmarried. 



Both b6 



and fW 



USASAFS Augsburg (USASAFSA) 

arrived on TOY at the target area accompanied by one or two other personnel 



c. On 10 February 1976, CW2 b6 



from the same station. | b6 | .is th^ Communications Security Custodian for 
USASAFSA and he supervised the removal of cryptographic communications 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Company B administrative area. On 12 Feb- 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February, 
the manager of the Kolmerhof Hotel contacted Company B to odvise that an 
American guest had entered a room at the hotel on the niijht of 11-12 iebruary. 
The guest was apparently extremely intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furniture 
and bedding; evidence also indicate^ that the guest had urinated on the floor 
of the room. The manager presented a bill for DM 100 (approximately $40.00) 
and asked th at it be passed on to the guest. The guest was determined to 



have been b6 and he readily admitted having caused the damage and sub^ 



sequently paid the bill 

d. Additional information concerning the physical plant at the target 
was obtained as follows: ■ . 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck. 
The Comptroller Office, Seventh Army Training Center (SATC), Grafenwoehr . 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent Frencly Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. .Agency ghecks are being conducted on the above- 
mentioned firms. 

REGARDED tJNCLASSIFIED 

ON SEP 05 jgg- 

.BYCDRiiSAINSCOMFOI/PO ^- 
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SUBJECT: CARELESS TOKEN (U) 



(2) OBAG (the Upper Bavaria Power Company) has declared the niain 
power cable serving the target, the French/Bundeswehr conipound and the 
nearby Bundespost (Gennan postal system) TV relay tower to be iriad(>(|ua te . 
OBAG intends to lay a new power cable'-paral lei to the present one, and 
has asked each using agency to contribute to the costs, ()n a pro-rat<' 
basis. As the situation now stands, loss of outside power would auto- 
matically put the LfV generator into operation. That generator is capable \, 
of supplying full electric power to- both the operational and living areas 

of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oiVand maintenance. 

(3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig 81 ut (UQ5258) Volunteer Fire 
Department indicated it had a 40-niinute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available. 

e. Due to the staggered schedules of target personnel , they had de- 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor. Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 
on their decision. 

4. J^)y Operational Matters: 

a. Information provided in the.previous Quarterly Status Report is 
corrected/clarified as follows: There will be no SI area at the target. 
The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously, which was not known by l^rget personnel. The entire area, 
including the common room, will be subjected to a technical inspection prior 
to 21 May 1976. 



b. Reference paragraph 4c of reference c: | b6 | closed the 

Hoherbogen Restaurant in late February 1976 and moved to the Augsburg area. 
Since his departu re, the restaurant has remained closed. The entire file 
concerning | b6 [ will be prepared for transfer to Specia l Operat ions Detach- 



ment, 66th Military Intelligence Group for monitoring of| b6 | activities 
in the Augsburg area. 

REGARDED UNCLASSIFIED 
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T ina's gar" in Furth-ini-Wala (UQ4364), also 
b6 I repoi-ted ly was a girl friend of severa] 
of the Company B senior enlisted personnel. | b6 | claimed to have enough 
money to purchase or lease any type pf establishment in the Augsj urg area 



c. b6 I owner of 

intended to move to Augsburg 



that she chose. Agency checks will t)e conducted concerning ! b6 | and the 
information will be passed to Special Operations Detachment if she moves 
to Augsburg. 

d. Target members have the following privately-owned vehicles: 
License Number Type Owner 



KS-8739 

JA-9692 
KH-8553 
JT-8306 



1975 Chev van 
1964 VW' sedan 
1970 Opel 
1967 Mercedes 




Additionally, SP5 Pack owns two moto)"cycles, neither of which is registered; 
at the present time. He intends to Register one of them and to store the 
other for shipment to CONUS when he is discharged in August 1976. SP4 



b6 I is buying a car from one of the civilian contractors in Augsburg 
and will pick it up soon. 

, e. Target members have had contact with three Americans in the area, 
at least two of whom are former Company B members. Barbara LNU was dis- 
charged in early 1976, is living in ^Koetzting (UQ4349) and is engcHj eil to a 
German c tti^pn. A r|iprk of recent Coinpany B rosters idenr.ified SP 4 

MOS 



b6 



b6 



b6 



SP4 b6 |of the target unit 



^ 98G2LRU and SP4 _ 

y;j(-ik:LCA as two possible individuals .involved 

has been :in contact with the American owner of "Fulsome's Club" in KoeL?tinij 
A third American, possibly formerly stationed at the site, but not yet 
identified, allegedly works in Cham (UQ3054). 

5.'''jJeO Source Activity: 

a. B58,786 has departed the target area for -reassigninent. 

b. PLC liaison contacts have revealed the following infontiation con- 
cerning target personalities: ; = 



BYCDRUSAINSCOMFOi/PO 
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0) SFC b6 I IS a dedicated NEQ who appears to know his jnh He 
attended nearly three months of specialized training in the LFV system 
and related activities and is very knowledgeable of the mechanics involved 
in operation of the system. . His assessment of individual members of the 

.w,4. /^ r-^g I appears to enjoy a 



He 



team coincides with the observations of the PLO. | b6 | 



.spirit of mutual cooperation with the PLO. rb6 



■ ■ , -""f i-uc ruu. I DO ladvlsed the PLO that he 

has had very little trouble with the six personnel under his supervision 
but the personalities of the six are; beginning to emerge and he wished 
he had more indications of leadership qualities (i .e. , wi 1 1 ingness to 
accept responsibilities) from them.; 



(2) SP5[ b6 i nominally assistant NCOIC. is a quiet follower. 



He 



does his job, keeps his room very neatly, but is very non-assertive 

(3) SP5 Pack is probably the most responsible of the team, has an 
Tift^T. ?nK'°". wen with everyone, and appears satisfied 

aJinhMfJ ^n'^ ^l' J^''^^ f motorcycles. His easy-going responsibility is 
attributed to his background; he is married arid has one child. Prior to 

ToTI'm fn\.7^^ ^"t' T"^ cUUUn life, and he knows how to 

work and to get along with others. : . 



(4) SP4 



b6 



is a divorcee whose former wife is assigned to an ASA 
He IS a good wprker but likes to enjoy himself after 



uni t' i n West Berl in, 



to separate work from play. 



nv^^k/^^ SP\ rb6 J is an unknown quantity, but he has not caused any 
problems and /heworRs well with others. ^ 



(6) SP4 b6 



is an extrovert; who enj ovs hpinn the center of 



attention. He does not get along welO with SP4nbi6 



(7) SP4 1 


b6 


b6 


has an 



15 an introvert and the complete opposite of 



b6 

having others 



rem/P^f^tn hryZr n f'^psent assignment and has submitted 
requests to be returned to Augsburg.: He appears to be able to sit in a 
room full of People an d no one w ill potice he is there. PLO assessment of 
- . ^and|_b6 ^are that they are typical ASA "kids". 



iT,lin:l;, not^parti^UTW^egarlo^ and sarcastic as-iong-^arthey 
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c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period. A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
6 March 1976. Four sightings were reported during a two hours period; 
three were ndn-PRA sightings and one was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel. 



Comments : 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation at the target» it is recotmiended that 
this operation be terminated at its present location. Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the S2, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for the 
recommendation is as follows: . 

(1) With the departure of Company B personnel from target area, 
a total of seven personnel remain. The operations now being performed 
are far less .sensitive and involve activity that is essentially automatic. 
LFV team menibers are essentially mechanics. It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to.e'xploit target personnel. Any confidential source recruited 
to cover the target "from within" wquld result in one individual watching 
the other six. It is not believed |hat a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLO should be -able to achieve the samet results. 
Recruitment of another member of thq team and tarigetting h im again st team 



b6 



activities. 



members would necessarily include that source reporting on 
With the close working relationship iof all team members, this type of acti-. 
vity c ould we ll lead to a gradual breakdown in the team effort and adversely 
affect 



compla 



b6 



leadership effectiveness, as it would provide for an unofficial 



nt channel and allow team members to "gang- up" on the NCOIC. rather 



than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities would 
probably lead to a complete breakdown in effective liaison between | b6 
the PLO. • 



land 



REGARDED yjICLASSIFIED 
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(2) SFC I b6 I appears to be completely competent to do. his job and 
to control his subordinates. His apparent leadership and itianagement tech- 
niques, his insights into the various personalities of team personnel and 
his Indicated awareness of potential probl em areas all indicate that the 
PLO should b e able to accomplish the ^goals of the plan through regular 

and occasional calsual contact with other target personnel 



liaison with b6 



on an opportunity basis. 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of the operation do not appear to be 
justified, for the reasons stated above. It is believed the same results 
can be achieved through aggressive and effective liaison. 

(4) Termination of the OPLAN (reference a) presupposes that nothing 
would change outwardly regarding the, PLO's relationship to the target; he 
would still visit as often as before, he would conduct himself in the same 
manner and he would continue to submit detailed reports on the results of 
each liaison visit. Any information obtained as a result of liaison that 
indicated a threat to the target or its personnel, or character or person- 
ality weaknesses of target personnel would be reported to the S2, USASAFSA 
without delay and coordination would be effected for appropriate investigative 
action. 

b. As an alternate proposal, if the recommendation in paragraph 6a 
Is not favorably considered, recommend that the OPLAN remain in effect, 
but that it be changed to limit contact with target personnel to Haison, 
that further consideration to the reqruitment of confidential sources be 
dropped, and that Quarterly Status Reports continue to be submitted. 



Tel: NBG Mil , (2621 )-7165/Foss 




LTC, Mr 
Commanding 
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WMI-DOH (28 Apr 76) tmt lod 

SUBJECT; Intsrxuil Coiiat«rlnt«lltBw»e« Frogr^ UCW) iM) 

JA, OACofS for Int«lllg«ce. AIIHs DiMI-WH, HMhl»gton» DC 20310 



tOt Co—m1ir, OS At^y Security AiW, ATtH: DCSSBC, Arlta^ton Hall 
Sc«tloa» Arllftgeea, VA 22212 

U^agS Ih. «ttMted Opitrttlon. Pl«x for an Int«r«l 
prpjw (ICIP) i» MRwrt of tl» OS Any SMvlty Ag«cy FUld Swtloo 



Berlin la fmrwardcd ftor vtiwUtm th* 

2. (0) l«l«Mt «orrMpootene« b« rctirod to this offlco «£tor approval 
or eoMMHtt by your 



rOR TBI DIBBCIOK Of IKIUJCnCE O»BATX0HSx 



KARL V. !-?AEN»UE 
fioionel, OS, USA 

1 j«t;; -HEiss m 

(C) Colonel, CS 

^ ' Chief, fflWUrr Division 



1C17?; 





/-..^ -^-^^-^ .r v'-^- 



ACSl, OA 
f""' 7/ : - approval of ACSl 



AEAGB-CI(SO) 



SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



1. (U) References: 

a. Message, DAMI-DOH, DA» 032115Z December 1975 » subject 
as above {p) . 

/P 

b. Message, AEAQB-CI(SO)» USAREUR, 061755Z January 1976, 
subject ad above (S) (BOM). 

c. Message, DAMI-DOH, DA, 0921172 April 1976, subject as 
above (C) (BOM), 

2> The attached Operations Plan for an Internal Counter- 

lnt^,2llgence Program (ICIP), In support of the US Army Security 
Agency Field Station Berlin (USASAFSB) Is furnished for ACSI 
review and approval. The ICIP is designed to supplant Project 
FILMAN, and external CI support program, and to provide the Cdr, 
USASAFSB a more complete CI program for Identifying and 
neutralizing the hostile intelligence threat to his activities 
and personnel. 

3V WT" Cdr, USASA, Arlington Hall, concurred In the proposed 
canoeilatlon of Project FILMAN and Initiation of an Aggressive 
Defensdve Source Acquisition Program (ADSAP) (see Inclosure 3 
to basic OPLAN). However, the ADSAP concept was subsequently 
discarded .in favor of an ICIP. Consequently, recommend the 
attached OPLAN be coordinated with Cdr, USASA, Arlington Hall. 

4. (U) .Recommend approval. 



REGRADEDUNCLASSIFIED ic:-. cat-conv l .. aZIL _^ 

BY CDR USaIpBcOWI FOI/PO 

AUTH PARA 1-603 DoD §200.1-R ^ ^ . 
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^^Ec5;^^?ntemal Counterintelligence Program (ICIP) (U) 

5 (U) ODCSI. USAREUR, Action Officer is Mr David R. Smith, 
AEAOB-CKSO), HM 7354 (AUTOSEVOCOM 67^2). 



OLIVER W. DILLARD 
t„ Major General, AS 

*° Deputy Chief of Staff, 

Intelligence 
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OPERATIORS PLAF 

SUBJECT: Internal Counterintelligence 
Program (ICIP) (U) 

REFERENCES: a. Letter, AEAGB-Cl(SO), 

dated 2? Decerr.ter 1974, Subject: Tntemal 



Count erint ? 1 i 1 Ter 



ICT?^ r.-ith 



DATE: 13 February ',^^6 



OPLAIT NO: 01-76(BCE)3LIT 
PROJECT ?T0: 52^13^ 



■irt liii, Ai;.-.:i-;:--CS, 1^ Janiiary 1975 

b. Group Reflation 381-IO, 
Defensive Counterintelligence Sources, 
dated 4 February 1976. 

c- R-I 30-17AC«7, Count ei- 
intelligence Special Opersftions, February 
1973. 

d. AR 381-12, Subversion and 
Espionage Directed Azainst the US Amy ar.d 
Deliberate Security Violations, 18 October 
1974. 

e. Letter, lACG, dated 20 

October 1975t Subject: A^-gressive Defen- 
sive Source Acquisition Program (ADSAP)(u). 



HISSIOIv. 



a. Recruirenent : To collect significant counterintelligence informa- 
tion throu.-h the utilization of overt liaison contacts (OLC). Casual 
Sources (CS) and Confidential Recruited Sources (CHS) assigned to the US 
Army Security Agency Field Station Berlin (USASAPSB), hereafter referred 
to as ASA. The Sources will be specifically tar^etted aa-ainst Hostile 
Intelligence Services (HoIS) ec'f'lvit'.e' r^irsicter. ^":-?.r-.-; AZk =L-:.-.r.ni 
the security -n;Lneriu.ili;i65 of £SA personnel. 

b. Objective : To provide responsible commanders and supervisors in 
ASA with a concentrated program designed to detect, eliminate or neutralia<J- 



CLASSIFIED BY: W^J , TyA 



EXMPT EROM CDS' OF SO 11652 
EXI3.IPTION CATEGORY: ^ 



DECLASSIFy OK: fyif^.tv .i.t->:jM ru{c:./:)A 



7n 



■ Operations PJan, 

(1) espionage, sabotage, subversion or deliberate security vioia- 
tions against ASA or ASA personnel; 

I 

(2) disloyalty, disaffection, and security weaknesses prevalent 
aniong personnel assigned- to ASA: 

(3) individuals in sensitive positions who, by character weaknesses 
or personal conduct, render themselves vulnerable to coercion or black- 
mail by Hois, either vjhile the individuals are in their present positions 
or when they are assigned later to another unit. 

Base of Operations : Berlin Field Office, 766th Ml Detachment, 
West Berl in. 

PERSONNEL. 

a. Source Personnej^ : Not yet selected. Spotting has started with 
the assistance of S-2, ASA, but no vetting or recruitment of Sources will 
be made prior to the approval of this OPLAN. To give adequate coverage of 
ASA, a minimum of 12 CS/CRS's will be required within ASA. The Sources 
must meet the following criteria: 

(1) Reasonable amount of intelligence and high degree of commqn sense. 

(2) Above-average sense of loyalty to duty and country, and a strong 
dedication to duty assignment. 

(3) Trustworthy, reliable and discreet. 

(4) Ability to take directions. 

(5) Clean record, to include no character deficiencies. 

(6) DEROS not later than one year from recru-I tnent. 

b. US Artny Intelligence Personnel : 

(1) Project Liaison Officer (PLO) : The PLO will be responsible for 
OLCs and the spotting, assessing and recruitment of Sources at ASA. The 
OIC, CE/SAR Team, will be the PLO. 

(2) Proj get Control Officer (PCO) : The PCO ^iW be responsible for 
the management and control of Sources in this operation. The QIC, CE 
Programs, will be the PCO. 

(3) Case Officers (CO) : Only Special Agents (S/A) assigned to the 
Berlin Field Office will initially be tasked to act as CO's. 
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Operations Plan, 

{k) Other Supervision: 



(a) Superv'sion for the conduc-. and operating control of this opera- 
tion will be vested in" the 01C, CE Section. 



(b) 



croac oDer 



vested in the Beritn t-'ield Office i;'-..i-.nander and Operations Officer. 

(c) The Director of Operations, Headquarters, 66th Ml Group, will 
be responsible for the operational cvntrol of this ICIP, will coordinate 
all ICtP activities with the tCIP Control Officer, ODCSI, USAREUR, and 
with the Coir.niander , USASA Europe, and will levy requirements on other 
subordinate counterintelligence (CI) elements of the 66th Ml Group as 
appropriate. 

3. COVER AND OQCUHENTATION ; 



bi 
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(2) 
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EXECUTION. 



a. Background : The location and highly sensitive mission of ASA make 
It of logical interest to HolS, particularly in this area to Soviet 
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Intel liger.ce Services (SIS) and Intelligence Services of the German 
Democratic Republic, whose technical and personal access to ASA areas 
are facilitated by the geographical location of ASA which is completely 
surrounded by a Communist country. HolS can use soine uncontrolled means 
of transportation to enter and leave the vicfnitfes of ASA installations, 
and can use any of several official East Bloc representations in the area 
as cover for their activities. Past investigations and CI special opera- 
i tions have confirmed HolS interest in ASA and in HolS' collection of data 

j on ASA personnel, to include personalia, character traits and weaknesses, 

: and possible nxativating points. Headquarters, USASA, Arlington Hall, 

: Virginia, has approved the use of ASA personnel In ICIP. 

! 

I Concept : 

1 (l) The cultivation and use of OLC's, and the spotting, assessing and 

I recruitment of non-ASA personnel In the area will continue in effect and 

i be expanded as necessary, without requiring prior approval under this 

j OPLAN. 

(2) Upon approval of this OPLAN, coordination will be effected with 
S-2, ASA, for purposes of obtaining Leads and for facilitating screening 
of ASA personnel records. In addition, the PLO will develop other means 
of spotting and assessing Leads as described in paragraph 3a(2) above. 
PLO will also be the initial point of contact for ttio$e ICIP assets who 
have been transferred from another area to this area, 

c. Source Activities in the Target Area : Sources vail perform their 
al military duties while covertly and discreetly attempting to answer 
following EE I, both from on-duty and off-duty contacts and experiences: 

(1) Identification of ASA personnel who closely and continuously 
associate with foreign nationals having connections with Communist countries; 

(2) identification of ASA personnel vjho perform authorized or un- 
authorized travel to Communist countries; 

(3) Detection of disaffected ASA personnel; 

ik) Detection of ASA personnel whose activities and/or character 
weaknesses render them vul.^erable to blackmaii or HoiS exploitation: 

(5) Detection of ASA personnel whose activities are indicative of 
potential defection or desertion; 

(6) Detection of ASA personnel who have memberships in or associate 
with members of organizations, clubs, groups or other activities which 
pose actual or potential threats to the security of ASA. 
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d. Security Considerations : 

(1) Individuals who are approached for recruitment who decline to 
function as Sources will be asked to sign security statements which 
clearly state that i- It ■u;;i£-:rul to rr.ake any unauthorised cisciosura 
concerning the recruitment approach or the activities under this OPLAN. 

(2) Individuals who are approached for recruitment prior to their 
arrival at the ASA target area, and who decline to function as Sources, 
will be considered for assignment to some location other than the target 
area, if circumstances and military priorities permit. 

(3) No actual or potential Source will be made aware of the source 
relationship with any other individual in this program. 

(^) All CRS's will be met under covert conditions, away from the 
tarftet area; under conditions that will provide maximuFn security against 
vertent disclosure of the source relationship. 

(5) Separate and plausible cover stories for status and for action 
will be arranged with each CRS to provide a logical reason for regular 
meetings between CRS and CO. 

(6) Each CRS will be provided sufficient training in security and 
meeting arrangements so as to minimize possibilities of compromise of 
the source relationship. 

(7) In the event of compromise of a CRS and/or the nature of this 
operation, termination of the source will follow under such conditions 
as are warranted by the circumstances of the compromise. in the event 
of a compromise, denial of US Army Intelligence involvement will be 
achieved where plausible. 

(ct) iron-U5 Lccal Wage JRa-te Invesxi^axors emploved by the 66ih HI 
Group will not be made aware of the exist ence of this OPLAK or of the 
Source relationship with any CRS, 

(9) Rnowledgeability of this OPLiff, to include the identity of 
the tar-T-et, vdll be kept to a strict miri-'-"'. • t.--.---.^ ... vi- 
d-aals 7;it.h a strict "need to ioiow" c-, .z=nt. 

(10) Upon the termination of a Source in this area, proper debrief- 
ing action will be taken in accordsjice Kith 66th Group Regulation igi-lc" 
end consideration will be given to the transfer of Source to the appropriate 
CI element in the Source's new assisiLTent area. 
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Production: 



(1) Operational information whi be forwarded by Agent Report and/ 
or other appropriate reporting mear;- to Headquarters, 66th HI Grouo, 

ATTN; ArUHl-T-CL 

(2) SuitabiliLy Informatiorj u. security information having an 
imnediate, significant impact on ".h command will be brought to the 
attention of the Commander, USASAFSi, through his S-2. 

(3) Information pertaining to or identifying overt or covert 
"^sB^rces will not normally be passed as individual items to ASA without 

thy specific^ approval of DCSI USAREUR, through Headquarters, 66th HI Group. 

{k) Once this OPLAN has been approved and placed into operation, 
progress reports will be submitted every 60 days. 

(5) Periodic briefings to ASA can be accomplished through OLC's 
by the PLO. . 

5. ^^tcf COMMUNJCATIONS : 
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6. ief TRAINING: 
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7. J^ef FINANCE AND LOGISTICS : 
a. .Finance: 
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(2) 
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(5) 
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b. logistics : No special logistics or equipment requirements are 
foreseen at this time, which would require procurement of equipment not 
presently on hand. If such equipment requirements arise, appropriate 
requests will be submitted for approval and funding. 
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c. Er-t i mat e s : See attached Financial Annex for an estimate of over- 
all expenses to be incurred hy PLC, CD's and Souirces. throuq-h the remain-^er 
of ^nd FY 77- 



a. 




TBJ^-ilTTATIOIT: 



a. The duration of this PLAIT will "be for an indefinite period, or 
until such time that it is determined that the sensitivity of the tar^^et 
and/or the drawdown of assigned personnel at the target, no lon,^er wai^ 
rant continuation of the operation, 

b. Termination of Sources will be in accordance with 66th MI Group 
Regulation 38 1-10, or other appropriate source directives. 




CgORpiNATION: 



a. The purpose and objective of this OPLAH as outlined in Mission 
above has been coordinated with the Conunander, DSASAPSB. 

b. Preliminary coordination of the action which this OPLiiJT is to 
accomplish was initiated £8 indicated in AiJHEX 3 (coordination backsround). 

e. EEI developed in and derived from this operation will be reviewed 
at all levels for acquisition and retention criteria contained in AR 380- 
13. 
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1. Fourth Quarter - FY-76 : 
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2. J/d!)' Fr-76-T (July to 1 Octp-ber 76): 
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3. jJ^^ FY-77 (All four Quarters) ; 
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DELETED PAGE(S) 

NO DUPLICATION FEE 

FOR THIS PAGE'. 



Page { s ) 




lAGPA-CSF Form 6-R 
1 Sep 93 



kMEX B - CX)ORI)INATIO]Sr BACKGROUITD 




■) . ^^-^^ CI support provided by -the 766th ITL Petachment to the US Army 
Security Agency Field Station, Berlin (USASAPSB) is in accordar.ce v.^th 
the provisions reflected in OPLAN titled project Filman. The proposal 
to improve GT support provided to USASAFS3 "by cancel lin~ pro.iect Pil-£n 



Pro^rrex: (ATSAP) vjas presented to USASAkSB in 3. letter dated 1$ Septeni 
1975; ccpy of waich is s-t-iaciied. to this Annex as Tnclosure 

USASAPSB forwarded to Headquarters, US Army Security Agency, 
Arlirfgton Hall Station, the above referenced letter (inclosure 1 ) with 
a recoDiraendation that project Pilraan be replaced vath the 766th De- 
tachment's ADSAP. Copy of the USASAIBS letter is attached to this 
Annex as Inclosure 2. 




3.IIW" In a letter dated 20 October 1975, the GoramEnder of the US Amy 
Security Agency concurred in the cancellation of project Pilman and ini- 
tiation of the 766th MI Deta-'hment 's ADSA? program. A copy of the letter 
is attached to this Annex as Inclosure 3. 
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Cocsonder 
USASAFS3 
AITTi'z S-2 
A?0 097^2 



"l. (u) purpose of this proposed wtioa ia to provlda increased 

'and. Isproved cousterintelXigence support to tho fi3 Aray Security 
Asenc/ 71el<i Station. Berlin (USASAFSB). 

2.Cf^Wt In 1970* A CI operations plan vas subadtted "b/ Berlin Field 
Station. 66th MI Group, to correspond vlth the aetlmtion of the 
USASAFS3 alto knovn aa "Texifelslsers*, The operations plan wns 
designed to provide counterintelligence support to the project 
through the utilization of sources, either enons the local vork 
force or tbroush personnel located in estahllshaents frequented 
by the vorJc force. Because the local vork force vas too transient 
in nature to effectively insert a source before they eostpleted vorJc 
on site, source recruitnent efforts vero concentrated on Individuals 
vho associated vith ASA personnel at local entertalcaent estahllsh'- 
sents and at social functions' Initially through coordination vlth 
the S-2,- USASAFS3, a list of establlshaeats fTeiyjirszitzf^ "■■■.GAyr.B 
porsoiirid Vis prcprjrol '--d ci;-;<r3ipt3 v-^rc to iairoduce sources 

into sosie of the establisbnents. Ve presently have six sources 
under the Fllman project vho have provided limited infornatlon. 
fiovever, to date these sources have provided routine information of 
lov level CI significance, prliaarily of interest to US Arcy Berlin 
Brigade and not to U3ASAFSB. Ia ^'.n^rcx^=-^-l7 1973, 'JS/.HA. v•i^i^clrev 
financial c---]pp3rt of ?!' "^.ri Tiacal rec^asltllity reverted to 
the 66th t'Et Group. The prlsiary difficulty vlth the Fllnan project 
has been the peripherlal nature of the sources and their difficulty 
in heconins accepted into ASA circles, since ASA personnel appear 
to associate in faiirly close Icnlt ASA circles. In short* peripheral 
sources have provided only peripheral leads* 
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^ 19SEP1373 

:1 SUSJECT; Project Flliaan 

^ S^^^^^pil^J/'^pro.^voae that the Filnan project 'be cancelled, that permiBsloa 

^ "be gi^itbted to recruit ASA personnel vlthln USASAP3B, and that tha /.^C^r-s- 

cive Dafensiysf Soutcq Accui^itloa Progrca (ADSAP) ba used -aa ths ychir?.^ 
to provid-3 ^;r'cr..7i/.i cciU^-creripiona-e support to uJ/i3AF53. A brier 
j deccriptioa of ADB/^ aal general ADoAr' ..,.1 is attached aa Inclosure. 

f I TUs vould enhance CI coverage of USASAFSB 'by providing; jsore flexibility 

vlthln the frcncvork of one so\xrc« pro^raa, access to the target areas 
and tarcet personalltiea, a vlder rence of operations for soiJirces, and 
^ store 6treoalln(?d adninlstrative procedures for the zoaniieezient of sources* 

I ' Current F13rnn -sources vlll he converted to the AB3AP pro^ran. Sources 

vill he preferably recruited within the target activity to provide infor-' 
siatioD on personalities and activities. Additional cources viU be 
recruited oa the periphery or outside of the target sites la order to 
enhance overall CI coverage. Once it has heen determined vhore a 
I possible shortfall of Information occurs* a concerted effort viU be 

{ "Bade to obtain sources vho can provide that Information. Indi serine 

f looct selection and recruitment of sources will be avoided and eaphasis 

vlll be placed on a prospective source's ability to fulfill the require* 
- - Bents levied oa hla. 766th lOD -will' provide the 8-2, USASAFSB with the 
desired gun} 1 f ications for peraoimel to be utilized in the prosram and 
• he vill be requested to screen present personnel assisned to his unit 

. to deteraiine those best qualified for recrxiltsient. AUSAP will not 

•upplnnt the S-2, USASAFSB program of Internal inforsants, but vill 
ausneat hla present activities. A target analysis vill be prepared 
. ty this Detachaent in coordination with the S-2, USASAFSB. Inforaatloa 
solely of a suitability nature, will be reported directly to the S-2, 
OSASAFSB, All other inforaation will be reported la accordance with 
reporting «^:alrements, as outlined in LOI 6-TD, fi6th MI Group, 




• Preliniaary discussions, conducted la" August 1975, with the 
adar, USASAFSB, the Deputy Chief of Staff, Secisritv, U5/^A Hcvd- 
quarters » Arllrtr-ton ^ Ccisiander, o^i^h itt Croup, 

laal«»tod,a favorable response to the above proposal- 

Ehls Detachaent request* your conaents, recoaaeadations,' and 
•JWwyal of th« above proposal. 



1 lad 
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ACGR^lSSnrE DEFENSZVS SOURCE ACQUlSZTIOil FBOGRAU (AQSAP) 



AD3/J? concerns itself vlth two cctcooriea of h'j::iaa eoutccc aa defined 
by cC^ii in Grcup LOI Kvuabor 6-Ti). Tiieoe tvo r-ouxce cctc.zoriea are Cc::;v5s 
tloaii SJia Conridcatiol* Aii::;A? la a CI threat loformatloa collectioa 
prosTGja and sources recruited under this program should not bo rccrxilted 
' for covei-ase o£ a specific CE target. Soarce» are recruited vithda and 
on the periphery of sensitive installations and activities lay ccabinlog 
■fcoth active end passive ceasares to counter the Inforaatioa collection 
capability of hostile latolllsence eervlces (HoIS) operating asaiast US 
Forces, The passive xaeaoures are designed to protect defense lnfcrs:ation 
fro2i unauthorised dlBclosure or cosTpronlsa, vhile the aggressive neasures 
are designed to obtain infox^satlon t^ch vlll lead to the detection ti&d 
aeutrallsatlon of EoZS efforts directed against US Forces* 

General AIJSAP SSIl 

a* Detection of suspicious activities, undue inq^xiisitivenesH or 
obvious lack, of good security practices ,on th« part of or Involving US 
Forces personnel. ' 

b» Zdentificatlon of U3 Forces personnel vho closely and continually 
associate vlth foreign nationals bavins connections vltb Soviet Bloc 
countries* 

e. Zdentificatlon of US forces personnel vho sslc* vnautborlzed or 
f^e^uent authorized, travel to Soviet Bloc countries* 

d. Identification of US Forces personnel vho have continued contact 

vlth local n<itlonal personnel. 

e* Sdtecticu of disaffected personnel* 

f. Identification of US Forces personnel vhose activities and/or 
character veakncsses either Individually or in a cocbination constitute 
& clear and significant threat to US Forces in that they have rendered 
th5 US Forces connected personnel susceptible to azploitation by EoIS. 
£u;c-i:',ibiiity to EoI3 crploivatica b3C=.uuc c>t iuivcrse auitcbillty f ce- 
tera should be coupled vlth at least one of the foregoing indicators of 
possible KoIS interest. Specific suitability factors vhich could render 
US Forces personnel vulnerable to EoIS e^loitatlon vould be excessive 
indebtedness or recurrlns financial difficulties; unexplained affluence » 
conduct such as criminal, lazioral or hoaoaexual acts vhlch oo\ild render 

y • •• . . ■-• 
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the individual eusceptlble to preasiire; cxurent and pact mental and esaotlonal 
instability; unuEual work habits that do not confom to the dally pattern of 
follow eaployees, sudden unexplained changes la worklns or socioX hal:itsi 

flexual nicconduct;; 1 "fidelity; narital prohless; traeina on thQ icterioiiivl 
roLLic.i cr o'^b rvi- .- ..--.^.^.r^j lir.jui-iii capabilities vlth SvVltt or otl".^' 
bloc ^c-rs-rnsol la unsuthoriiad situations. 
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US Arar Security A^acy 

Arllni^on Bell Station 
Arlington. Vireinis 22212 



Attached is '-u copy of c I<*4t*»r oa 19 £:>7»tta1>9r 1975 

froa CoMumder, 766t!i rdlitsrj I.i*.clltrrE>;;.> S^^iAchisarnt, '66th 13. troajj, 
•ntitltd "Project flUiiH", Xhe lottsr It: p./ti- <Mip3,£i:it5?y bst c£a b« 
•U8SwrlK*d ca follavat CouBtftvltsSaHigc^-.^ tcti-port U:»«3A?S Barlla 
has b*«a contfycted alrits 1970 ''i.M 'it thii i^^i^tiJluCn* of flVWt, Altbaa^ 
7XXJliH vas aatiefaetory In concc-'-s. It ci»:?^-.'^J fro3 a lack of 
•upport dafieitlon, partlcal*rly la aobrsi<& %i:qai«itlfrB lad r«p6rtifi$« 




2> (M> CdTi 766th KID* propoaea es A£SAP ettT^rt ftrrvaraamt vhieh 
iroald proTido eora direct aourc^ ^.se&M ta ui^/^iilA p«Ts^rc4l sad ^r»et 
control of source coveras« of «ct-^l or p-^ifjitiol ©.'r-'icr.?^ ft$!^oaejM«» 
Cdr, tlSASlPS B«rliB concurpf'o ia eoace>t a^d dsairss to tcrjlcsoat 
the prograa* COL Soldf^a vaa briefod oa t^.u r^r&;7SS cnrl;:^; his Tlclt 
to Berlin ia Aaguot 1975 sad ccssrurs-ftd in 4h.^ f-ro^sd* 

1975 siAd aspportod the ccacvpt* 

Bequest yoar coacarrenco la caaeaUnsira of Pro j act TlVlii^ 
aad sdaption of the AliSA? by IIS/^^«.y3 Serlia/V-''3tU SIC. Appropariate 
safe^arda vill b« awtntaiaed wi*h rfr^ari! t? tn.f.fejJrc-^Al cf 
sources ahould ht^-jtilt' itft^-in^^ • • Ktyiiier* 



aav Rcaoraadvua of Uaderat&tidinf vith. &6th WL Q^:<^xz^ 
Ton TS2 CORXAND£»: 



J 



r 



1 tncl 
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DEPARTMENT C»F THE ARMY 

UNITEO STATES AR.n; .' SECURITY AGENCY 
ARUN'JTON '.rLL STATION 
ARUNGTcr N. '-^^frllA 22212 



20 OCT 1975 



Commander 

USASA Field Station, Berlin 
APO New York 09742 



1. CUD Reference lAEB-I Letter, dated 7 October 1975, Subject: 
Aggressive Defensive Source Acquisition Program (ADSAP) (U) • 

I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 
66th MI Group. A copy of the conrpieted Menorandum of Understanding 
fcfill be provided to this HQ, ATTN: DCSSEC. 




WILLIAM ly ROLYA 
Brigadier Ceneral, USA 
Commanding 
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Request for Termination of ICIP Operation CANTER RIDE (U) 



MTm 

5 May 1976 



To obtain formal ACSI approval for termination of subject ICIP. 




(ttm MiA * At n tu h tm mt, km t k gn mi mmJ mttmm IbAch art 



By Itr, 25 Feb 75j subject: CANTER RIDE (U) , CDR, USAINTA requested approval 
for ICIP OPIAN CANEER RIDE (U). The OFIAN provided for the insertion of an MI Warrant 
Officer in cover status into the Advance Sensors Directorate of the US Array Missile 
Coinnand (USAMICCM) , Redstone Arsenal, Alabama. This specialized CI support was 
requested by CG, USAMICOM, to enhance the security of the Directorate and determine 
the extent, if any, of hostile intelligence penetration of Redstone Arsenal. The OPLAN 
was approved by the ACSI on A Mar 75. 

b. By 1st Ind, 8 Apr 76, subject as above, CDR, USAINTA advised that on 23 Feb 
76, the ACSI gave verbal approval for termination of subject ICIP. The CDR, USAINTA 
reconmiended formal termination approval. 

Discussion : 

a. After a thorough review, it has been determined that subject ICIP has success- 
fully accomplished its objective. 

b. CI security support is being provided the USAMICOM by the 902a MI G^J by Uii! 
902d MI Gp Redstone Resident Office, under the provisions of its Direct Support Compre- 
hensive Counterintelligence Program (DSCCR). 

c. This action furnishes formal approval to CDR, USAINTA to terminate ICIP CANTER 
RIDE (U) 

3. (U) Recommendation ; That the 2d Ind. (TAB A") b e approved and signed by the ACSI. 



(Cpmtlaa* Da pllla belid>^. 



Htm rfOoM 
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S. BR^.NNAN/ 53501 ^ff. jl^^^l.r^.^-^ DeS^S^ CUl^!^^^"?^^^^ 



ACSI FORM 2t. n S*p 71 



MOIWOCD 

WMCN SBfAiUTao nMMi cuiaatnaD 



DMa-DOB <2 Apr 76) 2d lad 

RBJECTs SsqWHit for T^KntMtlos of ICXP Op«VBti(n CAfillE HIDE (?) 

BA. OfcCsfS fc« I&Cttlll8MC«, imt etta-SOH, UaahlnBton, DC 20310 i 1 

TOt riimilti . BS Anv lBt«lUsve« Afmey, Port M»cde, IteryUad 2075^ 

ICIP CAJBIK KDS 1« foxMally t«ndB«tBd aa racOHOBBdsd. 

rat IBB im iciO R or xMnajusanm orsBmoHSt 

jrofBH u BBiss in 

Colon«lt GS 

Chief, EBBOKZ Division 
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MIIA-<3>B-AC(SP) 



2 April 1976 



SUBTBCT: Request for Tezmtnatlon of IdP Operation Q^tTTER BUS, (U) 



U. S. fax^ Intelligenos Agency 

's Mnu: Miift-ao 

Fcsrt Maade, Mazyland 20755 




After a thorough review, it has been detenttined that ICIP 
CANTER RUTS has successfully acccnplished its objective. 
To cjontira:^ the cperatian utilizing SOCS'I Source IC-B-083 wCRild be an 
inproper utilization of an MI warrant officer, and would increase the 
potential for cotpranise as long as the insert Source raiains in the 
target area. 

2. ^^^!^Qn 18 February 1976, I visited Major General TMrtmieyer, Caiwander, 
U. S. Am^ Missile Ccrnand, Redstone Arsenal, Alabama. During the visit, 
Major General Tummeyer requested a reaxnnendaticn ocnoeming the oontixiu- 
ation of tt^ cperatian. I "indicated tliat there was no known indication 
of oaipranise, but in view of the above, reocmended that the operation 
be terminated and Source extracted eis soc«i as the personnel sysstati would 
permit. Major General Turmeyer eapressed his deep a p p peciaticn for the 
information previously provided through the qperation, and whi3.e expressing 
his oonplete concurrence that the operation had suocessfully net its 
objective, readily agreed that it should be terminated at once and the 
Source be extracted. 

Ihe above infomation was passed by ny staff to rdembears of the 
Support Detactnent, VSMltlA, and "UBC Grimes^ Oonnander, Special Operations 
Deta£±DBntv USKNIA, on 19 February 1976. Brigadier General TlYxpeon, 
CcnmareJer, tSZONm, was informed of the abc^^ on 20 Pefaurary L976 and 
Major Geneml Aaron, ACSI, DA, on 23 February 1976. 




•Qn 23 ana 27 February 1976, the 902d Ml Groip request/ad USMNEA 
In the reassignsaent of Souroe IC-^B-083. As a result of actions 
oocpleted by the Support Detaciinent, USAHns^, Source is in reosipt of 
reassignment orders with an ea^iecbed PCS date of 8 April 1976. 




•■-."in CAT ION 
-.—A 11652 



1\ s^-^c. 



MIIA-<3B-AC(SP) 2 toil 1976 

SUBJECT: Itequest for aterrainatian of ICIP Cperation CANTER RUE (U) 

5.^)k^J¥^ CXn^jrehensive counterintelligenoe security support is also 
being provided to the U. S. Atej? Missile Coinand by the Redstone 
Residtent Office, 902d iG. Groip, under the provisions of 902d MI Group 
Faaptilet 381-3, subject: Direct St^port Ctinrehensive OounterintRl] igenoe 
Program (EiSOCP) (U) , to be published. The DSCCP, an all-souroe, nailti- 
discipiina throat ooncjept vihich is being developed for use thrcoghaut 
the 902d.Ml Grot^j, will oontinue in o^sport of the U. S. Amy yissile 
Ocmnand ooncunjgit with the texmination of the liCIP Operation. 




In view of the abcwe, request fboanal appeoval of the terndnation 
o^IlClp Operation caWTER ride. 



liASSEL L. PARKER 
Colonel, MI 
Conraanding 



6.# 
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MIIA-SO-SA (2 Apr 76) l«t Ind (C) 

SUBJECT: Request for Tennlxxation of ICIP Operation CANTER KIDE (U) 

HEADQUARTERS, U. S. ASM7 IMTELLIGEIICE AGENCY, Fort Kudo, Mnr^land 
20755 

TO: SQDA, <DAMI-DOH/LTC BAENDLE), WASH DC 20310 

lt?^m^A« Ittdleatad by ]»arafraph 2 of the baalc letttr, th* 902d 
tdllMry Ioe«lllg«nce Group and the Oosnandlag Ccneral of the US Aro^ 
KLmU* Cooumd deterol&ed In FebrtAry 1976 that the prlaary objective 
of ICIP CANTER RIDE had been eccon^liehed and the operatloa ahould be 
temtsated. On 20 February 1976 verbal approval of certalnatlOD vas 
glvea by the CBR., USAXRTA^ a&d by the ACSI on 23 February 1976. 

2. \^^r~ Ccunterlntelllsenee security aupport is being prorlded to the 
DS Aray Mlaslle Connand by the 902d Ml Crmip under its Dlnjct Support 
CoE^rehenslve Counterintelligence Program {DSCCP) ae described In 
paragraph 5 of the basic letter. Arrangenenta have been nuide for the 
extraction end reassignoent of the Inaert eource used in tliis operation. 
Source vlll be debriefed and tertBinated aubae<]uent to his S April 1976 
reporting date by the 902d MI Group, which is aleo his new unit of 
aealgnment. 

3. (D) Reeomaend foraal approval of the termination of ICI? CAMTER 
RIDE. 



WILLIAM I. jmrnmos 

Special Aasiatant (DPS) 




•-C^iwir«d ^Y-^. .(^..MS/J././j^. 

EXOSPT mOM ^pENERAI. DECT / '^ •r.nc .^t CN 
SC3in>-DLB OF EKECUTIVE ORDEE nC5'2 




f f)ggQuest for Termination of ICIP Operation CANARY EFFORT (U) 



•VI 

DAMI-DOH 



IStlSrEKSE 



DATS 



6 Way 1976 



To obtain formal ACSI approval for Termination of subject ICIF« 



a. Subject ICIP was established several years ago to support Amy organizations at 
Fort Ritchie, MD. 

b. In Sep 75, the reorganization and redesignation of the US Array Communications 
Command (USACC) - CONUS as the 7th Signal Command resulted- in a realignment of target 
areas of ICIP CANARY EFFORT (U) , and Increased coverage to the Telecommunications 
Directorate, the Alternate Joint Command Center (AJCC) the Alternate National Military 
Command Center (ANMCC) , the Alternate National Command Center Support Directorate 
(ANMCCSD) and the East Coast Telecommunications Center (ECTC). Three sources and 

a Project Case Officer were used in this ICIP. 

c. By 1st Ind, 8 Apr 76, subject as above, CDR USAINTA advised that on 23 Feb 76, 
the ACSI gave verbal approval for termination of subject ICIP and recommended that 
subject IpIP be given formal termination approval. 

Discussion ; 

" a.. ICIP CANARY EFFORT (U) was chosen by the CDR, 902d MI Group to be replaced by 
an overt comprehensive all-source, multi-discipline security support; concept as defined 
in 902d MI Group Pamphlet 381-3, subject: Direct Support Comprehensive Counterintelli- 
gence Program, to be published, 

b. The ICIP sources previously supporting the operation were ttirminated without 
prejudice during Feb 76. The Great Skills Project Case Officer was released from 
duties on 1 Mar 76. 

c. Supported commanders were briefed on CANARY EFFORT termination during Mar 76, 
and assured that this action in no way relieved the 902d MI Group of the responsi- 
bility for continued overt, all-source, multi-discipline support subsequent to 31 Mar76 

(Ooatlttm on plain fcend)^ 
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□ NO □ 



v»« □ no □ 
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31 Dec 2006 



ACSI FORM 2S, 13S*p71 



WHIN UPAnA'nO FMOM 
■MCUMMT 



DAMI-DOH 

SUBJECT: Request for Termination of ICIP Operation CANARY EFFORT (U) 

d. This action provides formal approval to CDR, USAINTA to terminate ICIP 
CANARY EFFORT (U). 

3. (u) Recommendation : That the 2d Ind, (TAB A) be approved and signed by the ACSl, 



DA. 





Vl, e*C«2S for Int«llt8«>c«, AHH: QAMI-DGB, WathlnRton, DC 20310 
IOj Ceradar. TO An^ XBt«lllg«ie« Acuey* Fort rStaOm, 1SMX7l»ni 20755 
ICXF eUMST moa Im fonnlly e«TiidMt«d «a 
rO& THE DOOCIOK 4V DSILUmCB flftB&TUniSt 



^ Coloael* GS 

Chl«f , HQHXRT Division 



miA-GPB-AC (SP) 2 April 197 C 

SUBJtCT: Bequest for Terniination of ICIP Operation CATuiRy EFFDRT (U) 



Contnaivler 

U. S. Army Intelligence Agenci' 

ATTO; MUA-SO 

Fort Meac3e, Maaryland 20755 



i. (U) References: 

a. USAHTIA Letter, MIIA-SO-SA, subject: dianrje in ICI? C\"i?ipy 
iFFDRT &apport (U) , uated 27 Jaii 7C, vjith 902d V-l rarou^ ist Irvl, 
MII/i-CS-D-AC (SP) , dateJ 29 Jaii 7G. 

b. 502Li i'l GrouTi Letter, ]':im-tT'Ii-;c{SP) , subject: l^^r^.'-i:ietion oi: 
ICIT Operation CKUSRY EFFOP^r (U) , dated 3 - tardi 1?76, 




As outliiiec": in tiie abo-^'e references, oa>ies of vmci^ have been 
vro/iilod 'jmUer sop-arate co^/er, I xiava chosen ICIP Operation C^^H^jn TTPCjiT.: 
to bo- replaced by an overt capreheajsive all-source, ntulti-'iLScipline 
security sup;x>rt canceiTt as defined in 902d !H Grcvip Panplilet 351-3, 
subject: Direct Support Cocprehensive Comterintelline:ice Procrrar., to bo 
publisljed. 'i\>Mrvi tiiis end, confidential ICIT saorces previously 
supsportiiy-j the oiieration v/ere teCTUnateti without prejudice duriiyj the 
i.xjntii of Pebraary 1976. 'rhe Great Sybils I'roject Case Officer v^s 
relGased frav> duties ij:i sujaoort of tlie opera ticai on 1 .March 1976. 

3.V I'iie tenniiiation of the ICIP Operation was coordi:"iat(£<i by iry 
staff VTith Urc Griin^s, Ccnwander, Special Operations DetachreLit, uaAHTTA, 
on 19 February 1976. Ihe arcil ai^roval of the tenninaticn was gained frcr. 
Brigadier General Thaxpson, Camander, USMNTA, and Major General Aaron, 
PCSl, DA, on 20 and 23 February 1976 respectively, Supporteti ccrrranders 
were briefed on the termination of the operation during Marcli 1976 in 
conjunction with tlje reqoxcrly scheduled quarterly ICIP briefings, and 
assured that this action ii; no way relieved ti^ 902d Ml Groui^ of the 
responsibility for continuing overt, all-souroe, multi-discipline support 
subsequent to 31 March 1976. 



ReGRAOEDUNClASSlREO 



SUBCiBCT: Itequest for Itermnation of ICIP Operation CRNMC? EFFORT (U) 

4. (U) In view of the above, request foonal approval of the temtmation 
of IdP Operatixm CftNARX EnPCPT. 



BASSEL L. PARKER 
OolOTel/ MI 
CcDinanding 



MIIA-SO-SA (2 Apr 76) lat Ind ^ 

SUBJECT: Request for Termlnatltm of ICIP Operation CASABY EFFORT (U) 



BEADQUABXE&&» U. S. 0010. mmLIGBiCE kSSBBGi^ Fort Meade, lUr7J.aad 
20755 

TQl BQS^ (nAMX-OOH/UrC HAZKDLE}, K&SH DC 20310 

I» (n) t^«r«Be«a U and lb of basic Utt«r are attacbed a* llaelorares 
1 and 2, tiapaetlTaly. 



jVij^ Aa nstad la parafnq^b 2 and 3 ef baale letter, althotqsb ICIF 
Opa^eien CAKAXT SFFOBT waa fcanlaatad affaetlva 31 March 1976,, eooatar- 
intelligence sopport will eontloaa te be proirlded onder the onieapta of 

the M2d MUleary Intelllgenee Group Direct Support CompreheaaJLve 
Ooimtarlntelligence ?rogra»» to be pobllahed. Vert>al approval of thla 
tennlnation waa given by the OA, Q8AINXA» on 20 February 1976,, and the 
AC8I on 23 February 1976. 



4. <D) ftocomend forwl approval of the tennlnation of ICIP CANAJIY 
EFFORT, 





Confidential aources utilised in this ICIP have been teminated. 



2 Ind 



WILLIAM I. JENNINGS 
Speeial Aaalataat (0!PS) 




ICATION 





ACiifiH SHE 



DAMI-DOH 



ISUSPEISE 



Internal Counterintelligence Program (ICIP) (U) 



OATI 

26 Mar 76 



To obtain approval of the quarterly ICIP report 



UUmmlifj 



1. (U) BACKGROUND ; On 8 Feb 72, the Under Secretary of the- Army requested that 
the VCSA provide a quarterly report on all ICIP operations. 

2. (U) DISCUSS lOM : 

a. During the past quarter there were no significant changes in nuniber of 
operations or activities within operations. Reports of questionable suitability 
and security hazards were passed to the supported commands. 

b. Memorandum at TAB A transmits summaries of ICIP operations through the VCSA 
to the Under Secretary of the Army for second quarter FY 76. 

3. (U) RECOMMENDATION ; That the Memorandum at TAB A be approved and signed by 
the ACSI. 



(CoaUmi* on pf •!> kea^^ 



TWi □ WO □ I WW 



CeOKOtNATtOMS 


An»ROVALB 








1 iMnuui 
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LTC Haendle/56159 



ACSI P0RM2S, l3S«p71 





»MCHl»lB«M THHD: VKB CRlEr OF STAFF, UBITED 5T*TES fWt 



FOR: SIDEK SBCBETAST OF TIE ABflr 



gWflCTt lateraal CMBt«riat*Ui8«ac* P«»gr«a <I)CIP> <D>— 



X Ihtrlng tb* pa»t H"*rt«r, »U of th« currently active InteTHfll 

C^yfiterlAtelligenc* Progrw (ICIP) ojwr^itioin provided InCorBstioti on 
Incident* iavolvUft pcrsmnel ■uitsbllity »nd canditions refine cing 
poor ••curlty practice* or wsskoetftet. Reporta of these relr.t tvely 
olnor cottdltloB* ¥»re furnished the co«aander« of the supportc^d coonflnd* 
who took ioaoediate corrective nctloo. 

2. (0) Tim total ntJBtoer of setiwe ICIP operation* reatflmi at nine. 
sinnarleB of activity la these operatloos dorlng the lest =.u«rter are 
Inclosed. 



9 Incl 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR II4TEU-IGENCE 
WASHINGTON. D.C. 20310 



DAMI-DOH 



MEMORANDUM THRD: VICE GUHir OF QTAWi UMI'^ S^rgB^^-nAiftfip^-^ 

. NOTED .ppn., 

FOR; mom DECiiE'rARY or TttE Aiurf h/ Date •?/.^ 

L JohrV. Tcr?D', 



cot Johrui. Tcr?D', Exec. SAUS 
SUBJECT: Internal Counterintelligence Program (ICIP) (U)— 
INFORMATION MEMORANDUM 



1» ^Sf^ During the past quarter, six of the currently active Internal 
Cotinterintelligence Program (ICIP) operations provided information on 
incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the coomanders of the supported conmands 
who took immediate corrective action. 

2. (U) The total number of active ICIP operations remains at nine. 
Summaries of activity in these operations during the last quarter are 
inclosed. 



9 
as 



REGRADEDUNC^LA|S1FIE0 
AUTH PARA 1-603 DoD &200.VH 



I 



HAROLD R. a; 'ON 
WajorGr-ncr". ."3 
ACofs-Jor iriloliipSnce 



r 



Noted by the Under Secretary of the Army 
with coament: "On next quarter's review, 

please provide an analysis (of each ICIP 
for the past year) to include statist^*^." 

y"^ ybolonel, GS 
C y Exe cu t ive 



mmunm ibbji vkb cebf stait, vsrta stAiss Aaor 
iott tsBBiL sKimiY or m mtg 

snUKf t iBUnal Coiint«rlttt«lllsMO« Program {Ktf) 0J)-> 



l..-4frr" Dmrlng tht past quarter, six of the currently active Internal 
CoimteriatallltBaee Program (ICXP) opera cioui provided Informiitlon on 
Incldenta lavolviag pemotmel aultal>lllty and coodltlona refl«ietlng 
poor security practice* or veakoessee, Beperte of these relatively 
niner eondltiona were furnished the commanders of the supported coomanda 
«bo took iBsnedlate corrective action. 

2. (U) The total nudber of active ICIP operations remains at nine. 
Suooarlea of activity In these operations during the last quarter are 
inclosed. 



9 Incl 
•a WT 



o^i 
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ChUkm EFFORT: (CACSI Revalidation - 4 Feb 75) 



a. Location: Fort Ritchie, MD. 

Is. Confidential Source Utilization: Three confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) During the reporting period, adverse suitability infomation 
(indebtedness, drug or alcohol abuse, moral improprieties and mental insta- 
bility) was reported concerning 17 individuals assigned sensitive duties. 
Monitoring continues; a limited investigation has been requested on one of 
the individuals. 

(2) This ICIP had previously identified alleged users of narcotics. 

As a result of an investigation conducted by USACIDC, 13 of theise individuals 
were apprehended and charged with drug violations. Eleven of these 13 had 
security clearances and had access to the Alternate Joint Connnand Center. 

e. Operational Status: 

(1) On 18 Decemberj the Project Liaison Officer (PLO) presented a 
Quarterly Progress Report to the Commander, US Army Communications Command 
(USACC). On 30 December 1975, the PLO presented the Quarterly Progress 
Report to the Commander, Fort Ritchie; Commander, USACC Site R Telecommuni- 
cations Center; and the Deputy ACSI&S, 7th Signal Command. All expressed 
appreciation and continued support for the ICIP. 

(2) At the request of the Director, Administrative Servicesi, JCS, the 
portion of this operation in support of the Alternate National Military 
Command Center was terminated. 






CANINE PLATE; (OACSI Revalidation - 4 Feb 75) 



a. 



Location: Seneca Army Depot (SAD), Romulus, NY. 



b. 



Confidential Source Utilization: None, 



c. Information Obtained or Reported on Non-Affiliated Civilians: 
None, 

d. Useful Information Obtained: None. 

e. Operational Status: 

During the period, one conventional source was terminated due to his 
transfer from the area. One source is under consideration for recruitment. 
He is in the Maintenance Division, Directorate for Special Weapons (DSW). 
DSW is the primary SAD activity being supported by this ICIP. On 21 December 
L975, the PLO provided the Quarterly Briefing Report to COL Aldeci L. Cox, 
CDR, Seneca Army Depot. 






L 




CANTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Army Missile Cotnmand (USAMICOM) , Redstone Arsenal, AL. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Af filiated Civilians: None, 

d. Useful Information Obtained: 

(1) Adverse suitability information pertaining to a GS-12 civilian 
physicist with access tb Secret information who was assigned to the Optical 
Guidance Technology Office (OGTO), Indicated that he probably was the 
catalyst for the sexually-oriented gatherings of OGTO employees which 
prompted a Sep 74 AR 15-6 investigation of OGTO personnel order€!d by the 

CG, USAMICOM. As a result of that investigation, the present ICIP operation 
was initiated. The employee, vho is apparently obsessed with sex has had 
numerous extra-marital liaisons during the last five years. He transferred 
to the Infrared Technology Office, Advanced Sensors Directorate, a highly 
sensitive office, in Aug 74. The Source, who obtained information by 
elicitatioHj was successful in identifying him only in recent weeks. The 
employee's departure from OGTO apparently broke up the clique and Source 
could uncover no new evidence of such activities among remaining OGTO 
employees. Near the close of the reporting period, the employee applied 
for a position in Japan. The Commander, USAMICOM, was provided a summary 
of the information on the employee for appropriate command action. 

(2) Source identified an Army ILT who was attempting to civilianize 
his duty position. The individual is a naturalized citizen who was born 
in Shanghai, China. His security clearance was based on a favorable 
NAC only. 

e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George E. Turnmeyer, the 
newly assigned Commander, USAMICOM. MG Turnmeyer affirmed hLs approval of 
the operation. In a subsequent briefing on 10 November 1975, HG Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 



REGRADED UNCLASSIFIED 
ON SEP -5 

BY CDR USAINSCOM FOI/5'0 
AUTH PARA 1-603 DoD 5200.1 -R 





CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 



a. Location; Sierra Army Depot (SIAD) , US Army Materiel Command, 
Her long, CA, 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: None. 

e. Operational Status: 

One individual is under assessment for use as a confidential source. The 
quarterly progress report to SIAD officials was delayed until after the Christmas 
holidays. It is expected that the report will be presented sometime in January 
1976.* The Commander and staff officers knowledgeable of the ICIl? continue 
to provide their support. 



*1lf>r suo-iTTO /a»/t»15 76i-K> tjmr iCiP JUfio^er. 

im4 





5. iSf CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon TelecotnDmnications Center (PTC), US Army 
Coinmunications Command (USACG) , The Pentagon, Washington, DC- 




b. 



Confidential Source Utilization: None. 



c. Information Obtained or Reported on Non-Affiliated Civilians: 
None, 

d. Useful Information Obtained: 

(1) As a result of information gained concerning a suicide attempt 
by an Army NCO assigned to PTC a Limited Investigation was initiated. 
The investigation revealed that the NCO has a large number of outstanding 
debts, has lied on loan applications, and recently ordered a 1976 automobile 
which will cost in excess of five thousand dollars. Interviews concerning 
the NCO revealed alleged drug usage and homosexuality. USAINTA directed 
that the NCO be interviewed concerning the allegations against him. The 
NCO has been assigned to the Logistics Branch, PTC, pending results of the 
Limited Investigation. 

(2) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO was 
reassigned to another Branch within the command and his access to classi- 
fied information was suspended for 90 days pending resolution of adverse 
suitability information. The NCO after a night of heavy drinking at the 
Ft Meyer NCO Club, began hitting his wife when she tried to arouse him 
after he had "passed out." The wife filed assault charges with the Military 
Police and withdrew them later. The FTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no access 
to classified information. 

e. Operational Status: 

On 18 Dec 1975, the Project Liaison Officer (PLO), CENSUS TIME, presented 
the Quarterly Progress Briefing to COL Donald E. Clark, CDR, PTC, The PLO, 
CANARY EFFORT, was also present at the briefing. In a re-evaluation of the 
target priorities within PTC, COL Clark requested that the PTC element of 
the Army Operations Center and the Hoffman Telecommunications Center be 
covered by ICIP sources. Accordingly, the OPIAN for CENSUS TIME will be 
changed to include these targets. 





7fS 





6. 




CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD. 

b. Confidential Source Utilization: None. 

c- Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Suitability information concerning an employee of the Woodbridge 
Research Facility (WKF) , a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee is undergoing a 
rehabilitation program. 

(2) From 7 October to 6 November 1975, a courtesy penetration test of 
HDL' s Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported coiomand has taken 
corrective actions to remedy them. A number of the Security Guards were 
transferred and guard procedures were changed, A new magnetic coded badge 
has been approved for purchase in FY 77. The PLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e. Operational Status: 

On 3 December 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas McGregor, CDR, HDL. Also present at the briefing were MAJ Kennetl 
Keller and Mr. James F. Yeick, Security Officer, HDL. 






GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 



a. Location: Aberdeen Proving Ground (APG) , Aberdeen, MD. 

b. Confidential Source Utilization: Eight. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None, 

d. Useful Information Obtained, 

(1) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work in the US Army Human Engineering Laboratory (HEL) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976, A report 
of a civilian DOD employee at Edgewood Arsenal with some unexplained 
periods of time in his background prompted a request for a Limited Investi- 
gation from the supported command. 



(2) The source who reported on travel to the USSR in 1975 of a man and 
wife DOD employees of the supported activities at HEL and the US Anny 
Materiel Systems Analysis Activity (USAMSAA) provided information on plans 
of the couple to take another tour to Russia in 1976, 

(3) Sources reported allegations of questionable suitability factors 
involving eight employees assigned to the supported command. These unsub- 
stantiated allegations consisted of five incidents of extramarital relations, 
one suggestion of other immoral conduct, one case of mental instability and 
one allegation of a fraudulent claim on a TDY voucher. Efforts are underway 
to substantiate or refute the reported allegations. 

(4) Sources reported five instances of security weaknesses or poor 
security practices. These five instances consisted of two unattended offices 
in which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a classified 
scientific conference at USAMSAA, and movement of the Ground Warfare Division 
of USAMSAA into a building in which no technical survey had been conducted 
prior to the move. These were brought to the attention of the appropriate 
security officials in the supported activities and corrective actions were 
taken. 

e. Operational Status: 

(1) On 1 Dec 75, the PLC presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, US Army Test and Evaluation Command (TECOM) , and 
COL William H. Tucker, Jr., "Chief of Staff, TECOM. 




L 



(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 
COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3> On 19 Dec 75» the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIP to 
COL Alvin D. Ungerlelder, CDR, APG. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was also present at the briefing. ■ 





8. 




LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: White Sands Missile Range (WSMR), NM. 

b. Confidential Source Dtilization: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: None. 

e. Operational Status; 

One individual is under assessment as a confidential source in USA Missile 
Test and Evaluation Directorate, WSMR. On 2 December 1975 the Project 
Liaison Officer presented the Quarterly Progress Report to MG 0. L. Tobiason, 
CG, WSMR. The following personnel were also present at the briefing: LTC Charles 
I. Davis, Chief, Security Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident 
Office, 525th Ml Gp; GS 13 William F. Arket, Chief, Intelligence Division, 
WSMR; and GS 13 Shigeru Tsubota, Deputy Operations Officer, 525th MI Gp, 
Presidio of Monterey, California. 
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LEKTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 




/ a. Locationt Defense Language Institute (DLI) , Presidio of Monterey, CA. 

b. Confidential Source Utilization: Five confidential sources, 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department who are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation. The 
husband has accepted a teaching position with the State Department and 
left DLI. The wife remained in DLI as an instructor. 

(2) An instructor of the Czechoslovakian Language Department reportedly , 

is planning to resign from DLI in 1976, take her re tirement pay in a lump ' 

sum and return to Czechoslovakia with her two sons. 



no indications that he intends to return to Czechoslovakia. This information 
has been passed to the FBI. 

(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ- 
ment with the National Security Agency (NSA). Information presently known 
to Array Intelligence has been made available to NSA. 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are 
under assessment as possible new sources, including two Technical Language 
Assistants. In addition to the five confidential sources, there are 23 
confidential sources providing coverage of nine language departments and the . 



b1 Per FBI 



There are 



DLI staff. 



By BR miNSCOM FOI/PO 
Au% S2MJR 





(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 to 
COL Samuel L- Stapleton, Commandant, DLI. Also attending the briefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. Xiques, 
SAIC, Ft Ord Resident Office, 525th MI Group; and Mr, James Green, Acting 
Security Officer, DLI. 



REGRADED UNCLASSIFIED 

BY CDR USAlNSCOJvs j^Ol/PO 
AUTH PAHA 1-603 DoD ft200.1-H 
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DEPARTMENT OF THE A\-<W>Y 

Orf- ICE OF THE ASSISTANT CHlflF OF STAKF l OH IN I .Ti.!.,:'. ;"^ -CE 
WASHINGTON, D.C. 20310 




DAMI-DOH 



M>-HOR.^NDUM THRU: ViGfi-GH^&F-eF-STAFiS-aiNITF-D STATr.S-AilrS^^ 



SUBJFXT: Internal Counterintelli.gence Program (ICIP) (U)- 
INFORIL^TION I-iEMORANDUM 



L.uXW^ During the pnst quarter^ six of the cvirro-Ttly .--ctive Imtari-ial 
Comif erTnCelli gence Program (ICIP) opor.T t ioos pcovi<!i-:d i-ifor-.nstion on 
incWenls involvinij per.so'nnel suiLobility End conrSiUions reflecting 
poor security prncticps or vj.i.iknt-iSi'es , Reports of these i..il.?tivoIy 
:ni.nor conditions were furnished the C0:i;rr,.-:ndurs of the suppor!:c?.d cormsnds 
v;ho took irvr-Gd i.nte corrective action. 

2. (U) The tot;4l nuinber of active ICJ.P operations reiy.-ains 3t nine. 
Gur..;;,iL ies of ^'ctivity in these operations diiring the lest qni-jrter are 
inclosed . 



9 Incl 
as (C) 



BY US AINSCOM VGUPA 
Aum Paia 4-1Q2 DOD 52«fflim 



■17 V 



Jt^ OCT' V^C 7i> 



-i, ■ A^AL-_-i5A 



Noted by the Under Secretary of the Anny 
with comment: "On next quarter's review 
please provide nn analysis (of each ICIP 
for the past year) to Include stati spec's 
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'Colonel, GS 
Executive 



75i 



PEPARTMEHT OF THE ASHY 
OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR IKTELLIGEHCE 

-REFERRAL SLIP 



ROUTING 



DAMI-Z 



AO 



AOP 



AOS 



DO 



DOA 



DOH 



DOL 



DOS 



FI 



FIX 



FII-E 



FIX'S 



FII-W 



FIR 



FIT 



FL 



IG 



PB 



SD 



SG 



SS 



TA 



TS 



TSI 



TSS 



TSS-C 



TSS-R 



TSS-S 



TST 



TST-C 
TST-S 



ATTEOTION OF , 



DEVELOP ACSl POSITION 



COORDINATE WITH 



COPY FURNISHED TO 



REPLY TO 



I ACTION ASSIGNED TO 



HIOVIDE ASSISTANCE AS RE- 
QUIRED TO 



NOTE AND RETURN 



INFORMATION 



REMARKS 



FROM 



DATE 



DAKI-JA jf^-"^ "^in^ivv.-, 



m 

TELEPHONE f 
56967/52027 



ACSI Pom 379 
22 JAN 76 



REMAINS WITH DOCUMENT 



ROUTINGAND TRANSMITTAL SLIP 



TO 



COOAUNMlOh 



NOTE aHD 
HCTUSN 



REMARKS 





Do NOT use this forni as a RECORD of apptovals. concurrence}, 
diijpprcuals. dearaiKei, and slirJIar actions 



FROM 




OPTIONAL FORM 41 

AUGUST IK7 

fiSA FPMR (41CFR) 1D0-11.2M 



oroi i»T3 or-5J5J36 »«1-1(n 




ACTION SHEET 



DAMI-DOB 



ISSSfEiJE 



internal Counterintelligence Program (ICIP) (U) 



DAT* 



5 Mar 76 



To obtain appproval of the quarterly ICIP report 



1. (y) Background ; On 8 February 1972, the Under Secretary -of the Army requested 
that the VCSA provide a quarterly report on all ICIP operations, 

2. (U) Discuss ion : 

a. During the past quarter there were no significant changes in number of opera- 
tions or activities uithin operations. Reports of questionable suitability and 
security hazards were passed to the supported commands. 

b. Memorandum at TAB A transmits sumnaries of ICIP operations through the VCSA 
to the Under Secretary of the Army. 

3. (U) Recommendation : That the Memorandum at TAB A be approved and signed by 
the ACSI. 




(OBalina* e* pi Ha bead>^. 
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CMINE PLATE: (OACSI Revalidation - k Feb 75) 



a. Location: Seneca Arnw Depot (SAD), Romulus, EIY 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civil:Lans: 
None, 

d. Useful Information Obtained: None. 

e. Operational Status: During the period, one conventional source 
was terminated due to his transfer from the area. One sotirce is under 
consideration for recruitment. He is in the Maintenance Division, 
Directorate for Special Weapons (DSW). DSW is the primary SAD ai3tivity 
"being supported hy this ICIP, On 21 December 1975, the PLO provided the 
Quarterly Briefing Report to COL Alden L. Cox, CDS, Seneca Arn^r Depot. 





3, ySy- CANTER RIDE: (QA.CSI Approval - 4 Mar 75) 

a. Location: US Army Missile Coiranand (USAMICCM) , Redstone Arsenal, AL. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

>" ^ (1) Adverse suitability information pertaining to a civilian employee 
indicates that the employee is possibly the central figure who was the -^'-m^' 
catalyst for events and allegations which led to the AR 15-6 investigation ^ 
and initiation of this ICIP operation. vTVj^^ 

(2) Source continues his Observations of eijiployee who ifi a Jordanian- 
by birth and concerning who information was furnished last quarter, but no (^,,(Jv>Hr^ 
n,ew' information of significance was" 'developed. 

'X^' Source identified an Army ILT who was attempting to civiliantze 
his duty position. The individual is a naturalized citizen who was born 
in Shanghai, China. His security clearance was based on a favorable NAC 
only. 

e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George E. Turnmeyer, the 
newly assigned Connnander, USAMICCM. MG Turnmeyer affirmed his approval of 
the operation. In a subsequent briefing on 10 November 1975, MG Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 



Mr 



CANTER RIDE (U) 



3. d. 



^■,tt ci(f}.. Ad y er ^ e^s u/ta blUts4,nf^ to a civilian Y 

ii M pltiyac ^ b6 I t nc l a ^ ii^ f -^tBe Optical Guidffiice Tefchnoloey Ofi 



to a civilian P%;5/f 
nee Technology Orfice 



(OGTO). indicated that h^ prob^Jjly was the catalyst for the sexuallWori- 
ented gatherings la OGT0j[wnlch* prompted a Sep 74 AR 15-6 investigation of 
OGTO personnel ordered by the CG, USAMICOM. As a result of that ij/ayesti- 
gatlon, the present ICIP operation was Initiated. The employee, ^apparently 
obsessed wit h^g^Xyha s had ntimerous extra-marital liaisons during the last 
five years J b^^^Jtrs^s^eijpjfed to^the Infrared Technology Office, Advanced 



Sensors Directorate In Aug 74^ jgcb^^he Source,, who obtained information 
by t.ellci tation, was successful in identifying hi& only in recent weeks. 

I b6 I departure from OGTO apparently broke up the clique and Source could 



uncover no new evidence of such activit ies amon g gemaiaing OGTO employees. 
Near the close of the reporting period, | b6 " applied for^ .position in 
Japan. The Commander, USAMICOM, was provide(| a J^nmnary of ^^l^itformation on 



b6 



r 



ft 



1997 




CANVAS TAX: (OACSI Revalidation - k Feb 75) 



/ a. Location: Sierra Army Depot (SIAD), US Arn^y Materiel Command, 
Herlong, CA. 

b. Confidential Source Utilization: One. 

c . Information CRatained or Reported on Non-Affiliated Civi-lians : 
None. 

d. Useful Information Obtained: Hone. 

e. Operational Status: One individual is under assessment for use 
as a confidential source. The quarterly progress report to SliO) 
officials was delayed until after the Christmas holidays. It is expected 
that the report vill he presented sometime in January 1976. "ftie Commander 
and staff officers knowledgeable of the ICIP continue to provide their 



support . 



REGRADED UNCLASSIFIED 




CEKSUS TIME: (OACSI Revalidation - k ¥eb 75) 

Location: Pentagon Telecommunications Center (PTC), US Arn^y 
Coramunications Command (USACC), The Pentagon, Washington, DC, 




Confidential Sovirce Utilization: Kone, 



c. 



Information Cfbtained or Reported on ITon-Affiliated Civilians: 



None. 



d. Useful Information Obtained: 

(1) As a restilt of information gained concerning a suicide attempt 
"by an Army KCO. assigned to PTC a limited Investigation was ini';iated. 

The investigation revealed that the NCO has a large nunnber of outstanding 
debts, has lied on loan applications, and recently ordered a 1976 automo- 
bile which will cost in excess of five thousand dollars. Interviews 
concerning the NCO revealed alleged drug usage and homosexuality. 
USA'IWTA directed that the NCO be interviewed concerning the allegations 
agaiiis.t..him. . The NCO has been assTgie'd to the Logistics Branch, PTC, 
pending results of the Limited Investigation. 

(2) Adverse suitability information was reported on tvro additional 
NCOS assigned to PTC, Based on medical reports and rebellious attitudes 
one NCO -was released from the Army "by board action. The second NCO was 
reassigned to another Branch vdthin the command and his access to classi- 
fied information was suspended for $0 days pending resolution of adverse 
sialtability information_t>r^ • ^ ' ' ' 

1 

e. Operational Status: 

On 18 December 1975, the Project Liaison Officer (PLO), CMSUS TIME, 
presented the Quarterly Progress Briefing to COL Donald E. Clark, CDR, 
PTC. Ibe PLO, CANASY EFFORT, t^s also present at the briefing. In a 
re-evaluation of the target priorities vlthin FTC, COL Clark requested 
that the PTC element of the Amiy Operations Center and the Hof:Praan Tele- 
communications Center be covered by ICIP sources. Accordingly, the OPLAN 
for CENSUS TIME -will be changed to include these targets. 




CENSUS TIME (U) 



(2) ^^he^NCO/after a night of heavy drinking at the Ft Meyer NCO 
Club, began hitting his wife when she tried to arouse him after he had 
"passed out." The wife filed assault charges with the Military Police 
and withdrew them later- The PTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no 
access to classified information. 




6. CENIAVO KID: (QACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, WD. 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Suitability infonnation surfaced on a^RF) employee' s problem with 
alcohol abuse;'"&fter counseling the employee is uadergoing a rehabilitation 
program; 

(2) From. 7 October to 6 November 1975, a courtesy penetration test of 
HDL's Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported command has taken 
corrective actions to remedy them. A number of the Security Guards were 
transferred and guard procedures were changed. A new magnetic coded badge 
has been approved for purchase in FY 77. The PLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e. Operational Status: On 3 December 1975, the PLO presented the 
Quarterly Progress Report to COL Thomas McGregor, CDR, HDL. Also present 
at the briefing were MAJ Kenneth F. Keller and Mr. James F. Yeick, 
Security Officer, HDL. 



CEKTAVO KID (U) 




to 



GONDOIA STAR: (Qft-CSI Revalidation - 11 Jul 75) 
a. Location: Aberdeen Proving Ground (APG) , Aberdeen, MD. 



b. Confidential Source Utilization: Eight. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Sources reported several instances of foreign contact by military 
and DOO civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Gerfflany was assigned on an exchange 
program to work in the US Army Huinan Engineering Laboratory (HIX) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976. A "report 

of a civilian DQD employee at Edgewood Arsenal with some unexplained 
periods of time in his hackgruund prompted a request for a Limited Investi- 
gation from the supported command. 

(2) The source who reported on travel to the USSR in 1975 of a man 
and wife DOD employees of the supported activities at HEL and the US Army 
Materiel Systems Analysis Activity (USAMSAA) provided information on 
plans of the couple to take another tour to Russia in 1976. € ■ 

(3) Sources reported eight allegations of questionable suitability 
factors involving employees assigned to the supported ac tivi -fe^^ Due to 
the lack of substantive information, the behavior of the individuals will 
be monitored. tai/. 

(4) Sources raported five instances of security weaknesses or poor 
security practic^^ These were brought to the attention of the appropriate 
security officials in the supplorted activities for corrective action. 

e. Operational Status: 

(1) On 1 Dec 75, the PLO presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, US Army Test and Evaluation Command (TECOM) , and 
COL William H. Tucker, Jr., Chief of Staff, TECOM. 

(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 

COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIP to 
COL Alvin D. Ungerleider, CDR, APG. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was also present at the briefing. 



GONDOLA STAR (U) 



7. 



d. 



(3) Aei!±s±tsmm^ US Army Materiel Systems Analysis Activity 
(USAM5AA) and Edgewood Arsenal. 

(4) These five instances consisted of two unattended offices in 
which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a 
classified scientific conference at USAMSAA, and movement of the 
Ground Warfare Division of USAMSAA into a building in which no technical 
survey had been conducted prior to the move. These were brought to the 
attention of the appropriate security officials in the supported activi- 
ties and corrective actions were taken. ' 



REGRAOED UNCLASSIFIED 

ON CFp -5 1997 ^ 
BY CDR USAiNSCOM FOl/PO 
AUTH PARA 1-603 DoD S200.1-R 





S.^i^-^iiENS HOLDER: (OACSI Revalidation - h Feb 75) 




a. Location: White Sands Missile Range (WSMR), JIM 

b. Confidential Source Utilization: Two confidential sources were 
utilized during tbe reporting period. 

c. Infonnation Obtained or Reported on Non-Affiliated Civilians: 
Hone. 

d. Useful Information Obtained: None. 

e. Operational Status: One individual is under assessment as a 
confidential source in USA Missile Test and Evaluation Directorate, WSMR. 
On 2 December 1975 the Project Liaison Officer presented the Quarterly- 
Progress Report to MJ 0. L. Tobiason, CG, WSMR. The following personnel 
were also present at the briefing: LTC Charles I. Davis, Chief, Security 
Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident Office, 525th MI 
Gp; GS 13 "William F. Arket, Chief, Intelligence Division, VfSMR;; and GS 13 
Shigeru Tsubota, Deputy Operations Officer, 525th MI Gp, Presidio of 
Monterey, California, 





LENTIL MONKEY: (CACSI Revalidation - 4 Teb 75) 

a. Location: Defense Language Institute (DLI), Presidio of Monterey, 

CA. 

b. Confidential Source Utilization: Five confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department who are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation. The 
husband has accepted a teaching position with the State Department and 
left DLL The wife remained in DLI as an instructor* jwNM>w^>H <iULL h u b 

i iLtJiiLA iii n n 11 



(2) An instructor of the Czechoslovakian Language Department reportedly 
is planning to resign from DLI in 1976, take her re tirement pay In a lump 
sum and return to Czechoslovakia with her two sons. 



b1 Per FBI 



J There are 



no indications that he intends to return to Czechoslovakia, 
has been passed to the FBI. 



This information 



(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ- 
ment with the l^ational Security Agency (NSA) . Information presently known 
to Army Intelligence has been made available to NSA. 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are under 
assessment as possible new sources, including two Technical Language Assistants. 
In addition to the five confidential sources, there are 23 confidential sources 
providing coverage of nine language departments and the DLI staff. 



ON 5omft(^i99g 

By CDR USAINSCOM FOI/PO 
Auth Para 6-601 DOD 5200.1R 



CONr i DCNTIA I: 




(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 
to COL Samuel L. Stapleton, CoraraandaTit, DLL Also attending the briefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. 
Xiques, SAIC, Ft Ord Resident Office, 525th MI Group; and Mr. James Green, 
Acting Security Officer, DLI. 




DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 207S5 



miA-SO-SA 



JAN 13 1976 



SUBJECT: Quarterly Reporting of Internatl Coupterintelligen.ee 
Prograjn (ICIP) Operations (u) 



HQj:iA {imi-jm./jj£c haendie) 

WASH DC 20310 



1. ^(ftf* During the 2d Quarter, F5f I976, six of the currently active 
Internal Counterintelligence Program (ICIP) operations provided informa- 
tion on incidents involving suitability and conditions reflecting poor 
seciirity practices, hazards, or weaknesses. These reports, th»ugh they 
involved individual items of a relatively tainor nature, were passed 
immediately t» the supported commanders who have taken corrective action. 
The discovery of these conditions and actions taken have served to enhance 
the security of the supported facilities. The total number of active 
ICIP operations at the close of the period was nine, 

2. (u) Summaries reflecting the details of the information reported 
and the status of each of the nine operations are inclosed. 



9 Incl *' 'WILLIAM I.-- JEMIUGS 

as Special Ai^sistant (OPS) 



REGRADED UNCLASSIFIED 

ON 

BY CoS'uS^li'MfcOM FOI/PO 
AUTH PARA 1-603 DoD S200.1-B \ 



■jJ^^^'cAKAUy EFK)RT: (OACSX Revalidation - U Fet 75) 

a. Location: Port Ritchie, MD 

CoRfidentisO. source Utilization: Three confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
Kone. 

a. Useful Information Obtained: 

fi^ DurinK the reporting period adverse suitability infoimation 
^ \ ??r?nS^dSS assigned sensitive duties wit*iin the target 
concerning 17 i"^^'^!?^ ^J^^S infomation which involved indebted- 

individuals . ^ — — 

the period 13 military personnel assigned to Fort RitchiTn 
rSId and charged vith drug violations as a result of a drug 1 
.•;;;«ii;lSSrconScted^ the us Army Criminal Investigation Division 
investigation con^cgea^ ^r.r.^ay,„nAf>A, 11 -oossessed 

sIb and hac 



Center 



(SS)/ Six of th03e apprehended were meinbers of 572d J^tary 
Police CojBpany (Security) and performed sensitive duties at the AJCC. 
SfSod^^aisS Of Seer (iS), CANAEX EFFORT, bad previous^ identic 
Sti those individuals apprehended as alleged users of narcotics. 

(3) The s;5)ported Command took action to suspend access to classi-' 
fied informati^of eight individuals based on 

surfaced by the ICIP. Biese were all involved in suit^mty situa- 
tions as outlined in d(l), above. 

e. OperaticKial Status: 

(1) On 17 November 1975, a newly assigned Project Case Officer (PCO), 
a meiber of the GREAT SKIUS Program, began his duties in conjunction 
vith CANART EFTOKT. 

(2) On 9 December 1975, the HD established a 902d MI Group IJ^j^f^ 
Office at Fo?t Detrick, MD. This office wiU Proy-Je greater ^^l^J^ 
for the PID In carrying out his duties in connection with the East Coast 
SL^unicSionrSSctorate (IKK), ^ich is at Fort Detrick and is one 
of the activities supported by the ICIP. 

Regraded UNCLASSIFIED on 
Auth para 4-102, DOD 5200-lR 



(3) On 18 December 1975, the FID of CMMY EFFORT presented the 
Quarterly Progress Report to COL Donald E. Clark, Commanderj US Arn^ 
Communications Coiamand (USACC) Operations Comnand at the USACC Pentagon 
Telecomm-unications Center, The PLO for ICIP CENSUS TIME was also 
present at the "briefing, 

(U) On 19 December 1975, the PID presented a SAEDA/Threat/Security 
Awareness briefing to personnel assigned to the Alternate Joint Communi- 
cations Center (AJCC), Site R. 

(5) On 30 Deceniber 1975> the PLO presented the Quarterly Progress 
Report to the sttpported commands with the following in attendance: COL 
Harold G. deMoya, CDR, Ft Ritchie; COL John S. Eberle, CDR, USACC Site R 
Telecommunications Center; and Mr. Joseph J, Carroll, Deputy ACSI&S, 
7th Signal Command and Ft Ritchie- Colonels Clark, deMoya, Eljerle and 
Mr. Carroll expressed their appreciation and continued support for the 
ICIP. 
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a. Location: US Array Missile Cammand (USAMICOM), Redstone 
Arsenal, AL 

b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None, "*■» 

d. Useful Information Obtained: 

(1) Hie soiixce utilized in this operation has provided information 
of an adverse suitability nature on a civilian employee of the . (Dptical 
Guidance Technology Office (OGTO), Advance Sensors Directorate (ASD), 
which indicate the employee is possibly the central figure who was the 
catalyst for the events and allegations during the Sep 7^ AE 15-6 inves- 
tigation which led to the initiation of the operation. This information 
has been provided the Commander, USAMICOM, in a Summary of Information. 
The CDR, USAMICOM, is considering what future action will be taken on 
the employee, if any. Evaluation of information provided on eight of 
the co-workers of the above enqployee indicates no further investigation 
with regards to their suitability is required at this time. 

(2) The source is continuing his observation of the ASD employee 
who is a Jordanian by birth but learned no new information of signifi- 
cance during the period. Information on this individual was reported 
previously in the 1st Qtr, FY 76. 

(3) Source identified an Army ILT viho was attempting to civilianize 
his duty position. The individual became of CI interest when it was 
learned that he is a naturalized citizen, born in Shanghai, China, with 
a security clearance granted on the basis of a favorable NAC only. 

e. Operational Status: 

(1) On 10 Oct 75, COL Stubblebine, CDR, 902d MI Group, accompanied 
by the PLO, MAJ Gipson, briefed the newly assigned CDR, USAMICOM, m 
George E. Tummeyer, on the operation with the USAMICOM Chief of Staff, 
COL Arthur G, Lange, Jr., in attendance. The USAMICOM officials were 
provided a copy of the EEI used in the operation and an update of the 
information provided by Source. MG Turnmeyer affirmed his approval of 
the operation. 

(2) In a separate session on 10 Oct 75, COL Stubblebine briefed 

COL William P. Gojsza, Deputy Director, US Arniy Missile Research, Develop- 
ment and Experimental Laboratori.- (US.'VMRDEL), on Source's role in the 
operation since COL Gojsza is Source's immediate supervisor in Source's 
"part-time" cover duty as the USAMSDEL Administrative Officer. 




(3) On 10 Nov 75, COL Stiabblebine and the TW briefed MG Turrmieyar 
and Dr. McDaniel, Director, USAMRDEL, on an operational update and the 
902d MI Group recoiumendations for eontimiation of the operation. After 
presenting the information contained in stii) -paragraph d, above, conclu- 
sions were reached to the effect that since the operation had pi-ovided 
the infoimation initially sought, it is now necessary to refocut; the 
EEI, emphasizing secm-ity aspects rather than suitability matters. New 
EEI will be formulated with the st^iported command' and the 902d MI Group. 






NTIAL 



CENTAVO KID: (OACSI Eevalidation - U Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, ME! 

b. Confidential Source Utilization: None. 



c, Infomation Obtained or Reported on Non-Affiliated CivilLians: 
None, 

d. Useful Information Obtained: 

(1) The Technical Director, HDL, received a postcard req.uest from 
a person vinknown to him which asked for information on "Dirty WDrk," 
by the CIA. Hie card, with pertinent explanatory remarks, was provided 
to the Central Intelligence Agency. 

(2) Ko new incidents of aircraft overflights were reported at any 
HDL facilities dviring the reporting period. Two overflight incidents 
were reported at the Woodbridg e Research Facility (WRF), Woodbridge^ VA, 
during the 1st Quarter, FY 76. | 



b1 Per FBI 



(3) Suitability information surfaced on a V.'KF employee's problem 
with alcohol abuse. After counseling the employee is undergoing a 
rehabilitation program. 

(U) From 7 October to 6 November 1975 j a courtesy penetration test 
of HDL's Adelphi Facility was conducted. The penetrations succeeded 

in revealing several security weaknesses and the supported camiaand has 
taken corrective actions to remedy them. 'A number of the Security Guards 
were transferred and guard procedures were changed. A new magnetic coded 
badge has been approved for purchase in Ti JT. The FID will also give a 
lecture to the HDL Guard Force on the penetration test and vrays to foil 
attempted penetrations, 

e. Operational Status: 

On 3 December 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas JfcGregor, CDS, HDL, Also present at the briefing were MAJ 
Kenneth F. Keller and Mr. James F, Yeick, Security Officer, HCL. 



Regraded SECRET 

onTd ma^ 1^9^^ 

ByCDRUSAINSCOMFOI/PO _ . . . 

Auth Para 6-601 DOD5200.1R " J-^f 





GOroOLA STAR: (OACSI Revalidation - U Jial 75) 



a. Location: Aberdeen Proving Grotmd (APG), Aberdeen, MD. 

b. Confidential Source Utilization: Eight. 

c. Infomation Obtained or Reported on Non-Affiliated Civili"ans: 
None, 



(1) Sources reported several instances of foreign contact by mili- 
tary and DOD civilian personnel in the siipported activity. In one 
instance a citizen of the Federal Repiiblic of Germany was assigned on 
an exchange program to ^rork in the US Anny H-uman Engineering laboratory 
(HEL) -until Sep 76. The source who provided information on ar. employee's 
travel to Poland and Czechoslovakia in 1975 provided additional informa- 
tion on the employee's plans to travel to those countries again in 1976. 
USAIKTA is debriefing the onployee. A report of a visit by one British 
and three Canadians to Edgewood Arsenal in early Dec 75 chiecked and 

it was determined that the visit had been properly cleared and coordinated. 
A report of a civilian DOD employee at Edgewood Arsenal with some unex- 
plained periods of time in his background prompted a request for a Limited 
Investigation from the supported command, 

(2) The source who reported on travel to the USSR in 1975 of a man 
and wife DOD employees of the supported activities at HEL and the US Army 
Materiel Systems Analysis Activity (USAMSAA) provided information on 
plans of the couple to take another tour to Russia in I976. 

(3) A source reported one instance in which the HEL received a re- 
quest for bibliographies of HEL publications from the Institute of Experi- 
mental Psychology, Slovak Acaden^ of Sciences, Bratislava, Czechoslovakia. 
The Director, HEL, advised the requester that copies of the bibliographies 
were no longer available for distribution to the public. HEL suggested 
that future requests be submitted through the Czechoslovakian Embassy 

to the National Technical Information Services, Springfield, VA, 

(h) Sources reported eight allegations of questionable suitability 
factors involving employees assigned to the supported activity. Due to 
the lack of sub stantive^ information to substantiate the reports, the 
behavior of the individuals vri.ll be monitored. 

(5) Sources reported five instances of security weaknesses or poor 
security practices. These were brought to the attention of the appropriate 
security officials in the sttpported activities for corrective action. 



Useful Information Obtained: 
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e. Operational Status: 

(1) On 1 Dec 75, the PIO presentecl the initial ICIP briefing to MG 
Patrick W. Powers, CDR, IB Army Test and Evaluation Command (TEDOM), 
and COL WilOiaJH H. Tucker, Jr., Chief of Staff, TECOM. 

(2) On l8 Dec 75, the PLO gave the Quarterly Progress Briefing to 
COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on. those activities per- 
taining to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Eeport on 
those activities of the Aherdeen Proving Ground which are supported by 
the ICIP to COL Alvin D. Ungerleider, CDR, APG. Mr. Harry A. Mencke, 
Installation Intelligence Officer, APG, was also present at the briefing* 





liEKTIL MONKEY: (OACSI Revalidation - k Feb 75) 

a. Location: Defense Lajigimge Institute (DLI), Presidio of 
Monterey, CA. 

■b. Confidential Source Utilization: Five confidential sou:rces. 

c. Information Obtained or Reported on Won- Affiliated CiviUans: 
None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department vho are 
man and wife, and who previously had "been accused by other members of 
the Bulgarian Department of having contacts with the Bulgarian Intelli- 
gence Service have changed their status during the quarter. Details of 
their histories have been provided the Federal Bureau of Investigation, 
The husband has accepted a teaching position with the State Department 
and left DKE. IHie wife remained in DLI as an instructor but her con- 
tract was to expire on 31 I>ec 75. 

(2) An instructor of the Czechoslovakian Language Department re- 
portedly is planning to resign from DLI in 1976, take her reti rement pay 
in a lump sum and return to Czechoslovakia with her two sonstf 

b1 Per FBI 

Jaere are no indications that he intends to retium 

to Czechoslovakia. Thi's information has been passed to the FEI, 

(3) A DLI employee, presently involved with the Hebrew Pi-oaect, is 

reported to be maintaining close contact with the Israeli Con£!Ulate in 
San Francisco, The easglc^ee, an alien with an impressive bacliground, 
including possible intelligence activities, has also applied for employ- 
ment with the National Sectirity Agency (NSA). Information presently- 
known to Army Intelligence has been made available to NSA, 

e. Operational Status: 

(l) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. No new sources have been re- 
cruited due to the Feb f6 departure of the POO for an overseas assignment. 
No new PCD has been designated, A total of 12 individuals are under 
assessment as possible new sources, including two Technical language 
Assistants, Formal recruitment is being delayed pending assignment of 
a new PCO, In addition to -Hie five confidential sources, there are 23 
conventional sources providing coverage of nine language departments and 
the DLI staff. 

By CDR USAINSCOM FOI/PO 
Auth Para 6-601 DOD SmiR 





(2) The Commandajit, DU, has established a security briefing pro- 
gram for aU incofldng students as part of their initial orientation. 
The FLO participates in this briefing, giving a lecture which empha- 
sizes the lack of security clearances and the need-to-know of the in- 
structors, previous cases of security incidents at Dll, and examples 
of reoortable security situations. Navy, Marine, Air Force, and 
civilian students attend these briefings as well as Anay personnel. 
Two such briefings were given during the reporting period. 

(3) ' On 5 Dec 75, MAJ Kichard Erickson, DLL Security Oi-ficer, de- 
parted DLI for a new assignment. His replacement will arrive in mid-Feb 
76. Mr, James Green, DLI Personnel Security Specialist, is ac-;ing 
Security Officer pending arrival of the designated Security Officer. 

{h) The PLO presented the Quarterly Progress Report on I6 Dec 75 to 
COL Samuel L. Stapleton, Commandant, DLI, Also attending the sriefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. 
Xi<iues, SAIC, Ft Ord Resident Office, 525th MI Group; and Mr. James 
Green, Acting Security Officer, DLI, 



S\Alnternal Counterintelligence Program (ICIP) (U) 




omCt STMBOC 

DAMI-DOH 



■suspense 



O&TE 



20 February 1976 



tcrioN iKawMD xo acquire Ai^Hl approva 1 of OtUtJ for WIp "(CARSLESS TdkEN (u) by 
signature on approving correspondence. 



I arrrM inlAoai 



lA* arrnM midtomi twoarM to wnrn*. ) 

■BACKGROUND ; (U) 

a,|(4^||je^ Frran correspondence between USAINTA and DGSI, US^HEUR, it was learned 
that tne 66th MI Group was providing ICIP support to Detachment N, US Army Security 
Agency Field Station, Augsburg, FRG. The support had been requested by the Commander, 
USASA Field Station, Augsburg and approved by DCSI, USAREUR and the Coonnander, USASA, 
Arlington Hall, VA. 

b- (U) In an exchange of messages with DCSI, USAREUR, DAMI-DOH advised the DCSI 
of the existing policy pertaining to ICIP's in CCMUS and the requirement to furnish 
quarterly reports to the Under Secretary of the Army. In light of the ACSl's policy 
to personally review all new ICIP's, DCSI, USAREUR decided to forward the CPIAN for 
ICIP CARELESS TOKEN (U) for ACSI review. The operation is already ongoing and 
approved by appropriate USAREUR and USASA officials. 



DISCUSSION ; (U) 



afu)^ The OPIAN for ICIP CARELESS TOKEN (U) is designed to detect and counter 
vulnerability to espionage by USASA personnel assigned to an isolated USASA detachment 
in the vicinity of the FRG/CSSR border. Standard ICIP procedures have been employed 
using recruited sources, a Project Liaison Officer and a Project Control Officer. 

b. (U) By separate action, a policy letter to all Amy IntelliLgence commands 
will be prepared to assure that ICIP policy is established and reporting requirements 
to the Under Secretary are met. 



3. (U) RECOMMENDATION: That the 5th Indorsemen 
signed by the ACSI. 



lent approvingyjthe OPIIAN at TAB A l?fe \C\ ^ 

Uam ^ 



(Cootinu* on plain bond) 



IMnJCATWN9 



YB* □ HO □ 



i>RiM pnoas 



YES □ HO I 1 



aUOSBT 



YI» □ HO [~"] 



COORDINATIONS 



^iPPROVALS 



NAMB 




DIV 



DIR 



It 



£5 rcD 



us I 



DISPATCHED {DT«) 



a aR gTfi MV ACSI, DA — 

SHOW ADOlTJOHHCOOSDIRJTtON Oli REVERSE SIDE OR CORTIIIUAT jgj^^gjjf Jp FIJOV ri">'!-T5 M V'-\"' A 



SUlfJL ' l i,g Hi' ILA 



ACTION OFFICER ( Nonn, (mfa, phoa* and tigntttan } 

LTC llaendle/55159 



£3u 




EXE-MI^lON CATEGOi-,V 2 

DECLASSIFY ox 3l De c 209 6 



— 79^:^^ 



ACSI FORM 28, 13 $«p 71 



WHEN SBPAftATtO CROW CLAXSIFIKD 
DOCUMCMT 



i 



DAMI'DOh (30 Jun 75) 5th lad 

SuaJECT: loteinal CouDteriatelligence Program (ICIP) (U) 

UQDA, Office of the Asslstaat Chief of Staff for lotelllgeace, 'the Fentagon, 
HashlDgton, DC 20310 

TO: Ct^maoder, OS Anay Eucape auni Seventh Amy, AITK: DCSI, APO Mew York 
^ 09403 

1. Of^ ContiDuaclon of your ICIP CAAELESS TOKEN (U) uader the May 1975 
Operatloas Flaa earlier approved at your fleadquarters io auppott of US Army 
Security Agency, Field Scat Ion « AugslHirg, is approved. 



i 2. (U) As indicated la earlier correspODdeace, a Memoraodum to the Under 

Secretary of the Army is prepared quarterly by the Office of the Assistant 

i Chief of Staff for Intelllgeoce, OA Staff which includes a brief eunanary of 

developments aod Btatue of each ongoing ICIP. Field input is requested by 
the 15th of the month following the end of each calendar year quarter. 



1 Incl 
oc 



7¥ 




ClascfffeJ by. 

EXEi\]rT FROM Ci^"K"A'. nSCl'5^-'^;;''^^0N 
SCHEDULE C? EXF(>;TiV£ C^^"'\ '■V^i'f ^' ^ 
EXEMPTION' CATEGC:>y _ ■ _ 7 " ' ^ I 
DECLASSIE^ON I 




DEPARTMENT OF THE ARMY 

UNITEO STATES ARMY F.E.CURITY AGENCY 
ARLINGTON HALL STATION 
ARLINGTON. VIRGINIA 2ZZIZ 



Internal Counlerintel licence rro};rnTit flCiP) (U) 



3 0 m 1975 



Common Jer 

US Army Sc(.-.urity Agency 
Pic Id Sl Mtion. Augshurtl 
ArO New York 094r>8 



1. fU) Reference lAEASC Letter dated 10 June 1975, Subject: Internal 
Count ei'liiTc Hi gence Program (ICIP) (C] . 

2. I iiave reviewed the pro^wsal to initiate an Inte.rn:il Counter- 
inte'Htf.rncc Plan within Dctachrnent N by the 66th MI Group and approve. 
It is essential tli;it this Headquarters and Pepnty Comnmnder IISASA l-urope 
be kept apprised of sij^ific;mt events which develop from this operation. 



1 Incl GEORGE A. GODDING a 

1. Operations Plan (dup) Major Concral, USA ^ 

Command in .', 



^ ^Vi^*^ r^M^^.n-i - r-^ i"- --IVE cnniLR iic52 



1%S 



CONFlDENTiAl 



lAEASC (30 Jtin 75) 1st Ind 

SUBJECT: Internal Counterintelligence I'rograra K^) 

Headquarters, US Army Security Agency Field Station. Augsburg, APO New 
York 09458 

TO: Chief, Headquarters Det - CI, 66th Ml Group, ATTN: Chief SOD, 
APO New York 09108 

1. This command concurs with conments outlined in paragraph 2 of basic 
letter aiid recommends implementation of attached plan. 

2. Per previous asrecment , all major actions concerning the proposed . 
plan will be discussed with the Field Station point of contact, LTC 

D. G. Schoficld, S2 . 




I incl DONALD M. MOREAU 

i,c COLONEL, Ml 

COMMANDING 



WHEM SEPEIMIED FROM CLASSIFIED 
- *** 704 INCLOSURES 



AEU>!1-K-S0I) (30 Jiin 1975) ?d Ind 

SUBJECT: laternal Counteri ntelli&euci.- i'l nt-ram (ICIV) (U) 

' " - DA Sn'^cial ODcrations nc-tndin.ent, 6ta!i KiliCftry Intf-n.lgcncc Group, 

• . ' nmn" H Jul'- 197'i 



TO: Coinroancler, 6f)th Milltai'y IntelUiiencp Group, ATTN: ASUHI-T-CK, 
^?0 New York 09108 



. 1. , V w~ Sl!BJECT Opt-T/^LionF I'lnn hor, boei- coordinrtted witii nnd approved 

' hyV^^h AvlinBtnn Hall Station an^ UCASa Klcld Kcation An[!.",burg. 
'^^f ' Attention'is invited to paragrnph 2 of 1st indorsement desijinatinv. 
Sft-V ' LTG^n'. G. --Schorield, --S2. USASA' ?ieid Station Augsburji as the ASA [.oinC 

The^llowinj? ncmbrrs of SjKJcisl Operations Dptachinont art- 
^^pl^knwledueabl^ the omW: ^" ' 

'^p^^C.- a. Harold L. Uoberts, GS-13. 19 May 1975 

p^^^V;/?. % b. riiilin IJinsact. flajor, 19 flay 1975 



•■•:>i^t: 



Ben Davis. Gr.-!2, ?.0 Nny 1975 
d. Ted Siu.-di),('r, GS-12, 21 nny 1975 



1 ind 

nc 




(;;j-l2 ESP 

.'('/tarhriint Clticf 




CLASS I :-lE!) BY JPgra A<^. AR 381-12. 18 



Oct '197.4 



nii<jus:aFY on Approvj] of At;ni. ua 
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AEOMI-T-CE (30 Jun 1975) 3rd Ind 

SUBJECT: Internal Counterlnt*Higenc« Progr«n ilCl?) KV) 

H««dqu«rter«, 66th Military Ifttelllgence Group » APO 09108 

10; D«ruty Chief of Staff, lotelltgence, USAREUR and Sevanth Army. 
ATW: AEAGB-CI(90) (Mr. Roseto), APO 09403 

1. (0) Refareacas: 

a. Mea»«g«» AEACB-CI(SO), DCSI, USARBDR, OTC 151640Z Jul 75 (U), Subject 
a* above. 

b. Message, SSO IntalUganca Aganey, OTG 011540Z Jul 75 ^tfT. Subject as 
above, retrasaBitted. 

c. roHBOOM. Mr. Roaeto (DCSI USAREUR) and Mr. Kirk (this headquartera) » 
IS July 1975 » concerning Subject. 

d. Mestas«. AKOMI-T-CE, this headquarters, DIG 071622Z Pt* 75 (Cf, 
Subject as above. 

2 A OB) In accordance with references la and b, abova, and provision* of the 
attafched approved Operations Plan (OPLAJI), coverage of the target facility 
will be iapleaented immediately. Routine liaison visits to the target facility 
have revealed that the expected drawdown of personnel for reauons stated In 
reference Id, above. Is already underway and personnel atrengi^h ia expected 
to be reduced by 50X by October 1975; therefore^ as discussed in reference Ic, 
abova, pronpt implementation of the ICIP OPLAN is coneidered essential In re- 
ducing possible adverse effects of the above and reaulting personnel turbulence. 

3, <0) A copy of the Quarterly Status Report will be provided to your head- 
quarters in accordance with paragraph 2 of reference la, above. 

FOR THE OOMMAMDSl: 




I iBcl toBERT I. 

nc GOI'f HI 

Director of Operations 

CF: 

CDR, 511th MI Bn, ATTN: AEUMI-M-CE (Mr. Foas) («/lncls less OPLMI) 
Chief. SOD (w/o incls) 



^^^'^ - rnNnciEMTirti - 




^^^^ ^ 

'P^-^V^^AEAGB-CI (£0) (30 Jun 75} 4th Ind 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

Headquarters, United States Army, Europe and Seventh Army, 
Office cjf the Deputy Chief of Staff, Intelligence, 
APO Now York 094 03 

TO: HQDA (DAMI-DOH) , V-ZASll DC 20310 
1. (U) References: 

a. Mesr^age, 7VEAGB-CI (SO) , USAREUR, 171231Z Septeraber 1974 
subject; Former ASA Personnel (C) (BOM) . 

b. Message, USATNTA, 182138Z September 1974, subject: 
Former ASA Personnel (BOM) . 

c. Message, AEAGB-CI (SO) , USAREUR, 191755Z June 1975, sub 
ject as above (BOM) . 

X/' 

d. Message, USAINTA, 011540Z July 1975, subject as above 
(C) (BOM) . 

e. Message, DAMI-DOH, DA, 032115Z December 1975, subject 

as above ftf) . 

•V 

f. Message, Af:AGB-CI (SO) , USAREUR, 061755Z January 1975, 

sub;^ct as above 

2* In accordance with your request in reference le, the 

attached Operations Plan for the Internal Counterintelligence 
Program (ICIP), CARELESS TOKKN, in support of Detachment N, US 
Army Security Agency, Field Station Augsburg, is furnished for 
ACSI review and approval. This plan was approved for implemen 
tation by ODCSI, USAREUR on 15 July 1975, prior to receipt of 
the new DA policy for ICIP reflected in reference le. 

3. (U) Quarterly status reports pertaining to CARELESS TOKEN 
will be forwarded under separate cover, 

■1. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAGB-CI (SO) , IIM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 



4^ 



1 Incl A^J. lADEROSA 

nc Colonel, GS 

ri»» Chief, Counterintelligence 



Division 

5 



DEPARTMENT OF THE ARMY 

tlKlTED »tATM AttMt ilCORITT AOENCT fItID STATION. *UO«BU»0 
tPO HEW YORK 094)8 



■ lAEASC 

SUGJECT: Internal Counterintelligence Program (ICIP) (U) 



Commander 

US Army Security Agency 
ATTN: DCSSEC 
Arlington Hall Station 
Arlington, Virginia 22212 



1. (U) Reference lASEC Letter ^ 3 March 1975 w/control #75 lASCC 00123. 



2. (U) Inclosure 1 contains introductory letter and plan for ICIP within 
thi^ cpimiand and is forwarded per paragraph 4, reference above. 




3. V ^ This command acknowledges the requirement for a progrcim such as is 
out|>rred in the plan attached and recormiends approval by CG, USASA. It has 
long been a recognized fact that US forces in Europe operate within a hos- 
tile intelligence environment, this being particularly true for USASA with 
its sensitive product. Initiation of the attached ICIP would provide a 
valuable asset in upgrading this command's internal security posture. On 
the negative side, the short period of continued operations at Detachment 
N, where the plan is to be utilized, raises the question that the effort 
could be better expended at another detachment or at FSA. 

4. (U) Request an expeditious reply in^rder to inforj^ the 66th MI Group. 



1 Incl 
as 




DOfjALD nr . 
COL, MI 
Commanding 




EAU 



(■ias>iliril liv: tk^rs..c44ttli: 

\:\m\- nm u\.\]m\\. mh 

J<ff() S(lli:iH I.E 111 liM.CLTiVK UUTi 

. .. ixiiMPiiDX r.\Ti:iifmY J 




-.JSC 



internal Count criiiteUi^cncc 



DATE : 



197/1 r sub jiiCt; Intel 
CouncerintclllRcace Program (ICIP) , wiuh 



■;| - dated 27"Dccc;mbcT 197/i, subjiict; Infei-nal 



REPORT inO: r>'J3i30-079-75 *"':3;.' . 



- ^ • ■ . • - ' • ' - • - ■ 



PROJECT l\0: flO'ilA?. 



OPUN KO: 1-75 




c. ' Letter, I('i;.'E-CP&, 
;,„:s.4nted 16 April 1973, subject: LA KAIilJ-: 
:'. -'VITE.Securif.v Hequircmcnts (U) , with Ist 

Ind, XE.\GB-'.:'l(i;:i) , 7,5 iWi] 1973 mid 2d 
Ind , AF.UH1-I3C., .21 May 1973 

d. m 30-r/A (pf, 

■; Gountc.riiitclli.'jcnce Special Opcr.ntinriR, 
;-ohnir.ry 1973 

c. Alt 3" 1-1?, Gultversion 

and ivrtiiortaf^e Dlreci-c^d A,';ain,sL tliR U'.' 
/ainy nmi Oelih«vate Ceciirity Violations, 
October ipT/j 



1 . ^^i: 



i:;niO!4. 



^* nen uJ :V:<:c-nU : To col lr?c!- nif;ni."f icon!: roMiitc.riiiti^il ipencc iu format ion 

t.!iL-n-i;-h uhi: otll ir.atinn of ovtjrt liaison cont^ict:; and Corsl'iduiiLlnl Uccniitpd^^^ 
iiovirco.-, (Clw) to Detr.diinciit IJS Army Sociin" ty Arunny i icU! , ..-^1^^ 

3r-ario;i Auf^.-ibur'^ (IT.Ar.ATT./.) , located at Himbach CLK:/:555) , Vodp.ral llepubltc ;'i|f^' 
of Ctrr iiiiin' U'-'^) (bi.TPO lli.e;" reCi'rvotl ;-r, 'jhe ta-cyct) , and ^.'no arr snt-cif icnlly;;^ 
t;nL-{'^ot.ted ai-'.aLnGt pcrnpnnol Gt;cin";.t" vu.lnc-rabil i.tii^s of nira.fm.-d tnr^ol. por.Tonp^^ 
and hosti'i'? intelligence acci vitics <lirc;CL'cd ni;;!inf,t the- tnrct-'t. 



b. O b iuct tvc : To provide ror.r'niuTfblc' coiiuriinders ar.d supc- i"v lkoi s oC-r 
L>S A\-my Security Aj^oricv lujrope (USAS;\'J) a con.cpn'jr;ir:cii prof^rnm dftsigned 
. to dfttp.ct, cilimiu.Tte or rinutr.-xlx.-'f^: 



6k 



CLASSIFIED BY , ^....^*Tir»Ki'^*o 

EXEMPT nC^.\ GENER AL DECLASSlFlCATtOH^g 




V-' 



(U ;:tipi(Viaf.c , !!:abol;ag{!, sub jo". : on or de x l"-;ci:B!;f> pccur -t;- \- j olat ions 
apai:\.'-!: t'li'; rar~!^t or tho^ pcirsoiini;! asci.'jtied tiiorcto. ^ 

(3) Disloyally, dlP.iIicctJn-! security i;er.';.:;c.'3r-.-r> nrcvGl <-i.c nmong . . / 

. ^.r . . . ■ ■• • ■ ■ ; 

(5) Individ-jrilr.- in seri^itrive por.it ions vjho, by ciiA-vacJ:ci: v;p.,-.i-.nessc:s _ "-V 

ve?? vui.ncL-ai'lr- t-^ coc' cinn rir MacksnaiL by. , 




p:-:?onal conduct , retifler tliGmnc! 
■ a Jlpr.tiie Intolli,7.c'.^::r rcrvic-j Ci;.-,!:;), eitboi- in t:l-.eJ-.- p:-c?i3Gnl' ansignraont or,. • 
isat ;3 Intcir dntt;. Tiic Uarcgoin;;; includes dru^. ami niaoltol ;5bu:ir-. ■„„i.\„--„, 

Hiise of One '•Jt ion:; : ncad<n:arLerB , 531i;h Militavy Intxlllacncc '■''v-'. 



. coiSift'-vict'd , I-.ovf'":"C, no r>elci:: i.on.'; will Lc m-.i-lv [r^inx Li> cppr'>v.;l nf Llils" .15- 





":i::rpar;"i!''<5 (d;- '[\v.:)'/y!'.p::i <scl h.iciiflo;-") 

I'c) t'--.v;'. tv/n Vr] vntaly Ovr.iod Volri.rl.j (H)V) or the iii;;ant ami 
I.'Vj'':)f.v;ui''iiJ". .i-an': Lo puiT.ivt inne: .shortly 

(d) nriV'-^ n t!o.';-irr .^t)-; .Trr-'t'^ I-o o I'cj'.ilar !>;>': t: am nf t'/nvtil ) i.n?. 
:v i r.o-" i'.ni;i "'.'i.'ii:'- :;nrfrc :-_.'ir.;.ii f.!iir .iu;: nndd hL'L-nl;r. 

(.?) r-.:iend3y 'mil likc'.ijic dir.rx.ir, i'.-J ji p., and .QoillLy to moke 
rri.viv!«;, ond ; » ri^?.il:r l.r> and '>:5jfry t:1ic cc nf idcnccs nf 

(r) Trv..<;L'.:rirl;hy , "oli.':i'-.3 r' .nnd diECve*::'!: 

C.';) .Ability uu t.'ihc divc-cLioiirj 

(!■"! \.'l.ilitip tr. cc»n:;ui:»o .'ilcoholic licvp.ranfis v.-itiion;; i nh.lt ly 
bi?coinin|5 InlTc-'icntRd 

(1) No rcrnr-.' o£ doT:r»sr.it(^ry i;^.' fivmntiou, 'o i'lclydc cliarnctcv 






^'v/^ ^ ^ .<T) Eeasonable amotiat^QflinteUigcnce ami a dc^rt u o£ 

^ - t^^^r:^.:-->' . .carKnon sense • -■ , 



j^^?^t^^;j^^;^{-).i;js^jj,(S^j^gV of ■ iovclry 



tp'^duCy and counlr;' and -i 



rignmcnt 



J}^''^''^ -i^'.^ (i) ' Career-orienrx'd, or not- .yet decided xjb.ether to i'eraain in 



••igCj'l; jCn)'.-- BEEOS -not- .earlietjc-.than ;-9ne year froin recr 




ruitsocat as a CUS 




?i>/^^l/ S ^rfnC^ (IJSAI) Pors 



nnnp 1 : 



f%vv^v{l) Jt>T P ioer Lialspn Of ficer (PLO) : • 

^cf-'"-'' . Ta-). The PLO he ircsponr.ible ffir Ovci t Liciipon Contaclr: and the 

sijocting r.hJ assi^seiiif, of potential CliS nt Llio tar^jet. A Gp<'cial Ajjcnt' 
':^.a^:s^r,n'^«3 co Hesitlrnt Of fice r..-setv:^jm-;- (n.O'.l) , 513t;h MT lifittaSion, will 
£iinc-tinn as t'l^ con.-isCcvtt xjith ROR hnvj.ng aran rtspcmsibility J or the ^ 
tnri'.rt: area .-jr.d lioisor. respiinsibilitv to the target, . . ' '.- f 




iMjjsigrioo: Uonn]-' Crriv;ford, wlio has ei:pcricnce in both i^-'jcj:^ 

cou:itorinCc>ni{i!>ncc; and col7.ect5.ou nctivitics, to include .pourcc handling 

(2)' rvoicct Ctvntroi OJiflcnr <?nO) : 



(..') Mlv^ rno vill PC ironnonsible for the rtcrnitmont and controlling 
of Gilt: i;;ip..iget.i in thin ^rpcracion. Thf PCO will bcaneiatcd by an A^slstont 
PCO ns required, ■ -'y^ 

(b) Dr:K iT^nce : I'CO - C,/:-. John K, Cnrpontcr, CE GecCion, .'illth HI 
Battalion, v;Uo' ip .in e.xperiencod ctuintuvintel 1 ipcnce operative vitli pfiprf- 
source hntidlin,". <] • it ics . Hi.'; DivHO?^. is October 1975. A qualified replace- 
mcjnt^aE PCO will be selL-ctcd s'cll in advance, 

- . 

(3) AdditioVi'Tl Special Aj^ftntr. r.aair.ncd to thn Slltli HI- Roctal ionv-'.u 
.or_.othor elcmentc oC thf. 66th HI roup, may from time to titnt' be rcqutredj 
'durinj. the tenure of thl^ opi:rnlloii ior tbc -"ir-seyrrracnt and/ov recrviitsne'nfcl^ 
vof . seiected CR3. - , . = . ■.: ■ .c;. ■/'"''"' 



'793 ,. 




dperacions Plan» BO3130-O79-75 



Supervision for the conduct and opernting control of this 
operation vritUin the 511th HI Battalion will be vested in the Chief, 
Counterespionage (CE) Section. Desir.nee : S/A Donald A. Foss, Chief, 
CE Section, will also be the 511th MI Battalion's designatod representa- 
tive for any coordination uith Commander, USASAFSA, Avigsburg (PGA060), 
FRG, as may be necided. 



if:'- 
^^^^^^ 



(5) Broad Battalion operational monltorship control arid policy 
guidance are vested in the Battalion Operations Of fleer /Assistant Opera- 
tions Officer. 

. (6) The Director of Operations, Headquarters, 66th Ml Group, will 
be responsible for the operational control of this ICIP, will coordinate 



with .the Cpmniander, USASAi'SA, ,and will levy requirements on other subordinate;^ii^^ 



^irC-^hiX.^-^l ICIP acClviticG with the ICIP Control Officer, ODCSI, US^diEUR, and 



;:^>f.^'i^j;ffr:5o^ (CI) elements of the 66th Ml Group rcgardln}? this opera- 



''YkSi'--.i!'--^y^^'^A'-i--^i^ be appropriate. 



The. ICIP Control Officer, Headquarters, 66th 
MI Group, will be Mr. Earl L, Kirk, Section Chief, CE Branch, Director of 
Operations. 



3. Jit^ covzit Aim DoguiginAiioN : 

a. 



(2) 




^^^^ 



i 



Opcr.^it ior.;3 P In :i, .B03 1 30-07 'i-75 




b1 



b1 




lihrou':.!) ;;:5 i-i:inoi;r [(•c-'tfiun. 



a. 

■ (1) ■ Tsic geo^vcpivlc l.oc.Tt iDii, isolation and hi;-I)].y •^cjin.Lt ive mission 
o£ the; tnrgot nahc It o£ loj:ical intorent to llolS, [jr.rcrlcul.arly tliu GSHR 
:_Intellljicnce Cc-cvicc (CIS), vouie !n.-.;^niLudc of thi'- thrt.nt is rcvc.-.-Iecl 

in recent activiticr. involvliJi foi-mev AfJA pfir?onnel i:rovr'1 Linp, Ho the 
- CDSR shortly aftc"" relrnse I-'rom .ictLvc Huty, the n/irroc I f;t.i on o.F tnrj;r>t 
RQi'Sonrio ' ':ii':h '•.•:r-:. nationals rur,:"<iiii:; in tlrc t;j:"'c-!: onU the 

.prc.Bcnoe ol: POEjl-df f iciciJ i^ncch ircpLrsr'iil.rri vi^'' , p.c-» ^>I-i>fl'i auto-.nohi l.p 
ti'rr;, ii^ the t.;-.",'-.-;:? t etirtvT^ 

(,'.Vj r.".::t iii7£>'--ti -nt ion:: coii.itpvlTitolT ificr.'."'' rsi^'ci.'i 1. npcuntinns 

cOi-^TT'-'J r- L.""- f--!' 3:31! <i'is j;-.!-iC"J -r^r^iwcl hr-';" "n:::!'tt.-'i i'l the cru- 

el nsion rliT.V, Vhr VT.-'.- nnr.uvc; r. T viin taj-'-f>; 



fi>:] J. It. 

r.r'"-.:i?;-- ho"r;-, ir.:yyi:' "cn -•Tie:Ti7-'' r cJ! t\:r 'j."";:.c-t unit ItKcl' to cnsvcv 
;:::<^ V.l'.l c;nvrri-'.l jiy (.•"■.••. I'l.-n, 'ri,".rr -t-c nn oLliar '-'S inctnl 3 f\t5 onr in 
ti!'.' V S"y, r.'ui Lnri-.ef; t> 'i"sr.>!!!U' I live o«'. thf* econ.'i^y or '.'A Ifi-'t'scd 

uovr.- '-i-'.-: ']'■ trtox-" , an:; i v<T;i:vr!t loc^ ! puhl ?'.' r-.^t.ibliGhmcnts cni! 
".r:;i-)C ; 1' • \l'r li'C;'! •.■(.•■t.n-.i.'n!:-: !"> r. .! ; J.ririinn'iir! <:'.;[i'C;c. IkK-.y viTifiiJeiits 

• t-r i:;-r-i'' r-ri-ri ;u;v - C^'nMv or ou'jn^c yivAi car i.^jn-.i u' nhci 

r:\<' I" Ir: Ci-;-.? li:c-:.:>.b In If Lvf ricross the bnrf'i?r t.^ the tozrgct 
rt'or:, 'in:.;; !t/ ;';;;t .uv! ricr *c?i?T;tr; . rA'iit ct; t:hr i.;,iri;ot: pro'/iclc;^ 

Cci'- fif-iotMc inn^ hrorkn hy a.>.'-.i;,ned pr'vr.iv.mr 1 ij<.'t\K:Si'' shlftr,, nr.6 thoir 
;;ctivl !:].-/• avl v'-.GVcThiJv.t.'; r'u:-:-!;;-. tiio-;t.' hreak periods n -c virtually 
ir.ipnnr; *■ I c- 'zr. p.r:cc ;-t.-xn iv.i-\ r.vu practic^ny ii>->::;in\.i> to tho tnr'j;ct facil ity 



•"1 

M 



(3) 

thfiv c"!: hn io-TnLci; i'.,.ir j.-^K^il'lG "-^^ «t later date v!inn tht; liuli viuu.il TnayJ;?-J^"^ 
n^i jV-.k?''" L-.-! r. Ipcntinn .v- i:.^.i:i';u:irt(:r.': .faciTity nfio/dinf, a hij'Ii drwrec jT- ' - 



Vio'r. uv','. !'--,;.Vi?;i to collQCt d-Tta, Hue; h'.dinj; ncv^nn.': ' if) , character 
^■•l^ni- .i-.iis posr:ii:Ls rsii^t- v li fn;. points vn '.''JASA porsniinel vrhccoverj 



riincnril) j/! Icy 'Ji,' i;r-r u- A:,,". .tcTr.-,'-.!.?.- 1 Ijy c: i i-^.ciit;; of i hc C>6i"h IH. Group fur 
pitrpoRes f^f countfri-.itt'M i?;,cncf mippnrt to USASAfi. 



If 



7?4 




on'J .-nlii>>nb.nt jTtr,t3l\.Ttir>?' '-iis orf.'-.i'vtll" ■=ci!C«clii1 ed (-.r> be cofflnlctr-d 




.ai'.dlt:ion;il delay of &0.dniyr. beyond tiiat 



.1,1 !_ 



Al):,, Xhe.culti vatioii onu use; oAJCvt liaxr.on cimLnccs and the. ^, 
'■Sfi^ ■Tipnttilip., ,nf!St>BS"ins nnd rc'i--u3.tln[: o\ :<ai\-A?,!: a.-.r.xp.uci^ pevrjonnc;! in 'p'"- 
^^V;^!V^^".^ttic'/^tar^^^^ continue i:i effect r.vid he- o;-:nniU'.nt! v.a iicconsp.ry 

-iijid rtiquiru nn prior appiroval iincloi: tl.jis Plan. Uec .-nitv.^cTit; and utilisa- 
• -tlon of anv Ai>A-npr.igned nt;iTvon:i«l as CRC vXM \ic :l'.n.'ci.ntnO or approval 
■"o,'" this Plan^ Car. vill be vccrxiiCc-J un'Jcr f'^i.'; VJ.nr. prini: to tiie ' 
r-rcnsipletlpn of ai>p7?jprifito u-:mc. traces, to intlniiO '>;;<o Uo,\Il^-{. 
•v 

(2) Tvu nttiisrnte .mvl diKCinct •neCliods of. ::i>oCLiiv.- , a.iL^crsin,'^, find 
"■'vecri'itf.iv; .vf OSl:! will ho ccnnloycd srn'iitauooiiiily ^ aw fulloirr.: 

{tx't Th'* ri.0 Will si'Ot nnd .inr,.;.s5 poLenLi«l siwircc:! .••;i.';i.f;npu to 
Iho tnv;;.';. '^•uvii;;; viRitr. tn t'lo .TVf.rt dfr-.cvibit,! Ii> parn^'.rsp;; 3n(rOi 
- r!b.->-.'r . T!ic PLC 'n-i^^s notciiii-f] load i;5Lnr:i.'itin"; tn tl'f: PvX, and 

I ' co'it; nu'" to fiuviif.h c.'y .-•inllion;' ! Gv.-i.llnMo inrj'rinnlTi.nn concrirn* 
i.V"; iiiiii.vi'J or l;:!?; slnLii:^, .is ib-toiM.iTicd . Appi-oprlafo iiaTne traces* 
anc r.^f"icy ciircliK vrll I he jonctoefr." on trv<.c:\: r-.ycnhc'cr, prior to contact- > 
h-' I'l/*. Aficii.tional c:i:oc!-.r. oDcnctl dfsirAl>l<j on tai-f;^'^ pocsnniu.-l by . 
l>a v;;.ll ho i:.;it. j-"ted t'u- I'l.J. 'ill" i'v.'O will prepare UJi; on each.. 
noLr K i.;!! C.TSi cr\ aop-ov.".'. \r'li .iVa rrp.;-!? nicot the pntoiiti.'l r^ource,"" 

f {[.J. e,Ti.>eL ii/ci?, ii<;iiv an noprupriaCc ^uisc, for furthot 
a r.LT.' :;:;■?',•- nt nnd possiblt.- "ociiitntcnt. All r.nbscsqiicnt inoot:in;:.s bi_'t:vJof:n 
a;v.', the rCO '.-LI.; hv couf'nr! no p.nder rcCTir*;, covert conditions 
aivl '.-.'ill bci f.'.-jT" fioni Lhc t;!!:j:o;: f.rea. 

(•j) Cfioro J ;i.-.t 1 on 'n'ti; nnd p-'r^'n^rmr-sir for S-;'., USA"v\l-'SA , nsr.irtnnce-; 
ir- rcreenin;; rccui'dr nf riewly nrri^fod porsnnncl sc'^cdulod for nsRlgomant " 
In tijO tr.r-'Cl:, i'-i o»:dr;r tr^ identify t!;o:;r ividividualr o/ piissililr intere 
to l:;ivc- nelccSud ind i vidun} r. nvailn'-) : c for ap.ncns-.iionL- by rcpronontntivej 
of the ."illt:!! MI RattAlion o' other i?lerai"itR tbc'itith MI Croup, prior *j 
to tl;clr anr^i^jnnipnt to the Lnr^ol:; ;ind to nscist in nccerisnry personnel 
nction.'ito coTay or rfassirn selected ind i'.n'dtinl r; in order thnt source ■•■"'^T^ 
coverage of the target c.-in be efi;> ci c>d. It time permits, r.onrccr- -, JtiUi 

re-.-.n!ited in this irniinor prjor to ar.tunl .-irri^rnj .nt trif tnrf;et will be-^-^l'l 
pivrn Initi,-!! trainl-oj aiid bricfinj;. ci.inccri\inr', i.-ocur: ty inpLicct.." onn , 
and ar.vanfiG for bonnfidar. r.nd mcptinf, arranf-.einont;; \jii;h the PGO cit d 
latur dpte. 



REGRADED UNCLASSIFIED 
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Q 



and fvoEi ofJ-du'cy as'-.uciattis : 

-•.(•3) l^'i.)'.':.i.ficT:'^.'.or. cf i;".;:;~-:-f pcrsc/int.-l "''-n c.-lo:-;iy j-.-d roiiL i:*iioui:ly 
ai53uci3i:o-..\;i'c,h fD.r.e>.[![n nal:iJ>-als inviKc; cou-ncccion irith Ccin;;nu:.ii'-.!; 
.eoUiaurios'pr '.ho ■..-or Id. 

(2) • Identify cation of 'tr-r^.tfi n'^r.o.vAci '>bv. pf'-fpr::) aiiliitivir-oc"; fir 



•'^f^^'^:!'^^^^^"?^^^ after: £hf.-\' srf ralcnscO from nctive !i:.tf-. 



- 



- .(,3) UetocCion oS cUsiif locttid '.'.•^rfjc't pc-i-somicl , 

' * ' {'O Ui-L.'c: inn o' iT-:"' -:'. j.irr.onp.v:! -.i'ose i^r.i-ivitic'i .'nul-'or cliaractr.r "'^-V'S'"^ 
weak^icni'js i-vidc:- th'-n vnTn • -:;Mc l:r: ■'jlne-kui.-i ' '. or Utii:; rKplun Liitio'.i , 

(*■) ■'•V'*;-:>(jt"l:!'.! !>f ivr;^'''!: jn- , :-n;i:)i,'l •■■'or.i- .'u-i:xvli:.i(;." .iv.! i -.idic " !: i vc 

til' r*0'' <'■"<': I V '< i]i2t'0\i^i:^\^ v.' Jp I"' , 

with .Tir'.-s'virj; rvf ovi-^-imI-.T, votT'^ , cImrp, }-riji.irir nctlvi tifs wbi.::!i pOflP 



<,"0 '.' ■;t;iv>,Lr"al r! -iu> r.-;;- ':.nr-i;i-'<i inr rr-c-.iiifi-ifMit i.iio -Jcc 11:10 to _ ^ 

jj,..,,.,.. (_■';■..?)■ iL' is i; it,-";, u'l l.'> r.r.i'O nr.;; luia'.il.'.io ■ ■...'.r-u d j.pe'l Df;u ; conrfirni.itg . 



(?) Indlvi'lu,?!'-, who arc anpvnucbecl ^'or ,rr- j tmo;iL' p-_-io." tr> tludr 
nvvi.v.iL -•'i. ti;? t:aip,el', -lijd. v/ho 'iecliriP to funcLion a? CIII", '.-.•ill be con- 
. ^ji.fScvrt! lor fiRsif'.iU'jctiC to somo Incation •>l:i\ei* th.in t'.>e tavrift. If rirctira- 
ntZMnces and itij "i JJ avy priovit-js.n pcrmi.c. 

(?.) Mo CJt;] -'r-.. |j()tRii':i.n I 'Jlii! I'-'l ^jt' irtntJi^ iiwari.' oi ttjo source 
vcl-itlo.'Phi.p vlLi> '"!:iv n1:T"!"i' {»(]:I.vj.iiii.il in thi;; ofiorntrlo-i . 

Ali ';;U> will be ni«;t; UiiUer coven contli liirnifi, .-iv-nv Irrsm the 



(3) jfi-nnratc: nm) nlnusIMfj cciV(:r ■;Lnrie;; for ;;taC;!.s and fnr ficr.irtn b 



REGRADED^^.^f^^b^4rt'S. CRS . 
ON SEP -5 • -^Mp - " 

BY CDR USAlMSCOWl FOI/PO . ' 

AUTH PARA 1-603 DoD S200.1-R^ ■. :w #: ^: 



Operation? Plnn, 130-079-75 

(6) Each <31S will be provided sufficient fcrniuing in security and 
meeting arrangements so as to minimize possibilities of comproroise □£ 
the source relationship. 

(7) In the event of compromise of a CRS an<J/or the nature of this 
operation, tfttmination o£ the source will fallow undnr such conditions 
ns are warranted by the circumstances of the corapromise. In the event 
uf a compromise, denial of USAI involvement \7ill be ac hieved where 
plausible. 



■fir/- i:^'ti. 



(8) Under no clrcisastanccB will the command element at the target 
activity be made, aware of the ciKistcnce of this operation or of the source 
relationship between any CRS and the PCO. 

(9) .. Local National Investigators (LNI) employed hy the 66th MI Group 
will not be made auare of the existence of this Plan, nor of the source 
relationship' with any CKiJ. 



-j-m 



(10) Knovludgeability of this Plan, to Include the identity of the 
target, will be kept to strict inlnlmwi, and only those individuals with _ 
a strict "need to know" will be made cognizant. A knowlcdguability roster .■:^S 
of all persons with knowledge of this operation will be maintained. 

(11) Under no circumstances will the PLO reveal USAI rccruittnenC 
interest to any target personnel, nor will he offer any recruitment 
assistance to any prospective CllS. 



Production: 



(1) The Commander, USAGAFS Augsburg will be informed of all credible- 
information developed within the target, except as indicated in (2) and'(3)y'.^ 
below. . -5^^ 

(2) Suitability infonrmtion will be evaluated in light of the tenor -rx-.r^^^. 
of information and the status of the individual to wliom it pertains, and /-^ ^-^f^ 
if considered of major importance or of significance to this operation, ' 
will he forwarded by Agent Ueport to the CoDsnander, 66th Ml Group, ATTHr ^''''-ffT'-^ 
AEUlll-T-GE. ■ ' ■ 

(3) Information pertaining- Co or identifying overt or covert sources 
wi] L not normally be passed as individual items to the supported commaod 
without specific DCSl USAREITR approval. 

(A) CoQSBandcr, Sllth IH Eatcnlion will submit to the Commnndcr, 66th ._,:ci^S 
MI Group, ATTO; AEUMl-T-CE, a Quarterly Status Report containing a sumtnary^l? 



of the operational progress and source activity covered in this Plan. 
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(5) Periodic brif?flngs of Lhc Co(rani;ndei- , Atigsburg coa- 

cerniiir; the operationnl hiphli^'jtr. ond progress of tlic prp^^^am wjU 
, be conducted 'hy drsignated peirfioi-inol ^BroTi llcRdtjusirters , 66th HI Gronp. 



'jJ'. >^ CCgiHli>.ICA.TKfe:S : 



b1 



b1 



b1 



b1 



6. 'iT-MIilNG: 



b1 



a. 

h. [ 



b1 



b1 





fi0 



bl 



b1 



b1 



b1 



b1 



b1 



Jl) 



b1 



b1 



IS 

Sflli 



b1 



b1 



fa-oaecn at this I'Jme. T " .n-^ roq.,^ .-^ -.^n^s a^toe, an .-.ppvaprlate /ninex 
Lo fhis iHan 'dl3 -o^ -s^.onitu-d fox ipnovoil 



2> 



nu^ d-.^.rfnn .>f fbia n,,,, ,,]u j,. f^,- ipd^lfinitu period, 
3- unt.3J 6jr, chat U ^Is^cJcU-r .-tnccl Uk.^ tl.c san-lLiv.Lv Df the- tar?oi 



- ■ J C - . T 



* Operations Plan, DO3L30-079-75 - 

-:^knd/or the drawdown of assigned personnel at the target no longer 
v"-. warrants continuation o£ the operatloQ. 




Termiaatlon o> CRS will be in accordance with current source 
reEulationfl...„:- 



cboBDiKATiot: 



a Thi^ Plan- will be coordinated with Cliief, Special Operations 
Detachment, :,66th M Group prior to conrdlnacion with Commander, USASAFS 



oordinated with Conanander, USASAFS Augsburg 



^^^SSibr'to submission to DCSl , . USAREUR and Headquarters, USASA for con- 



i',^^s;4:\'=^/.: ' fished by the US Army Intelligence Agency, 

'W^MT^^if^ approval for implementation of this Plan by DGS1» USATUim. 

, ' ■'. ■• .■ 

.^7»■.*."!'"*^•5*•. ' 




'■^'^.^ Coo^diiwtion of this Plan with Headquarters, USASA will be accoinp--^^g- 
' icy. Fort Heade, Maryland prior to • :t^^^ 



^".'-■W^i 

■ ■ ■ 



m 





1-75, fiubjecL: ICLS (U) 



b1 



3* A<liiiL'irtnalty, the following will apply s 



b1 



^03 





tetcfotl CeunttrinMlllBRM ?rotxni (ICD> (0> 

_ "'^^ *g_y;b rtiary 1976 
«( flHAB for ICtF tttlBitti TOKEH (d) 




'■^■•^ V*-i _ 



3 
3 



(B> to an •xdMUBt* aMfigw vltfa PCgl, OtUttPE, tl&MI*lKI8 adviMd tht BCSt 
^'tlk* CRlAtiog follcrf parttlolBf Co lCtP*a in CWUS ond tha nqalrearat to famlrii 
fiMirt«rl)r n§mt* to tho Voter Soentftvy of t bo At ay* tn ll^t of the ACSZ's policy 
CO pttroooolty coyio o oil eoo ICD**, MR. UMDR 4ocido4 to focwtsd tiw OnAK for 
ttXt fltnOJCtl fOiBi {Q) for A<» «wrt«». Tho openttoo Li alroody ontelitg sod 
OMmod ky apf^opitoto DSUtOl and OfiiBi off ieUla, 



-.1 

J* 

■T,I 



a. (O Tb* flPIAH for ICtP OiW«lM lODB <U) la doaiffaad to dotoet and eonnter 
WHtoaiabllity to eaplontgft hy l3Sk.Sk porsoonal aaalgnod to ao iaolated US^SA dataeleantV^ 
l« the trielnlty of the RG/CSSI berdar. Standard ICXF iNroeadavaa faavo been eapleyad 
oalng roenttted aaavec»t a Prejoec tttalsoo Officer aod a Projaet Control Officer. 



b. CD) By oeparate aetloo, a policy latter to all Anqr Xatalligeaec connaoda 
will b« prepared to aaaure tiiat ICXF policy la eatabllahed and nportlDg reqnircaaota 
Co tbe Vndar 8|eratary are mmt. 



3. (0) BBCOMMBiQILTlQNY Ttet the 5th Indoreeaeat approving the OFIAH at lAB A ba 
aignad by tba AC8I. 



■■(if 



AC8I, M 



LXC BKendU/561S9 



80f 



EXEMPT I-T{O.M GBKT".: U Pna.ASSmCATIO*! , i 

EXEMPTIOX CATE^'^r:^^-jQQg . ,\ -i 

. ^ ,DECaJWSSIFY o:s_ 



t J. 



'n 



MH'DOe (90 Jaa 7S> 5tb lad ; 5 f£5 ' 

nuJBCT: Intwoal Goattt«rlJi«ttllig«ac* rcogr«B (ICIP) (D) 

BQD^ Qffle* of th« AssUtMt Cfelsf of Staff for lacolligonee, Xbm Vbdcosod, 
HHhii«toa, K 10910 

1D> CtMnter, 08 Am^ Innffo «a« Smitb Amy, AIBIt M8I» AM Iw Torli 



fomt Ilea CMUBIIS fOEB <Q) oador tiM Hoy L979 
fi^an^tou fftii •orli tr offtw r o J it jaw l»ad^«aztars la ntfoirt of OS Aay 
tacwrtiy " li»ifiy»" itali SuttoB. Aa^rtioi, la apfrovai. 



2. Oi) Ai tiiilratod ta •erttac c«inra^ooame«, « liwu aaiw to ciia iMar 
t aa r a t a iy tJM Angr la fxayaiiMl ^^lartatly hy cIm Qffiaa of cIm Aaalacaat 
Chtaf of luff for latalUfittea. Hk Staff which toglwloa a brUf aioMty of 
4wolBfaiti aai atatas of aaeh oagotnt ICZT. riaU inpot la raqoaatai bgr 
tte LStk of tlia MOOtb follovlat eha oad of oadi caLandar yaar qM«rt«r. 
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SCHEDULE OF EXECUTIVE ORDER 116S2 
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HiAOQUARTERS, UNITED tTATES ASMT, EUROPE and tEVEHTN ARMT 
OFFICE OF THE DEPUTY CHIEF OF STMT. IMTEiUOBin 
APO OV401 



DEPARTMENT OF THE ARMY 



AEAGB-CI (SO) 

SUBJECT: Internal Counterintelligence Progrcim (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



1. (U) References: 

a. Operations Plan, 66th MI Group, 5 May 1975, subject 
as above . 

b. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above On . 

V 

c. Message, AEAGB-CI (SO) , USAREDR, 061755Z January 1976, 
subject as above (S) . 

2^ {^n Attached are two Quarterly Sta|:us Reports pertaining 
to tl?e Internal Coxmterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, US Army Security Agency, 
Field Station Augsburg. Copies have been provided the S2 of 
the support unit. 

3. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAGB-CI (SO) , HM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE; 



2 Incl 




as 



Colonel, GS 

Chief, Counterintelligence 
Division 




.^'iCATIOM 



1 0 FE^ 1976 

AEAG3-CI(S0) 

SUBJECT* Internal .Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 

msn DC 20310 



1, (U) References: 

a. Operations Plan, 66th MI Group, 5 May 1975, subject 
as above {Gf, 

b. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above ^Pf. 

c* Message, AEAGB-CI <S0) , USAREUR, 061755Z January 1976, 
siibject as above W^l . 

Attached are two Quarterly Status Reports pertaining 
to the Internal Counterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, UB Army Security Agency, 
Field Station Augsburg. Copies have been provided the 52 of 
the support unit. 

3. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAG3-CI(S0) , HM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE I 



2 Incl 

as 



A. J. lADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 




DEPARTMENT OF THE ARMY 

511TH MILITARY INTELLIGENCE BATTALION 
66TH MILITARY INTELLIGENCE GROUP 
APO 09696 



AEUMI-N-CE 



24 October 1975 



B031 30-518-75 

SUBJECT: Internal Counterintelligence Program (ICIP) 
(QUARTERLY STATUS REPORT) (QSR) 



Conmancler 

65th Military Intelligence Group 

ATTN: AEUMI-T-CI {EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 



1. (U) References: 

a. OPLAN. 511th MI Battalion* AEUMl-N-CE, 1-75, 1 May 1975 

b. AEAGB-CI(SO). DTG 151640Z July 1975. ICIP 

2. (U) This is the first ICIP Quarterly Status Report, in accordance with 
references, covering the period ending 15 October 1975. 



a. Activity at the target is in the drawdown stage, pending auto- 
mation in early 1976 under the LA FAIRE VITE Program. Since 1 July 1975, 
personnel manning has been reduced to about 50 percent of previous target 
strength; most personnel have been reassigned to USASAFS Augsburg. In 
June 1975, an official release was made by letter to the Buergermeister 
(mayor) of Rimbach, which provided details of the withdrawal. Portions of 
the letter were reportedly published in area newspapers, A copy of the 
English translation of the. letter to the mayor's office is attached as 
Inclosure 1 . 

b. Contrary to the letter inclosure, it appears that some target 
personnel in excess of the prograiraned approximately seven (7) individuals 
who win maintain and guard the automated site, may remain in the area 
for varying periods up to 1 July 1976. These include all personnel who 





AEUMI-N-CE 24 October 1975 

SUBOECT: Internal Counterintelligence Program (ICIP) 



are scheduled for DEROS or ETS In FY76 as funding is not available for two 
PCS moves in a single fiscal year. No figures were available at the time 
of the QSR preparation as to how many personnel would be affected, nor had 
it been determined what would be their duties during the approximate period 
1 March-30 June 1976. 

c. The USAF communications site (6913th USAF Security Squadron) 
located in the same area is scheduled to close at about the same time the 
target is automated; no USAF personnel will remain in the area. As far 
as can be determined, the French and Bundeswehr sites will continue to 
operate. 

d. The seven or eight personnel scheduled to remain at the target 
permanently will be billeted at the top of Mount Hoherbogen, in a newly 
constructed building, adjacent to the present operational area. The senior 
individual will be an NCO, grade E6 or E7, who will probably have one of 
the supervisory communications equipment maintenance MOS's. Other personnel 
stationed there will be equipment and antenna array repair and maintenance 
specialists and guards. All personnel will be single or unaccompanied. 
At the writing of this report, none of the permanent party had been selected, 



Operational Matters: 

a. SMLM-F makes a reconnaissance of the Rimbach area approximately 
once a month. The sightings usually involve travel along the PRA perimeter 
reading leading north and south out of Rimbach. Perimeter roads of PRAs, 
excluding Autobahnen , are off limits to SMLM-F vehicles. On 3 June 1974, 
a SMLM-F vehicle was disabled on the access road leading to the target 
operational site, well within a PRA, and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of the correct PRA 
boundary. There have been no SMLM-F detentions in the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area.(HTA), 80 kilometers away. 



b. In March 1975, during a liaison visit with MAJ Richard Douma 



the target commander, the PLC was advised that b6 



b6 [ had been transferred to Ramstein, FR6 after appearing 

before a board to face charges of homosexuality. 



c. In April 1975, SP4 | b6 jreported a possible SAEDA ' 

incident (Group Case 75-061PJ; during the subsequent investigation it was 
determined she had reported to Field Office Augsburg a similar approach 
by the same individual a year earlier . Target pe rsonnel were dubious as 



to the veracity of statements made by b6 who was transferred to 

USASAFS, Augsburg on 1 August 1975. 
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d. In May 1975, MAJ Douma advised the PLO that some of the target 
personnel had a tendency to talk too openly about their jobs in public, 
and that his solution had been constant reiteration to unit personnel 
on the dangers of loose talk. No specifics were provided on individuals 
concerned. The PLO did not press for details as he considered it a 
command matter. MAJ Douma believed the security posture of the target 
was steadily improving. 



e. The preliminary investigation of I b6 [ continu ed, howe ver, 

in low key due to the lack of credible specific allegations. | b6 I 
operates the Hoherbogen Restaurant, situated near the target administrative 
area. Ke allegedly travels regularly to CSSR to visit relatives and to 
attend dog shows. Target personnel patronize the res taurant regularly. 



primarily because of its convenient location. | b6 | was never reliably 
reported to have shown undue curiosity about target operations and per- 
sonalities, but remains, nevertheless, well-informed because of overheard 



conversations of target personnel -customers. In June 1975, I b6 | told 
the PLO he was not looking forward to the departure of the Americans be- 
cause he would have to "put up" with local German custome rs, who were much 
more troublesome than target personnel. In October 1975, 1 b6 | remarked 
to MAJ Douma that he had mad e sever al trips to Augsburg to negotiate the 
purchase of a tavern there. I b6 I said he intended to sell the Hoherbogen 
Restaurant and move to Augsburg, where he will open a tavern/restaurant 



two kilometers from the "ASA kaserne." Activity of | b6 [ will continue 
to be monitored in the Rimbach area, and if he moves to Augsburg, he 
should be made a target of continuing interest by Field Office Augsburg. 

f. In July 1975, CPT (Chap) l b6 | Protestant Chaplain at 
HTA, advised that an individual assigned to the target had sought his 
spiritual guidance as a result of extreme emotional anxiety, due to his/ 
her involvement with a group of US ASA perso nnel who were engaged in satanic 
religious practices at the target. I b6 I revealed no details nor identi- 
ties, due to the sensitivity of communications to a chaplain, however, the 
identitj^ of the individual involved is believed to have been established 
(see para 4j, below). 

g. In July 1975, two target personnel applied f or Military Intelli- 
gence duties in ACGP-97. One (SP5 | b6 ~~\) was assisted in 



completion of required fo rms and processi ng/ interview is in progress. 
The other individual (5P4 | b6 1 will not be able to apply until 

December 1975, when he has 12 months remaining to DEROS. He expects to be 
transferred to USASAFS, Augsburg prior to that time and has been advised 
to initiate his processing at Field Office Augsburg. 
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h. In July 1975, USASAFS, Augsburg requested a gency checks on t he 
German national intended spouse and relat ives of S PA f b6 
Subsequently, during a subject interview, ! be I stated t hat his fiancee 



had contact, through an acquaintance, with I b6 



Ja a 

reporter for a Furth-im-Wald newspaper and that he suspected ! b6 



holimrapher/ 



was 



receiv ing money from the CSSR for photographs of facilities m the Rimbach 



b6 



had no specific reason to back up l;Lis_sii^picion and said 

was the subject 



b6 



area. 

it was common knowledge among target personnel 

of a bilateral MI/MAD investigation in 1973 and 1^74, during which none 
of the a llegations of possible intelligence activity were subs tantiated. 
~b6 I also said he personally was suspi cious o f fnul b6 1 a former 



member o f the target unit, who operates 



b6 



jClub" in Koetzting 



b6 I i s curious as to the status of US Installations at Rimbach and 
uses his US citizenship and former Army service as a method of gaining 
access to information from US Forces members who patronize his establishment. 



(I b6 



and his activity was previously known to MI/MAD during the b6 



investigation and not determined to warrant further investigation. 
is a non-DoD affiliated US citizen.) 

i. In July 1975, USA SAE . Augsburg requ ested agency checks in 



b6 



b6 



and b6 



who were friendly with target 



Koetzting on f 

personnel and who ftad become knowledgeable of classified defense informa- 
tion as_aresult of this relationship. There was no indication any of 
the I b6 I had attempted to elicit defense Information. A gency checks 
failed to reveal any derogatory information concerning the fbs | fami1y; 
b6 ] was a practicing dentist in Koetzting. In early Au gust 1975, 
HAJ Utiuma advised the PLO that in early 1975, SP4I b6 



dependent husband ,( b6 



and her 



]a US citizen, had attempted to establish 



a ..German-American Club between target personnel and the local communities. 
In this connection, the I b6 | mentioned being acquainted with a dentist 
in Koetzting, nf i . Nothing of consequence ever came of the attempt to 
form an organization. Later, date unknown, Oouma was advised by Commander, 
Forward Oper ations Battalion, Augsburg (his supervisor) of a report that 

b6 ]had di scussed class ified information with German acquaintances. 

In an 



interview of 



b6 I by Douma,. she admitted having discussed 

details of LA FAIRE VITE with her husband. in early 1975. a nd to have 
mentioned the project in the presence of one j__b6 [ a German 



b6 was sub sequen tly given 



b6 mentioned 



national acquaintance residing in Munich, 
a written reprimand in connection with the compromise, 
nothing about any other German acquaintances, and denied compromising any 
classified information to any other foreign nationals. No information 
was made available to Douma when he was tasked by his higher headquarters 
to investigate the incident, as to the identity of the German acquaintances 
who were sup posed to have received the classified defense information. 
b6 {departed the target on 19 July 1975 for CONUS and separation 



from active duty. 
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j. In August 1975, MAJ Oouma advised the PLO that SP4 



b6 



attached to the target from the 502d ASA Group as a Czech linguist Voice 
Intercept Specialist (98G2LCX), had exhibited severe mental trauma imme- 
diately following the departure of a close female acquaintance from the 
target on 30 June 1975, an d had been pla ced on extended leave status. 
b6 [ consulted CRT (Chap) | b6 USASAFS Augsburg 

staff chaplain, but had allegedly declined psychiatric counselling. On 
her return from leave, her ac cess to classified material was to be sus- 

to receive counse lling. 



b6 



pended and Douma could direct f 
very concerned about her emotional stability. 
September 1975. 



b6 



as he was 
I had a DEROS of 



k. In August 1975, the PL O advis ed MAJ Douma that a German agency 



had reported a US soldier named | b6 was trafficking in drugs in 



Koetzting. After the PL O provi ded de scriptive data obtaine d from a FRG 



agency, Douma identified ! b6 | as SPA 



b6 



a Russian- 



linguist Voice Intercept Spe cialist, att ached from the 502d ASA Group. 



Douma was requested to watch 
information to CID at HTA. 



b6 



b6 



activities closely and pass any 
DEROS is June 1976, putting him 



in the category of those mentioned in paragraph 3b, above, who may remain 
at the target without any specific duties. 

1. In September 1975, 858,786 (who is undergoing preliminary source 
assessment) advised that in approximately April 1975, a female soldier 
traffic analyst assigned to the target, whose name he c ould not re call , 

had compromised a TOP SECRET/CRITIC/CODEWORD message to | b6 ^ a^ 

dependent and GS-2 clerk typist in the unit administrative office. ] b6 
had only a Confidential clearance. The compromise although known by the 
target commander, was not reported to USASAFS, Augsburg. 

m. No specific Information has been reported to indicate that 
Hostile Intelligence agencies are in contact with any target personnel. 

5. U!) Source Activity: 

a. One potential source (B58,786), has been spotted at the target 
and is being assessed. Name traces are not yet complete. He is scheduled 
for reassignment to USASAFS, Augsburg on approximately 15 December 1975. 
In accordance with paragraph 3b of reference a, a Lead Development Report 

is being prepared and will be forwarded separately, recommending his possible 
utilization as a defensive installation source in Augsburg, 

b. The lack of identification of any personnel who will make up the 
permanent party at the target has inhibited any meaningful spotting/ 
assessing activity to date. 



AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 
6 . (J^^r* Conments : 



24 October 1975 




a. The PLO was indoctrinated for SI on 9 October 1975. Request 
Special Operations Detachment determine if any more Quarterly Security 
Inspections are scheduled for target, and arrange for prior notification 
and coordination so that the PLO may accompany the inspecting team. Any 
insight gained into security problem areas not evident from routine 
liaison contacts would be of great value to the PLO in accomplishment of 
his mission. 

b. . The PLO has reported that he is unable to pursue a more 
aggressive approach with the target commander concerning identities 

of personnel who will remain at the target, without arousing suspicion 
as to his true motives. Request Special Operations Detachment attempt 
to identify those individuals as soon as the determination is made. 

c. The short period remaining of continued operations at the target 
raises the question as to whether the project would be justified at that 
location in the long term. As presently visualized, according to avail- 
able information, any source recruited at the target would be primarily 
reporting on six or, seven other personnel, with whom he is living in a 
very close, restrictive environment. It can be expected the majority of 
the information reported will be of an adverse suitability nature. 
Further, it can be expected that with target automation. Hostile Intelli- 
gence efforts at the target will take a lower priority inasmuch as product 
expolitation through the human exploitable factor will no longer be 
present. The Commander, USASAFS, Augsburg raised some of these points 
when reference a was staffed through his office. / 



as 



1 Incl 




f5 >!, 



Tel: Nbg Mil (2621 ) -6446/ Foss 
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tj-r 
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, Gi-'FICL OF Tilt iKETALLA'T.'iO,'. Uv,iu;t.lK'ii"j.'i, 



f t'} "f"^ ' . - 

$ur^eijne i st er^ bac>>l^^^^ 



^ June 1V7> 




^■ff\e*pu^tosefofi this is .;*o -advise -you, aftii< therefore: all KiiotMich .' 

'"fiicieis and busin'easraerj, of a orojected change "in the US' 
^^ggofitUiPe :an ^pmamaty of liijabach, l.ount" hoherbo-ien. 



^^ioepic'ari-'miitary coasaunity -in this area now consists of elements 
'^o^b^'the^tmte^ States' Anns and the United Jtate& Air force, as hell as 
sijBtflilcant''hiiiber of wives and" deoendent children. The total AcericiiJi 
nuXatiori curriently is just over three liuncred people. 



Goas».«icing -in- August 1975, the Aaierican co-Tmunitj vili_Gecrei*5e in size, 
tlhe: largest' majority of our people oeparting on or about 1 November 
krid IJ-A'ec'^jber respectively, 3y 1 Karch 197b there kill be approxiaateli- 
seven US^'Arny personnel and probably no wivea and children xj^qsiiiiiig .In the 
'area, -They >d,ll live in a US Araj' ov.ned facility on too or''^d«tfit''h<^erbogen 
(on Eckstein Ridge). • W^^S^-^ 

■'■ ■ -: ■ •: • •v-'^^'^' 

4* This'trViSforiaation is the result of a pro^r^LZzaned tec^inlcal- change in 
the \iiterican cooaunications function located in this area* -* 



If 



3* —At this time, and with this announcenent, please accept n^y personal _ 
gratitTide, as v.ell as that of the US Amy ar^d the US Air Force, for the 
under standing and wariBth whicn has been so graciously extended to the.. . 
American sdlitary forces- and their families over ^ese sian^ years by 
^;;r^^ou, the^ Riit'oach Conjnunity Official Staff, and trie entire coanmunity^of 1 ... 
rllv iviiiiba.ch. V;e will co all that v^e can to insure that the eiLall force ' " ' 

5^''/ renaining continues to appreciate and help maintain the rel&tionstiip that' ' ••"'-•i^S*?f£c'4^^ 
we have, enjoyed. ""^^'"^ 



7^ 




itlCKAftii DOUt>A.^.' 
KAJ , KI 
- Installi.tion"Coordinator 




I J.ilWlli |» ll»M I 




DEPARTMENT OF THE ARMY 

511TH MILITARY INTELLIGENCE BATTALION 
66TH MILITARY INTELLIGENCE GROUP 
APO 09696 



AEUMI-N-CE 
B03130-061-76 



23 January 1976 



SUBJECT: CARELESS TOKEN (U) 

(Quarterly Status Report) 

mmm notice: 

^r5??ftary Intelligence Group -METBSDS IVOLVED ( WNIHTEL) 
ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 



1. (U) References: 



a. OPLAN, 511th MI Battalion, AEUMI-N-CE, 1-75, 1 May 1975. 

b. AEAGB-CI(SO), DTG 1S1640Z Jul 75, ICIP. 

c. AEUMI-N-CE, 803130-518-75, 24 October 1975, ICIP. 

2. (U) This Quarterly Status Report is submitted in accordance with 
references a and b and covers the period ending 15 January 1976. 

3. (lI)tG^ General : 

a. Operational activity continues in the drawdown stage, on schedule. 
The transfer of the ffrst increment of Company B and attached operational 
personnel to USASAFS Augsburg (USASAFSA) has been completed, reducing the 
strength on 15 January 1976 to 63 assigned, 22 attached, 3 TOY and 20 
dependent tfives and children. In addition, 22 personnel will depart the 
target during January and an additional 34 will depart by mid-February. 
All Company B personnel will have departed by 31 March. During the latter 
part of February and March- 1976, Company B personnel will shut down the 
present operations, service and prepare equipment for shipment and perforin 
general repair and utility duties relating to present operations. Action 
by USASAFSA to move all Company B personnel when essential duties are com- 
pleted has alleviated a potential problem of having sensitive personnel 
remaining in the area with much free time. The final day of operation of 
the snack bar was to be 17 January, and the small PX and commissary annexes 
are to close by mid-February. With these closures, the closest shopping 
facilities are in Regensburg, Hohenfels and Grafenwoehr." 
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b Due to the shortage of PCS funds and DA reassignment restrictions, 
USASAFSA offered curtailment or extension options to those personnel sched- 
uled for discharge or separation prior to 31 March 1976. Many chose curtail- 
ment, and some of those requested European separations. Identities of those 
to be separated in USAREUR have not been determined, pending approval of the 
requests. 

c Eight dismounted vans remain at the target and the Seventh Army 
Training Center (SATO) Engineer Office, Grafenwoehr (QA0911) has announced 
bids for their ranoval or destruction. The vans represent a total present 
value of $40,000 to the US Government and Property Disposal officials are 
reluctant to destroy the vans as they have a high resale value in Europe. 
It is expected that in the near future a contractor will have personnel at 
the target, either removing or dismantling the vans, 

A FATRF VTTE fLFVl personn el have arrived at the target. 
b6 I All team members are assigned 



d. All of %hs. 
The NCOIC is SFG 



to the Supply and Maintenance Company (SMC), Support Battalion, USASAFSA. 
■^^is a Cryptographic Equipment Repair Supervisor (MOS 32G), has over 13 



b6 



years serv ice with USASA. is married (no children) and resides with hi s wife, 

"^Q \r,e^e^'\ I \\%. ritl/Pn. at I b6 | 



nee: 



b6 



b6 



US citizen, at| 



„ ]ts 3b ye ars old, a native of Colorado and expects to re main, 

at the target until his normal DEROS in November 197^ 1 b6 | 
mother is a naturalized US citizen, born in Germanyy^her father is employed 
as a Systems Engineer at American Forces Network (AFN), Frankfurt (MA7749). 
b6 lappears to be highly proficient and has exhibited a positive attitude 
toward his assignment. PLO contacts to date have indicated He! us will be 
cooperative and receptive to MI suppor t and c ontact. On the most recent 



visit to the target (15 January 1976), ! b6 | was reportedly on TOY attending 
an unidentified training course at USASAFSA. He fs scheduled to return to 
the target fay mid-February 1976. 

e. Other members of the LFV team are identified as follows: 



(1) SP5 Terry P. Pack, 



b6 



(2) SP5 

(3) SP4 

(4) SP4 

(5) SP4 
C6) SPA 



b6 



DEROS February 1978 
DEROS/ ETS April 1978 



b6 



b6 



b6 



DEROS/ETS February 1977 
DEROS/ ETS April 1978 

DEROS/ETS April 1978 



b6 
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f. The team began on-site training on 13 December 1975. All of the 
personnel in paragraph 3e above, are Intercept Receiving System Repainmen 
(MOS 33C} or Intercept Recording System Repairmen (MOS 33D). All are 
single or unaccompanied; none admitted to having any girl friends living 
in the target area, or any that they intended to have move into the area. 
In general, the LEV team members appear to be security conscious. They 
have been at the target long enough to become familiar with some of the 
USASA "haunts" (Hoherbogen Restaurant in Rimbach {UQ4553) and the Ratskeller 
and Arabergerhof Restaurants in Furth-im-Wald (UQ4364)), and have been eager 
to acquire information on places of Intelligence interest or with a bad 
reputation. 

g. The target has a Serman shepard dog, "Sam" which is partially 
attack-trained and does not react well to strangers, females and blond 
males (SP5 Pack has particular. difficulty in getting close to the dog). 
"Sam" reportedly was beaten and generally mistreated by previous owners, 
and his attack training has given him just enough knowledge to be dangerous. 

h. Electrical power at the target will continue to be provided by the 
Pilsen Power Grid. Once activated, the site will havt a 22 Kilovolt self- 
regulating generator with a 14-day gasoline supply for backup/ emergency use- 
Water must be trucked to the site and sewage removed from a holding tank. 
Both water and sewage tanks are planned for 14-day capacity, A German 
firm, as yet unidentified, from Brueck (UQ0458) has contracted to service 
the holding tank and to truck in water from the Rimbach public water works. 
Emergency fire service will be provided by the Neukirchen-Heilig Blut 
(LIQ5258) Volunteer Fire Department, 15 kilometers away, with an unknown 
reaction time. Medical assistance will be provided by the German civilian 
hospital in Koetzting (IIQ4349); air evacuation by helicopter is possible 
through the MEDIVAC capability at SATC, Grafenwoehr. APO mail will be 
addressed to Post Office boxes at USASAFSA, will be re - packaged and sent 



through German m ail channels to: Remote Site LFV, SFC I b6 | 8451 



Rimbach. b6 will pick up mail daily from the Rimbach post office 
i. The site will have three communications channels: 

(1 ) Direct AUTOSEVOCOM to USASAFSA Control Center 

(2) Non-Secure "order wire" to USASAFSA Control Center 

(3) German commercial phone (Class B) (09947-302) through the 
Neukirchen-Heil ig Blut exchange. 
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j. Target personnel will live in the "Chateau" located adjacent to 
the Operations Building. The newly constructed "Chateau" consists of a 
conmon area: living room, kitchen and recreation facilities, with couches, 
television, stereo and a pool table; and adjacent sleeping quarters. 
Personnel w ill be allowed guests in the common area. The Cormander, SMC 
has ad vised | b6 | he may hire a local cook if the team members agree. 
b6 [ would like to hire his wife for this activity, as she will otherwise 
be unemployed. This solution appears. to have a distinct advantage over 
hiring a local area national. 

k. Two team members will be on duty at the site, 24 hours a day. 
Present plans call for the issue of .45 caliber pistols and amnunition, 
but it has not yet been determined where the weapons and ammunition will 
be stored. In the event of attanpted penetrations of the area, personnel 
have been instructed to lock all entrances and remain inside the building. 
I b6 l has been advised that elements of the 3d Squadron, 2d Armored Cavalry 
Regiment C2ACR) at Camp Hay, Regen CUQ6326), 43 kilometers, may have a 
reaction capability, reaction time unknown. 2ACR elements patrol the CSSR 
border area near the site and may be capable' of a short reaction time. 
Joint defense plans have been discussed with two other military units in 
the same iinnediate area, Fernmeldesektor F of the FRG Armed Forces and 
Detachment D of the French Forces. Both counterparts appeared eager to form 
joint defense plans, but the non-NATO status of the French precluded USASA 
from negotiating at the local level. The problem reportedly was Identified to 
USASAFSA. Each member of the team will have one key to the entrance gate 
which will be kept locked at all times after the German contractor personnel 
have departed the site. The operations building, a Sl-area, is equipped 
with heat and sound-sensitive alarm systems and alarms also sound in the 
event of power loss or equipment malfunction. The German contractor engaged 
in construction work at the site will remove approx1m«tely 1.5 meters of 
rock from the end of the ridge near the tower to enlarge the antenna scanning 
area. This work cannot be completed during the winter months and is expected 
to be finished by May 1976. Explosives cannot be used due to the sensitivity 
of installed equipment in the Immediate area. 

1. On 15 January 1976, the PLC met the LFV Project Officer from the 
USASA Systems Agency, Vint Hill Farms, Warrenton, Virginia, who was visiting 
the target. He explained that the following relay towers in the LFV system 
are unmanned by USASA personnel : 

Seibersdorf TQ97 624600 

Landshut TP94688240 

Bonstetten PU2690573g 

Dachau PU80735466 

Wasserkuppe* NA66489455 

Wildflecken* NA56258478 



Brandhof** PV26258873 
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Heidenheim** PV28953095 
Schwanberg** NA91890879 

*Army location occupied by non-USASA personnel 

** USAF installation 

The present SOP gives little information on the remote towers as far as 
security is concerned. In general, the remote towers are tall antennas 
with small buildings at the base. Each building has a door that is supposed 
to be kept locked. If someone enters one of the buildings an alarm light 
goes on in the central control area at USASAFSA. Tel ephones with open speakers 
are located in each building, so that if the alarm lights go on in the central 
area,- duty personnel can pick up a phone and ask who is there. Arrangements 
have reportedly been made with local police, details unknown, to keep a close 
watch on all the remote towers, but the Project Officer was uneware what 
action the police were to take concerning trespassers. Anyone gaining access 
to the building at a remote tower could, with the proper equipment, tap 
the open service line and the scrambled traffic lines, While tapping the 
traffic lines would yield nothing but meaningless 1 etter/ number groups, 
they might have some value to a Hostile Intelligence Service. The isolation 
of several of the remote towers makes them susceptible to sabotage as the 
loss of a tower in the relay system renders that segment of the system use- 
less. 



Operational Matters; 



a. Reference paragraph 3J, above: U5ASA has not planned any electronic 
sweep of' the SI area or the common roo m now t hat the German contractor has 



completed installation of the wiring. | b6 J asked if the PLO could arrange for 
an electronic sweep of the entire area as future visitors may want to use the 
common area for conferences. The PLO was non-committal and no action will be 
taken unless a formal request is received. 

b. Reference paragraph 4g of reference c: On 8 Decerrber 1975, the 



First Sergeant of Company B advised that SP5 | b6 | was no longer 

interested in ACGP-97 duties and that his application papers should be 
destroyed. SP4 I b6 | the other individual interested in ACGP-97 

will remain at the target until February 1976 and his application is being 
processed with PLO assistance. 

c. Reference paragraph 4e, reference c; | b6 | is moving- to 

Augsburg on about 1 February 1976 and will be operating the Cafe-Restaurant 
"Sonne ". 9 Hauptstrasse, Augsburg-Bergheim (PU3554), telephone: 97524. 
I b6 I has passed out the name and address of his new establishment to target 
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personnel who are moving to Augsburg, and he has been active ly soli citing 



their future patronage. There have been no indications that[_b6__Jhas 
attempted to elicit infomation from target personnel, however his proxi- 
mity to the target and the regular customers from the target at his estab- 
lishment, the Hoherbogen Restaurant, have resulted in him being well- 
informed about ongoing transfers, the drawdown and future operations in 
th e target area. All members of the LFV team are aware of MI interest 
in l b6 I It is expected that the Hoherbogen Restaurant will be leased 



by another party and remain open. No information is presently available 
on the new lessee. 

d. Reference paragraphs 4f an d 4j, referenc e c, the information pro- 
vided is clarified as follows: SP4 I b6 | formerly attached to the 
target from the 502d ASA Group, contacted the Army Chaplain at the Hohenfels 
Training Area (HTA) for spiritual guidance when she became depressed after 
developing a strong emotiona l attachment to another female soldier who had 
departed the targ et. | b6 | was counselled and subsequently reassigned to 
USASAFSA. I b6 | had nothing to do with the "satanic religious practices" 
referenced in paragraph 4f, reference c. That matter was not known to 
involve any target personnel and all personnel known to be involved with 
alleged "satanic religious practices" are assigned or attached to the 207th 
ASA Company, HTA and discussion of the incident is not germane to this 
report. 



e. Reference paragraph 4k, reference c; SP4 | b6 |, due 

to be transferred to USASAFSA is considered by his supervisors to be a 
potential troublemaker in the organization. He has been behaving strangely, 
which may be attribut able to injuries he received in a 1974 motorcycle 
accident. | b6 "| was reprimanded by the Company B Cotnnander for signing 
a guard property receipt with the name "Mickey F--King Mouse." He has also 
been involved in a questionable transaction with a German national involving 
a motorcycle. 

f . Target personnel reported no SMLM activity in the area since 
approximately September 1975. The PLC will recommend that the nearby German 
Army unit advise target personnel whenever a SMLM vehicle is reported in the 
area. It is known that German Military Counterintelligence (MAD) advises 
Fernmeldesektor F whenever a SMLM vehicle Is reported in the area. The PLO 
will provide assistance to the LFV team in formulating a SMLM SOP. One team 
member had no SMLM card and none of the team members contacted on 15 January 
1976 were certain of what action to take if a 5MLM vehicle was sighted in 
the target area. None of those individuals could recall having received a 
meaningful SMLM briefing since arriving in USAREUR, 
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a. The PLO gave a short SAEDA briefing to LFV team members {less 



b6 I on 15 January 1976 and requested their cooperation in identifying 
risk spots, suspicious incidents, undue curiosity and other SAEDA-rel ated 
matters. 

h. In October or November 1975, date unknown, an individual was 
sighted measuring the perimeter fence of the target from the outside. He 
was challenged and he rapidly retreated into the woode-d area and could not 
be located- The incident was allegedly reported to USASAFSA and it was 
later concluded that the individual probably was a Bundespost (German Post 
Office) employee, since a Bundespost truck had been seen near the site that 
day, and the matter was considered settled. The incident was not reported 
to MI when 1t occurred, and only became known on 15 January 1976 during 
casual conversation. It was emphasized to LFV team members that available 
MI support can only be effective if all incidents, however minor, are 
reported in a timely manner. In the above instance, it was not determined 
how the unidentified individual was concluded to be a Post Office employee, 
but in any event, it appeared from information available that the activities 
as described were suspicious and warranted further investigation. 

i. On 15 November 1975, two ranking representatives of the CSSR 
firm SEMEX, a subsidiary of the state-owned auto manufacturing firm SKODA 
visited the SEMEX offices in Furth-im-Wald concerning a planned program to 
import CSSR tractors into the FRG via SEMEX. Despite the fact that their 
business was in Furth-im-Wald and there was an abundance of hotel rooms in 
that town, the two individuals made reservations at the Hotel Kolmerhof in 
Rimbach for the night of 16-17 November. They departed for Munich (PU9135), 
FRG the following day. . Nothing of a suspicious nature was noted during the 
visit, but represertatives from SEMEX have been identified in the past 
engaged in low-level intelligence activity on bfhalf of the CSSR Intel 11- ' 
gence Service, On 25 November 1975, inquiries at the target revealed that 
no unit personnel regularly patronized the Kolmerhof Hotel, although it was 
located directly across the street from the Company B administrative area, 
because of its higher prices and it catered to a clientele able to spend 
more: money than most target members. On occasion, the hotel did hold 
dances and some target personnel had been known to attend, 

j. On 13 December 1975, SSG | b6 ] Company B, 

was reported as missing after spending an evening drinking at a tavern in 
Voggendorf (UQ4453). Unit personnel, assisted by local police, searched 
the area thoroughly and he was finally found the following day after having 
reportedly spend the night In the quarters of a female member of the unit. 
The incident was reported to MI by the target in a timely manner and close 
coordination was maintained with unit supervisory personnel. Military Police, 
and the local police during the search action. 
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Source Activity: 



a. B58»786 advised that the behavior of I b6 [ (paragraph 4e, 
above) had deteriorated, possibly due to physic al pro bl aits arising from 
his 1974 motorcycle accident, in the accident, | b6 | was gored 

by a wire fence and his neck was heavily scarred despite several pla stic 
surgery operations. Some spinal damage also occurred and I be [ was 
on medication and frequently complained of headaches. He could not 
concentrate, argued wi th supervis ors and had developed a short attention 
span. Lead questioned ! b6 ~| suitability for continued assignment to 
sensitive duties, 

b. B58,786 was encouraged to patronize the Hoberbogen Restaurant 

more of tfen, in order to maintain continuity to the limited investig ation. 



pending I b6 | intended move to Augsburg. Lead was to determine if [b6 
acted in a suspicious nanner. This activity was designed to assist in the 
assessment of the Lead's potential. This action was not out of character 



as Lead patronized th e resta urant occasionally and knows ! b6 [ Lead was 



not targetted against l b6 I nor was MI conmitted to reimburse Lead for any 
expenses incurred. 

c. Local agency and 201 file checks on LFV team members are being 
submitted as a separate action. Name traces will be conducted on all team 
members^ 

6. ^ Coirments : 

a. No support 1s required from Special Operations Detaclmentj except 
for a portion of the actions outlined in paragraph Ec, above (to be sub- 
mitted). 

b. Reference paragraph 3b, above, if members of Company B obtain 
European separations, whether or not they remain in the target area, they 
could pose a similar situation to that which occurred in July 1974 when a 
former member of Company B, who had a post-separation travel restriction, 
travelled to CSSR within a few days after his European separation. The 
PLC will arrange with Commander, Company B for SAEDA briefings and appro- 
priate warnings on travel restrictions to all target personnel receiving 
European separations. 

c. Reference paragraph 3 1 above, local police, having jurisdiction 
over the areas of the LFV remote towers within the 511th MI Battalion area 
win be contacted to determine what they have been told about the towers 
and what measures they are taking pertaining to tower security. 
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d. That portion of the comments in paragraph 6c, reference c that per- 
tain to the possible limited results of this operation after target auto- 
mation, remain valid. Considering these limitations, the thrust of the 
operation will be directed at developing threat information directed, against 
the target and target personnel. 
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Review of Internal Counterintelligence Program (ICIP) 
GONDOLA STAR (U) 



OFt'lCE SYMBOL 

DAMI-DOH 



IsuSPEUSi 



DAT! 

14 Jan 76 



to obtain ACSI decision for continuation or termination of subject ICIP- 



(U) 



a. ,During the last quarter of calendar year 1974, the ACSI directed the termina- 
tion ongoing ICIP operations. The operations terminated were those which were 
less productive or conducted at installations of lesser sensitivity. Among those 
terminated was the ICIP GONDOLA STAR at Aberdeen Proving Ground/Edgewood Arsenal, MD, 
(A subsequent new operation increased the total ongoing ICIPs to eight.) 

b. After reviewing correspondence initiated by the Commander, A?G and indorsed 
by the Commander, Test and Evaluation Camnand and the Commander, Army Materiel Command, 
which recommended the ICIP GONDOIA STAR be continued, the ACSI reinstated the operation 
for a period of six months on 11 Jul 75 ( TAB B) . 

c. In a memorandum for the Under Secretary of the Army dated 16 Sep 75, which 
provided the quarterly ICIP report for the second quarter calendar year 1975 CTAB C'^ . 
the ACSI reinstated the operation for a period of six months and indicated a final 
determination would be made in January 1976 as to whether or not the operation should 
continue . 

2. ^^^ISCUSSION: (U) 

a. (U) At IM-A. the Special Assistant to the Cranmander, USAINTA, provided an 
analysis of the ICIP GONDOIA STAR covering the period July thru December 1975. He 
recommended that the operation be retained as a meaningful adjunct to the security 
program at Aberdeen Proving Ground/Edgewood Arsenal, MD. 

bll4\»e^ Three of the activities targeted by the ICIP are designated Critical 
Sensirtve by USAINTA: Edgewood Arsenal, US Army Ballistics Laboratory and the US Amy 
Materiel Systems Analysis Activity. During the six month period under review, two 
new confidential sources were recruited within these activities. Additional casual • 

sources and GIRLS were alsp i^gntifl'^a'^''"* 
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DAMI-DOH 

SUBJECT: Review of Internal Counterintelligence Program (ICIP) GONDOLA STAR (U) 



Much of the information reported in this operation continues to be 
related to personnel security activities with emphasis on personnel character 
weaknesses. However, although the ICIP did not uncover meaningful counterespionage 
Information during the period under review, overall, GONDOLA STAR compares favorably 
to the other eight ongoing operations in scope and coverage of the Critical Sensitive 
activities at the installation. 

3. (U) Recommendation ; That the ACSI approve the continuation of ICIP GONDOLA STAR 
as an ongoing operation. 



APPROVED 



DISAPPROVED_ 
SEE ME 




MIIA-SO-SA (IT Dec 75) 
SUBJECT: ICIP GONDOLA STAR (U) 



TO HQDA (MMI-DOH/ FI?DM CDR, USAINTA DATE ^' = ■ ' CMT 2 (C) 

LTC HAENDIE) Special Operations Mr Hime/2ilOl/id 

WASH DC 20310 Detachment 

Ft Meade, MD 20755 

1. ■ (U) References: • 

a, ACSI DA Letter, DAMI-DOH, subject: Retention of Internal Counter- 
intelligence Program (ICIP) (U), 11 JtOy 1975. 

b. Draft ACSI letter, DAMI-DOH, subject same as ref la, submitted 
with 902d MI Group retiuest for reinstatement of GONDOLA STAR in June 1975- 

In compliance with paragraph i+, CMT 1, comments and recommenda- 
tions concerning ICIP GONDOLA STAR are submitted herewith. Subsequent to 
the ACSI revalidation of ICIP Operation GONDOLA STAR (u), as provided by 
reference la above, the foLLowing actions have been taken: 

a. A thorough study and review of the operation was conducted. As 
a result of that study, it was determined that Edgewood Arsenal (EA), 

the US Army Ballistics Research Laboratory (BRL), and the US Anny Materiel 
Systems Analysis Activity (AMSAA) were Critical Sensitive (CS) activities 
in that order of priority; with the US Array Test and Evaluation Command 
(TECOM), us Army Human Engineering Laboratory (HEL) and the Materiel Test- 
ing Directorate (MTD), Aberdeen Proving Ground (APG), having a sensitivity 
of Highly Sensitive (HS), and so designated in that priority of siipport. 
It was the goal of the operation during the last six months to provide 
confidential source personnel support to the three CS target areas. With 
the recruitment of two additional confidential soiurces in AMSAA during 
the last six months, this short-range objective was met. 

b. Additionally, ten casual sources and five counterintelligence 
recruitment leads have been identified. Although it is the long-range 
objective of the operation to provide confidential source coverage to all 
of the targets presently identified, it is the short-range goal to recruit 
additional confidential soTirces within the Critical Sensitive targets 
while concTxrrently spotting for additional leads dxtring the next six 
months. The 902d M Group has manpower resources, to include an experi- 
enced "Great Slcills" Agent Handler, to support this operation. 

c. Items of counterintelligence interest reported to the supported 
activities in response to established EEI by source personnel have in- 
cluded seven incidents of foreign contact of military and DOD civilian 
personnel, six incidents of foreign travel by military and DOD civilian 
personnel, one report of solicitation by a foreign organization, three 
reports of identification of alien enlistees, fourteen reports of possi- 
ble Tinsuitability of personnel in positions with access to classified 
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material, and eighteen reports of possible security weaknesses, viola- 
tions or hazards » The ahove information has provided five leads for 
the CS Branch, Special Operations Detachment, USAIUTA; has led to the 
request for two limited investigations "by the supported commands; has 
caiised one DOD ci\dlian to undergo a "fitness for duty" examination to 
include a psychiatric evaluation; and has caused reviews of security 
procedures and the issuance of security warnings by security officials 
at APG/eA- Details of the sibove reports are contained in Quarterly 
Progress Reports (attached as Inclosures 1 and 2). 




3- \p*r" COL Ungerleider, CDR, APG; COL Stahl, CDR, Edgewood Arsenal, 
ani^/MG Powers, CDR, US Army Test and Evaluation Command, APG, have 
received separate briefings on the status of ICIP Operation GONDOLA 
STAR. All have indicated their complete satisfaction with the support 
provided by the operation, and have enthusiastically indicated their 
desire that the operation be continued. 

k> Jfw Ihe previously reported threat to APG/EA as contained in the 
repcfrt of the 197^1 SAVE conducted at BRL and the threat to CBE informa- 
tion, equipment and weapons as outlined in reference lb above remain 
valid. 




5. "ttie operational objectives are being met. The operation is 

providing the information required and desired. 



jrovidm^ 



6. Recommendation: Retain ICIP Operation GOKDOLA STAR as a 

meaningful adjunct to the secTority program at Aberdeen Proving Ground/ 
Edgewood Arsenal, MD, 




2 Incl WILLIAM I. ^^MNINGS ' 

as Special A^stant (OPS) 



DISPOSITION FORM 



Foi use oi this form, tee AR 3^-15; the proponent ogency is Thi 






REFERENCE OR OFFICE SYMBOL 

DAMI-DOH 


SUBJECT 

Quarterly ICIP Reports (U) \^ 



TO 



CDR, USAINIA 
ATTN: MIIA-SO 
FT MSADE MD 20755 



FROM DAMI-DOH 



DATE |7DE^''^/'5 

LTC Haendle/mjb/56159_ 



(U) 



Reference, message, DAMI-DOH, 032115Z Dec 75. 



2. ^ Attached for your files is a copy of the INFORMATION MEMORANDUM to the Under 
Secretary of the Array (less inclosures) which forwarded summaries of the nine on- 
going CCMUS ICIP operations as submitted by your headquarters. The summary pertaining 
to a proposed IClP by the 66th MX Group in support of USASA was not included in this 
submission. Upon receipt of a response to the above referenced message, a decision 
will be made whether to include that operation in the next quarterly report. 



3, '*''^(C) In staffing the Quarterly ICIP Report within C&CSI, the Acting Director of 
Intelligence Operations noted that many of the" summaries, of on-going actions containec 
too many details of individual character/behavior issues. In future quarterly reports 
suitability-tjrpe information pertaining to individuals covered by the ICIP project 
should be either eliminated or summarized in general comments, 

4, \M) On a separate matter, when the ACSI reinstated the ICIP CONDOLA STAR in 
July 4.975, he indicated be would review the ICIP in six months to determine if 
significant information had been developed to warrant continuation of die project. 
It is requested that" your headquarters conduct a review of this ICIP and furnish 
your comments and recommendations to this office by 9 January .1975. 

FOR THE DIRECTOR OF INTELLIGENCE OPEEATIONS; 



1 Incl L,' A, SPIRITO 

as Colonel, GS 

Chief, HUMINT Division 



Classified by. 

EXEMPT FROM GE>r . ' , V.AS3JFICATI0'V 
SCHEDUIJE OF EXECUTIVE ORDER 11652 
EXEMPTION CATFrrOB V 

ICONriDCN m ^^'"^"''^^-^^^^'^-^ 



>l\ FORM O/IOC RERUACES DD FORM-gS, EXISTING SUPPLIES OF WHICH WILL BE 

JM 1FCB4J t T-i/O ISSUED AND USED UNTIL 1 FEB 63 UNLESS SOONER EXHAUSTED. *u. s. CPOi 19 7 2 - 473-063 P.O. 
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DEPARTMENT OF THE ARMY - 
HEADQUARTERS, 90ZD MIUITARY J N T E L L I G EN C E GROUPj 
FORT MEADE. MARYLAND 20755 



IGIP QDARTERLX PR0C32ESS EEPORT IvUKBBR 4 

Period: 1 July 1975 to 30 September 1975 
tmm KOTICE:. SENSITIVE SOURCES m METHODS IHYOLYED 

1. (U) Identity; GONDOIA STAR (U), 

2. 'M?^ Supported Consaaod: HQ, Aberdeen Proving Ground (APG), W, arxi 
critical sensitive (CS) araJ highly- sensitive (HS; tenant activities at 

APG subordinate to the major connnand, US Arsiy Materiel Command, Alexandria, 
VA. 



Targets; 

a. Edgewood Arsenal, Edgewood Area, APG. 

b. US Army Ballistic Research Laboratories, Aberdeen Area, APG« 

c. . DS Army Materiel Systems Analysis Activity, Aberdeen Area, APG, 

d. HQ, US Army Test and Evaluation Cooanand, Aberdeen Area, APG, 

e. US Arnyr Human Engineering Laboratory, Aberdeen Area, APG, 

f. Materiel Testing Directorate of APG, Aberdeen Area, APG, 
4. Cc) Coverage: 



a. Source 

(l) Confidential Sources 

(a) IC-B-005 

(b) IC-B-010 

(c) IC-B-030 

(d) IC-&032 



Number/Type of 
Target Covered Contacts Reports Produced 



3c 
3a 

3e 

3a 



3 2 Contact . reports 

5 4 Contact reports 
1 Agent Report — 

4 3 Contact reports 

6 Agent reports 

9 6 Contact reports 

7 Agent reports 



tu^ USAINT& Reg 361-10O-1 

M«[DULE DF EXECUTIVE OROEfl I mi 



K«L*$sifY ?1 December 2005" 




REGAnDE!^U|0.ASSfRED 

^yCDRUSA«OMFOI/PO- 
AiJft Para 1-603 DoD 5200.18 



ICIP QUARTERLY PROGEESS REPCffiT KUMSEH 4 
Period: 1 July 1975 to 30 September 1975 

(b) IC-BH053 3a 

if) IC-B-064 3b 



(g) IC-B-079 



(h) IC-B-080 



3a 



3c 



4 3 Contact reports 

4 .3 Contact reports. 
."■ 2 Agent reports • 

4 3 Contact reports 
Z Agent reports 

5 4 Contact reports 
3 Agent reports 



(2) Conventional Sources : Conventional sources utilized during the 
reporting period consisted of those casual and official contacts luade ty 
the Project liaison Officer in the furtherance of his ICIP duties. These 
contacts consisted of, but were not limited to, , thos* reported in paragraphs. - 
4a(3), 4b and 4c below. The Project Liaison Officer also had limited or 
one-time contact with other individuals of the supported activity's work-, 
force. These contacts did not significantly contribute to the counterintel- 
ligence coverage of the siipported activities, but did serve to project the 
presence of Military Intelligence in the area. These contacts also ccxitributed 
significantly to the establishment of a pool frcm which conventional and 

conf identisuL sources can be developed. No conventional sources have been 
tasked to gather specific essential elements of information. However, all. 
conventional sources are made aware of the Project liaison Officer's overt 
("tlilitary Intelligence Special Agent") duties and -tintype of information 
of interest to all siBcvurity officials. No conventional sources hare been 
key-sheeted. Those individuals who provide reportable information and 
ejqjress a desire to remain anonymous will be key-sheeted at the time they 
make their desire known, 

(3) Casual Sources; 



(a) 


b7(d) 


3f 


3 


0 


(b) 


b7(d) 


3b 


3 


0 


(o) 


b7(d) 


3a 


2 


0 


(d) 


b7(d) 


3a 


1 


0 



b, liaison Contacts 

(1) Aberdeen RO 

(2) Barracks D 



Agency . 
FBI 

m state Police 



Contacts Repmrta Produced 
8 0 
5 0 



REGARDED UMCLASSIRED 

BYCofGs^llS^eM FOI/PO 
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(3) Sheriff's Qfc 

(4) Sheriff's Qfc 

(5) Police Dept 

(6) Police Dept 

(7) Police Dept 



Harford County 
Cecil County 
Aberdeen, MD 
Bel Air, MD 
Havre de Grace, I© 



(S) Provost Karshal PMO, APG 



(9) cm 

(10) Intel Of lUce 

(11) MPI 

(12) Seciulty Qfc 

(13) Security Qfc 

(14) Security Ofc 

(15) Security Qfc 

(16) Security Qfc 

(17) Security Qfc 

(18) CFO 
c. CIRIB 

Name 

(1) 



APG 
APG 

APG. 
EA, APG 
BRL, APG 
AI>BAA, APG 
■EECQM, APG 
HEL, APG 
KTD, APG 
APG 



5 
1 

4 
2 
3 
12 
39 

ZL 

7 
6 

3 
2 
9 
13 



b6 



(2) 



b6 



Phase of Development 
Vetting started 
Vetting started 



5. (FOUO) Statistics: 
a. ICIP Reports : 

(l) Spot Reports: 

REGARDED UNCLASSIFIED 

BY Cof USAfw^M FOi/PO 
Aulh Para 1-603 DoD 5200/ 



Furnished 
Group HQs 



Furnished 
Sptd Cmd 




2 Agent reports 
0 - 
2 Agent reports _ 
2 Agent reports . 
2 Agent reports 
0 
0 

2 Agent rejports 

0 . 
0 

1 Agent report 

1 Agent report - 
0 

0 . 

2 Agent report 

Placement/Access 
3a •• 
3a ■ - 

Subtotal FY Total 




up 



ICIP QIMTERLT PROCERESS BEPCET NUMBER 4 
Period; i JxOy 1975 to 30 September 1975 



(2) SOI: 

(3) URi 

(4) Agent Reports : 

(5) JjB&d Development 
Reports: 

(6) Contact Reports: 

(7) Basic Source Data 
Reports: 

(8) Other: 
MFR; 



0 
0 
35 

1 

28 



8 



0 
0 

K/A 
K/A 

N/A 

-* 
K/A 



0 
0 
35 

1 
28 



0. 
0_ 
35 

i. 

28 



8 



8 



Various items of information passed bgr. word of mouth to the 
supported connnand/activltiesi 



b. 



b1 



PCO 



PLO * 



Other 



Subtotal 



FY Total 



b1 



c. 


TOr Funds: 


0 


0 


0 


0 


0 


d. 


lianhours : 












(1) 


ICIP (GASR); 


494 


267 


0 


761 


761 


(2) 


aher ICIP: 


144 


0 


0 


U4 




(3) 


Non-ICIPs 


16 


354 


0 


370 


370 


(c) 


Remarks: No iziformatioix vraa 


reported concerning non-siffiliated 



civilians or organizations. 

7. (C) Quarterly Briefing of Supported Conaiiand: 
a* Circumstances t 

(1) On 22 August 1975 COL Kenneth L, Stahl, Commander, Edgewood 
Arsenal (EA), Aberdeen Proving Ground (AFG), MD, vas brought up to date 
on the status of the ICIP at EA. He was informed that GOIIDOIA STAR had 
been reviewed by the Assistant Chief of Staff for intelligence. Department 
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of the Araiy and revalidated for another six months. At the end of the 
six month period, January 1976, the operation wotild again be reviewed. 
COL Stahl was reminded that KA.J Walter W, Stanaberry, Fonaer Security 
Officer, E&. had been the ICIP Coordinator for EA and now .that he had ; 
departed for reassignment a new ICIP Coordinator had to be selected and ' ' 
given an ICIP briefing. COL Stahl advised that he desired MAJ Stansberry's " 
replacement, CPT Vincent J. Falconio, Security Officer, EA, be the ICIP 
Coordinator, COL Stahl also advised that a new deputy commander, COL . 
Burt Km Dall, had been assigned and he desired that COL Dall be briefed 
on the ICIP at EA. • - 

(2) Cti 22 August 1975 CPT Vincent J. Falconio was given the initial 
ICIP briefing and a current status report concerning operation GCS^DOLA 
STAR (U), Falconio acknowledged his understanding of the source program 
and readily grasped the overall concept of ICIP* He indicated a desire 
to establish the best possible working relationship^^th the PLO. At 
the conclusion of the! briefing Falconio executed a Security Certificate^ 

(3) On 17 September 1975 COL Burt NMJJ Dall, Deputy Ganraander, Edge- 
wood Arsenal, Edgewood Area, Aberdeen Proving (^otind, MD, was given the 
Initial Internal Counterintelligence Program (ICIP) briefing, CPT Vincent 
J* Falconio, ICIP Coordinator, was also present during the briefing. 
Because COL Stahl, Comaander, Edgewood., Arsenal, vra.3 on annual leave, COL 
Dall and CPT Falconio were also given the Quarterly Progress Briefing at - 
this ticie, ' 

(4) G»i 24 September 1975 a Quarterly Progress Briefing was given 
to COL Alviri D, Un^;erleider, Conmander, APG, and to Mr, Harry A. Ilencke, 
Installation Intelligence Officer, APG, the ICIP Coordinator for the Aber^ 
deen Area, Aberdeen Proving Ground,. MD, 

b. RecapitTilation of Operational Progress During the Period : 

(l) During the first quarter of FT I976, considerable effort was 
expended to reactivate ard expand IGIF coverage at APG following the ter- 
mination of Project. GONDOLA STAR on 31 March 1975 and subsequent revalidation 
of the Project by. the ACS! on 11 July 1975. During the latter half of July 
1975, the sis confidential sources which were being utilized prior to 31 
Jlarch 1975 v/ere recontacted and reactivated j one confidential source, whose 
recruitment had been postponed because of the termination of the project, 
was recruited on 5 August 1975 J a Lead Developmsnt Report oh an additional 
confidential source was sutaidtted and approved, and this source was re- 
cruited on 4 Septoraber 1975* These two confidential sources were the first 
recruited in the VS Army Ilateriel Systems Analysis Activity, a critical 
sensitive activity at APG, 




COMIM 
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(2) The Project liaison Officer (PLO) re-established liaiaon contacts 
in local, state and federal agencies in addition to maintenance of his 
contacts vri.th the ICIP coordinators and security officers of those activitie 
receiviag ICIP support at APG, The PLO also established xiew casual sources 
in critical areas of the ICIP-s\Q)ported activities at APG and vetted two 
new GIRis to the point of subnission of KA.C requestso Some progress vias 
made in improving the ratio of ICIP to non-iCIP duties of the PLO, who is 
also — during this reporting period — ^the only special agent of the Aberdeen 
RO; this ICIP to non-IGIP ratio has been a weak area of Project GOKDOIA 
STAR since its reactivation in 1972. A favorable trend was established 
as the quarter progressed, as reflected by the ^a-ct that during Jiily' 1975 
the PLO's duty hours were 45 ICIP and 172 non-IGIP, d\u~ing August 1975 they" 
were 94 IGIP and 115 non-IClP, and during September 1975, 122 ICIP and 6? 
non-ICIP, 

c . Significent Counterintelligence Inforiiiatioir Developed : . 

(1) Under the EEI, "Identification and extent of foreign contacts - 
of military and DoD civilian personnel, id.th particular eniphasis on Sino- 
Soviet bloc countries" (pao-agraph 1, Appendix 1 to Annex J to OP-OOl— 74- 
109), the following information was. developed; 

(a) Source IC^B-064 reported that an unknown number of Swedish citi— ' - 
zens would visit the US Army Ballistic Research Laboratories .(SRLj, APG, • 
on 13 August 1975. Follow-up by the PLO determined that the visit had 

been properly coordinated. 

(b) Source IC-B-080 reported that seven Swedish citizens would 
visit the US Army Materiel Systems Analyais Activity (AICAA), APG, on 
26 September 1975. Follow-up by the PLO determined that the visit had 
not been properly coordinated, but that AI'SAA had taken action to insure 
that the Swedish visitors would not be given access to classified infor- 
mation until definitive guidance was received from KQ, US Arsy Materiel 
CoDinaand, 

(2) Under the EEI, "Foreign travel of military and civilian, personnel, 
either intended or completed, to CoBsmmist controlled comtries, or attend- 
ance at social and official functions at which Communist country personnel 
are present" (paragraph 2, Appendix 1 to Annex J to CP-001-74~109:), the 
following information was developed: 



b6 



(a) Source IC-B-010 reported that GS-12| 

pharmocologist eiaployed in the Biomedical laboratory, Edgewood Arsenal, 

APG, had, at HER ovm. ejtpense, attended the Sixth Congress of the Inter- 
national Union of Pharmocologists (IUPHAR) which was held in Helsinki, 



REGARDED^tiNCLASSIRED 
ON ^ 1997 " _ 

BYCDRUSA1^^!SC0MF0I/F0 ' ^?26 
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b6 



attendeii 



Finland, 20 through 25 July 1975. During the Congress, 
a luncheon hosted ty a representative of the tlhlon of Soviet Socialist 
Republics (USSR), who was also an official of the lUFHAJl, Following the 



Congregs, 
Leningrad^ 



b6 



DbsS; 



took part in a five^ay, lUPHAR-sponsor-ed tpur to 
Foilow-up by the PLO is in progress* 



b6 



an 



(b) Source IC-&-O3O reported that GS-12 
employee of Human Engineering Laboratoiy, APG, intendea to partxcipate 
in a two-week tour of the IMion of Soviet Socialist Republics sch eduled 
to begin. on 2 October 1975. Follow-up by the PLO determined that | b6 



waa participating in a national Geographic Society tour and that HE had 
coordinated the tour with appropriate security, officials. 



(c) Source IC-B-032 reported that GS-12 b6 



an employee 

of Development and Engineering Directorate, Edgewood^ Arsenal, APG, had 
visited Poland and Czechosl ovakia for approximately^ne month in June 1975« 
During this visits Pbe [ and HIS spouse had allegedly visited relatives 
in Poland and Czechoslovakia, Mo follow-up was conducted per instructions 
from HQ, DSAINTA. 

(3) Under the EEIj "Identification of Alien Enlistees" (paragraph 6, 
Appendix 1 to Annex J to OP-001--74-:109}, the following information wag 
developed: _ . . . 



b6 



(a) Source IC -B-030 reported that PFC 



b6 



bom in 



assigned to Human Engineering laboratory, APG, was 
not a citizen of the US and did not have a seciirity clearance. FoUow-up 
by the PLO confirmed the information and dete rmined that the Ihstallatiori • 



i&itelligence Officer (IIO), APG, was aware of | b6 



status. 



b6 



Source IC- B-Q30 reported that SP4 1 b6 born in 

assigned to Human Engineering Laboratory, APG, was 



not a US citizen, did not have a security clearance, and allegedly suffered 
from, periods of amnesia. Follow-up by t he PLO confirme d the inf ormaticai 



and determined that the IIO was aware of b6 



status. 



b6 



1 believed 



(c) Source IC- E-O3O r eported that PFC 
to have been bom in | b6 | assigned to Human Engineering Laboratory, APG, 
was not a US citizen and did not have a security clearance* Follow-up by 
the PLO is in progress. - 

(4) Under the EEI, "Early detection of persons whose activities and 
character weaknesses render them" vulnerable to hostile intelligence ex- 
ploitation" (paragraph 8, Appendix 1 to Annex J to OP— 001-74-109), the - 
following information was developed: . • 
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(a) Source IC-B-032 reported that GS>^5 i * 

a secretary in Technical Support Directorate, Edgewood Arsena lj APQ, wa s 
alleged ly involved in an extramarital relationship with VTS-V | b6 ' 
' married, an enployee of Technical. Support Directorate, The 



b6 



married^ 



situation is being monitored. 



(b) Source IC-B-032 reported that G3-12 b6 



married, 

eJi9>lc>yed in Development and Eagineerlug Directorate, Edgewood Ar aenal, A PG, 
was alleg edly involved in an extramarital relationship vd-th GS-9 | b6 



b6 



torate. 



a widow, also employed in Development and Engineering Direct 
The situation is being aonitored. 



Cc) Source IC~B-032 reported that GS-6 b6 



married. 



a secretary in Technical Support Directorate, Edgewood Arsen al, APG , >ra.s 
allegedly involved in an extramarital relationship *ri.th GS-9 



b6 



b6 I separated from his tdfe, enpldyed in US Army Materiel Systems 

Analysl5~Activity, APG, The situation is being monitored* 

(d) An offica^l source of the PLO who did not want to b a identif ied 
because of fear that he v;ould lose his job, reported that LTC | b6 | 
b6 I formerly assigned to US Army Materiel Syatems Analysis 



Activity CAM3AA), now assigned to Concepts Analysis Activity (cAA), Bethesda^ 



W), was a llegedly sin alcoholic, was allegedly cohabiting v;ith [ 



b6 



b6 I an employee of AMSAA, and allegedly had had sexual intercourse 

wi th a femal e Captain in the Isreali Defense Forces who had been assigned 
as I b6 [ interpreter v.'hen i b6 [ was on TO Y to Israe l in October 1974* 
No f ollov;-up action has been taken because of | b6 1 transfer from AMSAA, 



(e) Source IC-B~064 reported that G3-8 b6 an employee 

of AM3AA, APG, had allegedly been involved in an eac traniarital relationship 



b6 



with PL 313 federal eu^loyee, 

approxiaately tho time of the accidental death of | b6 
situation is being monitored. 



Director, AMSAA, at 
wife. 



The 



as 



(f) Source IC -B-079 reported that axi individual, later identified 



b6 



a physical scientist en5)loyed in the Chemical Laboratory, 

Edgewood Arsenal, APG, had allegedly exhib ited mental or emotional Instability, 

Follow-i::p by the PLO deterniined that | b6 ]had been directed to undergo a 



'fitnesS; for duty" physical examination which would include aT psychiatric 
evaluation, - . 

(5) Under the EEI, "Security violations or hazards" (paragraph 9j 
Appendix 1 to Annox J to QP-001-74-109), the following information was 
develooed: ^ ' 



r^.'^RDED UNCLASSIFIED 

ON ccp 0^* "^^^^ 
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b6 



an 
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(a) Source IC"^B-030 reported that GS-I4 
eaaployee of Human Engineering Laboratory, APG, had brought HIS ©ight-year- 
old son into a controlled access area -where a classified test vras being 
conduct ed and remained overnight. Follow-up by the PLO determined that 
b6 I had been counselled by KIS supervisor. 



(b) Source IC--B-030 reported that carbon paper and one-time typewriter, 
ribbon used to type classified reports in Human Jkigineering Laboratory, APG, 
had not been treated as classified -waste. Follow-up by the PLO brought 

the situation to the attention of the security officer^ HSL, -who promised 
to take care of the situationj monitoring through IC-B-030 has not deter- 
siined that any such action -was taken. 

(c) Source IC-B-OSO. reported ten (10) separate situations vihich con- 
stituted security violations or hazards at_Al'CAA, These Tuere brought to 
the attention of the Secxiritj Officer, kiSAk, by the'PLO. ' 

(6) In response to the EEI, "Conduct rendering the individual vul- - ' 
nerable to pressure, such as homosexaal, criminal, or immoral acts" (para- 
graph 8c, Appendix 1 to Annex J to OP-001-74~109), and "Sudden, unexplained 
or inadequately explained absence from vork by personnel in excess of 2h 
hoTirs" (paragraph 9, Appendix 2 to Annex J to 0P-O01-74-109)> the fol- - 
lowing loforaiation was developed: The PLO was ad-vd.sed by an official 
Source at the US ^x^ay Bal listics Heaearch Laborat ories, APG, of unconfirmed 
rauors to the effect that ] b6 an es-ployee of BRL, had 

been involved in trouble with the police. Follcn-r-up by the PLO detensined 
that seven charges ranging from possession of marijuana to graiid larceny ■ 
and assault and battery were on fil e at the H avre de Grace Po lice Depart- 
ment, Havre de Ck-ace, 13, concerning b6 and that 
vdthout leave* 



b6 



was absent 



8. (C) Actions Implemented or taken by the supported coinrnand based 
upon the information submitted : 



Subject 



•Type Information Developed Action Taken Date of Action 



b6 




b6 



Foreign travel 
Foreign travel 
Foreign travel 
Snlisted alien 
Enlisted alien/ 
amnesia 

Knlisted alien 

Stiitability 

Suitability 



None. 
Mone. 
None. 
None . 
Denied clearance 

None. 

Monitor 

Kooitor 



Unknown 



BYCORUSAINSCOMFOI/PO 
Auth Para 1-603 D6D5200Jfl 
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b6 




Suitability 
Suitability 
Suitability 
Suitability 
Suitability 



security weakness 

Security weaknesses, HEL, various 
Security weaknesses . AiiSAA, various 

Suitability 



Monitor 

Mc(nitor 

Unknown 

Monitor 

"Fitness for 

duty" physical 

Covaiseled 

Correct 

Correct 

Investigate 



11 Aug 75 

Unknown 
2. Sep 75 
9 Sep 75 
16 Sep 75 



9(U)^ Comments. Itemarks and Reconmendations ; Both COL Stahl and COL Un- 
gerleider esqaressed their pleasure that ICIP Project G0^a30LA. STAR had been 
reinstated by the ACSI for an additional sis months. Both Ccaazaanders and 
their designated ICIP Coordinators cpntinue to cooperate fully with the 
Project liaison Officer and his Military Ihteliigence chain of command* 
The progress of ICIP Project GONDOLA STAR, as reflected above, is directly 
proportional to the amount of .time the PLO's other duties permit him to " ' 
devote to the ICIP. 




V/ILLIAM B. KALL 
Project Case Officer 



'""I Para 1-603 DOD520MS 
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. ICIP QUARTERLY PnOC-RESS R2P0ST irUfSSR 2 

Period 1 October 197$ to 31 December 197$ 

VmilUG NOTICE: SBHSITIVH SOURCES AUD l-ETHOSS IIWOLVED 

1. (U) Identity: 30fn:.0^A S?=vR (U) . 

2. ^}^) Suppcrted Ccra-nd : \:c_j Aberdeen Proving Ground (APJ), IT., and 
critical sensitive (CS) and hl{ihly sensitive CHS) tenant activities at . 
A?3 subordinate to the inajor comandj US Arr^' IJateriel Corr.ar.dj Alexandria, 
VA, 

3. ?^ Targets: . . ...^ ... 

a. T':d^.ewood Arsenalj Edge^rood Area, Al^« . 

b. AniTi'" Ballistic lissearch Laboratories, Aberdeen Area, APG. 

c. iiiTiy- .Ttiterlel oysters Analysis Activity, Voerdeen Area, APCl. 

d. i\% uS Arir.7 Test and Evaluation Covi'-and, Aberdeen Area, Ard, 

e. ilo Ariiy Iiurisn lin^inr-.erirfj Laboratory, Aberdeen Area, A?L'.. 



f. r'ateriel Testir^-^ Jir3ctor,-:te ox APS, Aberdeen Arsa, APG. 
Coverage: 

'Ji\i-ijeT/Tyye of 



a. Source Target Covered -Cent so ts Leports : rodueeu 

{1) Ooni:' Oential Sc'-;.rces 

(a) ,iG-::-0O^ . • 3c 3 3 Contact He ports 

y ^iJJ'nt -Tetjqrts 

(b) IC-I-GIQ 3a 3 3 Contact Reports 

6 A.^ent reports 

(c) IC-r--Q30 . 3e i{ ii Contact 2eppi-ts 

G Agent, P.eports 

(d) IC-r.-032 . • ■ 3a 8-5 Contact Reports 

5 Agent Reports 

^ - ^H^Hrfcmnr™ ^ «^''^'^--gssco.o 5200.1,1s 




AnEroj^J!: ?v531Dj;mt office 

902D iriLITAKY ITTTELLTGENC3 GRCUP 
^MiSTfl^;:!! FiWING GHOUia), JiA.HIL.UT) 21005 

. ICIP OJJAKTS'RLy PP.OGRBSS HSPCHT XUfSER 2 

Period 1 October 197$ to 31 Decemtier 1975 

iJARi^ING NOTICE: SSHSITIVS SOURCES AUD I-ETHODS IIJVOLVED 

1. (U) Identity: GCrirOT.A ST;a (U) . 

2. ^TOr) Supported Ccr^^r~ndt VC,, Aberdeen Proving- Ground (aP3), IT,^ and 
critical sensitive (CS) and l-J.^lilj' sensitive [KSj tenant activities at . 
APu subordinate to the major coTTin£.ndj US Arraj' Jfateriel Corr.andj Alexandria, 
VA. 

3. 1^ Targets: . . -.-^ ... -r 

a, TCd^ewood Arsenal, Edgei^ood Area, Al^. . • 

b, "jS iirrny Ballistic Research Laboratories, Aberdeen Area, AHj. 

c, V'Z iirr.y- ."'atGriel oystems .IzMilys^LS Activity, Voerduen Area, AP-J. 
u. iiQ, uS Amy Test and Zvaluation Coii? and, Aberdeen Area, ArO, 

e. il3 Ari'y Hurisn lin^inr-.erirfj Labor-- torj'', Aberdeen Area, A?C".. 



f. J ateriel Testir,-^, -.irector?;te ox AFG, Aberdaar. Arsa, AFG. 
h. Coverage: 

'X (i'-i e r/'Ty pe of 

a, -Source Tar^:3t Cov^rid Contacts 'reports ~rodueed 



(1) Conij Oential 'decrees 

(a) . lG-:::-CO!; . ■ 3c 3 ' 3" Contsct lleports 

5 Ai^f-'iTt -Te^jorts 

(b) IC-r-OlO 3a 3 3 Contact Reports 

6 A^ont " pjsports 

(c) IC-L-050 . 3e 1} ii Contact Reports 

• , u Agent, Reports 

(d) JG-B-032 • ■ 3a 8-5 Contact Reports 

5 Agent . Reports 



Teriod: 1 October 1?75 to 31 I3eceRber 1975 



(e) IC-E-G53 

(f) IC-E-C6U 
Cg) iC-L-07? 

Cii) IG-E-CSO 



3a 

3b 
3a 



3 3 Contact iiepox^ts 

2 Agent ileports 

3 3 Contact Reports 

3 3 Contact lieports 
1 Agent jJeports 

$ k Contact Reports 

5 Ai;ent .leports 



(2) Conventional Sources : As in previous quarters the conventional 
sources utili',t.ed during the reportinr: period ccnEistsd of those casual and 
official contacts r.adc by tfie Project .Liaison orficer ir? the furtherance of his 
ICIP duties. These contacts consisted of, but vere not lira ted to, those 
reported in para2r?.phK Ij.a(3), lib and uc belov. The Project Liaicon Officer 
also had limited cr ono-tiT'-e contact -dth ether inuivicaals of the supported 
activities. xh^sQ contacts did not sitnificantly contribute to the counter- 
intelli^ence covcnxae of the sv.i5--orted activities, but did serve to project the 
presence cf IMlitary Intelli^Gnce in the area. These contacts alto contributed 
significantly to tiie establisi-iiacnt of a poo?, fror ::hic--'v oor.vv;nticnal and 
confidential sources can be d^voloped, .'o ccnvcntro'tial li-urct^s 'nave been 
tashod to ,^£.ther s^'^ecific essential oler/nts of infori".ation. liov.'ever, all 
convsntiOi'^al E'u^-ces are r.ads a'^are cf the ?roj£;Ct Liaison Cffjcer's overt 
( "hilitarv j nt3llii;,ence opcoial li-snt") duuies aijd the ty^-e of i-;for..'ation 
of iT^tarest to cll stjcia^ity officials; irforrstion vrhich olenoto-s a aecurity 
vealaosn or vuluerability. Mo conventional sources have be-nn hey -sheeted. 
Those individuals -.^lio i.-r^-^iun reportable infcrir'ation and express a desire to 
ror-icin a:-ion;".ou£ v-ill be Ic^jy-jihec^tod at the tine they "'.ahe tasjir desiro .rtiO'-rn, 



(3) Car.ual rjource s : 



(a) 

(c) 
(ci) 



(e) 



b1 



b1 



b1 



b1 



3a 
3a 
3a 
3a 



b1 



1 

2 
2 
1 
0 
1 
1 



0 
0 

c 

0 



b1 



b1 



b1 



CU) 

(?) 

(6) 
C7) 
(») 
(?) 

(11) 

(12) 



■\ — '/ 



(!:>') 
(16) 
(17) 
(18) 



Aberdeen RO 
n arracks D 
Sheriff ' s i fc 
Sheriff's Oxc 
Police Dept 
Police Eept 
'.-olice Dept 
Irpvcst I'arshal 
CIL 

]ut9l CfC 

Cecurit;^ Cfc 

Security ufc 

".ecari'iv 
Sscurity C'fc 



Security Cfc 



OPO 




(h) 
(i) 

(d) 

b. Liaison Contacts Agency : 

(1) 
(2) 
(3) 



3f 
3£ 
3a 



2 



(19) Baltimore TO 
c . C T.T_.3 



(1) b1 



Fri ■ ' 

I d state Tolice 
rarford County 
Cecil County 
Aberdeen, Vji. 
Del Air, Kd. 
hV/re de Gi'i-.^e, lid. 
VIZ J AK> • • 



^A f u^i'O 



I-iTD, AFG 
KQ, APC. 
LIS 



0 
0 
0 

Contacts ■"i'.eports Produced 
6 0 
3 0 

1; 1 Agent .'ieport 

1 0 



5l 1 Agent Tiopoi't 



3 1 Agent 



veport 
teport 



1 



2 1 AaGTit 

lU 0 

3c 1 A;jent l^sport 

1 ;.^..nt :;oport 

31 I Atjent lirort 
0 

V 0 

: 1 k^i-^. .ieport 

5 0 

4 1 Ag«nt Report 

9 0 

6 3 Agent "sports 
24 1 Agent Report 



Fhass of Levelcpront x'laceirant/Acaes 



jDR SuDL-d-tted ^,AifcV' 



3a 



3- 






(2) 
(3) 

CI4) 
(5) 



b1 



b1 



b1 



b1 



(FOUF) Statistics ; 
ICIP :".eports: 



(1,5 Spot reports: 



(1) 

(2). oOI: 



(3) nR: 



■ iU) jigent ?.eports 

C5) Lsad LevelopT'Jsnt 
. Reports: 

(6) • Contact '^^ports: 

(7) F.asic .Ocurce Data 
lieTTcrts : 



ether: 



FCC ' 



ifair Vetted 


3a . 


• 


LP?v Ctarti; 


3d 






Vetting Started 


3a 




Spotted 




. - 3a 




Furnished 
Group HQs 


Furnished 
Sptd Cmd 


Subtctal 


FY Total 


0 


0 


0 


0 - 


0 


0 


0 


0 


0 


c 


0 


G 




li/A 


U5 


80 


1 




1 


2 • 






28- 


^6 


1 


:i/A 


1 


> ^ 


■7 
1 




7 




iiuijported 


activities 


vas passed i-y 


i;o rd of 



b1 



0t:2Or 



Subtotal 



Fl Total 



b1 





7ul Fund-s: 
.! anhour^r 


0 


0 


0 


0 


. 0 


(1) 


• ICir (GASJi;.: 


1:06 




c 


. 851 


16U2 


(2) 


ether iCIP 


116 


0 


0 


116 


■ ' . 260 


(3)- 


lion-lCIF: 


72 


167 


0 


259 


629 



reriod! 1 October 1975 to 31 DeceTnber 1975 

6. (U) . Remarks : I;o infomation was reported concerning non-affiliated 
civilians or organizations. 



a. Circumstances : 

(1) Cn 1 December 1975 the initial 101? ornefins vas given to • ' 
'.xl Patrick v.', PoT.'^ers, Gori^snder, US Arry Test and Cvaliiation Ccp^rsTtd (TT.COK) 
and CGL --rilliajn H. TacLner Jr., Chief of Staff, KOOIi, The status of T^COl. 

In relation to receiving ICIP support i-ras also included in the brief in^j. It.- - 
i-.'aa pointed out that due to tlie liirdtation of resources GOTTLOLA 3'fAR (U.) was 
concentrating on tiiree higher priority activities at A?G. This was due to 
the three activities harvLng a ^jreater dei^ree of sen3iti\a.ty-. Should tbe 
resource problem ir^prove. to the; point. ■'.'bere^Tr.COn coj^ld be coverp-d bs^'onc^ 
routine liaison then IJCGO";'. Tjould be ijrj-ediately notified. I'.G Povrers acknoivi- 
ediied his linderstandinc c-f the current status of G'.IILOLA STAR (U). ■ ' 

(2) On 17 Eecember 1975 COL Kenneth T,. Staiil , Gcr. .ander, Zldsewood 
Arsenal, i\PG was given a "/uarterly Proijress rlepcrt b riefing as perfaj.ns to 
the Edeewood Arsenal portion of Operation GCil-ILOLA STAR (U), 

(3) Cn 19 iJocember 1975 CCL Alvin D. [higeil aider, Gorirar.der, ;j^0 i-jas ; " 
;\iiyen a '""uarterl;/ Progress "ter.ort briGr^n;;-; as pertains to those activities • 
located in the AberdssT- Ar<r;a, A?j vhich are iiupported by GT'^SOJA 3T;i?. (U). 
I'r. Harry A., /.'encke Installaio.on }ntellit3«nce Cfficer, APJ, the ICIP Coord-, 
inator for the Aberdeen Area, AR'., vas also present for this briefi'.ig. 

b . r.ecapitulaticn of vperat:^ ona?..' "'roj ^ ress Darinr^ t]:e Psricd: I uring 
the first quarter of jT IS '-6 'Jr-^^i/.T,A ofA- w) v-gs reacti vatsij, two 
cciifidsntisl scurcac 'rers recruited asid efforts startsu to ir-;;rt'a:3e the }.GIF 
cnverai^e. In tht; ."ucr.nd quarter T.'. l^lC e£rcrts vera leads' to Li-oaden the 

jCIP cc.v^iia;je cf the t!;rce priority activities cesitinated GiLiT..CAL SA'^JSITIVDj • 
iid^eiro-d Arsenal, '^S Avry I'allist'fc ,(esearch "abcratorius and US Ar:;^^ 
•'ateriel Systenis Analysis Activity. 2n this regard ;;i:irioant pro;jress 'was 
r.ade. Training aiid devslcri-ent of the tv:c nevrly recruited confidential 
sources (IC-:;-CC5 snd j O-':.~OPtO) pro-pressed r^iC. tl:eir production increased 
accordingly. Again durinr tlii.s q^iartsr the ; V had additional tir;e avail- 
able ' to devote to i vlP duties. This allo-rdd' tiie ?bl' to r.ore tlrnn double. 
t:it' tifTiB cf his presence in- the r:b7" orted activiti es, as coirpared to. previous 
quarters.. Conseriuently, there vas an increase in CiP:I,3, casual sources 'kt'd 
the activity ci tec in p^ra^raph aa(2).above. ' ■' ' 

c. • Significant Counterintellii'-;ence Information Ssveloped : 



7. OC) Quarterly Briefing of Supp-orted CoiTi.":and: 




REGARDED UNGLASStRED 
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lerxod: 1 October 1975 to 31 Deceniber 197^ 

(1) Under the jltil, "Identification and extent of foreign contacts of 
niilitari'' and DDD Civilian personnel, i-dth particular emphasis on Sino- 
Soviet bloc countries" (paragraph 1, Appendix 1 to Annex J to OF-O0i-7U'^* ■ 
109)3 "tliG following information vas developed: 



(a) Source IG--B-O30 reported !Tr. | b6 | a citizen of the 



federal Republic of Germany xv-as assigned on an exchange prograffi to v;ork 

in the US jlrjny 'Kuman Engineering Laboratoj^.' until Septenber 1976. Ths XCIP 

Coordinator was briefed, no additional action is expected. 



(b) oource- iv-:--005 reported I b6 | assi.-nsd to the US 



krrr-f Materiel Systeiiis Analysis Activity, had a forner wfe s-nd t\:o children 
■residing in the 7ed-3ral "lepublic of Germany. The XCIP Cocrdinator was 
briefed and local files uere cheeked. '; 

(c) Source lC-r-C32 reported additional information ccncerninr; travel 
by r:-S-12 r~ b6 " t ^o Czechoslcvakia and Poland .duri ng tlie s'..ii:i:: :-er of.. ... 
1975. Additional information i/as also provided ccncemin^ | b6 ( plans 
for sndther trip to tSicse countri^ic. ICIT Coordinator was briefed and the 
infomation was also brought to the attention of another 'u5.-J-JTA el erriont. 

The ICIP Coordinator expects ICIP to continue to inonltbr rbS | activities. 

(d) Gcurce lGri--010 repo;^tsd one .' ritish r.nd three Cr;riadi.un peroonnel 
visited "Lldc-e-cocd Arsenal fearing the period 1^5 tsceuiber 1975. A check :ri.th 
th£^ jCIF Coordinator determined tiie visit had bepn proi>jrly cleared. 



(s) ccurce iC-i-OlO reported Gd-l^^ b6 o- "Jdf:e'./rod-- 

Arsenal vas a nedical stucdrit at the Ai'ieri c&n 'j'ivivers:i t y . j".eirut, Lebanon 
durin.^; •.''.•TI and r;d.sed tlie question of hov b6 

rr^.litary serrrice vrith the German Arrsy d-.-ring tiie -ar. 

■Tas briefed. The ICIT Ceo ruinator as.ked to have | b6 



viis ' able to avoid 
The IGIF Hcordinator 



dcis.-jder rovi^ ved in or o-3r to atternpt to ans^-.^er t/ii; cj;s5ticn, Thit; action' 



(2) Under ti.e J , nt^sndsd foreiijn travel of i:\ilit;;ry and i)Ou 
civilian personnel to Sino-3oviet bloc couiitries or attendance-at social 
and official functions at Tjhich ^ino-Soviet bloc personnel are present" 
(p^ragrapli 2, Apj-^sndix 1 to Anr/ex J to (.T-CO1^74^10?), the. fblloying 
ir.forr^ation vras developed: ■ ■ ' ' ' .•' 



(a) •So:irce i-^-Vi-OJC reported Go-12 | b6 en employee 

of -he ;Iui--.=n .;n~i.n .i-jrin^ ".aboratory, and his 1-7110 , \ b6 
an e:-ployae of the Ar-y L'ateriel dystems Analysis Activity, tcok a 
IG to Ih day tour to Puscov.' £.nd l-eninj^rad vlrich T-rks sponsored by t!;e S.-dtb- . 
son i .-in J ns ti tu ti on in '. 'ashin^jton, LC. Since the FLO vas already aware of . 

givinr notification of the trip -.through their chain of. ccr'-i and 



b6 



the_ 

^,nd the information havinc already coF:e to the attention of anotlier element 
of USAIUTA, no action -was taken. ilX; did rake rsention to the ICIP Coordinator, 
that the information had also been developed through ^^^IJEGARDED UNCLASSIRED 

ON SEP OS 1997 
BYCDRUSAINSCOMFOI/PO 
km Para 1 -603 DoD 5200.1fl 



Period; 1 October 197^ to 31 Decsnber 1975 



(b) In a separate. report scarce reported the 



b6 



intend to take another tour to ;aissia during the sar.a1.3r oX 19.76. This 
information vas passed, to the ICIP Coordinator. — 

(3) Under the ESI, "Solicitation by foreign nationals or .organisations _ 
of personal and/or official information through official or non-cfficial 
channels "(psraj^raph h. Appendix 1 to Anne;: J to 0F-001-7h-lC?), the 
fo}. loving information was developed: 

(a) ■ •SoLU-'ce IC-I--030 reported ths Harlan .i^n-^in'-rring T:abo ratcr.y r.q'cgiy ed " 



a ;-:ritten request for biblic-graphi&s of IIJilL pal.licatior.s frcra b6 



b6 I Institute of ">:j)orir::;vntal I-sychclo£y, Slovak Academy of Sciences, 
Ko celova \ 7 , Iratislava, .Oz'Bchcsiovakia. The Lirector, HBLL^ sent a letter 
to I b6 arvising iCL no lcnt;er had copies of the bibliograph ies avai lable 



or distribution to the public. The director of HiiL^sugcesteu l b6 | irgtiate,. 



contact through the C zee iiosl ovale Sribassy K'lth the ilational Technical j nfonn- 
ation 3er\ac3s, 52S5 Fort .>cyal lioaa, Gpringfield, VA 22151. Tne iCIP 
Coordinator '.ras brie-fed, no action is pendinr^, 

{hj- under tiie arly detection of persons v:hos8. activities and 

character wealojesses render them vulnerable ■ to hostile intelligence exploit- 
atf.cn" (,T:ara-rapii 8,. Appendix 1 to Annex J tc (;F-!:X'l-?h-lCP), the follovrln-- 
iT-fc;r:-.ation v-as devslop-od: 



(a) So!.u^ce J C -B-Cn^ re^'orted Mlj b6 
oj'St'jPTS .Analysis Activi ty, divorced and c: 



b6 



also divorced. 



His 



rc-rr=wr wife, 
to ;;cnj.tor the 



■JS Arry Materiel 
Itat-inii T^ith G5-? [W 



b6 



?;ac also defaulted in siifport paj'Tn-ints to' .. 



JO±r <jor>ruin£tor v:as briefed r.nc iCIi- is ccmtinuin,:^ 



b6 



situation. 



(b) -A'r.rce reT-orted ir f orriati ci: cr;r\ccrnin- 

tal r;?1ut:,onchi-:^i betF^^m "S-lI; 



:o£-ibl3 e::tra- 



b6 



"be" 



both ivq^lc-jc.Ci, of ;.c£je-!,'O.Gd Arsenal. 



inu ■jZ.-3 | b6 

Tie j ZIP Gcordihator :-?as 



briefed and j-T-IF vras aslred to coutjnue to ronitor ^-ne situation.- 

(c) ."ource ;;'j-b-032 reported hying told by a eov.'ci^her that a ''{^O'-^o 
dr^ncer" at the :'GG Club perfoiTied the "unctini: of sexual partner, presumably 
in exchanpe for y,on3ta;y rcnuT^i ration, for hij.h-ranJ.'inj; visitors to 
b'd.fie-.-.'ood Arsenal. .Lccal in/^uirji- bj- the PLC- ceterminsd the ti.o-iio d'ancer T — 
■.-?as no longer eirployed by the A?'.' Club system. .'.0 information ---as 
developed, to coniirp or refute the ir;.foiT -f;tir:n from scirce^s ccv.-orher. 
The inforr^istinn vas passed, to the ] Gl'F Cf.orclT.nator who requested. 2-.;.''itinnal 
infori.;ation as it becomes ' ava:" lable. 



:;-i5 



' d'l So'.^.rce IC-I:-010 re ported ihforrriction wh:.ch cr.ulc tend to indicate 



b6 



was nentally unstable. Tlia IGl? Ccc rdinator 



was briefed and a bird ted j nvsstiRstion vas requested. ^ , - . 

REGARDED UNCUVSSIFIEO .y^Oi-t^fB 
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] GIF QUAP.'iSRVi fHCGP^SS irjISER 2 

^eriod: 1 October 197< to 31 December 1975 



(e) Source ] C-E-053 reported GS-12 | b6 | Ddcewood 

Arsenalj took a wctr.an (IIFI) vrho vjas not his nlfe to lunch al^nost every y/ 
day since 1 Koveriber 1975. The IGIP Coordinator was briefed j no action 
is pendinp. ' - " 



(f) Source IG-B-053 reported GS-lli | b6 7l ''^^S.^'^-'OO^ 

Arsenal, was observed on annroxiTnately a dozen occasions taking a i-jcman; 
not his v/ifSj to lunch. I b6 [ was observed, talcing three or four different 



worsen to lunch since 1 Septonber 19?5. -he TGIF Coordinator iv-as briefed; 
no action. is rendinj. 



ig) coarce IC-E-032 reportad 3S-13 |__b6 jIc;[^cwood Arsenal, 

had a reputation cf a "iv.3d scientist" . Also that I b6 ~\ h ad brai^ v-sd about 
haying intercourse •t-.dth an alle^^ed prostitute . ''n a date | b6 took source 
to his home and of ferrid to take cars , of ^er rinanci^ ly if she i/ould take 
care of his sexual needs j sotirce declined. The DC IP Coordinator was briefsd." 
The ICIF Crordinator is making a local .inquirj- in advance of requesting a ' 
Liroited Investinaticn.- . ' " ' . .-)^Xx'-Jjt^''^f'%-Y'' 



(h). Source IG-B-C'C5. .reported f;AJ b6 | 'i-- Armj'- I'ateriel 

Si'-jtsns Analysis Activity,- claiiried ^'or ^ tip to i bagva^e handler 

cn his Tlx vovtch&r when he did' not ^ive a ;;=U.CC tip. IGiP CccrdinatcF . - 

T-ras briefed, follov up -action, is yet to be determined, 

(5) 'Jjidr.r the l.'Uy "Secui^ty violations • cr iiaaarcs" (paragraph 9, 
Appendix 1 to Ar.nex J to 0P-C01-?1;-109 ) , the follovring infomation was 
developed: "... ■ 

(a) :?ource.IC-B-GGC repartod a iJO(!?IDi::mAb dccuwent had been- left ' 
uiss^cur!3d over a thr'ee day Kcckend. The JCIP Orcrdin^tcr vre^s bri&fed; 
follov: up action is psndinfi. (Ai'SAA ■Security Officer aira:-' TLY until l5 Dec) 

(u) ^cLirce jCrl'-OSO reported a security container iiad bten left -.open 
daring duty -houi's in ah -unattended office at thy US Ar-^.y J'ateriel Systens- • 
Auaij-sis Activity. The ICIF Coordinator was briefed, follow up action is • 
peridinf^. 



(c) 3ourcs IG-B-08b 'reported| b6 "| a secretary in the US- krmy 



i'iateriel Systenrs Analysis Activity left her office unsecured and her securi 
container open- for periods of five to ten rdnutes -vaile j.»ei;rprriirj ft chores 
aviay fmn her office. The ICIF Coordinator -.-as briefed, foTloi; .up action 
is pending. ■ .- 

{d). Source jC-?-0?-0 r-:;ported attendinfj a scientific conference at 
tl:e US Arujy ?'atsri-2l Systerr.s Analysis Activity' .viiich had 'been ai-iounceQ 
as- classified. Access to the conference had not been properly, controlledj 
hovrever, tr.e portion of the conference "attended by source was believed to 
have been unclassified. The IGIP .Coordinator was briefed, follow up- 
action is pending. ■ . • ' 



(e) Source lG-E-08p reported the. Ground ivarfare. Division of the US 



Period: 1 October 1?7S' to 31 iJ^cember 1975 

Ijateriel Systems Analysis Activity had moved to. different office space. 
Prior to the move no technical survey was conducted to determine if there 
>:ere electronic surveillance devices in the new office space. The ICIP" 
Coordinator was briefed^ follow up action is ijendirig, 

(f) Source IG-E-OIO reported information relative to an adverse 
iiiorale situation in the Pio-j-reoical Laboratory of Edgswood Arsenal. The, 
situati on vas allege d to !iave b-^sn created h^r E'A -level officials unjustly 



lettinsj b6 



talce the blame publicly for i;A-dir ected res earch in 

b6 



h.illucinorcnic drugSj &Tid that LA .w&s in fact offering i dp | as a 
"sacrificial larib". This information was ir.rediately passed to tlie ICIP 
Coordinator and the Cora ander of Zoc^vooa Arsenal. T!ie conriEnder raised 
several questions ccnceminij tl:e personalities involved and tha cause of 
adverse rorale situation, '."hese queat5.ons were covered fit thy next Keetinj^ 
i-'i.th this source ai"id the answers were provided to the coiri -ander. The , j^^^ 
coriTander asked that I GI P ' continue to r.onitor the situation. ji .M^^y-^^'-^'^ juv'>^''V\', U'^'^ 

(6) 3n response to the objective of identi.fyir>ji and neutralising 
threats cf esricnajiSj sabotage and subversion, Source lC-y)-030 reported 
the I'uTir.n -jriyrineerinii Laboratory's receipt of two unsolicited requests 
for inforrr-atiaB. The rsquests weirc frdin the president ox a cor.ipany which 
clai;i,fic to be'jnvclved in the nat'^lonal effort to reduce Lr.d prevent crime.: 
The infomatl'^n requested -was urclacsified . provided the inforniation ' 

askfed for in tl.e first request, but did not have the infcrr^ation to satisfy' 
th-3 second request, j nitial investirjation failed to confirm the existence / 
of the company identified in the request. The iCiP Coordinator was briefed • l 
",nd riiiL vriil not l:onor sny further requests froD" tids coj^pany until all 
checks/by iH have been completed. ^£(U'i''\ • 

3. Actione ip-plei^onted or tsV.en by the supr-ort.ec cor rand based upon ' 

thu inf om-atj on submitted: 



iiib:iect 



Type Jnforrstlon Leveloped Action Tafeii Late of Action 



b6 



\ 



b6 



rcroijn '■oiinsction 
jbrsign Trcvsl 
'Poreii-xi r:cm;ection U 
■ . 'suitability 
Fcrei^jn Travel 
roreirti '^ravel 
Suitability • 
-uitab-lity 
Jl.iitabiiit:' 
^iiita^iilit- 
Suital3ility 



I'onitor 
iionitor 
i:onitor <;•: 

investigate 23 Dacarr.ber 1-??^ 
;Icne. 
~fons. 
l-.'cnitor 

".ione .' . 

Hone 

i onitor . - -■ ■; 

] Jet yet determined • ' 



REGARDED UMGLASSlFlEO 




I 

. ■. M 



ICir qUAnTH^ILY TEOGIIESS REPO-^T nUi3iSR 2 
Period: ,^1 October 1975 to 31 December 1975 

'9. j-'^^^i yh^rciinents , Renarks and lecomrsendaticns ; Both coinpanders and their 
ICIP Coordinators continue to consider GOJJDGIjA ; STAH (u) a significant 
adjunct to their security program. .This Project Liaison Officer continues 
to receive the coirplete cooperation of all associated, personnel of the 
supported activities. ■ ' ' 



liJCHAruJ L. GRj/j.D£R 
Project Liaison Cf;"icer 
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ACTION RBOUIItBD 

To obtain ACSI approval for termination of ICIP. 



MEHOHAHDUM mCORD. (D»»crib* btMlj tlf nqftrtrnml, ^ckf rownf and atlion latcn or r*cemin«nd<t/. Mwt bf Maffttitntlf dHailtd to iJtmtiff 
ik* otthm iMtuwt racdarM to otktr wnrea*. ) 

l.>2fO BACKGROUND ; INSCOM-SOD on 9 Feb 79, requested authority to terminate ICIP - 
LEN-flL MONKEY (U) located at the Defense Language Institute (DLI) , Presidio of 
Monterey, OA. The ICIP is an OACSI, DA program. 

DISCUSSION: 

a. The ICIP is a special operational security service employing "imely, effective 
and coordinated use of overt and covert CI sources and techniques to detect elements 
or factors which are detrimental to security. The primary factor which distinguishes 
the ICIP operation from CI support normally provided to an installation or unit by MI 
groups is the use of confidential sources as covert assets in the conduct of the 
operation, 

b. Conmiand security threats covered by the ICIP include acts of espionage, 
sabotage, subversion, and the activities of hostile foreign intelligence directed 
against MHMHHMli the supported command. 

c. INSCOM-SOD' s status report, 1st Quarter, FY 79, for ICIP Operation LENTIL 
MONKEY (U) reveals that the operation utilized 16 confidential sourceis, produced two 
Summaries of Information, one Source Lead Development Report, 35 Contact Reports and 
40 Agent Reports. Further, a total of 1148 manhours were expended on the operation 
(TAB B). 

d. INSCCW-SOD has suggested that a different type program would be better suited 
to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (DOSSP), which does not use confidential sources and which 
can be readily implemented by the 902d MI Group with existing personnel assets. A 
DOSSP is described at TAB C. The DOSSP for DLI would be tailored to satisfy local 
security requirements unique to DLI. CLASSIFIED BV: ■• j (, '"7C! C7, 

iC\P 

(Continue on plain band) 



IMPI.ICATION$ 



CINFO TES □ NO □ PH'M P«06S YES □ □ OUDOET VES □ MO I I 



COORDINATIONS 



1- 



19, 




DTii 



EX 



OlSPATCtiEJ (0T6) 



"EXTEND'D-BVr- 



SHOW >DOniOll«LCOOIt)l«lTION OK REVEilSE SIDE OR COnt taUtTIDIi SHEfT 



ACTION OUICER ijilfmt, groJe, phont and ugtMtut* } 

Miss M. Brannan/x53501 



ACSI FORM 28, 13 Sep 71 




ir,"\.-.\ 



DAMI-CIC 

SUBJECT: Report of Internal Counterintelligence Program (ICI?) Operation 
Operation (U) 



e. The general concept and reconmendation to replace LEINTIL MONKLTf (U) with a 
DOSSP have been discussed and concurred in by Cdr, SOD, INSCCW, the Coomandant and 
Security Officer at DLI, and 902d MI Group. 

f. Basis for tensination of subject ICIP and replacement by DOSSP is that 
Information obtained from LENTIL MONKEY (U) is general In nature and can be obtained 
through normal security assistance to in stall at ion j» THnriTHinri' i miii mi iiiin^jl i 

^ i ''-^"ff ^^'^^■^r^^v an{] i]||-||f ^■fiiillilin 'T] ' 1 if |1 r1 ii iT f1 ri P 1 n T f i III II of 

phyultiil juJWLtHi— fci*ihA^hiUi aa_£aused those working the q nPTr*"''" — rg^rpr-n 

(<r — 



g. By 1st Ind (TAB A) authority granted INSCOM-SOD for termination of LENTIL 
MONKEY (U). 

3. (U) RECOMMENDATION : That 1st Ind (TAB A) be approved and signed. 
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LENTIL MONKEY: (QSR, 1st QTR FY 79) 



a. Location: Defense Language Institute (DLI), Presidio of Monterey, 



b. Confidential Source Utilization: Sixteen 

c. Information Obtained or Reported on Non-affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) An instructor of the German Language Department (GLD) who visited 
East Berlin while on a trip to Europe, failed to comply with DLI regula- 
tions directing prior reporting of such visits. Two other GLD instructors 
may have also visited East Germany during the quarter without reporting 
the event. 

(2) Instructors of the Polish Language Department encourag(2d students 
to attend a dance sponsored by a Polish ethnic organization in Oakland, 

CA in January 1979- It was stipulated, however, that the students must 
attend the dance in uniform. 

(3) According to a report from another government investigative 
agency, a recently hired Russian Language Department (RLD) instructor 
had previously been of interest to a Yugoslavian intelligence agent work- 
ing out of the Yugoslavian Consulate in San Francisco while the instructor 
was attending DLI as part of an exchange prograra in the latEl960's, 

(4) Several Instructors in the Chinese Mandarin Language Department 
(CMLD) are opposing the new Interagency Course Curriculum. Insitructors 
have been reported to be inflating exam grades in order to presient a false 
impression of student abilities. The students lack of language capability 
will be manifested once they reach field assignments and thus discredit 
the new course, 

e. Operational Status: 

(1) Sixteen confidential sources were active during the quarter. 
Four sources were terminated and one new source recruited. Ten conven- 
tional sources also provided information during the quarter. 

(2) During the reporting period, information obtained from all 

sources, including that acquired from overt liaison activities, resulted 
in production of two Summaries of Information, 35 Contact Reports, 65 
oral reports to the DLI Commandant and/or designated representatives, one 
Source Lead Development Report, and AD Agent Reports. A total of 11A8 
manhours were expended on the ICIP during the 1st quarter. 
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.3) on 18 Decen^ber 1978, the required quarterly ^^^^-^ was presented 
to COL Thomas G. Foster 111, Cotnnandant, DLL COL Johi. Gargus (bSAF 
DLl Dep;ty Conunandant, LTC Richard P. Kelly, DLI E-cutive Of acer LTC 
Sldo K. iebb. DLI Security Officer, and MAJ Michael A ^1;^^"'^^'^' ^ 
Fort Ord Field Office, 902d MI Group, also attended the brie.ing. 

(A) As a result of the quarterly briefing and based on information 
reported during the quarter, the DLI Commandant directed the Securit> 
Officer to prepare a letter to be sent through channels to the G.D m- 
s ; or who vLiced East Berlin (para d(l)) requesting an -P a.at.or 
?or his failure to comply with DLI policy. Additionally the Se.urxt^ 
Officer win intensify efforts to develop policy concerning -PP^^P"^ - 
instructor-student reiationships/behavior . The Co^rnandant ^ - f "^-^^ 
the DLT Information Officer to publish a notice emphasize, restrictions 
on militarv personnel participating in political and certain other events 
wSile in uniform, and the Securitv Officer will insure DLI un.t cor..,.nders 
emphasize military regulations governing participation an such :unctions 
to their units. 
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To obtain .'.C3I approval for termination of ICIP. 




BAOgaOPKD ; ZHSCOM-SOr on 9 Fab 79 » requested authority to termltxate ICIF - 
LEHTfL MONKEY (U) locatad at the rcf.^acc Language Institute (DLI), Presidio of 
Monterey, CA> The ICIP la aa. GI4CSI. DA pregraa. 

DISCOSSIOS t 

a. The ICIP la a apaclAl operational aecurlty service employing timely, effective 
and coordinated use of overt and covert CZ sources and techniques to detect elements 
or factora -Julcb are detrimental to security. The primary factor whJxh distinguishes 
the ICIP operation from CI :;iii'.»-.rt normally provided to an Installation or unit '..y MI 
groups Is the use of confidential sources as covert assets In the conduct of the 
operation. 

b. Coninand security '^-jreats covered by the ICIP include acts of espionage, 
saliOtn :c, subversion, and the activities of hostile foreign intelligence directed 
against jj i mam w lt ^ ilu the supported cooonand. 

c. INSCOM-SOD's status report, Itt Quarter, FY 79, for ICIP Operation LEMTIL 
MONKEY (U) reveals that the operation utilLted li confidential sources, produced tvo 
Sumnarles of Information, one Source Lead Development Report, 35 Contact Reports and 
40 A^ent Reports. Further, a total of 1148 raanhours were expended on the operation 
(TAB B). 

d. INSCOK-SOD has suggested that a different type program would be better suited 
to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (.'CZS?} , which does not use confidential sources and which 
can be readily Inpleoented by the 9b2d MI Group with existing personnel assets. A 
DOSSP is described at TAB C. The DOSSP for DLI irould be tailored to satisfy local 
security requirements unique to DLI. .. i ^oj. •'■<.:• ..: CiL ' - - ^LLil 
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DAMI-.IC 

SUBJECT: Report of Interaal Counterintelligence Program (ICir> Operation 
Operation (U) 

e. The general concept and recosnendation to replace LENTIL MONKEY (U) with a 
IX}SSP have been discussed and concurred In by Cdr^ SOD, IHSGCS^, the Conniandant cv.J 
Security Officer at DLI and 902d HI Group, 

f . Basis for terolnation of subject ICIP and replaceoent by DOSSP is that 
information obtained from LENTIL MONKS? (U) is general in nature and c:an be obtained 
through noraal sacurlty Bsslstance to installation; INSCCM-SOD's currtint investi- 
gative oad reporting authority and most important the lack of a clear definition of 
physical surveillance which has caused those vorklng the operation much concern 
(TABD). 

g. By lat lid (TAB A) authority granted INSCOM-SOD for termination of LENTIL 
MONKEY (U). 

3. (U) RECOMMEKDATION : That Ist Ind (TAB A) be approved and signed. 



REGRADED UWCLASStBEO 
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DAMI-CIC (9 Feb 79} lit Ind 

SUBJECI^ Report of Internal Ccninterlntelllsence Program (ICIP) 
Operation (U) 

HQDA, ACa, Washington. DC 20310 

TO: Commajider, US Army Infcelligcac« asd S«>curlty Command, 
Tm\ ATTN: 1A3D-SA, Fort G»org« G. Meade, MD 20755 



AatfaoHty to terminate IClP, LENTIL MONKEY (U) la granted. 




vd all iAcl 



REGRADED UNCLASSIFIED 







DEPARTMENT OF THE ARMY 

US ARMY JNTELLtOENCE AND SECURITY COMMAND 
FORT OEORQE G. MEADE, MARYLAND 2075S 



FEB 9 1973 



lASO-SA 



SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operation (U) 



HQDA (DAMI-CIC/Ms Brannan) 
WASH BC 20310 




1. 5tiJ^ Submitted herewith is the status report, 1st Quarter, FY 79, for 
ICIP Operation LENTIL MOKKEY (U). During the reporting period the opera- 
tion produced two Simmaries of Information, one Source Lead Development 
Report, 35 Contact Reports and 40 Agent Reports. 



2. LENTIL MONKEY (U), supporting the Defense Language Institute, 

Foreign Language Center (DLIFLC), Presidio of Monterey, CA, is the only 
C0N1JS ICIP being conducted. However, the type Information generally 
developed from the project, and this Command's current investigative and 
reporting authority, suggest that a different type program would be better 
suited to provide the required security assistance for DLIFLC. A Dedicated 
Operations Security Support Program (DOSSP) could effectively replace the 
ICIP without employing confidential sources and be readily implemented by 
the 902d Military Intelligence Group vith existing personnel assets. At 
inclosure two is an extract from the USAINSCOM OPSEC Support Procedures 
Manual which describes the DOSSP. 



3.\S9'T The general concept and recommendations to replace ICI? LENTIL 
MONKEY (U) with a DOSSP have been discussed and concurred in by the 
Comraahdant and Security Officer at DLIFLC. The operational concept would 
be tailored to satisfy local security requirements unique to DLIFLC. 



4. VWr In view of the above, request authority to terminate ICIP LENTIL 
MONICEY (U). Concurrent with termination of the ICIP, a DOSSP for DLIFLC will 
be implemented. 



2 Incl 
as 

CLASSIFIED BY CDR INSCOM 
REVIEW 8 FEB 99 
EXTENDED BY CDR INSCOM 
REASON Para 2-301. 3. c. 




WILLIAM I 
Special A 



ENNINGS 
stant (OPS) 



^ ^ y REGRADED UNCUSSIFIED 

^ 5l BY CDR UsllMbOM FOf/PO 

AUTH PARA 1-603 DoD 6200.1 -R 



Ill- TYPES OF SUPPORT 



1. GENERAL: This section discusses the various types of OPSEC support 
that are available within USAINSCOM. It should be noted that operations 
security is a command responsibility. Therefore, any improvements in 
the supported commands' OPSEC posture must be accomplished by the supported 
commander, USAINSCOM is unique in that the present organization integrates 
many of the counterfntelligence/security skills that formerly vere 
assigned to separate Army conraands. As such, the ConBtiander, U.'jAINSCOM, 
has the capability to conduct a multidisciplined security evaluation of 
a project* activity or facility. With the divergence of skilTs integral 
to the USAINSCOM organization, the majority of problem areas that have 
been historically associated with OPSEC can be addressed, and with the 
multidisciplined approach, USAINSCOM units are able to assist supported 
commanders by evaluating their OPSEC posture and recommending means of 
improvement. This should enable the achievement of a much better security 
posture. The following paragraphs describe the types of support which 
USAINSC0^5 units provide. 

2-1. The DOSSP Concept: The DOSSP is a systematic, ongoing, dynamic 
approach to providing the local coimiander, operations security officials, 
project managers and security managers of US Army installations/units/ 
activities/projects with meaningful operations security support in the 
form of timely, accurate, all source intelligence information pertaining 
to the real-time, multidisciplined threat posed by hostile intelligence; 
observed vulnerabilities of the supported element to that threat; 
and recommendations for appropriate corrective action to enhance operations 
security. This program is based on a Covering Agent (CA) in an overt 
continuous role of acquiring information about the supported activity 
and the threat thereto and providing it to the supported activity in a 
timely manner, while concurrently recommending practical "fixes" to 
reduce observed vulnerabilities. 

2-2. Responsibilities: Implementation of the Dedicated Operations 
Security Support Program is the responsibility of each individual field 
element (RO/FO/Detachment) within the policies provided by the HQ, 
USAINSCOM. Responsibility for supervision, guidance, and comprehensiveness, 
rests with the Field Offices, Detachments, and Battalions within their 
respective areas of responsibility. Group Headquarters will provide 
guidance, as appropriate, monitor the overall program, acquire and 
disseminate threat data, and, in the case of certain key projects/activities 
which stretch beyond local boundaries, will provide central iited management 
of the overall DOSSP effort. 

2-3. Target/Project Selection: Determination of who should be a recipient 
of DOSSP support is a continuous process of initiative, investigation, 
and evaluation. Such documents as the ACSI Sensitive Installation and 
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Unit List and other sensitive activities listings are helpful, but not 
comprehensive. Each field element must do all within its capabilities 
to insure they are aware of all significant Arji\y activities in their 
AOR. Once this grasp of the local environment is obtained, prioritization 
based on available manpower, desires of supported activities, information 
from intelligence channels, and perceived security sensitivity of the 
supported activity is made to determine if DOSSP support is appropriate. 
Security sensitivity is the most important aspect in determining if an 
activity requires support. Determination of security sensitivity must 
be based on the importance of the activity to US national security as 
well as the potential benefit to be derived by a hostile element if they 
were to obtain details about the activity. 

2-4- Covering Agent Functions: 

a. Threat: The Covering Agent must be an expert in the threat to 
the activity he has been detailed to support. This can be accomplished 
only by thorough study of nationa^T threat data, review of periodic 
intelligence updates, and liaison with local, state, and federal agencies, 
as well as their foreign equivalents, where appropriate, in order to 
develop local threat. Refinement of this threat to manageable size is 
based on a thorough knowledge of the supported command. 

b. Knowledge: OPSEC support to an activity is predicated upon a 
thorough knowledge of that activity. There is no easy v;ay to obtain 
this knowledge other than extensive research into the organization's 
mission, functions, and organization. An initial step in this direction 
is the reading of Army Regulations and Field Manuals pertaining to the 
activity. Briefings from activity personnel, study of organization and 
functions manuals, test plans, contingency and operations plans, and 
related documents are the means for building a comprehensive data base. 

'Even after building this initial base, a systematic plan for obtaining 
data on an on going basis should be instituted, i.e., daily bulletins, 
test schedules, briefings, and test plan changes. While expertise in 
SIGSEC and IMAGERY Security by CI Agents is not required, familiarity 
with basic concepts is. A primary goal of the USAINSCOM OPSEC Support 
Program is to provide Arniy elements a single point of contact for ob- 
taining MI support, be it SIGSEC, IMAGERY Security, or Counterintelligence. 

c. Execution: Success in the OPSEC support area is based on the 
willingness of the covering agent to cast himself in the role of an all 
source agent and his innovative application of investigative skills in 
developing threat and vulnerability data, use of deductive reasoning, 
common sense, and gaining the confidence and respect of the personnel of 
the supported command. If the confidence of workers at all echelons of 
the supported command can be gained, their willingness to provide candid 
assessments of vulnerabilities within the activity will become the 
Covering Agent's best asset. The CA may know a lot about an activity. 
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but the actual workers know a great deal more. Their experience makes 
them much more able to relate security weaknesses if they appreciate the 
threat. 

d. Recording: Methodical recording of threat, vulnerabilities, 
unusual incidents* ideas, and recommendations is essential in building a 
successful DOSSP. This allows the CA to evaluate comprehensiveness of 
local hostile intelligence targeting, determine patterns, and fit together 
isolated incidents, and provides continuity of support as personnel are 
transferred- A g>mp1 i M o rlib tg ti u ineludtd rigurc 1. 

e. Reporting: Other than the maintenance of workbooks, no formal 
reporting requirements are imposed on covering agents except in extenuating 
circumstance of intense, critical stages of support. CA's will keep the 
chain of command informed of significant activities. 



lASO-SA 



SUBJECTl B«poTt of Internal Counter lntalllc«nc* Prograa (ICIP) 
Opwration (U) 



BQpA (nAKI<-CIC/Ka Brannan) 
WASH DC 20310 



1. Submitted herewith is the status report, 1st Quarter, FY 79. for 
ICIP 'operation LENTIL MONKEY (0), During the reporting period the opera- 
tion produced two SuBzmariea of Infomation, one Source Lead Devclopioent 
laport^35 Contact Raports and &0 Ajtent Reports. 

2. LE^mL MONKEY (U), supporting the Defense Language Institute, 
Foreign Language Center (DLIFLC), Presidio of Monterey, OA, is the only 
CONUS ICIP being conducted. Bowever, the type Information gentirally 
developed from the project, and this Conaaand's current Investlj^atlve and 
reporting authority, suggest that a dlffftrent type prograia KOu^Ld be better 
suited to provide the required security assistance for DLIPLC. A Dedicated 
Operations Security Support Program (DOSSF) aould effectively replace the 
ICIP without employing confidential sources and be readily liaplaiaented by 
the 902d Military Intelligence Croup with existing personnel assets. At 
indosure t«o is an extract from the USAINSCOM OPSEC Support Procedures 
Manual which describes the DOSSP. 

3. The general concept and recoimoendatlons to replace ICIP LENTIL 
HDWfTf (U) with a DOSSP have bean discussed and concurred In by the 
CoBsaandant and Security Officer at DLIFLC. The operational concept would 
be tailor ad to aatiafy local aacurlty roqulrancnta unique to XiLITLC, 




In Tiav of the above, raquast authority to ternlnate ICIP LENTIL 
(U). Coneurrant vlth taraiitatloo of the ICIP, a DOSSP for DLIFLC will 
be Inplsantad. 
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902d HI Gi^ap Pamphlet 381-3 



DEPARTMENT OF THE ARMY 
Headquarters, 902d Military Intelligence Group 
Fort George G. Meade, Maryland 20755 

90 2d MI Group Pamphlet 

No. 381-3 22 April 1976 

Military Intelligence 
DIRECT SUPKJRT COMPREHENSIVE COUNTERINTELLIGENCE PROGRW' (DSCCP) (U) 



1. (U) REFERENOES: See APPENDIX A. 

2. (D) PURPOSE: This pamphlet establishes policy, guidance, and standard- 
ised procedures for the conduct of all-souree, multi-discipline counter intel- 
ligence siq>port within the 902d MI Group's area of operation. 



\ 3. (U) GENERAL 



a. The Comroander , 902d MI Group, has the responsibility to notify 
commaiiders of Axjny installations and units in the group's area of operation 
when: 



(1) Any situation or condition exists that poses a threat to the 
internal security of that Army element. 

' (2) Any situation exists that might adversely affect the corraandor ' s 

capability to perform his mission. 

_ (3) Information indicates a probable employenent of military resources 
to counter a threat to the installation. 

In order to acquire information of situations or conditions that may pose a 
threat to the supported commander, field elenients must aggressively seek it 
and not wait for it to be reported through normal sequence of events. This 
is particularly essential for those units/installations- declared to be crit- ^ 
ical sensitive. 

b. The DSCCP is one of a series of graduated intensity counterintelli- 
gence programs designed to provide the proper coverage based on the security 
vulnerability of a particular installation. In relationship to other gradu- 
ated counterintelligence programs listed in USAINTA Regulation 381-100, the 
DSCCP would, in certain instances, serve as a meeins of identifying the need 
for programs of greater intensity such as SVAs, or EAVEs, or, in other in- 
stemces, may serve as follow-up support subsequent to such intensified 
services. It provides the broad spectrum of coverage to include a multi- 
discipline approach with provisions that the information gathered be report- 
ed expeditiously to the responsible commander. The program systematically 
focuses on providing threat information on the most critical area within 
the target installation in order to provide the required information to the 
supported commander. ■ cLAS51> :- 0.;/;. ^k:;A„V7>^ ■ 
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c- This program is not synonymous with, nor is it identifiable 
with, the Iptemal Counterintelligence Program, Special Operations as 
defined in FM 30-17A, or the Special Covert Operational Personnel Inserti 
<SCOPl) as defined in OSfllim Regulation 381-100. 

a. Dij?»ct SiQVO^ ConprftheBsive Counterintelligence I>rogram 
ilaeoCP} lli^an overt, dodicated cou»t«i^AtelligeDce Security l^ui^rt 
pro^aa tlto obi«etj.va of detectifij Qg anticipatiztg situatiLons and 

'^^^■'ii^iocu'pccm any soaicce Imhom^^jelJ^t/s&^pa) liliieh axe or may become 
^:^-')^fc£il«sitstil't^^ SO9twc9.02^im livported iAStaUat:Lon. It 

-U^^ilb^Srf /« eixect Smgpturt Special inijfmt' ^esk) in an overt cont:Lnuou5 
"^"^^^ ^ttf ■y^ti'^'^ ^t^^^nwtlnn and providing it to the commande:: in a 
'''^Mftly MnnaXf tdtlla conoorrently providing sound recommendations for 
■^tStm rttOuetion and/or elinination of security hazards, vulnerabilities on 
tlixoats posed by hostile factors. 

b. Stie DGSA obtainB the required Information from overt investi-^ 
native activities and froaii a mnaber and variety of sources and contacts 
within and in the vicinity of the supported installation. Confidential 
sources are not utilizetd. He is fully supported in this task .by the 
intervening echelons at Field Offices, Group, and USAINTA. 

c. The DSC CP is a complementary service provided to the supported 
cOTTonimder to assist him in improving the security posture of his instal- 
lation. It is not intended. to duplicate nor to usurp the functions and 
responsibilities of the G-2 or of the Security Manager. 

5. (U) RESPONSIBILITIES : 



a. The CoOTnander, 902d MI Group, is the approving authority for all 
DSCCP operations conducted within the group's area of operation. 

b. The S3, 902d HI Group is responsible for the following: 

(1) Coordinating tiie selection of units/installations as candi- 
dates for DSOCP with the appcoprittte OSAIMTA staff elements » 

(2) .Monitorin? DSOCP operations on a contlnulxig basis and periodic- 
ally infoxiaing appreciate DSAINTA staff elements of their progress. 

...(3) -Conducting an annual review of each DSCCP operation to deter- 
Bine if it is still necessary and if so, to asure that it reinains viable. 

-c. Field Of f ice^ Coonanders are responsible for the following: 

(1) Initiating proposed DSCCP operations for installations located 
within their cureas of operation. 
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(2) Conducting DSCCP operations within their area after approval by 
the Group Commander and coordination with the supported commanders. 

(3) Designating the DSSA for each DSCCP operation, providing follow- 
^ tip m^iport, and arranging for DSSA clearance and access to compairtmented 

iaf onaatioin ' as reqaixed. 

(4) Briefing of ttoe supported coomanders on the results od: DSCCP 
■ operatioo at tegular intervals per nutoal agreements. 



.5-- 



•f • 



(5) Establish procadures to autlntain oontinuity of the program 
during tfJMttces of the DSSA. tftien possible, an alternate DSSA will be 
-assignedi^.^- 



FBDCEDUKES AND SCOPE: 



*^ a. (U) The designation of installations or Army elements as can- 
didates for the DSCCP will be a coordinated action between the Field 
Office Coanander and the supported cooniander. In some cases,. the action 
may be directed by the Group Conmander or USAINTA following a request for 
special counterintelligence support from a major commander. Regardless 
of the origin of the request, DSCCP operations will always be conducted 
with the full consent and knowledge of the supported commander. 

b- ^ flg y The selection of installations to be considered for the 
DSCCP must be discriminatory and based on a genuine need for this man- 
power intensive service in order to avoid over-commitment of assets. 
The target installation must be one that is on the ACS! Sensitive 
Installation and Unit List (SIUL) and one that is a potential or actual 
target of hostile intelligence services. It is recognized that some 
field offices and resident offices have nmerous sensitive installa- 
tions in their area, many of which may be categorized as critical. 
Therefore, it is essential that each FO/RD maintain a listing of these 
installations in order of priority, in determining- the order of prior- 
ity, factors such as mission sensitivity, and impact of comproniise on 
the security of the United States, etc., will all have to be analyzed 
and a value judgement must be made based upon actual knowledge of the 
local conditions, as to which installation has a greater need for special 
support. The installations heading the list will get first consideration. 



Proposed concept will be submitted to the Groves (;ommander 
by letter for approval. The letter will indicate the installation com- 
mander's concurrence in the program. The concept will contain a listing 
of missions, sensitivitiaSi and those internal and external factors which 
say pose a threat to the Installation. Vulnerabilities to hum^m sources. 
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Communications intercept, overhead, and ground photography, and other appro- 
priate technicai/scifentif ic factors will be included if known. This infor- 
mation will be extracted froia the target analysis (Para 7a) or from the 
SVA if one has been completed. The concept must address actions to be 
taken to detect moii cownter these threats. 

d. (O) Occasional expenditures of ICF in support of this program is 
cuthorized and will be processed in compliance with the provisions of AR 
3B1-141 MBd es&nm Reyulation 381-1, Rectirring e^enditures will be sup- 
ported « fozaal request for authority if such expenditures are antici- 
pated. « 

_|ir) tbe conduct of investigations of and storage of information 
.oono6£&lng persons and organizations not affiliated with the Department 



of Defence are prohibited unless authorized under the provisiors of AR 



The actions listed below are considered to be ndnimunt, essentia!! for the 
inplementation of this program and are not to be considered as all-encont- 
passing. They should be Bodified as appropriate to meet situations and 
needs peculiar to the supported installation. Common sense and experience 
will likely dictate additional or supplementary means to be emf>loyed in 
order to successfully attain the objective. 

a. (u) Conduct a target analysis of the unit/installation to iden- 
tify, in order of priority, the most critical and vulnerable a^eas and the 
multi-discipline threats to which they are exposed. Reference will be 
made to the following: OSAINTA Security Support Bulletins, "THREAT" Man- 
uals, completed SVA/SAVE Reports, CI Survey and Inspection Reports, PM/MP 
Crime Statistics and Incident Reports, and Communications Security Reports, 
when available and applicable. The original copy of the auialysis will be 
maintained at the FO/RO level. Appropriate data will be extracted and 
included in the initial Quarterly Progress Report. The analysis should 

be reviewed and updated periodically in subsequent Quarterly P:rogress 
Reports. 

b. <□) Assign a nature, experienced MI Special Agent as a Direct 
Support Sx>ecial Agent (DSSA) to provide all-source direct support to the 
supported commander or his designated representative. The DSS;^ must be- 
ccMne intimately knowledgeable of the supported comnand's missiiDn, func- 
tions, security status and vulnerabilities. As the program will be 
overt in nature, the DSSA will be known as the primary USAIHTA point of 
contact to all within the supported units/installations. The DSSA will 
require a TOP SECRET clearance and an 5X/SA0 special access. 




ldCKl3, 
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cV^^ TO iga ^ The task of the DSSA is to develop a sufficient number 
of sources of information to provide the best possible coverage to the 
unit/installation and personnel of the elenient to detect security vul- 
nerabilities, and make sound recommendations for their reduction and/ or 
elimination. The DSSA should work closely with the security manager to 
coordinate appropriate natters and to avoid duplication of effort. How- 
ever, care should be taken not to duplicate or usurp functions and re- 
sponsibilities rightfully assigned to the security inanager. 

tl) Htman sources of information will include Conventional Sources 
(Incidental, Casual, and Official) and Liaison Contacts as described in 
Chapter 6, FH 30-17- Confidential Human Sources will not be utilized. 
Anonymity »ay be provided through the provisions of the Privacy Act of 
1974 itftan the Bource so requests. The association between the DSSA and 
CoQventlanal Sources or Liaison Contacts will not normally be classified. 

(2} Haximum use will also be made of Documentary and Technical/ 
Materiel Sources to include, but not be limited to, SATRAN Messiages, 
Depeurtment of the Army intelligence publications and/or bulletins ,- 
USAINTA Security Support Bulletins and "THREAT" Manuals,- SAVE/SVA re- 
ports; Military Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor- 
ies or warnings concerning events or situations affecting the supported 
command. 



d.VnpMil* A contact card file will be maintained at the supporting 
office to identify conventional sources and liaison contacts- This file 
will be integrated into the existing contact card file already established 
for use in the routine mission of the FO/RD. It must be readily available 
for DSSA personnel at all times. Individual cards will be annatated 
when the contact is in support of a specific DSCCP operation. LACs will 
be conducted on casual sources with the results reflected in the contact 
card file. 



») Consideration should be given to conducting a system- 
atic review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if unresolved security matters exist. This issue will 
be discussed with the supported conmcinder if such a review is deemed 
necessary, the DSSA should recommend that the commander undertake the 
action. If the commander requests that the review be conducted by the 
DSSA, then the matter will be referred to group headquarters vhere re- 
solution will be made in conjunction with the appropriate USAINTA staff 
el^entsc The DSSA may assist the supported ccumnand in the re\'iew of 
dossiers but may not taJce any investigative action to resolve issues. 
He will advise the supported command to submit requests to USAINTA when- 
ever investigative action is indicated. 
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Reporting of Information: 



(1) (U) TO the local conaaander: Information of counterintelligence 
interest affecting the security posture of the unit/installation will be 
reported to the supported connnander or his designated representative in 

a timely and complete nuinner. The information may be reported orally, 
by Agent Report foroat, or by Summary of Information (SOI) forrrat, as 
appropriate. Ifhile most items of information will be passed or an 
oral basis only, there laay be certain instances when the coircnarider will 
desire %f)eitten reports from the DSSA to be later attached as backup 
infomatlAn to his Bequest for Investigation.. In these instances, ARs 
oantaining the adverse allegation may be passed when the full c:onsent of 
the 80urc9B of the infoznation has been obtained. Bovever, whE:n a 
source of information desires confidentiality, to protect the siource, 
the 'DSSA can th«n pass in the information only on an oral basin or by 
SOX foxna't. itegardless of the memner in which the information was 
passed to the supported ccamnand, a report of the information provided to 
the supported coiBnand will be summarized in the Quarterly Progress 
Report to this headquarters with an indication of the actions l:a](en by 
the Supported comaand (see Para 7h below) . 

(2) (U) Other; Information of counterintelligence interest to 
the intelligence conmunity or other agencies will be reported In accor- 
dance with established procedures utilizing normal reporting vehicles 
such as oral reports. Agent Reports, Spot Reports or Sununaries of 
Information as appropriate, information reports will be classified 
according to their content. Such reports will indicate when a;;id to whom 
the information was passed and what action the oorameuid has taken or 
plans to take. Subject blocks, special warning notices emd Privacy Act 
caveats, etc., will be those utilized in established investigative 
activity procedures. (AR 381-20 and USAINTA Reg 381-100) . 

(3) (U) When fragmentary information of counterintelligence in- 
terest is initially surfaced, the DSSA will attempt to determine whether 
or not the information is credible prior to reporting it to the supported 
Commander. Preliminary checks may be made only to the extent authorized 
in para 3-6, USAINTA Keg 380-100. Should this prove to be insufficient 
to esteUalish the credibility of the information, the DSSA will then 
refer the matter to group headquarters for coordination with USAINTA- 
Credible information concerning a member of the supported command should 
be used to suw>ort a formal Request for Investigation to USAINTA. 



The supported comiiander or his designated representative 
will be. Orally briefed on all items of threat information concerning his 
cammand, or be provided written reports as appropriate. Examples of the 
types of threat information include satellite overflights, Soviet bloc 
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country conmiercial overflights, communications intercept capabilities/ 
vulnerabilities from air, ground or water, personnel security vulner- 
abilities and others as listed below. Depending upon the source of the 
information and its previous distribution within the intelligence com- 
Bunity, the information laay be passed laterally or to higher echelons in 
accordance with established reporting requirements. All information 
gleaned fraa the operation will be briefly susmarized in the Quarterly 
Progress Report. 

q. (JO) A list of EEI will be developed by the DSSA in order to 
focus specialized corverage on the specific requirements of the local 
situation and the si^ported conmander. Examples of EEI are attached at 
APPENDIX It should be noted that the EEI contain items of specific 
Interest to the supported coomander and other items that pertain to lead 
juateriaJL foe use by the US Army intelligence community. A copy of the 
developed EEI list will be attached to the initial Quarterly Progress 
Report. 

h. (U) A Quarterly Status Report in the fonnat contained at 
APPENDIX C will be submitted to Group Headquarters no later than. 10 
working days following each calendar quarter. The first report will be 
due after the completion of the first full quarter of oxjeration after 
initiation. The report should reflect the developments and proc;ress of 
the operation, problems encountered, information obtained durincf the 
reporting period, future actions contemplated and lessons learned or 
recommendations as appropriate. 

8. <U) Reducing Vulnerabilities: Once a security weakness or hazard 
has been identified, the DSSA then has the responsibility to make sound 
reconunendations for corrective actions to be taken by the supported 
conunander to reduce or eliminate them. In making these recommendations, 
the DSSA must use good judgement based upon his background and <;xperi- 
ence, cost verses absolute security, knowledge of similar instances, 
common sense, and an intimate Icnowledge of those technical and/or 
specialized security services and/or investigations available t<j the 
supported commander from other USAINTA elements. Each corrective action 
must be viable, made on its own merit, be practical and be with.ln the 
capability of the supported oonanand. OSAINTA Security Support ISulletins 
contain excellent examples of "quick-fix" solutions. In those rare 
instances when corrective actions cannot be accomplished due to cost 
restrictions or limited resources available to the command, the comman- 
der must be nade aware of, and accept the possible security ris!lc(s) 
involved . 

It is visualized that situations, incidents or conditions may 
be uncovered which could have serious deleterious effect on the security 
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posture of the installation and could not be resolved through the tech- 
niques of the DSCCP, In these cases, the matter should be expeditiour.ly 
referred to Group Headquarters where it will be brought to uSAIOTA's 
attention for resolution, considering ICIPs, SCOPIs, Special Operations, 
or other more sophisticated methods. 



10. (U) The application of the DSCCP to a supported installation is a 
special effort and will probably require the services of the DSSA on a 
near full time basis with additional manhours of support furnished by FO 
and Group Headquarters. Consequently, PO Connnanders and RO SAlCs should 
proceed with caution in offering this service to commanders to prevent 
over-extending their resoiarces. nevertheless, the DSSA approach of the 
DSCCP is Boand and could well be applied to other installations in the 
area of operations but to a much lesser degree than in the DSCCP- This 
should be done as a coutine matter and no formal approval is required. 
Thus, one MI Special Agent could become the DSSA to several installa- 
tions of lower priority. 

11. (U) This pamphlet provides policy and guidance for 902d HT Group 
personnel in the conduct of all-source, multi-discipline counterintel- 
ligence support within the area of responsibility of the 902d Ml' Group. 
It complements existing US Array Regulations, USAINTA Regulations and 
U5AINTA policy and guidance. Nothing in this pamphlet shall be con- 
strued to contravene or to be in conflict with existing US Army or 
USAINTA policy. In the event that possible conflicts may arise, the 
provisions of existing US Army and/or USAINTA policy will apply. Any 
questions pertaining to x>ossible conflict of the provisions of this 
pamphlet with existing policy will be addressed to this headquarters, 
ATTN: MiiA-GPB-AC, for fxirther staffing with appropriate USAINTA staff 
elements. Comments and recommendations are encouraged and should be 
submitted on DA Form 2028 (Recommended Changes to Publications) to this 
headquarters for consideration and staffing. 
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APPENDIX A TO 902D MI GROUP PAMPHLET 381-3 

REFEBENCES 

1. Amy Regulations: 

a. Ml 18-7, Army Information and Data Systems, Data Processing 
Installation Management, Procedures, and Standards. 

b, AR 190-13, the Army Physical Security Program 

C. Aa 340-21, Office Managanent, <rhe Army Privacy Program. 

u- .. -A. All 380-5, Security, DepartiBent of the Army Supplement to DOD 
5200. 1-R (DODISPR). 

e. {jeO AR 380-10, Department of the Army Policy for Disclosure of 
Military Information to Foreign Governments (U) . 

f. AR 360-13, Security, Acquisition and Storage of Inforriation 
Concerning Non-Affiliated Persons and Organizations. 

g AR 380-150, Access to and Dissemination of Restricted Data.- 

h. yi> AR 381-3, Signals Intelligence (SIGIWT) (U) . 

i. AR 381-11, Military Intelligence, Threat Analysis. 

j. AR 381-12, Subversion and Espionage Directed Against OS Army 
and Deliberate Security Violations (Short Title.- SAEDA) . 

AR 381-12-1, Processing of SAEDA Incidents (U) 



1. V 



AR 381-14, Coiinterintelligence - Technical Surveillance 
Countermeasures (U) . 

m. Ttlf AR 381-15, Military Intelligence, Domestic Exploitation 
Program (u) 

n. AR 381-20, Military Intelligence, US Army Counterintelligence 
(CI) Activities. 

o. '"''^w' AR 381-141, Military Intelligence, Provisions for Admin- 
istration^ Supervision, Control and use of Intelligence Contingency Funds 
(ICF)^ (U) 
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p. AR 530-1, Operational Security (U) . 

q_ }^ AR 530-2, Communications Security (U) . 

r.ltjjZ^ AR 530-3, Electronics Security (U) . 

s^)^) AR 530-4, Control of CoPiproiiiising Emanations (U) . 

t. AR 604-5, Clearance of Personnel for Access to Classiliied Defense 
Information and Material. 

u. AR 604-10, Military Personnel Security Program. 

2. DOD Publications; 

a. DOD 5200. 1-R, information Security Program Regulation. 
i>. (SI) DOD 5200. IF {M-2) Special Security Manual 
c. DOD 5200. 28-M, ADP Security Manual 

a. DOD 5220-22-M, Industrial Security Manual for Saf egucLrding Classified 
Information. 

e. DIAM 50-3. Physical Security Standards for Sensitive Co^r.partmsnted 
Information Facilities. 

3. Field Manuals; 

a. FM 19-30, Physical Security. 

b. FM 30-17, Counterintelligence Operations. 

4. ACSI, DA Publications. 

a, OACSI Sensitive Installation and Unit List (SIUL) . 

b. AARGRAMs (as applicable) . 

5. USAINTA Publications. 

a. USABJTA Reg 10-2, Organization and Functions Manual. 

b. V(^ USAINTA Reg 381- 1, ICF (U> 

' c. USAINTA Reg 381-100. Counlier intelligence Activities and Procedures, 
a. "Vs/ USAINTA Security Support Bulletins (U) . 



e. isl USAINTA Security Support Program Manual "THREAT" (U) 

f . 'T^) USAIKTA Sec\irity Support Program Manual "Operations" (U) 

g. USAINTA Security Support Program Computer Security Manual. 

h. OSAINTA Daily Operational Reports (as applicable). 

i. OSAIKTA Supplement to AR 380-5, 
6. 902d Ml Group Publications: 

a. ^'^jf^r' 902d MI Group Pan^jhlet 380-2, Security, SATRAN 
Reports (U) . 

b. 902d MI Group Daily Operational Reports (as applicable)- 
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ESSENTIAL ELEMENTS OF INFORI^TION (EEI) 

l.^TSii GENERAL: In devising EEI applicable to the supported instal- 
lati<bi, each one of the multi-discipline threats must be examined in 
conjunction with the mission and situation of the particular ta.:qet. 
The actual or potential vulnerabilities thereby conceived become EEl 
affectiiK) the supported installation. Since each installation inas its 
own specific situation, it is iii5>erative that the D55A work very closely 
with a representative of the supported installation in order to arrive 
at an £EI listing tailored to the specific needs of the command. The 
references listed at APPENDIX A provide background information and 
guidance in devising EEI. Many of the areas covered by these references, 
^lich Jtezetofore have been of little concern to the Special Agent, are 
now essential elements of knowledge to the DS5A if he is to successfully 
accomplish his mission under the DSCCP concept. This is particularly 
necessary in the areas of SIGINT, PHOTINT, OPSEC and Computer Security, 
Listed below are sample EEI for each category. These EEI are basic and 
are only a partial listing provided as an aid in developing a list 
peculiar to the supported command. Some of the items may not be germane 
to every DS5A but are included as nuclei for possible development of new 
or related ideas. The final EEI list prepared by the DSSA should include 
the source or sources that can provide the required information. 



2. ^^^i^ HUMINT: The following elements are those normally atti ibuted to 
collection or ejcploitation by human intelligence sources. The information 
\ will usually be obtained by various HUMINT sources, personal 61>servation 

by the DSSA and liaison contacts: 

t 

': a. HOIS subscriptions or regular acquisition of local and post 

? newspapers tind periodicals. Sources: LNO contacts and USAINTA. 

b. Deliberate compromise of classified information or unauthor- 
ized release of military information to representatives of foreign 
governments (ARs 380-5, 380-10, 381-12 and 361-12-1) 

c- Public information releases and local newspaper articles 
revealing unclassified but useful (to HOIS) information regarding 
f the command. 

r 

J d. Theft, suspected theft, or unauthorized reproduction of 

, classified documents and or material. 

e. Reported or suspected blackmail or coercion of individuals 
employed within the supported command. 
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f . Actual or attempted physical breaches of restricted area 
perimeter security, external or internal. 

q. Barly detection of persons whose activities and/or character 
weaknesses may render them vulnerable to hostile intelligence exploit- 
ation. 8ttitabllil7 factors may include; 

(1) Bxcassive Indebtedaess or recurring financial difficulties. 

(2) TBtej^Xained affluence. 

-^J) Conduct rendering the individual vulnerable to press'jure, such 
as boaosexuol, criminal or isnoral acts. 

(4) Bsoessive use of alcoholic beverages or improper use of drugs 
or marcoticB. 

(5) Mental or emotional instability or history thereof. 

(6) Those who attempt to commit suicide. 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to bear. 

h. Personnel who regularly and voluntarily work during non-duty 
hours when unobserved access to classified data is possible. 



1 J 



i. Sudden uneicplained or inadequately explained absences from 



work. 



j. Membership in, or association with members of organizations 
constituting a local threat against the US Army as defined in AR 380-13. 

k. Unsolicited correspondence from individuals, organizations or 
addressees known to be a threat to the US Army. 

1. Allegations or denunciations of espionage or sabotage on the 
part of sensitive installation personnel . 

3. V(i^ PHOTINT: This pertains to intelligence obtained by means of 
photography, mainly through HOIS satellites or HOIS commercial aircraft. 
Also included must be threats posed by hand-held cameras operated from 
low-flying private aircraft and ground-level photography conducted from 
areas outside the perimeter of the installation. Photography from sea- 
borne platforms should be considered at installations located near 
international waters. Soxurces of information for this type of data are 
documentary sources such as SATRAH messages, schedules of tests, opera- 
tions and troop movements, as well as results of liaison contacts and 
personal observations. Some sample EEI are as follows: 
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a. Following activities during periods of scheduled overflights by 
HOIS satellites and commercial aircraft; 



(1) Large and significant training exercises. 

(2) Testing of equipment and/or techniques in tha open. 

(3) Uncamouflaged new or sensitive equipment. 
<4) Other significant movements and activities. 

(5) Concentration of transportation equipment, i.e., transports, 



b. Build up of major itein stockpiles in the open. 

c. Gradual build up of facilities at a test site. 

d. Repeated violation of air restricted zones by co.Tmercial/private 
planes. 

e. Appearance of private aircraft during classified, or significant 
tests/demonstrations. 

f . Placing, operating or testing of new, significant or classified 
equipment in areas exposed to the public. 

g. Sudden appearance of camera-carrying "tourists" in the vicinity, 
coinciding with the scheduling of new, unusual and/or classified activity. 

h. Unobstructed windows and apertures in areas where classified 
matters are hctndled, permitting observation and photography from uncontrolled 
areas. 

i. Foreign vessels, particularly from East Bloc Countries, appear- 
ing off-coast of installations near international waters. 



analysis of communications, COMINT, and from communications electromagnetic 
radiations, ELINT. HOIS SIGINT collection against US facilities is 
accomplished from air-borne, sea-borne, and land-based platforms. HOIS 
capabilities in this field are described in the USAINTA Threat Manual and 
additional information as to specific threat to the supported installation 
may be found in reports of SVAs and SAVEs and/or requested frcoi USAINTA. 
The field of SIGINT is a very complex and specialized one. Adequate 
protection of a command/installation from HOIS SIGINT collection requires 



etc- 




Signal intelligence is derived from the intercept amd 




the application of Signal Security (SIGSEC) which includes Comrauni cations 
Security (COMSEC^ r and Electronic Security (ELSEC) . COMSSC measures axe 
applied to telecommunications systems and has four compoiisuts ; crypto 
security, physical security, transmission security and ejnnission security. 
ELSE!C pertains to protective measures applied to electromagnetic radiation 
of non-comminications equipsaent and systems to prevent the interception, 
analysis or exploitation of those radiations by foreign intelligence. The 
DSSA must become sufficiently familiar with the above subjects in order to 
recognite vulnerabilities, and Jcnow when to recommend a request for technical 
assistance. References Ih, 1, p, q, r, s, and 5d and e in APPENDIX' A will 
provide additional infonnation. Furthermore, the DSSA must work closely 
> with the staff element having responsihlity for SIGSEC of the supporte-'? 

" installation. The EEI selected will be the type that can be fulfilled 

by human sources, preferably located in communication/electronics worJt 
areas. Some EEI coBunon to SIGItfT are located in para Ic, Appendix to 
AR 530-1. Other san^le EEI follow: 

a. Conducting tests on new or sensitive radars and other non- 
CGtnrounication emmitters within range of land based, air-borne or sea-borne 
HOIS ELIKT platforms. 

b. Installing and operating electrically operated, infcrmation- 
processing equipment which handles classified infonnation without the 
application of compromising emanations control measures. 

c. Poor telephone security to include: 

(1) Discussion of classified matters over Autovon and (Ximmercial 
telephone systems. 



(2) Discussions of upcoming events which can provide tipoffs to 
classified activities. 



(3) Use of double talk in reference to classified messages. 

(4) Reading/quoting verbatim portions of classified matters. 



S.^^jF OTHER EEI: The following items are of interest to the US Army 
intelligence community ajrid will be forwarded to this headquarters by 
Agent Report format for appropriate action. A statement in Agents Notes 
will indicate if and how the information has been reported through other 
appropriate channels. As the information will be passed to USAINTA for 
possible exploitation bt the Special Operations Detachment or the Director 
of Operations as appropriate, the Agent Reports will be classified 
CONFIDENTIAL-NO FOREIGN DISSEM. Normally this information is not passed 
to the local commander other than to insure that other proper reporting 
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procedures are being followed by the command. 



a- Identification and extent of foreign contacts of military and 
DOD civilian personnel, with emphasis on Soviet bloc countries. 

b. Intended foreign travel of military or DOD civilian personnel 
to Soviet bloc countries or attendance at social or official functions 
at which Soviet bloc countries are present. 

c. Foreign business or professional connections and the extent 
thereof of military and DOD civilian perso.rmel and their fairdlies, witl 
emphasis on Soviet bloc countries, 

d. Solicitation by foreign national or organizations of personal 
or official information through official or unofficial channels. 

e. Invitations by non-US Government organizations or individuals 
to members of the supported command to Participate in conferences or 
symposia or to submit papers for publications in professional journals 
on activities related to their government employment. 



o 



1 



APPn^DIX C TO 902D MI GROUP PA^gHLET 381-3 

DSCCP QOARIERLY PROGRESS REPORT 



1. (U) IDENTIFY: (Name of 902d MI Group Field Element providing support), 

2. (U) SUPPOBTED CCMMftND: (The activity (ies) receiving the support and the 
major comiinand(s) involved.) 

3. ( ) rafiCST ANALYSIS: (In the initial report .siiranarize the results 
of target analyses conducted for all activities, installations, or 
sepeirate elements designated and incltMied in the program, by order of 
priorilgf of support. Subordii^ate elements large enough to be designated 
sid»-targets will be listed in subparagraphs. In subsequent reports, 
indicate only chemges as they occur.) 

4. { ) QUARTERLY BRIEFING OF SCJPPORTED COMMflND 

a. Circumstances I In brief narrative form, cite datels), identities 

of all persons present, and subjects discussed and results of the briefing (s). 

b. Recapitulation of Operational Progress During the Period : In 
as many subparagraphs as may be required, cite significcuit developments 
as pertain to developaent of the program, improvements in target coverage, 
and any operational readjustments made during the period. In citing 
specific items of interest, identify each by making reference to the 
appropriate reports made daring the reporting period which contained 
details of the topic discussed vith the conunanders, if applic<ible. 

c. Significant Counterintelligence Information Dev eloped: In as 
many subparagraphs as may be required, cite identities of per:»nalities, 
incidents, or groups discussed with reference to the report previously 
submitted. 

5. ( ) INFORMATION SUBMITTED : 

a. To the local commander and actions implemented or ta):en as a 
result : 

Subject Type Information Developed Action Taken Date of Action 



b. To the intelligence conanunityf 



Subject Type Information Developed To whom reported 

6. { ) COMMENTS, REMARKS AND RECOMMENDATIONS: 

In this paragraph, indicate any general remarks or indications of special 
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interest shown by the supported command that are not covered in above 
paragraphs. These remarks should reflect the commander's asses;i:ment of 
the viability of the program, whether it is meeting the objectives and 
achievements as he sees them, and any problems and/or recommendations. 
Also indicated the extent with which the cororoander or his representative 
has cooperated with the FO/RD and/or this group and any pertinent remarks 
which could sezve to isprove the DSCCP support to the command. Where 
problem areas have been enco\jntered, findings and recommended solutions 
will be provided. Lessons le2urned should be included to assist in the 
planning and intpleaentat i on of other operations. A statement will be 
entered as to whether any information concerning non-affiliated EXJD 
civilians or organisations was reported (AR 380-13) . If affirmative, 
reference Sfpecific report or attach copy. Utilize subparagraphs to 
explain or amplLfy inforaation or data reported, 

MOTE: Classify each paragraph according to its conbent. Because of the 
distribution of this report, care must be taken to insure that, the 
contents of the report do not reveal SI/SAO access material. An example 
of this would be to include the Statement "three items of PHOTINT 

infomatlon, reference messages , , and , we;re received 

and passed to the supported command. Appropriate actions wert; taken", 
without revealing the SI/SAO information contained within the reference 
messages. 



C2 



2 JarrcKiry 1979 



nnuMDBll PQS SBSGTORj CXXJlflKRlKIIELLDClKCE 
SmJidtt^^tmAO. Moak«7 (U) ICIP (V) 

1. MtUoted «tj|^ C^«ratian FIad for ICIP, Lentil Honlcey (U), 
3<oc« i »d at tte Ovfense language £kstitate (SLI}« Preeldio of Kor.terey, 

a. 

2. Attatihed at JAB B. are the Quarterly Smrasaries on Lentil llonkey (U) 
for FI 78, 

3. AttaAed at Jj^ipis an FBI report on an individual who in 
197 7^ bglflE oonslflBrea for BBiployiBent at DLI. 

lii Deoeniber 1978, discaasion with SOD personnel concern iig this 
KIP revealed that subject ICIP would be terminated In early 1979, 
An J0^3. know. Bob Wright has an action before "higher authority" regard- 
ing a change in the definition of 8urvelll«wanae* Ity conoe:m has been 
Mhether or not ICIP violates the definition used dn the E.O, The DOD 
ID appears to be satisfied that it does not. With the tcr>ii:iat ion of 
Lentil Monkey the question frcan iny concern becoaieB academic. Accord- 
ing to SOD, Lentil Koaksy (U) will be replaced with another plan that 
will be administered by the 902d MID end will eliminate the area of 
concern • 
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operatkm; plam lestii. monksy (h) 



25 Japuary 1978 



1. «»- 



S it! 
INTERNAL COUNTERINTELLIGENCE PROCRAll (ICIP) 

I ' ■ 

Bsim, BacHground, Objectives, & Base oi Operdtions 



t. Mission. To provide co»:ncoi:iotelllgence suppo-.^, security support 
and cperetions security support to the Defense Language Institute (DLI), 
located at tit* Presidio of MoQterey» CA. 

i 

^ b. Backsround. Ref b designnted tbe Secretary of the Array as 
^ecutlve Agent for the Defense Language Program and lasked z\e Department 
•£ th* Az«y to control the program. Military Intelligence recel-* ed the 
•l^ove stst'-d aission. The Conesandact, DLI requesf'.J by ref the 
lanplerventatlon of en Agj^resslve Counierlnt: lligenc e Frograni. Th:ls program 
. itf BJW Itnown as ar Internal Counterintelligence Program (ICI?). A target 
«aln£jablllty analysis, conducted by the 115th MI Group in Mi'rch 1968, 
Indicated the requriBt ^s fully justified. Addlticn&lly , Inf^rmtion 
t antalned in tef b continues to sapport jthls deteriiiiiation. 

c. Objectivism 

I 

C) To attempt to ii'entify as early as }.ossibli specific hoistlle 
^ Intelligence collection operations or threats to th-^ DLI to allow neu- 
tralization or exploltat:'on of offensive counterintelligence ope::ati:)ns 
of such hostile threats and/or operations. 

I 

(2) To identify those activi.tl(:8 , practices aud/or petsonnel within 
^DLI that pose potential or existent SBCt|rity threats and to OKUtralize 



thieats Ro identified, 
in /;nnex B. 



Specific target areas are ide.itifled by ipriority 



d. Base cf DLI Operations. 



day office if located at the US 



(1) Project Case Officer (m): A 
Navy Post Graduate fchool in proximity tio, but, ph>slcally separated from 
the Preriidio of Monterey. 

(2) Project Lialron Officer (PLO) : - Pr,isic?io of Monte.ey. 
Personnel : 

a. Project Case Officer- 
bt. Project Liaison Officer. 
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OPERATION PLAM LENTIL MONKEY (0) 



c- Sources: To be recruited «6 available froa menters of the 
•tudent body, ataff and faculty of DLI. 



d. Control 7er60onel: See Annex C, 
3^ Cover and Dacuaentatlon: 



(Knowledgeabillcjr List) . 



b1 



b. 


b1 


1 : ^ 1 








c. 


r-W 


I 



r 



C 



b1 



Execution: 

i 

Concept of Operations: 



a- 



(1) The ICIF operation vill be implemented by the cjpordlnatpd 
utilization jof overt liaison contacts, conventional sources and confi- j 
dcntial soux^es. Priority of source recruitment vill be In accordance / 
vith the target priorities estab lished in Aanex £ and based on expressed 
or denonstrated needs of the DLI Ccnmandaint. The FLO will constantly 
spot, assess and recruit potential Confidential Sources for utilisation 
in priority target areas. | 

(2) ' Each individual end source involved in the conduct or coat 'ol 
of this ICIP will be briefed on and comply with current pollcic'i and 
constraints ptrtainlng to counterincel j-igence operations and otlier 
activities as they concern persons aai or^arlzatlons nor affil luted 
with I>epartneat of Defense (references a,| c, i). Upon recruitment (or 
earllor if deemed appropriate), each Confidential Source will bis briefed 
on these conscraints ar-^ will sign a certificate to this effec:. A copy 
of the certiflca-e vill be includei' in thje source data forward.'^ to 
h-'gher Bt^adquartcrf . ^ 

*a3 




OPERATIOW PLAN LEKTIL MCWKEY (U) 



(3) The *cope of thlB operatioit wlU not te expanded to cover off- 
post targets not affllUted wlttr cbe Departaent of Defense without ]prlor 
4q»provsl iA caaipllaQCfe vlth reference c; 

■ ^ V ' 4 i , 

<4) 4pcivlties aad duties of the PCO end PLO ere qontalned fn refer- 

«ice f . FU)» In exci^tlonal cases, based on tlie nature rilie DLI 

m^oamatip'^iillff sarv^ as s PCO for selected Coafldentlal Sources. 

k. _ essential Elements of Infcrnatlda (XBI): Annex^D. 

e. tlw§et Area: Aimex B. 

4. TaploMntation by Phases: 

I 

<1) Overt phase is on-going as apprloved and validated by !5A aCSI 
'^"Lettcr dated 14 July 1976, subject: Internal Counteilntelligance 
VrlBfrBS (ICIP) CD). The overt phase is |a {.rimary respcnsibil:'ty of 
the PIX>. . I 

(Z) The objectives of the ov^rt phaise are: 

(a) Spottirg and assessing potential Confidential Sources. 

(b> Establlshitiint ard maintenance of a professional and cooperative 
relationship with the DLI Commandant and 
DLI Security Officer and other persi>nnel 
priority targets. 



hi8 staff, with eaphafiis on the 
in key posftlons involving 



(c) Futther apprising the DLI Comnandant of tha ICIP, its objectives, 
capabilities and limitations. 

(d) Kstablishracnt «nd maintenance of a liaison link t?trougn the DLI 
Security Officer with the DLI Commandant to facilitate the passa,ge of ' 
perishable and critical information. 

(e) Accosiplishment of selected local investigative requirements 
relative to both overt and other sources. 



(f) Development and maintenance of 



iaison contacts vich local 



and Federal law enforcement, seciirity, ai}d ioveatig itive personnel. 

(3) Covert Phase. ^ 

(a) The covert phase is Initiated upon the recruitment of a 
Confidential Tource and will continue' for the duration of tie utilixption 
of such source, or until the operation ie terminated. 

^VCOR^SMNSCOMFOWK) . , 
AIJTHPARA^-60bDoDS®O.1-R 
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OTfiRATION PUN LENTIL MONKEY (U) 



(b) The objectives of the covert pttase» which are the responnl- 
hil-^ty of the ?CO'b are: i 

* ' . i • 

(1) DeVelopaeat and tiaely reporting of credible inforaation 
relating to the detection, neutralization or exploitation of factors 
or Individuals liibo pose a direct threat to the security of DLI and 
tiM Vntted States. 

f / (2) Tr«I,alng and ea^loitaCton of Ift-place Confidential Sources who 
I^^'t»«v« flacsMCit and access within the sel^ted priority target arc^s, 

^WtA lAo ttrc ci^ble of developii^ and reporting Infomation not avall- 
I ^.l^la through overt aeans. 

... e. Security Considerations:^ All personnel will comprT vith the 
.iaAolnlstratlve and Durational security {procedures set forth in 
■»«f«i]pnea Jf . | ' 

\. \ ' \ » . ; 

£. Teehnical Requirements: Dtilization of technit^l equipnent is 
not anticipated. If, during the. course jof the operation, such a requlr^' 
■ent develops, supplementary correspondence will be initiated. 



5. ^ 


CoimnunicationS : 


■i 


1 fli. 1 


b1 









bj" 



b1 



c. 



b1 



6. Training: 

: sj 



b1 



b1 




OPERATION PLAM LENTIL MOHICEY (D) 



hi 



«• and ^Lo£l« tics: 



b1 



I 



b1 



Tennlnatior.: 



a. Tenntnation With and Without Prejucica: Sou -ess recruited fcr 
these operations will be terminated when their use to the operation 
ceases, they show indlcat:^ona of iasecure practices which could compro- 
nlse the operation, they are no longer awenable to control, or the 
operation is terminated. Clrcunstances under vhich termination Is 
effected will determine whether termination is with or without preju- 
dice. Security debriefing and severance 'statements will be obtained 

at the time of termination when practicable. 

! 

b. Commltnents: The only commitments to be made to Sources will be 
assurance of protection of their identity and of reimbursement ot ex- •. 
penses Incurred at the direction of the PCO or PLO. 



c. Knowledgeabillty: Knowledgeabliity of Confidential Sources will 
be limited to names of the PCO and PLO; vehicles and license plates; 
meeting sites; training , EF.I and other modus operandi acquired by a 
Source in the course of his utilization In an operation. Knowledge- 
ability of Cotventlonal Sources, witting,; or unwitting, will generally 
be less than that of Confidential Sources; however, they wlll.be met 
and debriefed whenever practical, with the same operational techniques 
and procedures utilized with Conf Idcntla:!, Sources. 



Coordination and Liaison,; 



C^X/rdinatlot of this operation has been ^fected vith the 

886 



Coimnandant, DII| 



o 



{^ESATIOK PIAN I£KTIL KOTQCEY (U> 

and appropriate staff officers. LlalsoA vlll continue to be conducted 
'with these. officials. ; Liaison has also 'been establlshsd and melntalhed 
with approiprlats local aad Federal law enforcenent and investigative 
«j|eacls«. 




10. (V) l^rts: 



m* Sourca adainistration aad operational reports will be sciboltted 
!^ ia accordance with USAIlilA Besulatioa iSl-lOO & 1 and IM 30>17A. The 



followliig reports are required. 



t 
I 



I - 

! K 



1 



(1) Qoartcrly Status Seport (See oxanple In USAIHTA Regulairion 
Ml»lOe-l. ippeadlx A) 

(2) Lea^ Developr^t Report (See jxaople in FH 3C>17A, Appendix S) 

(3) Contact Keport (See exan^le la FK 3C-17A. Appendix D) 

(4) Agent Keport (See exanple in OS/JNTA Regulation 381-100, 
Appendix A) | 

i 

b. Quarterly status reports will |>e submitted so as to aririve sC- 
Special Operations DetachToent, HQ, USAINSCOK, NLT three vorklnjg days 
after the end of the reporting period. 

AHHEX: A - References 

B - Target list and Priorities/ 

C - Knowledgeability List 

, D - Essential Elements of Information 



E - Finance and Logistics 



REGpAOED UNCLASSIFIED 
ON ; SEP -5 1997 
BY ODR USAINSCOM FOI/PO 
AUTH PARA 1-603 DoD »200.1-R 
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juaOJL A: References 



1 



Executive Order 11905. United States Foreign Intelligence 
Aetivitiu (11) » IB 76- 

*trDOT I>lr«tiv« 5160-Al, dated 5 Oct tS, Subject: Defense 



I 



* a 3*>^13, £«il.itl<m and Storage of Concerning 
" '^ii^.STtd Or*mUatlfm5i(U). 30 Sep 7A. 



A^^ m^l. F«vl»*«- fox i^l-tration Supervision. Control 
S# ^.latilllt«i" Contingency Fund. (0), 7 Jul 76. 

; 1 Leti«r. A^I-CIPR. dated 8 Ocl 69 Subject: Countirl^lreUi- 
S^^rt of Defense Language Inatltyte ^U). ' ^ 

. TOAIKC Regulation 381-100-1. CoLterintelligence Special 
derations tW. *«ted 8 Jun 74. .| 

. ' IBAWTC Regulation 381-1. Provisions for Ad'^i"^^^^:"^;;^"',^. 
tape?;i.SnrContrJl and Use of Intelligence Contingency Funds (U) . 

U Aug 74, 

BSAIUTA Report. A Securltj Incident Review. Defense Language • 
Institute <U), dated Jan 1977. 

1. Letter. ICDO-OP. dated 12 Apr 74. Subject: D«brelU CPU* (U). 

1 Letter. CDT. DLIWC. dated 11 Sep 67. Subject: Requeat for 
AggrUsit^ C^u;teri;tellig;nce Support ru). with 1st Indorsement. 
0LI, dated 14 Sep 67. . ^ 

k. Letter. MIIA-GPA-CO. dated 6 Jari 77. Subject: Administratiop 
of litem^l Counterintelligence Program (U), 
-it 

» ; . 



i 





1 
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. V. 



AMNEX B 
1 



: Target Areas (U) 

dJ^^ Priority I targets linclude tb« follcwlng DLI l>aQguage Departments 



A. Kussien 

b. <^ech 

c. Pollsb 

4. Iimt«n«n 

e. loaaniaft 

f. Bulgerlan 

f. S^l>o-Cro«tia)a 

h. Chinese " Cantonese 

5. Chinese - Yfandarln 



4 

■d • 


Albanian 


iU 


Priority 


a. 


Arabic 


b. 


French 


c. 


German 


d. 


Italian 


e. 


Indonesian 


f . 


Korean 


S> 


Persian 


h. 


Portugese 


1. 


Spanish 




Thai 




Turkish 


1. 


Vietnamese 



REfJRADED UNCLASSIFIED 

B?DDf&SA^r!S?K)MF01/P0 
AU- H PARA 1-603 DoD S200.1-R 
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ANNEX B: Target ArcAS (0) 

3(11^ Priority III. targets lailude the following Non-Acodeaic 
PlrttC£ora(is: ' i i . j 

-'v.f -S:*. l>li»ctoV*t« of Support 

dli|BCtprAte of •.Tralnlns 



Dlroctente of Evaluation 



e. t»li^ctoT»to of Tr«lntBg-^)evelopH snt 



idttt Tralalnt 




I 



3-1 V 



s 

1 



f 
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ANHEX Ct Knowledgeabllicy List (U) \ 

SPECIFIC KN(WLEPCE.\BIUTY ROSTER ^26 August 1977)* 



UC Kussell B. Cooler 
LTC Joeepb 1.' B«wkln« 
KAJ Leonard A. Xostclnlk 
. \ ihJ CmtI X. l4«^ll*r 
tSG llcbard L. HcCaul«7 
J«rcaj 1. Bugbe* 
lonald M. Olson 
Jc-hn Cvrstens 
LTC ArchJt D. McQueen 



XCIP LENTIL kONKEY (U> 
POSIIIOH^ 
CoismandeW 
ExecutlvjE! Officer 
S2/3 

Chief Cperations Branch 
Operatio^e Branch 
PLC 
PCO 

PCO ' 

Special 'Assistant * 



DATE 0? ACCESS 



* All Pcra'onnel Listed Are Assigned to [the 93D MI BN (Prov) 



C-L 



- -eowifDENTPo: 







Jul 1977 








Mov 1976 


it- 


Jul 1977 


.M 


Aug 1977 




Feb 1977 




Apr 1974 




Fee 1976 




Aug 1974 




(Sep 1974* 





(• r 

■¥ 



J -if 

Siir J 





NAME 



GEN»::RAL knowled ge abili ty ROST (1 AUG 7;> 
ICIP LEN'^IL HONKFA (U) 
POSITION 



COL Samuel L. Stapleton 

COL R. Jaanson 

LTC R. P. Kelly 

LTC P. R. Burger, Jr. 

LTC Waldo Welib 

Jaines R. Green 

^^AJ William A. Sensenderfer 

CPT Van B. Lowry, Jr. 
CPT Brendon A. Xiques 
Jesse Eoone 
Max Do3 an 



b1 



Per FBI 



b1 



Per FBI 



KG H. R. Aar 
MAJ (ISU) Mor(,an 
CPT Ej.ward F. Alves 

01 r Afchtun CxTio.B 
CPT John F. Roe 

CPT Fred A. Rinnan 



ON fic /^jct/e, ^99^ 
I? Y USAINSCOM KJItf-A 
Ai!th Para 4-102. jX)D 5^ E 



Coirn mdant, Oefen&e 
Language Institute (DLT) 

Deputy Concnaadant, DLI 

XO, DLI 

Lirector, Support, DLI 

Security Officer, DLI 

Security Officer, DLI 

Chief, OPS£C Team, 
93d- MI Bn (Prcv) 

Adjutant, 93d MI Bn (Prov'i 

i 

CDR, F: Ord Field' Office 

i t 
S/A Ft ;Ord FO 

:*/-* r't'Ord FO \ 



J 



i.CSI, DA 

ACSx, DA taff Officer 

t 

S-4, 93d MI Bn (Prov) 

Cjn, TSCM learn 

Action; Officer, Sl-i 
9icl MI- Bn ( Prov) 

i 

TEMPEST Officer, 
93d MI; Bn (Prov) 



DATE OF ACCESS 
S.r? 1975 

,TulI977 
Sep 1977 
Sop 1975 
Nov 1977 
j£in 1974 
Jul 1977 

Sep 1975 
■ Aug 1975 
J.an 1975 
Jan 1975 
.. Jul 1974 

Sep 1976 
Jul 1977 
Jul 1977 
Jul 1977 
Jul 1977 

Jul 1977 
Jul 15 > 7 
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ANNEX D: ^ssetitlal ElemenCB of Inforniatlon 




Consistent with tlie stated nlssion 'and objectives cf ICIP LE^^TIL. " 
the following EsBential Elements of Infonnatloa (£EI) are 
MC«>llshed. These RI apply tc all military and DOD civilian personnel 
Msigned to or asaociated vlth DLI activities to include studentsi, 
>ermnent puty, «ta£f and faculty, end I visitors: ^ 




1. I4«sitlflcatioo and extent of foreign contacts and busineus 
^j^ofcMiMud ^ammcttaoM, particularly (bose with cinnsunlst bloc 
countries. ' ~ 



or 



IT- 

I Ok - 



PtHreigft travel » intended or con^Ieted, to comunist bloc 
.^^trlosi roeurri&t trips to Mexico an| Canada. 

3. Attendance at social and official functions at which conirounist 
%%ok cnaitry personnel arc prasent. 

I: - .■ 

4. Solicitation by foreign nationale or org3oi-::&'^i3ns of offli::al 
or personal Infomatlon through either official or non-r fflcial channels. 

5. Identification of personnel corresponding cr associating; with 
coflsmnlst bloc embassies or receiving unsolicited correspondencf' from 
individuals, organizations or addresses 'known to be a threat to the 
US Anty. \ 

I 

6. Tdeatification of personnel whose ac-iNrlties and chfltacter 
weaknesses render them potentially vulnerable to pressure, blaclbnall, 
coercion, and exploitation by foreign intelligence. Such Inforaation 
Includes: 

a. Excessive Indebtedness or recurring financial difficulties. 

• "■■ I 

b. Unexplained affluence Inconsistent with income. 

c. Commitment or solicitation to commit innnoral or illegal acts 
in CONUS or in foreign countries where such acts could be considered 
Illegal. I 

d. Drastic changes in or acts of personal behavior to indicate 
possible unexplained pressures being brbught to bear. 

'I 

e. EiicesElve U8% of alcoholic beverages or improper use or abuse 
of drugs ^r narcotics. 



I 



f. Mental or eoto^lonal Instability 



or Illness of suffid&'at 



f 



serlousneM to affectlvaterlally the lojdlvldual's duty performance. . 
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7, Identification of violations of established Itistallaticn and/or 
personnel security policy and procedures. 

8, IdaetlflcatlonVof individuals dlr-piaying un\jsual Interest in 
■nothers pd^-sonal and military background and future assignment; 
•cteaptlng ko Identify individuals on oriiers to classified and foreign 
comaod and .general stalf assignments; photographing apparer.tly 
Mll«ct;*4 individuals. 

9, Allegations or denunciations of espionage or sabotage activities 

: 10. Sodden unexplained or inadequately explained absences frojj work. 
• .-■( - . . 

11. ' tSiwti^catloft of unofficial vlsltorB to DLI. 




I 



-Si. 



■X 



OC) LENTIL MONKEY; (QSR, 1st QTR FY 78) 



a. Location: Defense Language Institute (DLI). Presidio of 
Monterey, CA. 

b. Confidential Source Utilization; Seventeen. 

c. Information Obtained or Reported on Non-affiliated Civilians: 
None . 

d. Useful Inforination Obtained: 

(1) During the quarter, sources continued to report contac:s between 
Russian Language Department (RLD) instructors and friends and rejativtrP 
in the USSR. In addition to written correspondence, packages cor.tainin.- 
clothing, books and other articles have been sent to individual:; in thr 
USSR: sometimes through third parties. One RLD instructor has receiver, 
both standard and 'mi] itary dictionaries fror. a friend in the USSR, to 
incluilo ;j copv of the V'arsav Pact ililitary TerTr.inolc;;y . An RLD inRfrnrtr: 
has sent over 54,000, In increments over a period of several years, tc> 
friends and relatives in the USSR. The instructor refused to ri?ve3l thi- 
method/systen, used to transmit the rioney that he had borro■.^■^^cl v.'iiilc' in 
USSR in order to emigrate to the US. An RLD instructor who visited t.'u 
USSR during the quarter was questioned while there by an individual v.-hc 
identified himself as a Soviet Amy officer. The instructor was askc,: 
for the nair.es of DLI personnel, students' branches of service, snd t!u 
purpose of. their language studies. The instructor reported that she 'r..-r.\ 
refused to answer the questions. 

(2) A Polish Language Department (PLD) instructor obtained a vis:; 
from the, Polish Embassy in London while on leave in July 1977 and pro- 
ceeded to visit Poland. The instructor failed to comply with DLI reeuln- 
tions in that he did not report his intent to visit a Communist Bloc 
country and receive the required briefing from the DLI Security Officer. 
This instructor has taken past trips to Poland, but had always coTiplled 
with DLI regulations. A PLD instructor who has been employed at DLI 
since 1955 is reportedly planning to retire in the near future and move 
to Poland. He stated he would be able to live better in Poland because 
of lower living costs. Tliis same instructor had visited Poland last May, 
and had photographed DLI students' from the Polish and Serbo-Croat in 
Language Departments during a class picnic in November 1977. A PLD in- 
structor who last visited Poland in June 1977, was visited by friends. 

a man and woman, from Poland during late September, efirJv Octv^bLr. Thi> 
instructor took his guests to the Ft Ord Officers' CUib on 1 Ort.>ber 
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(3) A female instructor of the Serbo-Croatin Language Department (SCLD) 
has developed a close association with a US Army Captain, and fo:nT!er DLI 
student, now attending the Yugoslavian Staff College. Since his departure 
from DLI in June 1977, the instructor has corresponded with the Captain and 
has sent packages to him for delivery to her relatives in Yugoslavia. 

She plans to visit the captain during her programmed visit/TDY to Yugoslavia 
in April 1978. The captain is allegedly gathering data for her that can 
be used by the SCLD. The instructor, a former Yugoslav citizen, is now a 
permanent resident of the US, and her husband is a US Army enlisted man 
stationed at Ft Ord. 

(4) An instructor of the Hungarian Language Department (HLD) required 
his students to complete, in English, a Hungarian visa application as 
homework assignment. When filled in, the application provides considerable 
biographic data. The application was printed in four languages, Hungarian, 
German, French and English. 

e. Operational Status: 

(1) Seventeen confidential sources were active during the quarter. 
Four sources were terminated, three due to graduation and one due to un- 
expected reassignment, and three new sources were recruited. 7(3ur other 
individuals, including one instructor, are currently under asseissment as 
potential confidential sources. In addition to the confidential source 
coverage, twelve conventional sources also provided coverage at DLI. 

(2) During the reporting period, information obtained from all sources, 
including that acquired from overt liaison activities with other services, 
resulted in the production of two Summaries of Information, 32 Contact 
Reports, A8 oral reports to the DLI Commandant, eight Source Lead Develop- 
ment Reports (SLDR) , and 109 Agent Reports. A total of 1, 320 nanhours 
were expended during the 1st Quarter. 

(3) On 20 December 1977, the Project Liaison Officer (PLO) provided 
the Quarterly Progress Briefing to COL Samuel L. Stapleton, Coiriaandant, 
DLI, with LTC Richard P. Kelly, XO, DLI and LTC Waldo R. Webb, Security 
Officer, DLI, also present. COL Stapleton directed that significant 
information in the briefing also be furnished the Deputy DLI Commandant, 
COL R. Jansson, USAF. This was accomplished on 21 Decetdber 1977. 

(4) As a result of the Quarterly Briefing and items presented to 
the Commandant and his staff as developed by the ICIP during the quarter, 
the DLI Security 'Of ficer denied permission for an ASA enlisted student to 
reside in the home of an RLD instructor. The instructor has had extensive 
contacts with individuals in the USSR, reportedly attempted to obtain the 
release of family members from the USSR, and has had alleged contacts with 
the Soviet Consulate. The DLI Commandant has tasked the Security Officer 
to determine what restrictions could be placed on foreign visitors to DLI, 
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and what actions can be taken against the PLD instructor who visited 
Poland without complying with DLI regulations. Further, Che Security 
Officer was tasked to follow-up on the visa application homework 
assigned by an instructor of the HLD, Such assignments appear out-of- 
liae and without academic basis. 

(5) Special Operations Detachment, USAINSCOM, is closely monitoring 
the reports concerning the relationship between the SCLD instructor and 
US Army Captain. Should substantive information develop as a result of 
this relationship, necessary investigative or other appropriate action 
will be initiated. 
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LENTIL MONKEY: (QSR, 2d QTR FY 78) 



a. Location: Defense Language Institute (DLl), Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Seventeen 

c. Information Obtained or Reported on Non-affiliated Civilians: 
None. 

d. Useful Information Obtained: 

(1) A Russian Language Department (RLD) instructor revealed that 
her mother, who resides In the USSR, had been recently questioned by 
KGB officials when she unsuccessfully attempted to have a manuscript 
smuggled out of the USSR by an American tourist for delivery to her 
daughter. The manuscript was allegedly the Instructor's translation 
of some of the works of an ancient Greek philosopher. The tourist, 

a male student (not further identified) , was apprehended and the pack- 
age confiscated by airport officials. An RLD instructor revealed that 
while a resident of the USSR he had been approached by the KGB to be 
an informer. At the time, 1974, the instructor was teaching English 
language to Soviet Jews. Through the advice of an acquaintance, he 
allegedly told everyone' he knew about the KGB approach and was never 
bothered by them again. The acquaintance was | b6 | a former 

NSA employee who defected to the Soviet Union in 1960, The RLD in- 
structor has been attempting for some time to foster a language teach- 
ing method at DLI that he developed while in the USSR at the Pavlov 
Institute on Physiology. The method has a physiological-psychological 
basis. Three RLD instructors received unsolicited offers to purchase 
Soviet publications from an alleged Communist controlled bookstore in 
New York City, 

(2) During a visit to Czechoslovakia this past Christmas season, 

a Czech Language Department (CLD) instructor mentioned to stude:nts that 
while there she was surveilled by unidentified person (s) on two separate 
occasions. The instructor had not reported this fact to the DLI Security 
Officer upon her return as required by DLI regulations. During a DLI 
sponsored trip to the Stanford University Library, students were 
approached by an unidentified maa and invited to attend a Czech sponsored 
social function in the local area. An official Invitation was later re- 
ceived by the CID chairman, 

(3) A Chinese Mandarin Language Department (CMLD) instructor 
visited the Peoples Republic of China (PRC) during January 1978, without 
complying with DLI regulations concerning reporting of such trips. This 
is the instructor's second visit to the PRC; she had complied with 
appropriate regulations prior to her first visit. 




(4) According to an unsubstantiated statement of a fonner 
Egyptian citizen, an instructor in the Arabic Langtsage Department was 
reportedly a f\m6 raiser for "El Fatah" and avid supporter of the 
Palestine Liberation Organization when he resided in Egypt. 

(5) Through several instructors in the Hungarian Language 
Department (HLD), the president of a local Hungarian club requested 

a student volunteer to present a speech in Hungarian at a forthcoming 
club ceremony. A USAF enlisted student expressed willingness to 
present the requested speech. 

e. Operational Status: 

(1) Seventeen confidential sources were active during the quarter. 
Four sources were terniinated and four new sources recruited. Five in- 
dividuals are currently under assessment as potential confidential 
sources. In addition to confidential source coverage, ten conventional 
sources provided coverage at DLI. 

(2) During the reporting period, information obtained froii all 
sources, including that acquired from overt liaison activities, re- 
sulted in production of five Summaries of Information, Al Contact Reports, 
49 oral reports to the DLI Coimnandant and or designated representatives, 
five Source Lead Development Reports, and 112 Agent Reports. A total of 
1448 manhours were expended on the TCIP during the 2d Quarter. 

(3) On 13 March 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton, Conmiandant, DLI. LTC Waldo R. Webb, DLI 
Security Officer, also attended the briefing. At the Commandant's re- 
quest, on 20 March 1978, the Deputy Commandant and Executive Officer 
were also briefed on the progress of the ICIP. 

(4) As a result of the quarterly briefing and items reported to 
the DLI Commandant and his staff as developed by the ICIP during the 
qtiarter, the Commandant directed that letters, requiring written replys 
of explanation, be sent to the DLI instructors who travelled to 
Communist bloc countries and did not comply with established DLI policy. 
He further directed the DLI Information Officer to contact the student 
discussed in para d(5) above, and advise him of applicable DOD, USAF 
and DLI regulations regarding military personnel participation in off 
post political rallies and activities. Such appearances, speeches or 
other participation by DLI staff, faculty and student personnel must 

be cleared through the Public Affairs Office. The DLI Security Officer 
was directed to determine what action can be taken concerning instructors 
whose actions or backgrounds indicate they may be possible security risks 
(reference para d(l) wherein an RLD instructor revealed contacts with the 
KGB and a known US defector while residing in the USSR. SOD, USAINSCOM, 
has been and will continue to closely monitor the instructor's teaching 
methods and activities.). 




LENTIL MONKEY: (QSR, 3d QTR FY 78) 



a.' Location: Defense Language Institute (DLI) , Presidio of Monterey, 



b. Confidential Source Utilization: Fifteen 

c. Information Obtained or Reported on Non-affiliated Civilians; 
None. 

d. Useful Information Obtained: 

(1) A Russian Language Department (EtLD) supervisor entertained a 
Soviet citizen as his house guest for a period of over a month. The 
Soviet citizen, an engineer, was in Monterey awaiting settlement: of his 
uncle's will. He returned to Moscow in raid-April following partial settle- 
ment, and has arranged with the RLD supervisor to have remaining; funds 

sent to him through banks in the USSR and Western Europe. An RLD instructor 
has been selected by the US Coast Guard in Monterey to serve as a Russian 
Language interpreter when needed in cases involving Russian ships or 
personnel. 

(2) An instructor in the Arabic Language Department (ALD) Is reportedly 
subjecting his students to Palestinian Liberation Organization propaganda. 

(3) An instructor in the Polish Language Department (PID) required 
students to fill out a questionnaire covering such subjects as the 
students' military specialty; prior language training; life goals, leisure 
time activities; and how he/she plans to take advantage of language pro- 
ficiency in future personal career. 

(4) An instructor in the German Language Department (GLD) presented 
lectures to various GLD classes concerning his recently completed trip to 
East Berlin and East Germany. The instructor failed to comply with DLI 
regulations concerning prior reporting of trips to Communist bloc countries. 

e. Operational Status: 

(1) Fifteen confidential sources were active during the quarter. 
Five sources were terminated and three new sources recruited. Seven indi- 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional saurces 
provided coverage at DLI. 

(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities, resulted 
in production of seven Summaries of Information, 34 Contact Reports, 42 
oral reports to the DLI Commandant and/or designated representatives, 
eight Source Lead Development Reports, and 118 Agent Reports, A total of 
1301 manhours were expended on the ICIP during the 3d quarter. 
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(3) On 22 June 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton, Comiandant, DLL LTC Richard P. Kelly » DLl 
Executive Officer, and LTC Waldo R. Webb, DLI Security Officer, also 
attended the briefing. 

(4) As a result of the quarterly briefing and items reporteid to the 
DLI Commandant and staff as developed by the ICIP during the quarter, the 
Commandant directed that DLI visitor control procedures be strengthened 
through greater coordination between the Security and Information Offices. 
Procedures for the direct, expeditious reporting of the arrival of visitors 
and monitoring of their activities at DLI are being' established.. The 
Conmandant directed that a letter of reprimand be sent to the G]JD instructor 
who visited East Berlin and East Germany without complying with appropriate 
DLI regulations. The Commandant directed the Security Officer i:o ascertain 
the details concerning the PLD instructor's requirement for students to 
complete a questionnaire soliciting biographic, professional and personal 
information on the students. The Commandant commented that appropriate 
attention must be paid to the ALD since any attempts to sabotage Arabic 
language teaching efforts would have serious effect on various JS Aid 
Agreements with Arabic speaking countries. He does not wish to see the 
improvement in morale and efficiency of the ALD that has occurred over 

the past few years negated by outside interference by either pro or anti- 
Arab elements. 
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CC) LENTIL MONKEY: ( QSR, 4th QTR FY 78)_ 

a. Location: Defense Language Institute (DLI), Presidio of Monterey, 



CA. 



Confidential Source Utilization: Eighteen 



c. InfoTitiation Obtained or Reported on Non-affiliated Civilians: 
None . 

d. Useful Information Obtained: 

(1) Unauthorized visitors to the Polish, Serbo-Croatian anc Arabic 
Language Departments were reported during the quarter. The visitor to 
the Arabic Language Department (ALD), a newspaperman of unknown citizen- 
ship, allegedly plans to write an article about DLI and solicited infor- 
mation from the Public Affairs/Visitor Support Division (PAVSD) after he 
had already visited ALD. 

(2) A student in the German Language Department (GLD) attending DLI 
in civilian cover status was questioned by a substitute instruc'ror regard- 
ing his status, type job, assignment upon graduation, and whether he knew, 
and/or would be working with a former civilian GLD student now in Germany. 
To determine if a trend exists or is developing, attempts will be made to 
ascertain if any special attention or undue curiosity is shown to "civilian" 
personnel attending language training by. the DLI instructors, 

e. Operational Status: 

(1) Eighteen confidential sources were active during the quarter. 
Two sources were terminated and eight new sources recruited. Four indi- 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional sources pro- 
vided coverage at DLI. 

(2) During the reporting period, information obtained froir all 
sources, including that acquired from overt liaison activities, resulted 
in production of three Summaries of Information, 43 Contact Reports, 55 
oral reports Co the DLI Commandant and/or designated, representatives, six 
Source Lead Development Reports, and 65 Agent Reports. A total of 1142 
manhours were expended on the ICI? during the 4th quarter. 

(3) On 20 September 1978, the required quarterly briefing was pre- 
sented to LTC Waldo R. Webb, Security Officer, DLI. A comprehemsive 
briefing on the operation will be presented to the newly assigned 

(22 Sep 78) Dlil Commandant in the near future. 
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(A) Based on information reported to the DLI Commandant and staff 
during the quarter the following actions were initiated: 

(a) During their initial security briefing, it is emphasized to 
all incoming student personnel that neither DLI language instructors nor 
their relatives have security clearances. This action was based on in- 
formation that relatives of insturctors, citizens of Communist bloc 
countries, have attended social functions sponsored by language depart- 
ments and met and conversed with students. 

(b) The Security Officer and Chief, PAVSD are working together to 
implement and enforce effective visitor control proceduresi Personnel of 
the ALD, see para d(l), were admonished for permitting a visitor access 
to that department without first coordinating with the PAVSD. 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS ^ 
UNITED STATES ARMY 1NTE1.L.IGENCE AND SECURITY COMMAND 
FORT GEORGE G. MEADE. MARYLAND 207SS 



lASO-SA 

SUBJECT: Report of Internal Counterintelligence Program (ICIP) ' - j/S 
Operations (U) 



HQDA (DAMl-DOS/Miss Btannan) 
WASH DC 20310 



Submitted herewith is the status report for the 1st Quarter, 
FY 78, for ICIP Operation LENTIL MONKEY (U) . During the reporting 
period, the operation produced two Summaries of Information, eight 
Source Lead Development Reports, 32 Contact Reports, and 109 Agent 
Reports 




2. Jlerf LENTIL MONKEY (U) , supporting the Defense Language Institute, 
Foreign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP Ueing conducted. 



3. At Inclosure 2 is an updated OPLAN for LENTIL MONKEY (U). 

There are no significant changes to the operational concept and 
objectives reflected in the original OPLAN, dated 22 September 1971, 
The primary intent of the revision is to update terminology and 

references, refine Essential Elements of Information, and Incorporate 
appropriate provisions of AR 380-13, EO 11905 and EG 12036. 



2 Incl WILLIAM I. JENNINGS 

as Special Assistant (OPS) 



CDR USAINSCOM 



2 

31 DEC 08 
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DEPARTMENT OF THE ARMY 
HEADQUARTERS 
UNITED STATES ARMY INTEULIGENCE AND SECURITY COMMAND 
FORT GEORGE 6- MEADE, MARYLAND 2075S 



lASO-SA 



SUBJECT: 



Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 



HQDA (DAMI-DOS/Miss Brannan) 
WASH DC 20310 



1. y&r' Submitted herewith Is the status report, 2d Quarter, FY 78, 
for/lCIP Operation LENTIL MONKEY (U). During the reporting period, 
the operation produced five Summaries of Information, five Source Lead 
Development Reports, 41 Contact Reports, and 112 Agent Reports. 

2. ^W» LENTIL MONKEY (U) , supporting the Defense Language In5.titute, 
Foreign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 



1 Ind 
as 



WILLIAM I. JENNINGS / 
Special Assistant (OPS) 
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SUBJECT: Report of Internal Co 

Operations (u) ""-^^^intelHgence Progra. (iciP) 

CDAMl-crr/M-f 
WASH DC 20310 ^ B"nnan) 

tlon produced th-r^ n (U), Durinc. ^>, '^'^ Quarter, fv < 

being L„1:e^S °^ ^ntre^^T llT.^'^ ^-^Uute. 

/. ^-A, IS the only CONUs; 
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Special AMistant 



(OPS) 



REGRADED UNCLASSIFIED 
ON SEP -S 1997 
BY CDR USAINBCOM FOi/PO 
AUTH PARA 1-603 DoD S200.1-R 



^ ■ ■ 



~3N 






DEPARTMENT OF THE ARMY 
HEADQUARTERS 
US ARMY INTELLIGENCE AND SECURITY COMMAND 
RDRT GEORGE G.MEADE. MARYLAND 20755 



lASO-SA 



SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 



HQDA (DAMI-»e9/Miss Brannan) 
WASH DC 20310 



Submitted herewith is the status report, 3d Quarter, FY 78, 
for ICIP Operation LENTIL MONKEY (U>. During the reporting period, the 
operation produced seven Summaries of Information, eight Source Lead 
Development Reports, 3A Contact Reports and 118 Agent Reports. 

2. LENTIL MONKEY (U) , supporting the Defense Language Institute, 

Fot'eign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 



as 



1 Incl 



WlLLIiUH I.' JENNINGS \7 
Special Assistant (OPS) 
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To: 



Froa: 

Subject: 



May 11, 1978 

Assistant Chief of Staff for Intelligence 

Departnent of the Az«y 

INSCOM LHO (IAINTA-SO-L> 

Room U073» Fozvestal Building 

1000 Independence Avenue, Southwest 

Washingtcm, D.C> 



Willian H. Webster, Director 
b1 Per FBI 



b1 Per FBI 

■ — ^ 



b1 Per FBI 



b1 Per FBI 
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Freedom of Information Act/Privacy Act 
Deleted Page{s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 

Information has been withheld in its entirety in 
accordance with the following exemption (s) : 
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□ 



use 552 (b)(1) p o^ffoX 



It is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 



Information originated with another government agency. It has 
been referred to them for review and direct response to you. 



Information originated with one or more government agencies . 

We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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Assistant Chief of Staff for Intelligence 
Department of the Ax^ay 



b1 Per FBI 



b1 Per FBI 



You will be kept advised of all pertinent 
developiaents. (U) 
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